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Monitoring & Tracing...

An Unlikely Target for Radical Innovation?



Let’s start with network
monitoring
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Syslog
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Really Hard to
Operationalize

However, Automation
IS required
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Free the Data!
Where Data Is Created

(==

sensing &
measurement

Where Data Is Useful

R
As Much Data

As Fast
As Relevant

storage &
analysis

As Easy
As Possible
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So, What is Telemetry?

44 . L .
Telemetry is an automated communications process by which

measurements and other data are collected at remote or
inaccessible points and transmitted to receiving equipment for
monitoring.”*

- A buzzword in the industry, but nothing new
- Collection process of any useful operational data
- What’s (quite) new: Model-driven Telemetry

* http://adsabs.harvard.edu/abs/1987STIN...8913455;
https://en.wikipedia.org/wiki/Telemetry



http://adsabs.harvard.edu/abs/1987STIN...8913455
https://en.wikipedia.org/wiki/Telemetry

Three Enablers for Network Telemetry

Don’t Pull: Push! Performance

Lmjb fJ Analytics-Ready Data Tool-Chains

{ ~ Data-Model Driven Automation
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router>show ip interface

Ethernet 0 is up, line protocol is up

Data - M Odel D rive n IP address is 10.210.93.51 /16

leat :
if-feature if-mib:;
type int32 {

ifTndex le=) rangs "1..2147483647";
SYNTAX h
MEX A Canlg false;
%PM-4-ER STLTUS m 5.5. NAS-Port
DESCRI. d Description
This Attribute indicates the physical port number of the NAS which
is authenticating the user. It is only used in Access-Request
10 por’t, pc;ur"t_-l en packets. HNote that this is using "port"™ in its sense of a
) prhysical connection on the NAS, not in the sense of a TCP or UDP value
port number. Either NAS-Port or NAS-Port-Type (61) or both SHOULD t
be present in an Access-Reguest packet, if the NAS differentiates nay
The US-ASCII name among its ports.

taking place, and its length in bytes. The value of this field is

client specific. (For example, Cisco uses "tty10" to denote the
14 egressinte|

tenth tty 1line and "Async10" to denote the tenth async interface). 3 sent. The value
The port_len indicates the length of the port field, in bytes. %Eﬂﬁﬁ;ﬁ?w

O TEMUTTIDETET BVEry TIFE e TevICE S Managermnent System s re-initialized, as

specified in [REC2863].



What’s the Solution?

An expensive mediation function

Or the same data model language

What is important is the semantic!
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Analytics-Ready Data

- Next to the semantic definition, the context information

- Data manifest: all the necessary metadata required to interpret the
telemetry information.
For example, how and when the data were measured.

- Platform manifest: all the necessary platform metadata required to
interpret the telemetry information
For example, the equivalent of show version on a router



Data Models Define What You Want to Stream

Tools Determine How You Consume The Data
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There Are A Lot Data Model Tools Out There
OpenSource validators

$ pyang -f tree ietf-interfaces.yang --tree-path=interfaces-state/interface/statistics
module: ietf-interfaces
x—--ro interfaces-state
x—-ro interface* [name]
x--ro statistics

X--ro discontinuity-time yang:date-and-time
X-—-ro in-octets? yang:countero64
X-—-ro in-unicast-pkts? yang:countero64
X-—-ro in-broadcast-pkts? yang:countero4
X-—-ro in-multicast-pkts? yang:countero64
X-—-ro in-discards? yang:counter32
X——Y0O in-errors? yang:counter32
X-—-ro in-unknown-protos? yang:counter32
X——-ro out-octets? yang:countero64
X-—-ro out-unicast-pkts? yang:countero4
x——-ro out-broadcast-pkts? yang:countero64
X-—-ro out-multicast-pkts? yang:countero64
Xx--ro out-discards? yang:counter32

X—-—-ro out-errors? yang:counter32

© 2018 Cisco and/or its affiliates. All rights reserved. Cisco Public



There Are A Lot Of Data Models Out There...
yangcatalog.org

= ] X DS/ W 5 2 ~ietf-interf 2 = n=08&show —1& =18&shov =both 0% e |
© YANG Catalog x  + ® @ https://www.yangcatalog.org/yang-search/impact_analysis/?modtags=ietf-interfaces&orgtags=&recursion=08tshow_rfcs= 18show_subm=1&show_dir=both
Element Colors
< — C @& httpsy//yangcatalog.or Q Q 3
es//yang S 2 ® BETF W HUAWE!
i cIsco 8 INDEPENDENT
mBEF IEEE
WCIENA B OPENCONFIG
mCoM WUUNPER
Rim Colors
O Maturity: RATIFIED O Maturity: INITIAL FAILED O Bottlensck to Ratification
O Maturity: NIA O Maturity: COMPILATION O Maturity: ADOPTED
Modules:
=
—_— Orgs:
YANG CATALOG Recursion Levels: [0 | Include Ratified Standards? [ Include Sub-modules? [ Show Graph Direction:

=g

AYANG model catalog and registry that allows users to find models relevant to their use cases
from the large and growing number of YANG modules being published.

This server is running:

R T

2% o0

«  ANETCONF and REST (not RESTCONF-compliant yet) server loaded with the YANG module
from draft-clacla-netmod-model-catalog. It currently only allows public read access to the content.

Feel free to reach out through the github forum if you are interested in write access. The username
is oper and the password is oper. tsegpfumatn
* A YANG Validator, a web frontend that allows for validation of YANG modules and IETF drafts. L
* A YANG Search, a web frontend that allows for searches over the content of the module MM-‘-
catalog.

« A YANG impact analysis ool

* View a module’s metadata details.

G ppter 1.@ R

* Aninteractive YANG exploration tool that includes a YANG browser, RPC builder, and a script

generator to experiment with YANG modules (login as yangcat / yangcatalog123)
« AYANG Regex Validator, a YANG reqular expression validator to experiment with W3C YANG
“pattern” statements

https://yangcatalog.org/
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https://yangcatalog.org/

There Are Some Telemetry Tools Out There

& Netconf: 10.49.234.115 x + - o .

« o % 0 @

Search models Search nodes

# start ¥ NETCONF console

wdsysmon Q Apply @ Clear & show Data
dla YANG Models

v Viev & Download all sysmon-fd-op
@& Telemetry Tools
mdt-realtime v [# Edit group Su Live data
@ GNMI Subscribe Interval  GNMI Port
i total-cpu-one-minute
change 57777 G GNMI Subscribe
o node-name

Capabilities

Failed YANG models

@ tailf-common@2017-08-23.yang tries to imports missing model: tailf-meta-extensions, tailf-cli-extensions




&l Netconf: 1049234115 X e
o % 0 ® a3 O

€« C A Notsecure | timon:9269

Measurement

[08:30:50] Cisco-10S-XR-wdsysmon-fd-oper:system-monitoring/cpu-utilization

Telemetry Data (JSON format)

{
"node_id_str": "IOSXRV9k-1",
"subscription_id_str": "anx-1542356893720",
"encoding_path": "Cisco-10S-XR-wdsysmon-fd-oper:system-monitoring/cpu-utilization”,
"collection_id": 3850936,
"collection_start_time": 1.542357050776E12,
"msg_timestamp": 1.542357050963E12,
"data_json": [
{
"timestamp": 1.542357050939E12,
"keys": [
{
"node-name": "0/RPO/CPUQ"

1
"content”; {
"total-cpu-one-minute": 3,
"total-cpu-five-minute": 3,
"total-cpu-fifteen-minute": 4,
"process-cpu"; [
{
"process-name": "init",
"process-id": 1,
"process-cpu-one-minute": 0,
"process-cpu-five-minute": 0,

© 2018 Cisco and/or its affiliates. All rights reserved. Cisco Public

ANX: https://github.com/cisco-ie/anx



https://github.com/cisco-ie/anx

There Are Some Telemetry Tools Out There
Telegraph Example

- (m) X
o E |
<« S]] ¢ github.com, ¥ @ :
{ 3 <> s 0 0 0 k Insights
\) _
1 . © telegraf-plugin/plugins/inputs/c. X 4
< C' @& GitHub, Inc. [US] | https://github.com/ios-xr/telegraf-plugin/tree/master/plugins/inputs/cisco_tele... ¥¢ e
telegraf-plugin / plugins / inputs / cisco_telemetry_gnmi / Create new file =~ Upload files | Findfile  History
Databases .
[~ "'-|.-1.' = 9 Variables 1 Annatations
etworking . Agent fOI’
Collecting
and Reporting
Metrics and
Me
: —> Events
N N N 0 L Moo eeeuwewmwRes  oPLIvPNEVRN Retes
»
200+ Plugins
\ gins J

## redial in case of failures after
redial = "10s"

https://qithub.com/ios-xr/telegraf-pluqin

© 2018 Cisco and/or its affiliates. All rights reserved. Cisco Public


https://github.com/ios-xr/telegraf-plugin

'he Industry Needs More

‘here Are Some Telemetry Tools Out There

Cisco Telemetry Data Mapper

Imput the paths you wish t

check TDM for matches for, and it will report back direct matches, calculations, and thoss that ¢

The balow form wil resize dynamically with the amourt of detn paiths you input.

Paths  iflndex
ifAdminStatus

[fCperStahe

Maches

Submitted Retusmaed

Cisco-|05- XR-ph -im - cmd -oparintertacasfintarface-r mtarface/state

Cigca-I0S-XR-ph-im-cmd-oper imer st et interfaces linmetacs

ifAdminStatus ieti-inerfaces interfaces- state fimerface/fadmin-status

openconfig-interfaces interfaces/interfaca s1ate/a0min-stams

apen nerfaces interfaces finterfacefsubinieMaces/ subimemsc e s =ie fad

H
Cisco=105-XR-snmp-agent-oper snmp/if-mdexes
Cisco-I0G-XR -snmp-agent-opersnmp/interface-indexes/finterface -indax/interface-index

findex
et -interiaces interfaces-stabefinedace/if-index

e g-interfaces interfaces finterface subinterfa

mierfaceslale findex

Cizco-105-XR-ph-im -cmd -opar-intertacas/intartas e-xrfmtarface /state

co- I0E-XR-ph-im-cmd -cparimerdacesinte

FOparStatus ict-interipoesinte rfaces- state finterface foper- staius

herfacas interfacesinker

3fstabefoper-siaius

GENCOr Tiﬁ-l‘\tafate"k { '||e|1-C1-“' Leffacasubintamaces! suinte st e slue opar-ataus

L

ot yet have matches.
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IETF Specifications

Tools

(OSS) Reference Code

Industry Coordination

N
v, YANG
/
I
v/ YANG
Tools
/
I
v/ YANG
Tools
/
I\
v

J

HOW?

(Associated Operations)

4 N
No telemetry
_ spec. ... yet
4 N
v
o J
4 N
Yes, but ...
o J
4 N
o J
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Active OAM

(ping, traceroute)

© 2019 Cisco and/or its affiliates. All rights reserved. Cisco Public



Active OAM Examples:
OWAMP (RFC 4656) & TWAMP (RFC 5357)

Controller/Client

OWAMP-Control

Responder/Server

Session Sender

OWAMP-Test

Session-Receiver

Controller/Client

TWAMP-Control

B
»

Responder/Server

Session Sender

P
<«

TWAMP-Test

v

Session-Reflector

<
<«

Y D\
AN J

[
>

Y D\
AN J
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Tools...

- OWAMP sample OSS code: e _——m
https://aithub.com/perfsonar/owamp o Rt ol - N L

- TWAMP sample OSS code:
https://qithub.com/emirica/twamp-
protocol.qit

One-Way Ping (OWAMP)

About

Downloads Manual Pages Cookbook (PDF) | License

Of Note

Mailing List: NOTE: OWAMP is maintained and distributed by the perfSONAR project
Two mailing lists (perfsonar- Sources can be found on GitHub

announce and perfsonar-user) are

hosted at the OWAMP is a command line client application and a policy daemon used to
domaininternet2.edu; both are determine one way latencies between hosts. It is an implementation of the
publicly archived and open to OWAMP protocol as defined by http:/iwww.rfc-editor.orgirfc/rfc4856.txt
subscriptions. (When referring to the protocol within this document, "OWARP” will be in
Get Involved! italicized. In all other instances, "OWAMP" wil be referring to this

Make a difference. Get involved in Nnplmeriakon.)

one of the many Internet2 With roundtrip-based measurements, it is hard to isolate the direction in
community working or special which congestion s experienced. One-way measurements solve this
interest groups problem and make the direction of congestion immediately apparent
Since traffic can be asymmetric at many sites that are primarily producers
or consumers of data, this allows for more informative measurements
One-way measurements allow the user 1o better isolate the effects of
specific parts of a network on the treatment of traffic

- And there are many more active OAM
tools, incl. Paris Traceroute, etc..

Case Studies

« LHC Testing Challenges

Presentation ID © 2019 Cisco and/or its affiliates. All rights reserved. Cisco Public


https://github.com/perfsonar/owamp
https://github.com/emirica/twamp-protocol.git
https://paris-traceroute.net/

But what

about my
Iive user
Tolk
Observe Probe trafflc .
(SNMP, Syslog, (ping, traceroute,

Streaming Telemetry..) OWAMP, TWAMP,..)

Presentation ID



Il

Observe Probe In-situ OAM
(SNMP, Syslog (ping, traceroute, (per packet telemetry)
Streaming Telemetry,..) OWAMP, TWAMP,..)

Presen tation ID © 2019 Cisco and/or its affiliates. All rights reserved. Cisco Public



Hdr IOAM Payload Hdr IOAM Payload
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IOAM data fields are defined in a protocol
iIndependent way

draft-iett-ippm-icam-data-05



In-situ OAM Data Fields Overview

» Per node scope « Set of nodes scope
* Hop-by-Hop information processing * Hop-by-Hop information processing
» Hop Limit + Service Chain Validation

(Random, Cumulative)

Node_ID (long/short)
Ingress Interface ID (long/short)
Egress Interface ID (long/short) « Edge to Edge scope

* Timestamp « Edge-to-Edge information processing
« Wall clock (seconds, nanoseconds)

* Sequence Number
* Transit delay

* Timestamp

* Queue length

* Opague data
« Namespace specific data (long/short) IOAM data f@elds use a dedicated namespace.
g Y, IOAM data fields are layer independent and can be
Two transport optio@/ filled by any node capable of filling-in IOAM data
«  Pre-allocated array (SW friendly) fields.
« Incrementally grown array (HW friendly)




|IOAM data fields can be carried in various protocols

NSH - draft-ietf-sfc-ioam-nsh-01

IPv6 - draft-ioametal-ippm-6man-ioam-ipv6-options-01, draft-ioametal-ippm-6man-icam-ipv6-deployment-00
IPv4 - draft-gafni-ippm-ioam-ipv4-options-00

Ethertype based protocol encap - draft-weis-ippm-ioam-eth-01

Geneve - draft-brockners-ippm-ioam-geneve-02

VXLAN-GPE - draft-brockners-ippm-ioam-vxlan-gpe-01

SRv6 - draft-ali-6man-spring-srv6-oam-00, draft-gandhi-spring-ioam-sr-mpls-00, draft-ali-spring-ioam-srv6-00
Optical - draft-anand-ippm-po-ioam-02

MPLS - draft-song-mpls-extension-header-02

© 2018 Cisco and/or its affiliates. All rights reserved. Cisco Public



Encapsulations

draft-ietf-sfc-ioam-nsh-01
{sFC >

- draft-ioametal-ippm-6man-ioam-ipv6-options-01,

/6MAEdraft—ioametal—ippm—6man—ioam—ipv6—deployment—00

\ draft-ali-6éman-spring-srv6-oam-00

N\

draft-weis-ippm-ioam-eth-01
??? draft-anand-ippm-po-ioam-02
draft-gafni-ippm-ioam-ipv4-options-00

/NV \ draft-brockners-ippm-ioam-geneve-02
\ 3/olraft—brockners—ippm—ioam—vxlan—gpe—o1

.
PP

&

/!

Data Formats

draft-ietf-ippm-ioam-data-05

YANG/Operations

draft-zhou-ippm-ioam-yang-03
draft-mizrahi-ippm-ioam-profile-00

Data EXport /S :\ draft-gandhi-spring-ioam-sr-mpls-00

draft-spiegel-ippm-ioam-rawexport-01 \p Il rE’ draft-ali-spring-ioam-srv6-00

/ \ draft-son '
-song-mpls-extension-header-02
MPLS

Note: On|y a subset Of a|| drafts Wlth relationship to |OAM ShOWﬂ. © 2018 Cisco and/or its affiliates. All rights reserved. Cisco Public



|IOAM Adoption:
Standards g OSS # Tool-Chains



IOAM OSS Implementation - Seeding Adoption...

:.:6 e, OPEN
- .0

- Dataplane:
- Open-Source:
- FD.io/VPP (see fd.io)
. Linux Kernel (PoC for 4.12))

- Equipment vendors active in [IOAM
- Cisco, Broadcom, Barefoot, Mellanox, Huawei, ZTE, ..

- Controller:
- OpenDaylight (Carbon release)

© 2018 Cisco and/or its affiliates. All rights reserved. Cisco Public


https://fd.io/
https://github.com/FrancartJ/iOAM-IPv6-LinuxKernel

Next Step: Evolve tools / tool chains for IOAM
YANG Data Models for Operations and Data-Plane

Operational Data-Plane
Template/Model Template/Model

YANG model for the YANG model for the

configuration of a data-plane/on-wire
deployment definition

Early seed work: Draft-zhou-ippm-ioam-yang, draft-mizrahi-ippm-ioam-profile

© 2018 Cisco and/or its affiliates. All rights reserved. Cisco Public



Network Tracing: Observation:



IETF Specifications

(OSS) Reference Code

Industry Coordination

J

Presentation ID

HOW?

(Associated Operations)

- J
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How to rope e
application visibility in? Application




“Which requests are slow?
Why?”

“DB lookup was slow, but why?”

“We know which operations
were slow, but can’t correlate
them to a particular request”

“How to aggregate application
performance data?”

“Single approach for different
applications/deployments?”

© 2019 Cisco and/or its affiliates. All rights reserved. Cisco Public



Background: Application Tracing /
Performance Management

- Enterprises use a wide range of technologies across Tracing Solutions/
different teams Backends; Examples:
- Java, .NET, etc. - of different age . AppDynamics
- Message brokers like Tibco, RabbitMQ, ZeroMQ, ... «  AWS X-Ray
_ _ * Azure Monitor
- Tools have so far driven Tracing/APM AP| and schema - Datadog
definitions « Elasticsearch
: . : . - H b
- Many different implementations/tools for tracing / . In(;?aeg:om
end-to-end transaction monitoring . Jaeger
- Manual instrumentation with language/tool specific API * Prometheus
« SignalFX
« Stackdriver

Zipkin

Presen tation ID © 2019 Cisco and/or its affiliates. All rights reserved. Cisco Public



O iy ~

. App/Service App/Service - .
i Instrumentation Instrumentation b ‘i
Developer < | DCC’)C(?{?XT |
Library Library ernition
; Instrumentation Instrumentation L
Tracer-Runtime/ Tracer-Runtime/
Agent/Exporter Agent/Exporter |
{ 1
| Trace-Data j
Tracing/APM Backend End-User/
Operator
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Can There Be Standards?

- Standard tracing API with associated language bindings?
- Developer writes the instrumentation using that API

- Open interchange of trace data between different
- Applications/Services?
- Tracing systems?
- Network Layers?

Presen tation ID © 2019 Cisco and/or its affiliates. All rights reserved. Cisco Public



OpenTracing

OpenCensus

W3C Distributed

“OpenTracing allows developers
to add instrumentation to their
application code using APIs that
do not lock them into any one
particular product or vendor.”

Vendor-neutral API
specification

frameworks and libraries that
have implemented the
specification

documentation for the project.

CNCF Project)

“OpenCensus currently provides
libraries for a number of
languages that allow you to
capture, manipulate, and export
metrics and distributed traces to
the backend(s) of your choice.”

Vendor-agnostic single distro of

libraries to provide:

* metrics collection

 tracing for services

» pluggable exporters to ship data
to external systems

CNCF Project)

Tracing WG

“The mission of the Distributed
Tracing WG is to define
standards for interoperability
between tracing tools.”

Specifications:

« HTTP headers for use in
transporting trace data
(traceparent, tracestate)

* Rules for constructing and
mutating these headers

\.

Presentation ID
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‘ @ @ ___________________________________________________________ A

Tracer-Runtime/ Tracer-Runtime/
Agent / Exporter Agent / Exporter

. App/Service App/Service - W30
Instrumentation Instrumentation b .
Developer o DC(;CW.?.X Lo
Library efinition

Instrumentation L

. “ .‘
| Trace-Data W3C : oT :
L AR 2

Tracing/APM Backend UI/API } End-User/
/) Operator

_____________________________________________________________________________________________
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All 3 Groups Share A Similar Tracing Model

/ /messages

auth

cache.Get

rpc
Trace {

N cache.Put

Trace <

mysql.Query

— _/
e

Spans

Pass around a unique ID (Trace ID): From service entry point to the end of
execution; Build a DAG of related operations,; Contextualize metadata

Presen tation ID © 2019 Cisco and/or its affiliates. All rights reserved. Cisco Public



Tracing Tool Example: Jaeger

x o+

%
@

timon cisco.com

a ger Ul x4+ - a X
) €« C @ Notsecure | timon.cisco.com o @
aute m + = o X
. ~ frontend: HTTP C « C @ Notsecure | timen.cisco.com * @ :
| x o+ - o x
! v frontend: HTTP GET /dispatch & | & & s cecue | timonciscocom pn @
January 14, 2019 9:18 AM 690.58

Service & Operation

. ~ frontend: HTTP GET /dispatch

v | frontend
~ | frontend January 14, 2019 9:19 AM 690.58ms 6 5 51
v | frontend Service & Operation
Start Time [
~ | customer HTT | mysal
| mysal ~ | frontend
N Service & Operation L 172 65ms 45 26 -
> | @ frontend %  driver w | driver
End T > | frontend v redis « | frontend
nd Time )
> | trontena i o redis | frontend
« | trontend
> | trontend i1 redis |
~ | customer
> | frontend redis |m
ysal
. > | frontend : [ | frontend
Min Duration
> I frontend redis . w  diver
redis >
> | frontend or
: redis Driver::findNearest driver 210.05ms 286.56ms
> | frontend
3| frontend redis Tags: erve thrf er.clien!
)limlmi redis Process: it 6206 3abdadTa i time D77 143 61 ) 5-2 150
ntes
redis Logs (3
Qredis
redis s
s 0 reds
redis
> | frontend .
redis
> | frontend —
> | frontend redis
> | frontend 177 GET @ redis
radis
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& Jaeger Ul x o+

«

« w frontend: HTTP GET /dispatch ¢

lart January 14, 2019 8:18 AM  Duration 690.58ms

C  © Notsecure | timon.cisco.com:16686/trace/90790d9f1190187

Services 8 Depth § Total Spans 51

172 65ms

How much of the

517.94ms

Service & Operation vy

345 29ms

65.72ms are

172 65ms. 345 29ms

attributed to the

v | frontend HTTP GET /dispatch

~ | frontend HTTP GET icustomer

|| frontend HTTP GET

network?

| customer HTTP GET fcustomer
mysql SaLSELECT
> | © frontend &  driver iiver findNearest
» | frontend HTTP GET iroute
~ | frontend HTTP GET iraute
~ I frontend HTTP GET
route HTTP GET froute

6572ms

» | frontend w1TP GET it
> | frontend HTTP GET roue
> | frontend 7e GET oue
> | frontend HITP GET froute
> | frontend 1P GET froute

HTTP GET /route

Service route | Duration 65.72ms | Starl Time: 497.71ms

> Tags: spankind - server  http.method - GET hitp.status_code - 200

> Process: client-uuid - 56b27d2a2d865197

hitp.url
hostname = timon

Iroute?dropoff=115%2C277 &pickup=59%2C259
ip=1077.14361 = jaegerversion - Go-2.15.0

component - net/http

> Logs (1)

5ci2B9605241c2a8
S
ms
A
—
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Network Telemetry 4#z@¢ Application Telemetry 7



Include L2/L3/L4 Traces as Child-Traces

/messages

auth
cache.Get
rpc

tcp

tcp cache.Put

Presentat ion ID © 2019 Cisco and/or its affiliates. All rights reserved. Cisco Public



Questions

- Association and propagation of TracelDs across layers? {nbaggﬂgg-g 0

- Application layer tracing operates L7-L5 (OC, OT, ..) ::ldu”grsﬂf_i?”"i I728.

- Transport layer tracing - L4 (Robin Marx, TSV-IETF104) {

- Network layer tracing operates at L1-3 (IOAM, ..) i‘;;::ag{ﬂ} Tl
. Standard Interchange Format? }"“f"E"=”

- E.g. OpenTracing Issue #64 ]

"operationName": "some-span”,
Metrics correlation? "references”; (],

"spanld": 4866369132225493238,
"start": 10al079498409000,
"tags™: {

"sampler.type™: "const",
"sampler.param": "true"

3

"traceld": 4866369132225493238
Network Service Mesh - integrates Application and Network }

services in K8s, and elevates the above questions...

Presentation ID © 2019 Cisco and/or its affiliates. All rights reserved. Cisco Public

- Tags (in OpenCensus) - Key/Value pairs which are used to tag
metrics; Tags can be propagated on the wire

Security / Dealing with E2E encryption



https://datatracker.ietf.org/meeting/104/materials/slides-104-tsvarea-logging-tooling-and-debugging-for-modern-network-protocols-robin-marx-00
https://github.com/opentracing/specification/issues/64
https://networkservicemesh.io/
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Application Tracing / Transaction Monitoring:
Observation:



Specifications

(OSS) Reference Code

Industry Coordination
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Business

Another layer up: e
Business Telemetry Application

Network




Business-Data
Operational-Data
Configuration-Data

all go hand in hand,
across all layers
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Picture source : https ://ayoqq .org/handshake -drawing.html



Associating a Service KPI to
Telemetry



Service Assurance for Intent-based Networking

- A compulsory step for intent-based networking is: closing the loop with telemetry for
service assurance

- Service assurance is difficult
- Telemetry, with context information

- From streaming data to streaming relevant information
- Tie telemetry to the intent, based on the service KPI.
- Service-specific monitoring, troubleshooting, assurance, and prediction

- Treat the network as a holistic service-delivery system (physical and virtual)
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So, What is Telemetry?

- (Operational) telemetry: by default, telemetry deals with operational
information. Therefore, it could be flagged as operational telemetry,
even if nobody uses that term in the industry. Network and
operations engineers speak of telemetry.

- Business telemetry refers the use of a telemetry to stream
information useful for business developments. Business
developers, (senior) vice presidents, and top execs speak of
telemetry but they actually mean business telemetry.



Business Telemetry

Report the business value of an asset

- Asset ldentification - a unique product, feature, user, ...
- Associated entities / dependencies

- License - one time purchase, subscription

. State - (de-)activated

- Usage - Usage information for the entity, utilization, performance, ...
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Business / Operational Telemetry Mapping

Business

| Telemetry

L
|

<business telemetry object, operational telemetry object>

Operational

Telemetry

Expectation: business telemetry uses
operational telemetry objects



Are we ready for a broader agenda?



Adopted Solutions




Specifications

A specification-only
focus has limited
+ Code Impact. You can

+ Industry coordination even call it a
mistake...

+ Tooling

= ADOPTED SOLUTIONS
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Thank You



