
Frank Brockners, Benoit Claise

IETF 104 TechTalk, March 28, 2019

Telemetry: Industry Status, Challenges, 
and IETF Opportunities



© 2019  Cisco and/or its affiliates. All rights reserved.   Cisco PublicPresentation ID

Monitoring & Tracing…

An Unlikely Target for Radical Innovation? 
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Let’s start with network 
monitoring

Network

Application

Business
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Too Slow

Incomplete

Device-Specific

Hard to Operationalize

CLI

SNMP

Syslog
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Really Hard to 
Operationalize

However, Automation 
is required

IPFIX

OWAMP/TWAMP

RADIUS

TACACS+

In-situ OAM
…

CLI

SNMP

Syslog

NETCONF
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sensing & 
measurement

Where Data Is Created Where Data Is Useful

storage & 
analysis

As Much Data
As Fast

As Relevant
As Easy

As Possible

Free the Data! 



“Telemetry is an automated communications process by which 

measurements and other data are collected at remote or 
inaccessible points and transmitted to receiving equipment for 
monitoring.”*

• A buzzword in the industry, but nothing new

• Collection process of any useful operational data

• What’s (quite) new: Model-driven Telemetry

So, What is Telemetry? 

* http://adsabs.harvard.edu/abs/1987STIN...8913455;
https://en.wikipedia.org/wiki/Telemetry

http://adsabs.harvard.edu/abs/1987STIN...8913455
https://en.wikipedia.org/wiki/Telemetry


© 2019  Cisco and/or its affiliates. All rights reserved.   Cisco PublicPresentation ID

Three Enablers for Network Telemetry

Don’t Pull: Push!

Analytics-Ready Data

Data-Model Driven



Data-Model Driven



© 2019  Cisco and/or its affiliates. All rights reserved.   Cisco PublicPresentation ID

An expensive mediation function

What’s the Solution?

What is important is the semantic!

Or the same data model language



• Next to the semantic definition, the context information

• Data manifest: all the necessary metadata required to interpret the 
telemetry information.
For example, how and when the data were measured.

• Platform manifest: all the necessary platform metadata required to 
interpret the telemetry information
For example, the equivalent of show version on a router

Analytics-Ready Data
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Data Models Define What You Want to Stream

Tools Determine How You Consume The Data
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There Are A Lot Data Model Tools Out There 
OpenSource validators

$ pyang -f tree ietf-interfaces.yang --tree-path=interfaces-state/interface/statistics

module: ietf-interfaces

x--ro interfaces-state

x--ro interface* [name]

x--ro statistics

x--ro discontinuity-time    yang:date-and-time

x--ro in-octets?            yang:counter64

x--ro in-unicast-pkts?      yang:counter64

x--ro in-broadcast-pkts?    yang:counter64

x--ro in-multicast-pkts?    yang:counter64

x--ro in-discards?          yang:counter32

x--ro in-errors?            yang:counter32

x--ro in-unknown-protos?    yang:counter32

x--ro out-octets?           yang:counter64

x--ro out-unicast-pkts?     yang:counter64

x--ro out-broadcast-pkts?   yang:counter64

x--ro out-multicast-pkts?   yang:counter64

x--ro out-discards?         yang:counter32

x--ro out-errors?           yang:counter32
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There Are A Lot Of Data Models Out There…
yangcatalog.org

https://yangcatalog.org/

https://yangcatalog.org/
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There Are Some Telemetry Tools Out There
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https://github.com/cisco-ie/anx
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There Are Some Telemetry Tools Out There
Telegraph Example

https://github.com/ios-xr/telegraf-plugin

https://github.com/ios-xr/telegraf-plugin
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There Are Some Telemetry Tools Out There
The Industry Needs More
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IETF Specifications

Tools

(OSS) Reference Code

Industry Coordination

WHAT?

(Model)

HOW?

(Associated Operations)

✓ YANG

✓
YANG
Tools

YANG
Tools✓

✓

Yes, but …  

✓

No telemetry 
spec. ... yet
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• Ping

• Traceroute

• TWAMP

• OWAMP

• …

Active OAM

Probe
(ping, traceroute)
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Active OAM Examples: 
OWAMP (RFC 4656) & TWAMP (RFC 5357)

Control-Client Server

Session-ReflectorSession Sender

TWAMP-Control

TWAMP-Test

Controller/Client Responder/Server

Control-Client Server

Session-ReceiverSession Sender

OWAMP-Control

OWAMP-Test

Controller/Client Responder/Server
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Tools…

• OWAMP sample OSS code:
https://github.com/perfsonar/owamp

• TWAMP sample OSS code:
https://github.com/emirica/twamp-
protocol.git

• And there are many more active OAM 
tools, incl. Paris Traceroute, etc..

https://github.com/perfsonar/owamp
https://github.com/emirica/twamp-protocol.git
https://paris-traceroute.net/
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Observe
(SNMP, Syslog,

Streaming Telemetry..)

Probe
(ping, traceroute,

OWAMP, TWAMP,..)

But what
about my 
live user 
traffic?
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Observe
(SNMP, Syslog

Streaming Telemetry,..)

Probe
(ping, traceroute,

OWAMP, TWAMP,..)

In-situ OAM
(per packet telemetry)
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Hdr IOAM PayloadHdr IOAM Payload

421 2 175 7
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IOAM data fields are defined in a protocol 
independent way

draft-ietf-ippm-ioam-data-05



• Per node scope

• Hop-by-Hop information processing

• Hop Limit

• Node_ID (long/short)

• Ingress Interface ID (long/short)

• Egress Interface ID (long/short)

• Timestamp

• Wall clock (seconds, nanoseconds)

• Transit delay

• Queue length

• Opaque data

• Namespace specific data (long/short)

In-situ OAM Data Fields Overview
• Set of nodes scope

• Hop-by-Hop information processing

• Service Chain Validation 
(Random, Cumulative)

• Edge to Edge scope

• Edge-to-Edge information processing

• Sequence Number

• Timestamp

Two transport options:
• Pre-allocated array (SW friendly)
• Incrementally grown array (HW friendly)

IOAM data fields use a dedicated namespace.
IOAM data fields are layer independent and can be 
filled by any node capable of filling-in IOAM data 
fields.
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IOAM data fields can be carried in various protocols

NSH - draft-ietf-sfc-ioam-nsh-01
IPv6 - draft-ioametal-ippm-6man-ioam-ipv6-options-01, draft-ioametal-ippm-6man-ioam-ipv6-deployment-00
IPv4 - draft-gafni-ippm-ioam-ipv4-options-00
Ethertype based protocol encap - draft-weis-ippm-ioam-eth-01
Geneve - draft-brockners-ippm-ioam-geneve-02
VXLAN-GPE - draft-brockners-ippm-ioam-vxlan-gpe-01
SRv6 - draft-ali-6man-spring-srv6-oam-00, draft-gandhi-spring-ioam-sr-mpls-00, draft-ali-spring-ioam-srv6-00 
Optical - draft-anand-ippm-po-ioam-02
MPLS - draft-song-mpls-extension-header-02
…
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draft-zhou-ippm-ioam-yang-03
draft-mizrahi-ippm-ioam-profile-00

IPPM

6MAN

SFC

NVO3

MPLS

Spring

draft-ietf-sfc-ioam-nsh-01

draft-ioametal-ippm-6man-ioam-ipv6-options-01, 
draft-ioametal-ippm-6man-ioam-ipv6-deployment-00
draft-ali-6man-spring-srv6-oam-00

draft-gafni-ippm-ioam-ipv4-options-00

draft-weis-ippm-ioam-eth-01
draft-anand-ippm-po-ioam-02

draft-brockners-ippm-ioam-geneve-02
draft-brockners-ippm-ioam-vxlan-gpe-01

draft-gandhi-spring-ioam-sr-mpls-00
draft-ali-spring-ioam-srv6-00

draft-song-mpls-extension-header-02

???

Data Formats

YANG/Operations

Data Export
draft-spiegel-ippm-ioam-rawexport-01

draft-ietf-ippm-ioam-data-05

Encapsulations

Note: Only a subset of all drafts with relationship to IOAM shown.
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IOAM Adoption:

Standards    +    OSS    +    Tool-Chains
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IOAM OSS Implementation – Seeding Adoption…

• Dataplane: 

• Open-Source: 

• FD.io/VPP (see fd.io)

• Linux Kernel (PoC for 4.12 ) 

• Equipment vendors active in IOAM

• Cisco, Broadcom, Barefoot, Mellanox, Huawei, ZTE, …

• Controller:

• OpenDaylight (Carbon release)

https://fd.io/
https://github.com/FrancartJ/iOAM-IPv6-LinuxKernel
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Operational
Template/Model

YANG model for the
configuration of a 

deployment

Data-Plane 
Template/Model

YANG model for the
data-plane/on-wire

definition

Next Step: Evolve tools / tool chains for IOAM
YANG Data Models for Operations and Data-Plane

Early seed work: Draft-zhou-ippm-ioam-yang, draft-mizrahi-ippm-ioam-profile
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Network Tracing: Observation:

OSS/Tool-Chains Adopted Standards
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IETF Specifications

Tools

(OSS) Reference Code

Industry Coordination

WHAT?

(Model)

HOW?

(Associated Operations)

✓

✓ ✓

(    )
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How to rope
application visibility in?

Network

Application

Business
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Application Level 
Tracing Asks
Resemble Network 
Level Tracing 
Asks…

“Which requests are slow? 
Why?”

“DB lookup was slow, but why?”

“We know which operations 
were slow, but can’t correlate 
them to a particular request”

“How to aggregate application 
performance data?”

“Single approach for different 
applications/deployments?”
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Background: Application Tracing / 
Performance Management

• Enterprises use a wide range of technologies across 
different teams

• Java, .NET, etc. – of different age

• Message brokers like Tibco, RabbitMQ, ZeroMQ, …

• Tools have so far driven Tracing/APM API and schema 
definitions

• Many different implementations/tools for tracing / 
end-to-end transaction monitoring

• Manual instrumentation with language/tool specific API

Tracing Solutions/
Backends; Examples:

• AppDynamics
• AWS X-Ray
• Azure Monitor
• Datadog
• Elasticsearch
• Honeycomb
• Instana
• Jaeger
• Prometheus
• SignalFX
• Stackdriver
• Zipkin
• ....
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App/Service 
Instrumentation

Library
Instrumentation

Tracer-Runtime/
Agent/Exporter

App/Service 
Instrumentation

Library
Instrumentation

Tracer-Runtime/
Agent/Exporter

Tracing/APM Backend UI/API End-User/
Operator

Developer

Trace-Data

Context
Definition
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Can There Be Standards?

• Standard tracing API with associated language bindings?

• Developer writes the instrumentation using that API

• Open interchange of trace data between different

• Applications/Services?

• Tracing systems?

• Network Layers?
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OpenTracing OpenCensus
W3C Distributed 

Tracing WG

• Vendor-neutral API 
specification

• frameworks and libraries that 
have implemented the 
specification

• documentation for the project. 

“OpenTracing allows developers 
to add instrumentation to their 

application code using APIs that 
do not lock them into any one 
particular product or vendor.”

Specifications:
• HTTP headers for use in 

transporting trace data 
(traceparent, tracestate)

• Rules for constructing and 
mutating these headers

“The mission of the Distributed 
Tracing WG is to define 

standards for interoperability 
between tracing tools.”

Vendor-agnostic single distro of 
libraries to provide:
• metrics collection 
• tracing for services
• pluggable exporters to ship data 

to external systems

“OpenCensus currently provides 
libraries for a number of 

languages that allow you to 
capture, manipulate, and export 
metrics and distributed traces to 
the backend(s) of your choice.”

CNCF Project CNCF Project
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App/Service 
Instrumentation

Library
Instrumentation

Tracer-Runtime/
Agent / Exporter

App/Service 
Instrumentation

Library
Instrumentation

Tracer-Runtime/
Agent / Exporter

Tracing/APM Backend UI/API End-User/
Operator

Developer

Trace-Data

Context
Definition

W3C

W3C

OT OC

OC

OC

OC

OT

OT



© 2019  Cisco and/or its affiliates. All rights reserved.   Cisco PublicPresentation ID

All 3 Groups Share A Similar Tracing Model

/messages

auth

cache.Get

rpc

mysql.Query

cache.Put

Trace

Spans

Pass around a unique ID (Trace ID): From service entry point to the end of 
execution; Build a DAG of related operations; Contextualize metadata

Trace
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Tracing Tool Example: Jaeger



© 2019  Cisco and/or its affiliates. All rights reserved.   Cisco PublicPresentation ID

How much of the
65.72ms are

attributed to the
network?
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Network Telemetry Application Telemetry ?
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/messages

auth

cache.Get

rpc

cache.Put

mysql.Query

tcp

tcp

r1 r2 r3

tcp

tcp

r4

Include L2/L3/L4 Traces as Child-Traces



© 2019  Cisco and/or its affiliates. All rights reserved.   Cisco PublicPresentation ID

Questions

• Association and propagation of TraceIDs across layers?

• Application layer tracing operates L7-L5 (OC, OT, ..)

• Transport layer tracing – L4 (Robin Marx, TSV-IETF104)

• Network layer tracing operates at L1-3 (IOAM, ..)

• Standard Interchange Format? 

• E.g. OpenTracing Issue #64

• Metrics correlation?

• Tags (in OpenCensus) – Key/Value pairs which are used to tag 
metrics; Tags can be propagated on the wire

• Security / Dealing with E2E encryption

Network Service Mesh – integrates Application and Network 
services in K8s, and elevates the above questions… 

{

"baggage": [],

"duration": 11726,

"logs": [

{

"fields": {},

"message": "hello-world",

"time": 0

}

],

"operationName": "some-span",

"references": [],

"spanId": 4866369132225493238,

"start": 1551079498409000,

"tags": {

"sampler.type": "const",

"sampler.param": "true"

},

"traceId": 4866369132225493238

}

https://datatracker.ietf.org/meeting/104/materials/slides-104-tsvarea-logging-tooling-and-debugging-for-modern-network-protocols-robin-marx-00
https://github.com/opentracing/specification/issues/64
https://networkservicemesh.io/
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App/Service 
Instrumentation

Library
Instrumentation

Tracer-Runtime/
Agent/Exporter

App/Service 
Instrumentation

Library
Instrumentation

Tracer-Runtime/
Agent/Exporter

Tracing/APM Backend UI/API End-User/
Operator

Developer Context
Definition

Application

NetworkNetwork

Context/Model
Definition

Trace-Data
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Application Tracing / Transaction Monitoring:
Observation:

OSS/Tool-Chains Adopted Standards
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Specifications

Tools

(OSS) Reference Code

Industry Coordination

WHAT?

(API/Model)

HOW?

(Associated Operations)

✓

✓

✓

(W3C, OT, OC)

(OC, …)

(OC, OT)

✓(CNCF) ✓(CNCF)

✓(OC, OT)

✓(OC, …)

✓ (OC)
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Another layer up: 
Business Telemetry

Network

Application

Business
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Business-Data 
Operational-Data

Configuration-Data

all go hand in hand,
across all layers

Picture source: https://ayoqq.org/handshake-drawing.html
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Associating a Service KPI to
Telemetry
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Service Assurance for Intent-based Networking

• A compulsory step for intent-based networking is: closing the loop with telemetry for 
service assurance

• Service assurance is difficult

• Telemetry, with context information

• From streaming data to streaming relevant information

• Tie telemetry to the intent, based on the service KPI.

• Service-specific monitoring, troubleshooting, assurance, and prediction 

• Treat the network as a holistic service-delivery system (physical and virtual)



• (Operational) telemetry: by default, telemetry deals with operational 
information. Therefore, it could be flagged as operational telemetry, 
even if nobody uses that term in the industry. Network and 
operations engineers speak of telemetry. 

• Business telemetry refers the use of a telemetry to stream 
information useful for business developments. Business 
developers, (senior) vice presidents, and top execs speak of 
telemetry but they actually mean business telemetry.

So, What is Telemetry? 



© 2019  Cisco and/or its affiliates. All rights reserved.   Cisco PublicPresentation ID

Business Telemetry

Report the business value of an asset

• Asset Identification – a unique product, feature, user, …

• Associated entities / dependencies

• License – one time purchase, subscription

• State – (de-)activated

• Usage - Usage information for the entity, utilization, performance, …



Business / Operational Telemetry Mapping

Operational 
Telemetry

Business 
Telemetry

<business telemetry object, operational telemetry object>

Expectation: business telemetry uses 
operational telemetry objects
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Are we ready for a broader agenda?
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What?

+

How?

+

Who?

Adopted Solutions
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Specifications

+ Tooling 

+ Code

+ Industry coordination

= ADOPTED SOLUTIONS

A specification-only
focus has limited
impact. You can
even call it a 
mistake…
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Thank You


