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Security should be, but is not, easy...

Confidentiality, Integrity, Availability + Authenticity (CIA+)

Today mostly by asymmetric crypto, which is...
computationally @

expensive g

cumbersome/difficult o
(certificate (renewals), ...?)

Work-

arounds

syssec — Stefan Rass draft-rass-panrg-mpath-usecase-00 March 28, 2019 | 2



|| R
Usable Security

CIA+ Security can be achieved I,

-
*  Only using symmetric crypto Q
— no certificates (cheap)
— faster (computationally lightweight) ‘/
e Using only point-to-point shared secrets
— only device pairing required

*  Without much user involvement (beyond device pairing)
— transparent

Method: multipath transmission
* Use multiple transmission paths chosen at random
* Perfect security via a moving target defense

 Trade computational complexity and intractability for
certain network topological features
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Secure Multipath Routing

* Split the message into parts (e.g., via secret sharing)
* Transmission over disjoint paths at random — security by a moving target defenselll
* Achieves Confidentiality, Availability & Authenticity (with integrity implied by auth.)

Network

. Adversary

Path 1 (e.g., ciphertext) S

Path 2 (e.g., key/share 1)

Intercepted
Channels

Path n (e.g., key/share n-1) Message

Splitting Recovery

Special case: 2-path transmission = symmetric encryption

[1] S. Rass, B. Rainer, M. Vavti, J. Gollner, A. Peer, S. Schauer: Secure Communication over Software-
Defined Networks, Springer J. on Mobile Networks and Applications, 2015, 20, pp. 105-110

syssec — Stefan Rass draft-rass-panrg-mpath-usecase-00 March 28,2019 | 4



|| R
Requirements for the Use Case 1

e Reliable and up-to-date topology information

— No. of paths

— Path elements , ,
3.1. Multi-path Service and User-

— Reliability of packet to stay - Network Interface
on a path (probabilistic assurance) 3.2. Path and Routing Reliability

[ l
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Requirements for the Use Case 2

* Cross-Domain aspects

— Exchange of topology information
between networks, also upon
updates/changes (in either network)

—_

Cross Domain Path Reliability
Cross Domain Network Connections
Updates upon Changing Network
Topologies

|
w w w
U W

— Pairwise point-to-point joins
of networks (— preservation
of multi-paths) .

k pairwise links — k paths

) Exchange of
topology information

Enforced Device Pairing
and De-Pairing

* Crypto keys established by
simple device pairing } 3-6.
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Questions?
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Security (by Game Theory)

* Multipath transmission admits a simple game-theoretic formulation (matrix game)

* Risk p (saddle-point value of the multipath transmission game model) upper-
bounds the likelihood for a successful attack:

Pr(eavesdropping | known adversarial action space) < p

*  Theorem!?: Let p be the game-theoretic risk. Then, every € > 0 admits an
efficient protocol (with an overhead that is polynomial in log(1/¢)) such that the
risk (likelihood) of eavesdropping is < ¢, ifand only if, p < 1.

* This even holds under the relaxed assumption that the attacker can fiddle with the
routing (to a limited extent)

* Industrial research project ,RSB” by the Austrian Institute of Technology

[2] S.Rass, S. Konig: Indirect Eavesdropping in Quantum Networks, ICQNM 2011,
XPS Publishing Services, p. 83-88, available @ ThinkMind (open access)
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Multipath Authentication!3!

 Sender,signs” a message using secrets shared with direct neighbors

* Receiver asks these neighbors to verify the message authentication code (MAC)

* Implementable
by segment or preferred
path routing

Security analysis and —guarantees like for SMR (previous slide).
Industrial research project ,RSB“ by the Austrian Institute of Technology

[3] S.Rass, P. Schartner: Multipath Authentication without shared Secrets and with Applications in
Quantum Networks, Proc. of the Int. Conf. on Security and Management (SAM), CSREA Press, 2010, 1, pp.111-115
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Prototype Implementation!!!

ServerIP: localhost

(| Security Goal | Probability
authenticity 100.0
confidentiality 66.0
availability 66.0

|  ©

I . Send Packet .

Meighbors
Id | 1P Address | Part
2 M27.0.01 20002
3 M27.0.01 20003
M27.0.0.1 20004
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Bob
IFZTRSE Demenstrator Client %1

Server IP: localhost Node ID: 2
Node Information ] Status l
Meighbors &
Mode 1 M27.0.0.1:20001
MNode 5 null:20005
Shared Keys

Key for Mode 1 Gj8ddW+ZVRGVT
Security Goals:
Address Book:

Clients in Network:
1:/127.0.0.1:20001
5:/127.0.0.1:20005

1: Received Com Packet, data: "MVJIKTZFFbkxlalgySE
Relaying to Mode 5 on remote address M127.0.0 1:20
2: Received Com Packet, data: "ems2MN3M3T2ILOmE
Relaying to Mode 5 on remote address M127.0.0.1:20
3: Received Com Packet, data: "WmRENWxYX\WAWn
Relaying to Mede 5 on remote address /127.0.0.1:20
Received Auth Packet, SHA-256 Hash: "QrgDVMNsmO

b R
Received Mac ¥2HeDawNtjuf2Q==
Calculated Mac: ¥2HeDawNtjUf20==

Server IP: localhost

[ Node Information | Status |

Sending Authentification Resultto 5 on remote addre
O
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Id:

Meighbors:
/127.0.0.1:20002
M127.0.0.1:20003
M27.0.0.1:20004

Shared Keys:
Security Goals:
Address Book:
Clients in Metwork:
1M27.0.0.1:20002

1M27.0.0.1:20003
1M27.0.0.1:20004

- Received Com Packet, data: "VjVuNHZKTGJHRUSEZUESPQ=="

: Received Com Packet, data: "MVJKT2FFbkxlalgySEE9PQ=="

: Received Com Packet, data: "WVhDWW5PRTh:WnBvRGcaPQ=="
. Received Com Packet, data: "ems2MN3M3T2IUOmMSgNXcoPQ=="

- Received Com Packet, data: "WmRENWmY OWAWWNBjckESPO=="

Received Strings decoded into: "Hello Bob!”
Sending Authentification Requestto 3 on remote address M127.0.0.1:20003
Sending Authentification Requestto 2 on remote address M127.0.0.1:20002

HHEHHA AR E AR T A AR AR RS
Received Validated Auth Packet, mac: "XfEHigkoV7uBA=="true

Received Validated Auth Packet, mac: "x2HeDawNtjUf20=="true

Message is Authentic
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