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Techniques for 
Identifying 

Personal Data



GENERAL TECHNIQUES

Dictionary Based

• Common Names (Top 100 Census Names)

• Location Identifier (US States)



DOMAIN SPECIFIC TECHNIQUES

Strings unique to your domain

• Custom ID format
{005…………}

• Custom identifiers



Techniques for 
Anonymizing 
Personal Data



DATA DELETION

{... Ryan … }                {... …}



DATA MASKING

{... Ryan … }                        {... ****** …}



AGGREGATION

{... Ryan … }                        {Count: 300 }



GENERALIZATION

{... 67.115.155.9 … }                        {... United States ...}



CATEGORICAL

{... 67.115.155.9 … }                    {... 50-100 MILES ...}



TOKENIZATION

{... Ryan … }                        {... Abcd ...}



DIFFERENTIAL PRIVACY

{... 2.145 … }                        {... 2.389 ...}



ENCRYPTION (WITH ACCESS CONTROLS)

{... Ryan … }                        {... 0010111 ...}




