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Invalid routes – if dropped, is traffic still routable 

to covering Valid or NotFound? 
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Invalid
6840 (100%)

R-V
5275 (77%)

R-NF
166 (2%)

NR
1419 (21%)

Global view
20 Routeviews

collectors

3/16/2019

Covering V or NF routes (79%)

R-V: Routable to Covering Valid

R-NF: Routable to Covering NF

NR: Not Routable to Covering V or NF



Invalid routes – if dropped, is traffic still routable 

to covering Valid or NotFound? 
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Invalid
4038 (100%)

R-V
2510 (62%)

R-NF
135 (3%)

NR
1393 (35%)

Level 3 

(AS3356)

3/16/2019

Covering V or NF routes (65%)

R-V: Routable to Covering Valid

R-NF: Routable to Covering NF

NR: Not Routable to Covering V or NF



Invalid routes – if dropped, is traffic still routable 

to covering Valid or NotFound? 
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Invalid
5816 (100%)

R-V
3678 (63%)

R-NF
125 (2%)

NR
2013 (35%)

AT&T (before*)

(AS7018)

12/13/2018

Covering V or NF routes (65%)

* Before/After relative to AT&T dropping Invalid routes 

from peers starting in February 2019



Invalid routes – if dropped, is traffic still routable 

to covering Valid or NotFound? 
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Invalid
192 (100%)

R-V
171 (89%)

R-NF
4 (2%)

NR
17 (9%)

AT&T (after*) 

(AS7018)

3/16/2019

Covering V or NF routes (91%)

* Before/After relative to AT&T dropping Invalid routes 

from peers starting in February 2019

AT&T is not dropping 

Invalid routes from 

customers.



Detailed Analysis of Invalid Routes
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• I-ML: Route is Invalid only due to prefix length > 

maxlength

• I-AS: Route is Invalid only due to AS mismatch 

• I-AS-ML: Route is Invalid due to both reasons

• Same OAS: OAS of the covering route is the same 

as that of the Invalid route

• Diff OAS: OAS of the covering route is different 

from that of the Invalid route

If Diff OAS, is the Diff OAS the transit provider 

of the OAS in the Invalid route?

More Definitions:



I-ML
1647 (41%)

I-AS
2092 (52%)

I-ML-AS
299 (7%)

Invalid
4038 (100%)

R-V
1051 (64%)

R-NF
17 (1%)

NR
579 (35%)

Same OAS
1051 (100%)

Same OAS
13 (76%)

Diff OAS
4 (24%)

OAS is transit provider 
of OAS in Inv. Route in 

question 4 (100%)
7

Level 3 (AS3356)

March 16, 2019

Same OAS: OAS of covering route 

is same as that of Invalid route



I-ML
1647 (41%)

I-AS
2092 (52%)

I-ML-AS
299 (7%)

Invalid
4038 (100%)

R-V
1215 (58%)

R-NF
118 (6%)

NR
759 (36%)

Diff OAS
1200 (100%)

Same OAS
66 (56%)

Diff OAS
52 (44%)

OAS is not 
provider of 
OAS in Inv. 

Route in 
question
14 (93%)

OAS is 
provider of 
OAS in Inv. 

Route in 
question

1 (7%)

OAS is 
provider of 
OAS in Inv. 

Route in 
question

670 (56%)

OAS is not 
provider of 
OAS in Inv. 

Route in 
question

530 (44%)

OAS is 
provider of 
OAS in Inv. 

Route in 
question
42 (81%)

OAS is not 
provider of 
OAS in Inv. 

Route in 
question
10 (19%)

Same Prefix
15 (1%)

Less specific
1200 (99%)

Less specific
118 (100%)

Diff OAS
15 (100%)
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I-ML
1647 (41%)

I-AS
2092 (52%)

I-ML-AS
299 (7%)

Invalid
4038 (100%)

R-V
244 (82%)

NR
55 (18%)

Same 
OAS
148 

(61%)

Diff OAS
96 (39%)

OAS is 
provider of 
OAS in Inv. 

Route in 
question
93 (97%)

OAS is not 
provider of 
OAS in Inv. 

Route in 
question

3 (3%)

Less specific
244 (100%)

Same prefix
0 (0%)
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Level 3 (AS3356)
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Preview of NIST RPKI Monitor 2.0 
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Global view
20 Routeviews

collectors

3/16/2019

Covering 

Less Specific

Invalid AS-ML

Not Covered / 

Not Routable
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Preview of NIST RPKI Monitor 2.0 

Level 3 

(AS3356)

3/16/2019

Covering 

Less Specific

Invalid AS-ML


