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Abstract

This document explains how IPv6 options can be used in IPv6 tunnels.
It also defines the IPv6 Tunnel Payload Forwarding (TPF) option.

Status of This Memo

This Internet-Draft is submitted in full conformance with the
provisions of BCP 78 and BCP 79.

Internet-Drafts are working documents of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute
working documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maximum of six months
and may be updated, replaced, or obsoleted by other documents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite them other than as "work in progress."”

This Internet-Draft will expire on 18 July 2024.
Copyright Notice
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document authors. All rights reserved.

This document is subject to BCP 78 and the IETF Trust’s Legal
Provisions Relating to IETF Documents (https://trustee.ietf.org/
license—-info) in effect on the date of publication of this document.
Please review these documents carefully, as they describe your rights
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described in Section 4.e of the Trust Legal Provisions and are
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1. Introduction
This document explains how IPv6 options [RFC8200] can be used in IPv6
tunnels. It also defines the IPv6 Tunnel Payload Forwarding (TPF)

option.

An IPv6 tunnel [RFC2473] connects two nodes, called the entry-point

and the exit-point. The entry-point receives a packet and
encapsulates it in a Tunnel IPv6 Header. Figure 1 depicts the
encapsulation.
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Figure 1: IPv6 Tunnel Encapsulation

The original packet can be any layer-2 or layer-3 packet (e.g.,
Ethernet, IPv4, IPv6). The Tunnel Header is an IPv6 header followed
by zero or more extension headers. The resulting packet is a Tunnel
IPv6 Packet.

The entry-point sends the Tunnel IPv6 Packet to the exit-point which
then executes the following procedure:

* Process the Tunnel IPv6 Header.
* Remove the Tunnel IPv6 Header, exposing the original packet.
* Submit the original packet to the next-protocol engine.

The exit-point node processes the Tunnel IPv6 Header in strict left-
to-right order. It processes the IPv6 header first and then
processes extension headers in the order that they appear in the
packet. The IPv6 header, and each extension header, includes a Next
Header field. The last Next Header field processed identifies the
next-protocol engine.

Entry-point nodes can send optional information to the next-protocol
engine on the exit-point node. For example, the entry-point can

indicate:

* The interface through which the next-protocol engine should send
the packet.
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* The routing table that the next-protocol engine should use to
process the packet.

To send this information, the entry-point node includes an IPv6
Destination Option header in the Tunnel IPv6 Header. The IPv6
Destination Options header includes an IPv6 TPF option and the IPvé6
TPF option includes TPF information. The next-protocol engine on the
exit-point node uses TPF information when it forwards the original
packet.

2. Requirements Language

The key words "MUST", "MUST NOT", "REQUIRED", "SHALL", "SHALL NOT",
"SHOULD", "SHOULD NOT", "RECOMMENDED", "NOT RECOMMENDED", "MAY", and
"OPTIONAL" in this document are to be interpreted as described in BCP
14 [RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here.

3. The IPv6 Tunnel Payload Forwarding (TPF) Option
The TPF Option contains the following fields:

* Option Type: 8-bit selector. TPF option. Value TBD by IANA.
(Suggested value: 0x41l). See Note below.

* Opt Data Len - 8-bit unsigned integer. Length of the option, in
octets, excluding the Option Type and Option Length fields. This
field MUST be set to 4.

* Option Data - 32-bits. Tunnel Payload Forwarding (TPF)
Information.

The TPF option MAY appear in a Destination Options header that
precedes an upper-layer header. It MUST NOT appear in a Hop-by-hop
Options header or in a Destination Options header that precedes a
Routing header.

NOTE : The highest-order two bits of the Option Type (i.e., the "act"
bits) are 01. These bits specify the action taken by a destination
node that does not recognize the option. The required action is to
discard the packet. The third highest-order bit of the Option Type
(i.e., the "chg" bit) is 0. This indicates that Option Data cannot
be modified along the path between the packet’s source and its
destination.
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4. TPF Information Determines Next-Protocol Engine Behavior

An exit-point node supports one or more next-protocol engines (e.g.,
Ethernet, IPv4, IPv6). Each next-protocol engine supports a default
forwarding procedure and zero or more special forwarding procedures.

When an exit-point node submits a packet to a next-protocol engine
without TPF information, the next-protocol engine executes its
default forwarding procedure. For example, assume that the exit-
point node receives the following Tunnel IPv6 Packet:

* The Tunnel IPv6 Packet does not contain TPF information.
* The original packet is IPv4.

In this case, the exit-point node processes and removes the Tunnel
IPv6 Header. It then submits the original packet, without any TPF
information, to the IPv4 protocol engine.

The IPv4 protocol engine executes its default forwarding procedure.
It searches its Forwarding Information Base (FIB) for and entry that
matches the original packet’s destination address. If the search
returns a FIB entry, the protocol engine forwards the packet through
an interface that the FIB entry identifies.

When an exit-point node submits a packet to a next-protocol engine
with TPF information, the next-protocol engine executes a special
forwarding procedure. For example, assume that the exit-point node
receives the following Tunnel IPv6 packet:

* The Tunnel IPv6 Packet contains TPF information that identifies an
interface.

* The original packet is IPv4.
In this case, the exit-point node processes and removes the Tunnel
IPv6 Header. It then submits the original packet, along with TPF
information, to the IPv4 protocol engine.
The IPv4 protocol engine executes a special forwarding procedure. It
forwards the packet through the interface identified by TPF
information, without searching the FIB.

5. TPF Information Semantics
TPF information is opaque. While it must be understood by the entry-

point node and the exit-point node, it does not need to be understood
by any other node.
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6. Virtual Private Networking (VPN) Applications

The IPv6 TPF option is useful in deployments where IPv6 tunnels
carry:

* Layer 3 Virtual Private Network (L3VPN) [RFC4364] traffic.

* Ethernet Virtual Private Network (EVPN) [RFC7432] traffic.

When an IPv6 tunnel carries L3VPN traffic, VPN context information
can be encoded in an IPv6 TPF option. Therefore, the MPLS service
label that is normally present in an L3VPN packet can be eliminated.
When an IPv6 tunnel carries EVPN traffic, VPN context information can
be encoded in an IPv6 TPF option. Therefore, the UDP and VXLAN
headers that might otherwise be present can be eliminated.

7. Security Considerations

TPF information MUST NOT be accepted from untrusted sources. The
following are acceptable methods of risk mitigation:

* Authenticate the IPv6 TPF option using the IPv6 Authentication
Header (AH) [RFC4302] or the IPv6 Encapsulating Security Payload
(ESP) Header [RFC4303].

* Maintain a secure TPF domain.

All nodes at the edge of a secure TPF domain discard packets that
satisfy the following criteria:

* Contain an IPv6 TPF option.

* Contain an IPv6 Destination Address that represents an interface
inside of the secure TPF domain.

8. IANA Considerations

IANA is requested to allocate a code point from the Destination
Options and Hop-by-hop Options registry
(https://www.iana.org/assignments/ipvé-parameters/
ipv6-parameters.xhtml#ipv6-parameters-2). This option is called
"Tunnel Payload Forwarding Option". The "act" bits are 01 and the
"chg" bit is 0. The suggested value is 0x41l.
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