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1. Introduction

The Trusted Execution Environment (TEE) concept has been designed to
separate a regular operating system, also referred as a Rich
Execution Environment (REE), from security-sensitive applications.
In an TEE ecosystem, different device vendors may use different TEE
implementations. Different application providers or device
administrators may choose to use different TAM providers. There
calls for an interoperable protocol for managing TAs running in
different TEEs of various devices 1s needed.

The Trusted Execution Environment Provisioning (TEEP) architecture
document [TEEPArch] has set to provide a design guidance for such an
interoperable protocol. This document specifies an Open Trust
Protocol (OTrP) that follows the architecture guidance.

OTrP defines a mutual trust message protocol between a TAM and a TEE
and relies on IETF-defined end-to-end security mechanisms, namely
JSON Web Encryption (JWE), JSON Web Signature (JWS), and JSON Web Key
(JWK) . Other message encoding methods may be supported.

This specification defines message payloads exchanged between devices
and a TAM. The messages are designed in anticipation of the use of

the most common transport methods such as HTTPS.

Each TA binary and configuration data can be from either of two
sources:

1. A TAM supplies the signed and encrypted TA binary and any
required configuration data

2. A Client Application supplies the TA binary

This specification considers the first case where TA binary and
configuration data are encrypted by recipient’s public key that TAM
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has to be involved. The second case will also be addressed
separately.

2. Requirements Language
The key words "MUST", "MUST NOT", "REQUIRED", "SHALL", "SHALL NOT",
"SHOULD", "SHOULD NOT", "RECOMMENDED", "MAY", and "OPTIONAL" in this
document are to be interpreted as described in [RFC2119].

3. Terminology

3.1. Definitions
The definitions provided below are defined as used in this document.
All the terms defined in the TEEP Architecture document [TEEPArch]

will be used, which are not repeated in this document.

OTrP Broker: It is the Broker as defined in the TEEP Architecture
document [TEEPArch].

3.2. Abbreviations

CA Certificate Authority

OTrP Open Trust Protocol

REE Rich Execution Environment

SD Security Domain

SP Service Provider

TA Trusted Application

TEE Trusted Execution Environment
TEW Trusted Firmware

TAM Trusted Application Manager

4. OTrP Entities and Trust Model
4.1. System Components
The same system components as defined in the TEEP Architecture

document [TEEPArch] are used in OTrP, including TAM, CA, TEE, REE,
and OTrP Broker (a.k.a Broker).
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Secure boot (for the purposes of OTrP) is optional in enabling
authenticity checking of TEEs by the TAM. A TAM provider can choose
it policy whether it trusts a TEE if the underlying firmware
attestation information is not included.

OTrP uses trust anchors to establish trust between TEEs and TAMs and
verifies that they communicate in a trusted way when performing
lifecycle management transactions.

4.2. Trust Anchors in TEE

This assumes the Trust Anchor specification defined in the TEEP
Architecture document [TEEPArch].

Each TEE comes with a trust store that contains a whitelist of root
CA certificates that are used to validate a TAM’s certificate. A TEE
will accept a TAM to create new Security Domains and install new TAs
on behalf of a SP only if the TAM’s certificate is chained to one of
the root CA certificates in the TEE’s trust store.

4.3. Trust Anchors in TAM

The Trust Anchor set in a TAM consists of a list of Certificate
Authority certificates that signs various device TEE certificates. A
TAM decides what TEE and optionally TFW it will trust when TFW
signature data is present in an attestation.

4.4. Keys and Certificate Types

OTrP leverages the following list of trust anchors and identities in
generating signed and encrypted command messages that are exchanged
between a device’s TEE and a TAM. With these security artifacts,
OTrP Messages are able to deliver end-to-end security without relying
on any transport security.
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o Fom = Fmm e o +
Key Entity Location Issuer Trust Implication Cardinality
Name

t—————— t—————— t—————— t——————————— t—————— +
1. TFW key Device FW CA A whitelist of FW 1l per
pair and secure root CA trusted device
certificate storage by TAMs
2. TEE key Device TEE CA A whitelist of 1 per
pair and TEE under TEE root CA device
certificate a root trusted by TAMs

CA
3. TAM key TAM TAM CA A whitelist of 1 or
pair and provider under TAM root CA multiple
certificate a root embedded in TEE can be used
CA by a TAM
4. SP key SP SP TAM manages SP. 1 or
pair and signer TA trust is multiple
certificate CA delegated to TAM. can be used
TEE trusts TAM to by a TAM
ensure that a TA
is trustworthy.

o ——————— o ———— Fo————— F———————————— o ——————— +
Table 1: Key and Certificate Types

1. TFW key pair and certificate: A key pair and certificate for
evidence of trustworthy firmware in a device. This key pair is
optional. Some TEE may present its trusted attributes to a TAM
using signed attestation with a TFW key. For example, a platform
that uses a hardware based TEE can have attestation data signed
by a hardware protected TFW key.
Location: Device secure storage
Supported Key Type: RSA and ECC
Issuer: OEM CA
Trust Implication: A whitelist of FW root CA trusted by TAMs

Cardinality: One per device

2. TEE key pair and certificate: It is used for device attestation
to a remote TAM and SP.
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This key pair is burned into the device at device manufacturer.
The key pair and its certificate are valid for the expected
lifetime of the device.

Location: Device TEE
Supported Key Type: RSA and ECC
Issuer: A CA that chains to a TEE root CA
Trust Implication: A whitelist of TEE root CA trusted by TAMs
Cardinality: One per device
3. TAM key pair and certificate: A TAM provider acquires a

certificate from a CA that a TEE trusts.

Location: TAM provider
Supported Key Type: RSA and ECC.
Supported Key Size: RSA 2048-bit, ECC P-256 and P-384. Other

sizes should be anticipated in future.

Issuer: TAM CA that chains to a root CA
Trust Implication: A whitelist of TAM root CA embedded in TEE
Cardinality: One or multiple can be used by a TAM

4. SP key pair and certificate: an SP uses its own key pair and

certificate to sign a TA.

Location: SP
Supported Key Type: RSA and ECC
Supported Key Size: RSA 2048-bit, ECC P-256 and P-384. Other

sizes should be anticipated in future.

Issuer: an SP signer CA that chains to a root CA

Trust Implication: TAM manages SP. TA trusts an SP by
validating trust against a TAM that the SP uses. A TEE trusts
TAM to ensure that a TA from the TAM is trustworthy.

Cardinality: One or multiple can be used by an SP
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5. Protocol Scope and Entity Relations
This document specifies messages and key properties that can
establish mutual trust between a TEE and a TAM. The protocol

provides specifications for the following three entities:

1. Key and certificate types required for device firmware, TEEs,
TAs, SPs, and TAMs

2. Data message formats that should be exchanged between a TEE in a
device and a TAM

3. An OTrP Broker in the REE that can relay messages between a
Client Application and TEE

Figure 1: Protocol Scope and Entity Relationship

PKI CA -— CA CA ——
Device ——— OTrP Broker / Client App ———
SW | |
| |
| |
OTrP —— TEE TAM———————
FW

Figure 2: OTrP System Diagram
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REE TEE TAM SP
Client SD (TAs) SD / TA TA
Apps Mgmt
| List of List of
OTrP Trusted Trusted
Broker TAM/SP FW/TEE
CAs CAs
TEE Key/ TAM Key/ SP Key/
Cert Cert Cert
FW Key/
Cert
TEE CA | | Tam ca | | sp ca |

In the previous diagram, different Certificate Authorities can be
used respectively for different types of certificates. OTrP Messages
are always signed, where the signer keys is the message creator’s
private key such as a FW’s private key, a TEE’s private key, or a
TAM’ s private key.

The main OTrP component consists of a set of standard JSON messages
created by a TAM to deliver device SD and TA management commands to a
device, and device attestation and response messages created by a TEE
that responds to a TAM’s OTrP message.

The communication method of OTrP Messages between a TAM and TEE in a
device may vary between TAM and TEE providers. A mandatory transport
protocol is specified for a compliant TAM and a device TEE.

An OTrP Broker is used to bridge communication between a TAM and a
TEE. The OTrP Broker doesn’t need to know the actual content of OTrP
Messages except for the TEE routing information.
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5.1. A Sample Device Setup Flow

Step 1: Prepare Images for Devices

1. [TEE vendor] Deliver TEE Image (CODE Binary) to device OEM
2. [CA] Deliver root CA Whitelist
3. [Soc] Deliver TFW Image

Step 2: Inject Key Pairs and Images to Devices

1. [OEM] Generate Secure Boot Key Pair (May be shared among multiple
devices)
2. [OEM] Flash signed TFW Image and signed TEE Image onto devices

(signed by Secure Boot Key)
Step 3: Setup attestation key pairs in devices
1. [OEM] Flash TFW Public Key and a bootloader key.

2. [TEFW/TEE] Generate a unique attestation key pair and get a
certificate for the device.

Step 4: Setup trust anchors in devices

1. [TEFW/TEE] Store the key and certificate encrypted with the eFuse
key

2. [TEE vendor or OEM] Store trusted CA certificate list into
devices

5.2. Derived Keys in The Protocol

The protocol generates one key pair in run time to assist message
communication and anonymous verification between a TAM and a TEE.

TEE SP Anonymous Key (AIK): one derived key pair per SP in a device

The purpose of the key pair is to sign data by a TEE without using
its TEE device key for anonymous attestation to a Client Application.
This key pair is generated in the first SD creation for an SP. It is
deleted when all SDs are removed for a SP in a device. The public
key of the key pair is given to the caller Client Application and TAM
for future TEE returned data validation. The public key of this AIK
is also used by a TAM to encrypt TA binary data and personalization
data when it sends a TA to a device for installation.

Pei, et al. Expires November 16, 2019 [Page 12]



Internet-Draft OTrP May 2019

5.3. Security Domain Hierarchy and Ownership

The primary job of a TAM is to help an SP to manage its trusted
application components. A TA is typically installed in an SD. An SD
is commonly created for an SP.

When an SP delegates its SD and TA management to a TAM, an SD is
created on behalf of a TAM in a TEE and the owner of the SD is
assigned to the TAM. An SD may be associated with an SP but the TAM
has full privilege to manage the SD for the SP.

Each SD for an SP is associated with only one TAM. When an SP
changes TAM, a new SP SD must be created to associate with the new
TAM. The TEE will maintain a registry of TAM ID and SP SD ID

mapping.

From an SD ownership perspective, the SD tree is flat and there is
only one level. An SD is associated with its owner. It is up to TEE
implementation how it maintains SD binding information for a TAM and
different SPs under the same TAM.

It is an important decision in this protocol specification that a TEE
doesn’t need to know whether a TAM is authorized to manage the SD for
an SP. This authorization is implicitly triggered by an SP Client
Application, which instructs what TAM it wants to use. An SD is
always associated with a TAM in addition to its SP ID. A rogue TAM
isn’t able to do anything on an unauthorized SP’s SD managed by
another TAM.

Since a TAM may support multiple SPs, sharing the same SD name for
different SPs creates a dependency in deleting an SD. An SD can be
deleted only after all TAs associated with this SD is deleted. An SP
cannot delete a Security Domain on its own with a TAM if a TAM
decides to introduce such sharing. There are cases where multiple
virtual SPs belong to the same organization, and a TAM chooses to use
the same SD name for those SPs. This is totally up to the TAM
implementation and out of scope of this specification.

5.4. SD Owner Identification and TAM Certificate Requirements

There is a need of cryptographically binding proof about the owner of
an SD in a device. When an SD is created on behalf of a TAM, a
future request from the TAM must present itself as a way that the TEE
can verify it is the true owner. The certificate itself cannot
reliably used as the owner because TAM may change its certificate.

To this end, each TAM will be associated with a trusted identifier
defined as an attribute in the TAM certificate. This field is kept
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the same when the TAM renew its certificates. A TAM CA is
responsible to vet the requested TAM attribute value.

This identifier value must not collide among different TAM providers,
and one TAM shouldn’t be able to claim the identifier used by another
TAM provider.

The certificate extension name to carry the identifier can initially
use SubjectAltName:registeredID. A dedicated new extension name may
be registered later.

One common choice of the identifier value is the TAM’s service URL.

A CA can verify the domain ownership of the URL with the TAM in the

certificate enrollment process.

A TEE can assign this certificate attribute value as the TAM owner ID
for the SDs that are created for the TAM.

An alternative way to represent an SD ownership by a TAM is to have a
unique secret key upon SD creation such that only the creator TAM is
able to produce a Proof-of-Possession (POP) data with the secret.

5.5. Service Provider Container

A sample Security Domain hierarchy for the TEE is shown below.

OTrP segregates SDs and TAs such that a TAM can only manage or
retrieve data for SDs and TAs that it previously created for the SPs
it represents.
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6. OTrP Broker

A TEE and TAs that run inside the TEE don’t generally have capability
to communicate to the outside of the hosting device, for example, the
TEE specified by Global Platform groups [GPTEE]. This calls for a
software module in the REE world to handle the network communication.
Each Client Application in REE may carry this communication
functionality but it must also interact with the TEE for the message
exchange. The TEE interaction will vary according to different TEEs.
In order for a Client Application to transparently support different
TEEs, it is imperative to have a common interface for a Client
Application to invoke for exchanging messages with TEEs.

A shared OTrP Broker comes to meed this need. An OTrP Broker is a
Rich Application or SDK that facilitates communication between a TAM
and TEE. It also provides interfaces for TAM SDK or Client
Applications to query and trigger TA installation that the
application needs to use.

This interface for Client Applications may be commonly an Android
service call for an Android powered device. A Client Application
interacts with a TAM, and turns around to pass messages received from
TAM to OTrP Broker.

In all cases, a Client Application needs to be able to identify an
OTrP Broker that it can use.

6.1. Role of OTrP Broker

An OTrP Broker abstracts the message exchanges with the TEE in a
device. The input data is originated from a TAM that a Client
Application connects. A Client Application may also directly call
OTrP Broker for some TA query functions.

OTrP Broker may internally process a request from TAM. At least, it
needs to know where to route a message, e.g. TEE instance. It
doesn’t need to process or verify message content.

OTrP Broker returns TEE / TFW generated response messages to the
caller. OTrP Broker isn’t expected to handle any network connection
with an application or TAM.

OTrP Broker only needs to return an OTrP Broker error message if the
TEE is not reachable for some reason. Other errors are represented
as response messages returned from the TEE which will then be passed
to the TAM.
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6.2. OTrP Broker and Global Platform TEE Client API

A Client Application may use Global Platform (GP) TEE API for TA
communication. OTrP may use the GP TEE Client API but it is internal
to OTrP implementation that converts given messages from TAM. More
details can be found at [GPTEECLAPI].

6.3. OTrP Broker Implementation Consideration

A Provider should consider methods of distribution, scope and
concurrency on device and runtime options when implementing an OTrP
Broker. Several non-exhaustive options are discussed below.
Providers are encouraged to take advantage of the latest
communication and platform capabilities to offer the best user
experience.

6.3.1. OTrP Broker Distribution

OTrP Broker installation is commonly carried out at OEM time. A user
can dynamically download and install an OTrP Broker on-demand.

It is important to ensure a legitimate OTrP Broker is installed and
used. If an OTrP Broker is compromised it may send rogue messages to
TAM and TEE and introduce additional risks.

6.3.2. Number of OTrP Broker

We anticipate only one shared OTrP Broker instance in a device. The
device’s TEE vendor will most probably supply one OTrP Broker.
Potentially we expect some open source.

With one shared OTrP Broker, the OTrP Broker provider is responsible
to allow multiple TAMs and TEE providers to achieve interoperability.
With a standard OTrP Broker interface, TAM can implement its own SDK
for its SP Client Applications to work with this OTrP Broker.

Multiple independent OTrP Broker providers can be used as long as
they have standard interface to a Client Application or TAM SDK.
Only one OTrP Broker is expected in a device.

TAM providers are generally expected to provide SDK for SP

applications to interact with an OTrP Broker for the TAM and TEE
interaction.
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6.4. OTrP Broker Interfaces for Client Applications

A Client Application shall be responsible for relaying messages
between the OTrP Broker and the TAM.

If a failure occurs during calling OTrP Broker, an error message

described in "Common Errors" section (see Section 7.6) will be
returned.

6.4.1. ProcessOTrPMessage call

Description

A Client Application will use this method of the OTrP Broker in a
device to pass OTrP messages from a TAM. The method is
responsible for interacting with the TEE and for forwarding the

input message to the TEE. It also returns TEE generated response
message back to the Client Application.

Inputs:

TAMInMsg - OTrP message generated in a TAM that is passed to this
method from a Client Application.

Outputs:

A TEE-generated OTrP response message (which may be a successful
response or be a response message containing an error raised
within the TEE) for the client application to forward to the TAM.
In the event of the OTrP Broker not being able to communicate with
the TEE, a OTrPBrokerException shall be thrown.

6.4.2. GetTAInformation call

Description

A Client Application may quickly query local TEE about a
previously installed TA without requiring TAM each time if it has

had the TA’s identifier and previously saved TEE SP AIK public key
for TA information integrity verification.

Inputs:
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"TAQuery": {
"spid": "<SP identifier value of the TA>",
"taid": "<The identifier value of the TA>"

Outputs:

The OTrP Broker is expected to return TA signer and TAM signer
certificate along with other metadata information about the TA

associated with the given identifier. It follows the underlying
TEE trust model for authoring the local TA query from a Client
Application.

The output is a JSON message that is generated by the TEE. It
contains the following information:

*  tamid

* SP ID

* TA signer certificate

* TAM certificate

The message 1s signed with TEE SP AIK private key.

The Client Application is expected to consume the response as
follows.

The Client Application gets signed TA metadata, in particular, the
TA signer certificate. It is able to verify that the result is
from device by checking signer against TEE SP AIK public key it
gets in some earlier interaction with TAM.

If this is a new Client Application in the device that hasn’t had
TEE SP AIK public key for the response verification, the
application can contact the TAM first to do GetDeviceState, and
TAM will return TEE SP AIK public key to the app for this
operation to proceed.

Output Message:
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"TAInformationTBS": ({

"taid": "<TA Identifier from the input>",
"tamid": "<TAM ID for the Security Domain where this TA
resides>",
"spid": "<The service provider identifier of this TA>",
"signercert": "<The BASE64 encoded certificate data of the
TA binary application’s signer certificate>",
"signercacerts": [ < The full list of CA certificate chain

including the root CA>
1,
"cacert": "<The BASE64 encoded CA certificate data of the TA
binary application’s signer certificate>"
1,

"tamcert": "<The BASE64 encoded certificate data of the TAM
that manages this TA.>",
"tamcacerts": [ < The full list of CA certificate chain

including the root CA>
1,
"cacert":"<The BASE64 encoded CA certificate data of the TAM
that manages this TA>"

"TAInformation": {
"payload": "<The BASE64URL encoding of the TAInformationTBS
JSON above>",
"protected": "<BASE64URL encoded signing algorithm>",
"header": {
"signer": {"<JWK definition of the TEE SP AIK public
key>"}
b,
"signature": "<signature contents signed by TEE SP AIK

private key BASE64URL encoded>"
}
where the definitions of BASE64 and BASE64URL refer to [RFC4648].

A sample JWK public key representation refers to an example in
[RECT7517].
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6.5.

Pei,

Sample End-to-End Client Application Flow

Case 1: A New Client Application Uses a TA

During the Client Application installation time, the Client
Application calls TAM to initialize the device preparation step.

A. The Client Application knows it wants to use a Trusted
Application TAl but the application doesn’t know whether TAl
has been installed or not. It can use GP TEE Client API
[GPTEECLAPI] to check the existence of TAl first. If it
detects that TAl doesn’t exist, it will contact TAM to
initiate the installation of TAl. ©Note that TAl could have
been previously installed by other Client Applications from
the same service provider in the device.

B. The Client Application sends the TAM the TA list that it
depends on. The TAM will query a device for the Security
Domains and TAs that have been installed, and instructs the
device to install any dependent TAs that have not been
installed.

C. In general, the TAM has the latest TA list and their status
in a device because all operations are instructed by TAM.
TAM has such visibility because all Security Domain deletion
and TA deletion are managed by the TAM; the TAM could have
stored the state when a TA is installed, updated and
deleted. There is also the possibility that an update
command is carried out inside TEE but a response is never
received in TAM. There is also possibility that some manual
local reset is done in a device that the TAM isn’t aware of
the changes.

The TAM generates message: GetDeviceStateRequest

The Client Application passes the JSON message
GetDeviceStateRequest to OTrP Broker call ProcessOTrPMessage.
The communication between a Client Application and an OTrP
Broker is up to the implementation of the OTrP Broker.

The OTrP Broker routes the message to the active TEE. Multiple
TEE case: it is up to OTrP Broker to figure this out. This
specification limits the support to only one active TEE, which
is the typical case today.

The target active TEE processes the received OTrP message, and
returns a JSON message GetDeviceStateResponse.
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10.

11.

12.

13.

1.
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The OTrP Broker passes the GetDeviceStateResponse to the Client

Application.

The Client Application sends GetDeviceStateResponse to the TAM.

The TAM processes the GetDeviceStateResponse.

A. Extract TEEspaik for the SP, signs TEEspaik with TAM signer
key

B. Examine SD list and TA list

The TAM continues to carry out other actions based on the need.

The next call could be instructing the device to install a

dependent TA.

A.

TEE

The

Assume a dependent TA isn’t in the device yet, the TAM may
do the following: (1) create an SD in which to install the
TA by sending a CreateSDRequest message. The message is
sent back to the Client Application, and then the OTrP
Broker and TEE to process; (2) install a TA with an
InstallTARequest message.

If a Client Application depends on multiple TAs, the Client
Application should expect multiple round trips of the TA
installation message exchanges.

At the last TAM and TEE operation, the TAM returns the signed

SP AIK public key to the application.

Client Application stores the TEEspaik for future loaded TA

trust check.

If the TAM finds that this is a fresh device that does not have

any SD for the SP yet, then the TAM may next create an SD for

the

SP.

During Client Application installation, the application checks

whether required Trusted Applications are already installed,
which may have been provided by the TEE. If needed, it will
contact its TAM service to determine whether the device is ready
or install TA list that this application needs.

Case 2: A Previously Installed Client Application Calls a TA

The Client Application checks the device readiness: (a) whether
it has a TEE; (b) whether it has TA that it depends. It may
happen that TAM has removed the TA this application depends on.

et al.
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2. The Client Application calls the OTrP Broker to query the TA.

3. The OTrP Broker queries the TEE to get TA information. If the
given TA doesn’t exist, an error is returned.

4. The Client Application parses the TAInformation message.

5. If the TA doesn’t exist, the Client Application calls its TAM to
install the TA. If the TA exists, the Client Application
proceeds to call the TA.

7. OTrP Messages

The main OTrP component is the set of standard JSON messages created
by a TAM to deliver device SD and TA management commands to a device,
and device attestation and response messages created by TEE to
respond to TAM OTrP Messages.

An OTrP Message is designed to provide end-to-end security. It is
always signed by its creator. In addition, an OTrP Message is
typically encrypted such that only the targeted device TEE or TAM is
able to decrypt and view the actual content.

7.1. Message Format

OTrP Messages use the JSON format for JSON’s simple readability and
moderate data size in comparison with alternative TLV and XML
formats. More compact CBOR format may be used as an alternative
choice.

JSON Message security has developed JSON Web Signing and JSON Web
Encryption standard in the IETF Workgroup JOSE, see JWS [RFC7515] and
JWE [RFC7516]. The OTrP Messages in this protocol will leverage the
basic JWS and JWE to handle JSON signing and encryption.

7.2. Message Naming Convention
For each TAM command "xyz"", OTrP use the following naming convention

to represent its raw message content and complete request and
response messages:
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o Fom Fom +
| Purpose | Message Name Example
- t————— - +
Request to be signed xyzTBSRequest CreateSDTBSRequest
Request message xyzRequest CreateSDRequest

7.3.

Response message xyzResponse

Response to be signed xyzTBSResponse CreateSDTBSResponse

CreateSDResponse

o o o +

Request and Response Message Template

An OTrP Request message uses the following format:

{
"<name>TBSRequest": {
<request message content>
}
}

A corresponding OTrP Response message will be as follows.

7.4.

{
"<name>TBSResponse": {
<response message content>

}

Signed Request and Response Message Structure

A signed request message will generally include only one signature,
and uses the flattened JWS JSON Serialization Syntax, see
Section 7.2.2 in [RFC7515].

A general JWS object looks like the following.

{

Pei,

"payload": "<payload contents>",
"protected": "<integrity-protected header contents>",
"header": {

<non-integrity-protected header contents>,

b
"signature": "<signature contents>"
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OTrP signed messages only require the signing algorithm as the
mandate header in the property "protected". The "non-integrity-
protected header contents" is optional.

OTrP signed message will be given an explicit Request or Response
property name. In other words, a signed Request or Response uses the
following template.

A general JWS object looks like the following.

{
"<name> [Request | Response]": {
<JWS Message of <name>TBS[Request | Response]
}
}

With the standard JWS message format, a signed OTrP Message looks
like the following.

{

"<name>[Request | Response]": {
"payload": "<payload contents of <name>TBS[Request Response]>",
"protected": "<integrity-protected header contents>",
"header": <non-integrity-protected header contents>,
"signature": "<signature contents>"
}
}
The top element "<name>[Signed][Request|Response]" cannot be fully
trusted to match the content because it doesn’t participate in the
signature generation. However, a recipient can always match it with
the value associated with the property "payload". It purely serves

to provide a quick reference for reading and method invocation.

Furthermore, most properties in an unsigned OTrP messages are
encrypted to provide end-to-end confidentiality. The only OTrP
message that isn’t encrypted is the initial device query message that
asks for the device state information.

Thus a typical OTrP Message consists of an encrypted and then signed
JSON message. Some transaction data such as transaction ID and TEE
information may need to be exposed to the OTrP Broker for routing
purpose. Such information is excluded from JSON encryption. The
device’s signer certificate itself is encrypted. The overall final
message is a standard signed JSON message.

As required by JSW/JWE, those JWE and JWS related elements will be
BASE64URL encoded. Other binary data elements specific to the OTrP
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specification are BASE64-encoded. This specification indicates
elements that should be BASE64 and those elements that are to be
BASE64URL encoded.

7.4.1. Identifying Signing and Encryption Keys for JWS/JWE Messaging

JWS and JWE messaging allow various options for identifying the
signing and encryption keys, for example, it allows optional elements
including "x5c", "x5t" and "kid" in the header to cover various
possibilities.

To protect privacy, it is important that the device’s certificate is
released only to a trusted TAM, and that it is encrypted. The TAM
will need to know the device certificate, but untrusted parties must
not be able to get the device certificate. All OTrP messaging
conversations between a TAM and device begin with
GetDeviceStateRequest / GetDeviceStateResponse. These messages have
elements built into them to exchange signing certificates, described
in the section Section 9. Any subsequent messages in the
conversation that follow on from this implicitly use the same
certificates for signing/encryption, and as a result the certificates
or references may be omitted in those subsequent messages.

In other words, the signing key identifier in the use of JWS and JWE
here may be absent in the subsequent messages after the initial
GetDeviceState query.

This has an implication on the TEE and TAM implementation: they have
to cache the signer certificates for the subsequent message signature
validation in the session. It may be easier for a TAM service to
cache transaction session information but not so for a TEE in a
device. A TAM can get a device’s capability by checking the response
message from a TEE to decide whether it should include its TAM signer
certificate and OCSP data in each subsequent request message. The
device’s caching capability is reported in GetDeviceStateResponse
signerreq parameter.

7.5. JSON Signing and Encryption Algorithms
The OTrP JSON signing algorithm shall use SHA256 or a stronger hash
method with respective key type. JSON Web Algorithm RS256 or ES256
[REFC7518] SHALL be used for RSA with SHA256 and ECDSA with SHA256.

If RSA with SHA256 is used, the JSON web algorithm representation is
as follows.

{"alg":"RS256"}
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The (BASE64URL encoded) "protected" header property in a signed
message looks like the following:

"protected" :"eyJhbGci0OiJSUzI1INiJ9"

If ECSDA with P-256 curve and SHA256 are used for signing, the JSON
signing algorithm representation is as follows.

{"alg":"ES256"}
The value for the "protected" field will be the following.
eyJhbGciOiJFUzI1INiJ9

Thus, a common OTrP signed message with ES256 looks like the

following.
{
"payload": "<payload contents>",
"protected": "eyJhbGciOiJFUzI1INiJ9",
"signature": "<signature contents>"

}

The OTrP JSON message encryption algorithm SHOULD use one of the
supported algorithms defined in the later chapter of this document.
JSON encryption uses a symmetric key as its "Content Encryption Key
(CEK)". This CEK is encrypted or wrapped by a recipient’s key. The
OTrP recipient typically has an asymmetric key pair. Therefore, the
CEK will be encrypted by the recipient’s public key.

A compliant implementation shall support the following symmetric
encryption algorithm and anticipate future new algorithms.

{"enc":"A128CBC-HS256"}
This algorithm represents encryption with AES 128 in CBC mode with
HMAC SHA 256 for integrity. The value of the property "protected" in

a JWE message will be

eyJ1lbmMiOi1JBMTI4Q0JDLUhTM]jU2In0
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An encrypted JSON message looks like the following.

{

"protected": "eyJlbmMiOiJBMTI4Q0JDLUhTMjU2In0O",
"recipients": [
{
"header": {
"alg": "<RSAl_5 etc.>"
b
"encrypted_key": "<encrypted value of CEK>"
}
1,
"iv": "<BASE64URL encoded IV data>",
"ciphertext": "<Encrypted data over the JSON plaintext
(BASEG64URL) >",
"tag": "<JWE authentication tag (BASE64URL)>"

}

OTrP doesn’t use JWE AAD (Additional Authenticated Data) because each
message 1s always signed after the message is encrypted.

7.5.1. Supported JSON Signing Algorithms

The following JSON signature algorithm is mandatory support in the
TEE and TAM:

o RS256
ES256 is optional to support.
7.5.2. Support JSON Encryption Algorithms

The following JSON authenticated encryption algorithm is mandatory
support in TEE and TAM.

o Al28CBC-HS256
A256CBC-HS512 is optional to support.
7.5.3. Supported JSON Key Management Algorithms

The following JSON key management algorithm is mandatory support in
TEE and TAM.

o RSA1_5S

ECDH-ES+A128KW and ECDH-ES+A256KW are optional to support.
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7.6. Common Errors

An OTrP Response message typically needs to report the operation
status and error causes if an operation fails. The following JSON
message elements should be used across all OTrP Messages.

"status": "pass | fail"

"reason": {
"error—-code": "<error code if there is any>",
"error-message": "<error message>"

"ver": "<version string>"
7.7. OTrP Message List

The following table lists the OTrP commands and therefore
corresponding Request and Response messages defined in this
specification. Additional messages may be added in the future when
new task messages are needed.

GetDeviceState -
A TAM queries a device’s current state with a message
GetDeviceStateRequest. A device TEE will report its version, its
FW version, and list of all SDs and TAs in the device that is
managed by the requesting TAM. TAM may determine whether the
device is trustworthy and decide to carry out additional commands
according to the response from this query.

CreateSD -
A TAM instructs a device TEE to create an SD for an SP. The
recipient TEE will check whether the requesting TAM is
trustworthy.

UpdateSD -
A TAM instructs a device TEE to update an existing SD. A typical
update need comes from SP certificate change, TAM certificate
change and so on. The recipient TEE will verify whether the TAM
is trustworthy and owns the SD.

DeleteSD -
A TAM instructs a device TEE to delete an existing SD. A TEE
conditionally deletes TAs loaded in the SD according to a request
parameter. An SD cannot be deleted until all TAs in this SD are
deleted. If this is the last SD for an SP, TEE MAY also delete
TEE SP AIK key for this SP.
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InstallTA -
A TAM instructs a device to install a TA into an SD for a SP.
The TEE in a device will check whether the TAM and TA are
trustworthy.

UpdateTA -
A TAM instructs a device to update a TA into an SD for an SP.
The change may commonly be bug fix for a previously installed TA.

DeleteTA -
A TAM instructs a device to delete a TA. The TEE in a device
will check whether the TAM and TA are trustworthy.

7.8. OTrP Request Message Routing Rules

For each command that a TAM wants to send to a device, the TAM
generates a request message. This is typically triggered by a Client
Application that uses the TAM. The Client Application initiates
contact with the TAM and receives TAM OTrP Request messages according
to the TAM’s implementation. The Client Application forwards the
OTrP message to an OTrP Broker in the device, which in turn sends the
message to the active TEE in the device.

The current version of this specification assumes that each device
has only one active TEE, and the OTrP Broker is responsible to
connect to the active TEE. This is the case today with devices in
the market.

When the TEE responds to a request, the OTrP Broker gets the OTrP
response messages back to the Client Application that sent the
request. In case the target TEE fails to respond to the request, the
OTrP Broker will be responsible to generate an error message to reply
the Client Application. The Client Application forwards any data it
received to its TAM.

7.8.1. SP Anonymous Attestation Key (SP AIK)
When the first new Security Domain is created in a TEE for an SP, a
new key pair is generated and associated with this SP. This key pair
is used for future device attestation to the service provider instead
of using the device’s TEE key pair.

8. Transport Protocol Support
The OTrP message exchange between a TEE device and TAM generally

takes place between a Client Application in REE and TAM. A device
that is capable to run a TEE and PKI based cryptographic attestation
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isn’t generally resource constraint to carry out standard HTTPS
connections. A compliant device and TAM SHOULD support HTTPs.

9. Detailed Messages Specification

For each message in the following sections all JSON elements are
mandatory if not explicitly indicated as optional.

9.1. GetDeviceState

This is the first command that a TAM will send to a device. This
command is triggered when an SP’s Client Application contacts its TAM
to check whether the underlying device is ready for TA operations.

This command queries a device’s current TEE state. A device TEE will
report its version, its FW version, and list of all SDs and TAs in
the device that is managed by the requesting TAM. TAM may determine
whether the device is trustworthy and decide to carry out additional
commands according to the response from this query.

The request message of this command is signed by the TAM. The
response message from the TEE is encrypted. A random message
encryption key (MK) is generated by TEE, and this encrypted key is
encrypted by the TAM’s public key such that only the TAM that sent
the request is able to decrypt and view the response message.

9.1.1. GetDeviceStateRequest message

"GetDeviceStateTBSRequest": {

"Ver": "1-0"’

"rid": "<Unique request ID>",

"tid": "<transaction ID>",

"ocspdat": [<a list of OCSP stapling data>"],
"supportedsigalgs": [<array of supported signing algorithms>]

The request message consists of the following data elements:

ver - version of the message format
rid - a unique request ID generated by the TAM
tid - a unique transaction ID to trace request and response. This

can be from a prior transaction’s tid field, and can be used in
subsequent message exchanges in this TAM session. The
combination of rid and tid MUST be made unique.
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ocspdat - A list of OCSP stapling data respectively for the TAM
certificate and each of the CA certificates up to the root
certificate. The TAM provides OCSP data such that a recipient
TEE can validate the TAM certificate chain revocation status
without making its own external OCSP service call. A TEE MAY
cache the CA OCSP data such that the array may contain only the
OCSP stapling data for the TAM certificate in subsequent
exchanges. This is a mandatory field.

supportedsigalgs - an optional property to list the signing
algorithms that the TAM is able to support. A recipient TEE MUST
choose an algorithm in this list to sign its response message if
this property is present in a request. If it is absent, the TEE
may use any compliant signing algorithm that is listed as
mandatory support in this specification.

The final request message is JSON signed message of the above raw
JSON data with TAM’s certificate.

"GetDeviceStateRequest": {

"payload": "<BASE64URL encoding of the GetDeviceStateTBSRequest
JSON above>",
"protected": "<BASE64URL encoded signing algorithm>",
"header": {
"x5¢c": "<BASE64 encoded TAM certificate chain up to the

root CA certificate>"

by
"signature":"<signature contents signed by TAM private key>"

}

The signing algorithm SHOULD use SHA256 with respective key type.
The mandatory algorithm support is the RSA signing algorithm. The
signer header "x5c¢" is used to include the TAM signer certificate up
to the root CA certificate.

9.1.2. Request processing requirements at a TEE

Upon receiving a request message GetDeviceStateRequest at a TEE, the
TEE MUST validate a request:

1. Validate JSON message signing. If it doesn’t pass, an error
message is returned.

2. Validate that the request TAM certificate is chained to a trusted
CA that the TEE embeds as its trust anchor.
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* Cache the CA OCSP stapling data and certificate revocation
check status for other subsequent requests.

* A TEE can use its own clock time for the OCSP stapling data
validation.

3. Optionally collect Firmware signed data

* This is a capability in ARM architecture that allows a TEE to
query Firmware to get FW signed data. It isn’t required for
all TEE implementations. When TFW signed data is absent, it
is up to a TAM’s policy how it will trust a TEE.

4. Collect SD information for the SD owned by this TAM
9.1.3. Firmware Signed Data

Firmware isn’t expected to process or produce JSON data. It is
expected to just sign some raw bytes of data.

The data to be signed by TFW key needs be some unique random data
each time. The (UTF-8 encoded) "tid" wvalue from the
GetDeviceStateTBSRequest shall be signed by the firmware. TAM isn’t
expected to parse TFW data except the signature validation and signer
trust path validation.

It is possible that a TEE can get some valid TFW signed data from
another device. The TEE is responsible to validate TFW integrity to
ensure that the underlying device firmware is trustworthy. In some
cases, a TEE isn’t able to get a TFW signed data, in which case the
TEE trust validation is up to a TAM to decide. A TAM may opt to
trust a TEE basing on the TEE signer and additional information about
a TEE out-of-band.

When TFW signed data is available, a TAM validates the TEE and trusts
that a trusted TEE has carried out appropriate trust check about a

TEFW.
TfwData: {
"tbs": "<TFW to be signed data, BASE64 encoded>",
"cert": "<BASE64 encoded TFW certificate>",
"sigalg": "Signing method",
"sig": "<TFW signed data, BASE64 encoded>"

}

It is expected that a FW uses standard signature methods for maximal
interoperability with TAM providers. The mandatory support list of
signing algorithm is RSA with SHA256.
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The JSON object above is constructed by a TEE with data returned from
the FW. It isn’t a standard JSON signed object. The signer
information and data to be signed must be specially processed by a
TAM according to the definition given here. The data to be signed is
the raw data.

9.1.3.1. Supported Firmware Signature Methods
TAM providers shall support the following signature methods. A
firmware provider can choose one of the methods in signature
generation.
o RSA with SHA256
o ECDSA with SHA 256

The value of "sigalg" in the TfwData JSON message SHOULD use one of
the following:

o RS256
o ES256
9.1.4. Post Conditions

Upon successful request validation, the TEE information is collected.
There is no change in the TEE in the device.

The response message shall be encrypted where the encryption key
shall be a symmetric key that is wrapped by TAM’s public key. The
JSON Content Encryption Key (CEK) is used for this purpose.

9.1.5. GetDeviceStateResponse Message

The message has the following structure.

{
"GetDeviceTEEStateTBSResponse": {

"Ver": "1.0",

"status": "pass | fail",

"rid": "<the request ID from the request message>",

"tid": "<the transaction ID from the request message>",

"signerreq": true | false // about whether TAM needs to send
signer data again in subsequent messages,

"edsi": "<Encrypted JSON DSI information>"
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where

signerreq - true if the TAM should send its signer certificate and
OCSP data again in the subsequent messages. The value may be
"false" if the TEE caches the TAM’s signer certificate and OCSP
status.

rid - the request ID from the request message

tid - the tid from the request message

edsi - the main data element whose value is JSON encrypted message
over the following Device State Information (DSI).

The Device State Information (DSI) message consists of the following.
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"dSi"Z {
"tfwdata": |
"tbs": "<TFW to be signed data is the tid>"
"cert": "<BASE64 encoded TFW certificate>",
"sigalg": "Signing method",
"sig": "<TFW signed data, BASE64 encoded>"
b
"tee": {
"name": "<TEE name>",
"ver": "<TEE version>",
"cert": "<BASE64 encoded TEE cert>",
"cacert": "<JSON array value of CA certificates up to
the root CA>",
"sdlist": {
"cnt": "<Number of SD owned by this TAM>",
"Sd": [
{
"name": "<SD name>",
"spid": "<SP owner ID of this SD>",
"talist": [
{
"taid": "<TA application identifier>",
"taname": "<TA application friendly
name>" // optional
}
1
}
]
by
"teeaiklist": [
{
"spaik": "<SP AIK public key, BASE64 encoded>",
"spaiktype": "<RSA | ECC>",

"spid": "<sp id>"

}

The encrypted JSON message looks like the following.

Pei, et al. Expires November 16, 2019 [Page 35]



Internet-Draft OTrP May 2019

"protected": "<BASE64URL encoding of encryption algorithm header
JSON data>",
"recipients": [
{
"header": {
"alg" H "RSA1_5"
b
"encrypted_key": "<encrypted value of CEK>"
}
1/
"iv": "<BASE64URL encoded IV data>",
"ciphertext": "<Encrypted data over the JSON object of dsi
(BASE64URL) >",
"tag": "<JWE authentication tag (BASE64URL)>"

}

Assume we encrypt plaintext with AES 128 in CBC mode with HMAC SHA
256 for integrity, the encryption algorithm header is:

{"enc":"A128CBC-HS256"}

The value of the property "protected" in the above JWE message will
be

eyJ1lbmMiOi1JBMTI4Q0JDLUhTM]jU2In0

In other words, the above message looks like the following:

{

"protected": "eyJlbmMiOiJBMTI4Q0JDLUhRTMjU2InO",
"recipients": [
{
"header": {
"alg" . "RSAl_S"
by
"encrypted_key": "<encrypted value of CEK>"
}
1,
"iv": "<BASE64URL encoded IV data>",
"ciphertext": "<Encrypted data over the JSON object of dsi
(BASE64URL) >",
"tag": "<JWE authentication tag (BASEG64URL)>"

}

The full response message looks like the following:
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"GetDeviceTEEStateTBSResponse": {
"Ver": "l.O",
"status": "pass | fail",
"rid": "<the request ID from the request message>",
"tid": "<the transaction ID from the request message>",
"signerreq": "true | false",
"edsi": {
"protected": "<BASE64URL encoding of encryption algorithm
header JSON data>",
"recipients": [
{
"header": {
"alg": "RSAl_5"
by
"encrypted_key": "<encrypted value of CEK>"
}

1,
"iv": "<BASEG64URL encoded IV data>",

"ciphertext": "<Encrypted data over the JSON object of dsi
(BASE64URL) >",
"tag": "<JWE authentication tag (BASE64URL)>"

}

The CEK will be encrypted by the TAM public key in the device. The
TEE signed message has the following structure.

{
"GetDeviceTEEStateResponse": {

"payload": "<BASE64URL encoding of the JSON message
GetDeviceTEEStateTBSResponse>",

"protected": "<BASE64URL encoding of signing algorithm>",

"signature": "<BASE64URL encoding of the signature value>"

}

The signing algorithm shall use SHA256 with respective key type, see
Section 7.5.1.

The final GetDeviceStateResponse response message consists of an
array of TEE responses.
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"GetDeviceStateResponse": [ // JSON array
{"GetDeviceTEEStateResponse": ...},
{"GetDeviceTEEStateResponse": ...}

9.1.6. Error Conditions

An error may occur if a request isn’t valid or the TEE runs into some
error. The list of possible error conditions is the following.

ERR_REQUEST_INVALID The TEE meets the following conditions with a

request message: (1) The request from a TAM has an invalid message
structure; mandatory information is absent in the message; or an
undefined member or structure is included. (2) TEE fails to verify

the signature of the message or fails to decrypt its contents.

ERR_UNSUPPORTED_MSG_VERSION The TEE receives a version of message
that the TEE can’t deal with.

ERR_UNSUPPORTED_CRYPTO_ALG The TEE receives a request message
encoded with a cryptographic algorithm that the TEE doesn’t
support.

ERR_TFW_NOT_TRUSTED The TEE considers the underlying device firmware
be not trustworthy.

ERR_TAM_NOT_TRUSTED The TEE needs to make sure whether the TAM is
trustworthy by checking the validity of the TAM certificate and
OCSP stapling data and so on. If the TEE finds the TAM is not
reliable, it returns this error code.

ERR_TEE_FAIL If the TEE fails to process a request because of its
internal error but is able to sign an error response message, it

will return this error code.

The response message will look like the following if the TEE signing
can work to sign the error response message.
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"GetDeviceTEEStateTBSResponse": {

"Ver": "1.0",
"status": "fail",
"rid": "<the request ID from the request message>",
"tid": "<the transaction ID from the request message>",
"reason": {"error-code":"<error code>"}
"supportedsigalgs": [<an array of signature algorithms that
the TEE supports>]
}
}
where
supportedsigalgs - an optional property to list the JWS signing

algorithms that the active TEE supports. When a TAM sends a
signed message that the TEE isn’t able to validate, it can
include signature algorithms that it is able to consume in this
status report. A TAM can generate a new request message to retry
the management task with a TEE-supported signing algorithm.

If the TEE isn’t able to sign an error message due to an internal
device error, a general error message should be returned by the OTrP
Broker.

9.1.7. TAM Processing Requirements

Upon receiving a GetDeviceStateResponse message at a TAM, the TAM
MUST validate the following.

o Parse to get list of GetDeviceTEEStateResponse JSON objects

o Parse the JSON "payload" property and decrypt the JSON element
"edsi". The decrypted message contains the TEE signer
certificate.

o Validate the GetDeviceTEEStateResponse JSON signature. The signer
certificate is extracted from the decrypted message in the last

step.

o Extract TEE information and check it against its TEE acceptance
policy.

o Extract the TFW signed element, and check the signer and data
integration against its TFW policy.

o Check the SD list and TA list and prepare for a subsequent command
such as "CreateSD" if it needs to have a new SD for an SP.
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9.2. Security Domain Management
9.2.1. CreateSD

This command is typically preceded with a GetDeviceState command that
has acquired the device information of the target device by the TAM.
The TAM sends such a command to instruct a TEE to create a new
Security Domain for an SP.

A TAM sends an OTrP CreateSDRequest Request message to a device TEE
to create a Security Domain for an SP. Such a request is signed by
the TAM where the TAM signer may or may not be the same as the SP’s
TA signer certificate. The resulting SD is associated with two
identifiers for future management:

o TAM as the owner. The owner identifier is a registered unique TAM
ID that is stored in the TAM certificate.

o SP identified by its TA signer certificate as the authorization.
A TAM can add more than one SP certificate to an SD.

A Trusted Application that is signed by a matching SP signer
certificate for an SD is eligible to be installed into that SD. The
TA installation into an SD by a subsequent InstallTARequest message
may be instructed from a TAM.

9.2.1.1. CreateSDRequest Message
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The request message for CreateSD has the following JSON format.

{
"CreateSDTBSRequest": ({

"Ver": "1'0"’

"rid": "<unique request ID>",

"tid": "<transaction ID>", // this may be from prior message
"tee": "<TEE routing name from the DSI for the SD’s target>",
"nextdsi": true | false,

"dsihash": "<hash of DSI returned in the prior query>",

"content": ENCRYPTED { // this piece of JSON data will be
// encrypted

"spid": "<SP ID value>",
"sdname": "<SD name for the domain to be created>",
"spcert": "<BASE64 encoded SP certificate>",
"tamid": "<An identifiable attribute of the TAM
certificate>",
"did": "<SHA256 hash of the TEE cert>"

}
In the message,
rid - A unique value to identify this request

tid - A unique value to identify this transaction. It can have the
same value for the tid in the preceding GetDeviceStateRequest.

tee - TEE ID returned from the previous GetDeviceStateResponse.

nextdsi - Indicates whether the up-to-date Device State Information
(DSI) is expected in the response from the TEE to this request.

dsihash - The BASE64-encoded SHA256 hash value of the DSI data
returned in the prior TAM operation with this target TEE. This
value is always included such that a receiving TEE can check
whether the device state has changed since its last query. It
helps enforce SD update order in the right sequence without
accidentally overwriting an update that was done simultaneously.

content - The "content" is a JSON encrypted message that includes
actual input for the SD creation. The encryption key is TAMmk that
is encrypted by the target TEE’s public key. The entire message is
signed by the TAM private key TAMpriv. A separate TAMmk isn’t used
in the latest specification because JSON encryption will use a
content encryption key for exactly the same purpose.
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spid - A unique id assigned by the TAM for its SP. It should be
unique within a TAM namespace.

sdname - a name unique to the SP. TAM should ensure it is unique
for each SP.

spcert — The SP’s TA signer certificate is included in the request.
This certificate will be stored by the device TEE which uses it to
check against TA installation. Only if a TA is signed by a
matching spcert associated with an SD will the TA be installed into
the SD.

tamid - SD owner claim by TAM - an SD owned by a TAM will be
associated with a trusted identifier defined as an attribute in the
signer TAM certificate. TEE will be responsible to assign this ID
to the SD. The TAM certificate attribute for this attribute tamid
MUST be vetted by the TAM signer issuing CA. With this trusted
identifier, the SD query at TEE can be fast upon TAM signer
verification.

did - The SHA256 hash of the binary-encoded device TEE certificate.
The encryption key CEK will be encrypted the recipient TEE’s public
key. This hash value in the "did" property allows the recipient
TEE to check whether it is the expected target to receive such a
request. If this isn’t given, an OTrP message for device 2 could
be sent to device 1. It is optional for the TEE to check because
the successful decryption of the request message with this device’s
TEE private key already proves it is the target. This explicit
hash value makes the protocol not dependent on message encryption
method in future.

A CreateSDTBSRequest message i1s signed to generate a final
CreateSDRequest message as follows.

{
"CreateSDRequest": {

"payload": "<CreateSDTBSRequest JSON above>",

"protected": "<integrity-protected header contents>",
"header": "<non-integrity-protected header contents>",
"signature": "<signature contents signed by TAM private key>"

}

The TAM signer certificate is included in the "header" property.
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9.2.1.2. Request Processing Requirements at a TEE

Upon receiving a CreateSDRequest request message at a TEE, the TEE
MUST do the following:

1.

Pei,

Validate the JSON request message as follows
* Validate JSON message signing.

* Validate that the request TAM certificate is chained to a
trusted CA that the TEE embeds as its trust anchor.

* Compare dsihash with its current state to make sure nothing
has changed since this request was sent.

* Decrypt to get the plaintext of the content: (a) spid, (b) sd
name, (c) did.

* Check that an SPID is supplied.

* spcert check: check it is a valid certificate (signature and
format verification only).

* Check "did" is the SHA256 hash of its TEEcert BER raw binary
data.

* Check whether the requested SD already exists for the SP.

* Check that the tamid in the request matches the TAM
certificate’s TAM ID attribute.

If the request was valid, create action

* Create an SD for the SP with the given name.
* Assign the tamid from the TAMCert to this SD.
* Assign the SPID and SPCert to this SD.

* Check whether a TEE SP AIK key pair already exists for the
given SP ID.

* Create TEE SP AIK key pair if it doesn’t exist for the given
SP ID.

* Generate new DSI data if the request asks for updated DSI.

Construct a CreateSDResponse message
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* Create raw content
+ Operation status
+ "did" or full signer certificate information,
+ TEE SP AIK public key if DSI isn’t going to be included
+ Updated DSI data if requested

* The response message is encrypted with the same JWE CEK of the
request without recreating a new content encryption key.

* The encrypted message is signed with TEEpriv. The signer
information ("did" or TEEcert) is encrypted.

4. Deliver the response message. (a) The OTrP Broker returns this to
the Client Application; (b) The Client App passes this back to
the TAM.

5. TAM processing. (a) The TAM processes the response message; (b)

the TAM can look up signer certificate from the device ID "did".

If a request is illegitimate or signature doesn’t pass, a "status"
property in the response will indicate the error code and cause.

9.2.1.3. CreateSDResponse Message
The response message for a CreateSDRequest contains the following

content.

"CreateSDTBSResponse": {

"ver": "1'0",

"status": "<operation result>",

"rid": "<the request ID received>",

"tid": "<the transaction ID received>",

"content": ENCRYPTED {
"reason": "<failure reason detail>", // optional
"did": "<the device id received from the request>",
"sdname": "<SD name for the domain created>",
"teespaik": "<TEE SP AIK public key, BASE64 encoded>",
"dsi": "<Updated TEE state, including all SDs owned by

this TAM>"
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In the response message, the following fields MUST be supplied.

did - The SHA256 hash of the device TEE certificate. This shows
the device ID explicitly to the receiving TAM.

teespaik - The newly generated SP AIK public key for the given SP.
This is an optional value if the device has had another domain for
the SP that has triggered TEE SP AIK key pair for this specific SP.

There is a possible extreme error case where the TEE isn’t reachable
or the TEE final response generation itself fails. 1In this case, the
TAM might still receive a response from the OTrP Broker if the OTrP
Broker is able to detect such error from TEE. In this case, a
general error response message should be returned by the OTrP Broker,
assuming OTrP Broker even doesn’t know any content and information
about the request message.

In other words, the TAM should expect to receive a TEE successfully
signed JSON message, a general "status" message, or none when a
client experiences a network error.

"CreateSDResponse": {
"payload": "<CreateSDTBSResponse JSON above>",
"protected": {
"<BASE64URL of signing algorithm>"
by

"signature": "<signature contents signed by the TEE device private
key (BASEG64URL)>"

When the TEE fails to respond, the OTrP Broker will not provide a

subsequent response to the TAM. The TAM should treat this as if the

device has gone offline where a response is never delivered back.
9.2.1.4. Error Conditions

An error might occur if a request isn’t valid or the TEE runs into

some error. The list of possible errors are as follows. Refer to

the Error Code List (Section 13.1) for detailed causes and actions.

ERR_REQUEST_TINVALID

ERR_UNSUPPORTED_MSG_VERSION

ERR_UNSUPPORTED_CRYPTO_ALG

Pei, et al. Expires November 16, 2019 [Page 45]



Internet-Draft OTrP May 2019

ERR_DEV_STATE_MISMATCH
ERR_SD_ALREADY_EXIST
ERR_SD_NOT_FOUND
ERR_SPCERT_INVALID
ERR_TEE_FATL
ERR_TAM NOT_AUTHORIZED
ERR_TAM NOT_TRUSTED

9.2.2. UpdateSD
This TAM initiated command can update an SP’s SD that it manages for
any of the following needs: (a) Update an SP signer certificate; (b)
Add an SP signer certificate when an SP uses multiple to sign TA
binaries; (c) Update an SP ID.
The TAM presents the proof of the SD ownership to the TEE, and
includes related information in its signed message. The entire

request is also encrypted for end-to-end confidentiality.

9.2.2.1. UpdateSDRequest Message
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The UpdateSD request message has the following JSON format.

"UpdateSDTBSRequest":
"Ver": "1'0"’
"rid": "<unique request ID>",
"tid": "<transaction ID>", // this may be from prior message
"tee": "<TEE routing name from the DSI for the SD’s target>",
"nextdsi": true | false,
"dsihash": "<hash of DSI returned in the prior query>",
"content": ENCRYPTED { // this piece of JSON will be encrypted
"tamid": "<tamid associated with this SD>",
"spid": "<SP ID>",
"sdname": "<SD name for the domain to be updated>",
"changes": {
"newsdname": "<Change the SD name to this new name>",
// Optional
"newspid": "<Change SP ID of the domain to this new value>",
// Optional
"spcert": ["<BASE64 encoded new SP signer cert to be added>"],
// Optional
"deloldspcert": ["<The SHA256 hex value of an old SP cert
assigned into this SD that should be deleted >"],
// Optional
"renewteespaik": true | false

}

In the message,
rid -= A unique value to identify this request

tid - A unique value to identify this transaction. It can have the
same value as the tid in the preceding GetDeviceStateRequest.

tee - TEE ID returned from the previous GetDeviceStateResponse

nextdsi - Indicates whether the up-to-date Device State Information
(DSI) is expected to be returned in the response from the TEE to
this request.

dsihash - The BASE64-encoded SHA256 hash value of the DSI data
returned in the prior TAM operation with this target TEE. This
value is always included such that a receiving TEE can check
whether the device state has changed since its last query. It
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helps enforce SD update order in the right sequence without
accidentally overwriting an update that was done simultaneously.

content — The "content" is a JSON encrypted message that includes
actual input for the SD update. The standard JSON content
encryption key (CEK) is used, and the CEK is encrypted by the
target TEE’s public key.

tamid - SD owner claim by TAM - an SD owned by a TAM will be
associated with a trusted identifier defined as an attribute in the
signer TAM certificate.

spid - the identifier of the SP whose SD will be updated. This
value is still needed because the SD name is considered unique only
within an SP.

sdname - the name of the target SD to be updated.

changes - its content consists of changes are to be updated in the
given SD.

newsdname - the new name of the target SD to be assigned if this

value 1is present.

newspid - the new SP ID of the target SD to be assigned if this
value is present.

spcert - a new TA signer certificate of this SP to be added to the
SD if this is present.

deloldspcert - an SP certificate assigned into the SD is to be
deleted if this is present. The value is the SHA256 fingerprint of
the old SP certificate.

renewteespaik - the value should be true or false. If it 1is present
and the value is true, the TEE MUST regenerate TEE SP AIK for this
SD’s owner SP. The newly generated TEE SP AIK for the SP must be
returned in the response message of this request. If there is more
than one SD for the SP, a new SPID for one of the domains will
always trigger a new teespaik generation as if a new SP were
introduced to the TEE.

Pei, et al. Expires November 16, 2019 [Page 48]



Internet-Draft OTrP May 2019
The UpdateSDTBSRequest message is signed to generate the final
UpdateSDRequest message.

{
"UpdateSDRequest": {

"payload": "<UpdateSDTBSRequest JSON above>",

"protected": "<integrity-protected header contents>",
"header": "<non-integrity-protected header contents>",
"signature":"<signature contents signed by TAM private key>"

}
TAM signer certificate is included in the "header" property.
9.2.2.2. Request Processing Requirements at a TEE

Upon receiving a request message UpdateSDRequest at a TEE, the TEE
must validate a request:

1. Validate the JSON request message
* Validate JSON message signing
* Validate that the request TAM certificate is chained to a
trusted CA that the TEE embeds as its trust anchor.The TAM
certificate status check is generally not needed anymore in
this request. The prior request should have validated the TAM

certificate’s revocation status.

* Compare dsihash with the TEE cached last response DSI data to
this TAM.

* Decrypt to get the plaintext of the content.
* Check that the target SD name is supplied.
* Check whether the requested SD exists.

* Check that the TAM owns this TAM by verifying tamid in the SD
matches TAM certificate’s TAM ID attribute.

* Now the TEE is ready to carry out update listed in the
"content" message.

2. If the request is valid, update action

* If "newsdname" is given, replace the SD name for the SD to the
new value
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* If "newspid" is given, replace the SP ID assigned to this SD
with the given new value

* If "spcert" is given, add this new SP certificate to the SD.

* TIf "deloldspcert" is present in the content, check previously
assigned SP certificates to this SD, and delete the one that
matches the given certificate hash value.

* If "renewteespaik" is given and has a value of ’true’,
generate a new TEE SP AIK key pair, and replace the old one
with this.

* Generate new DSI data if the request asks for updated DSI

* Now the TEE is ready to construct the response message

3. Construct UpdateSDResponse message

* Create raw content
+ Operation status
+ "did" or full signer certificate information,

+ TEE SP AIK public key if DSI isn’t going to be included

+ Updated DSI data if requested

* The response message 1s encrypted with the same JWE CEK of the
request without recreating a new content encryption key.

* The encrypted message is signed with TEEpriv. The signer
information ("did" or TEEcert) is encrypted.

4. Deliver response message. (a) The OTrP Broker returns this to the
app; (b) The app passes this back to the TAM.

5. TAM processing. (a) The TAM processes the response message; (b)
The TAM can look up the signer certificate from the device ID
"did" .

If a request is illegitimate or the signature doesn’t pass, a
"status" property in the response will indicate the error code and
cause.
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9.2.2.3. UpdateSDResponse Message

The response message for a UpdateSDRequest contains the following
content.

"UpdateSDTBSResponse": {

"Ver": "1.0",

"status": "<operation result>",

"rid": "<the request ID received>",

"tid": "<the transaction ID received>",

"content": ENCRYPTED {
"reason": "<failure reason detail>", // optional
"did": "<the device id hash>",
"cert": "<TEE certificate>", // optional
"teespaik": "<TEE SP AIK public key, BASE64 encoded>",
"teespaiktype": "<TEE SP AIK key type: RSA or ECC>",
"dsi": "<Updated TEE state, including all SD owned by

this TAM>"

}

In the response message, the following fields MUST be supplied.

did - The request should have known the signer certificate of this
device from a prior request. This hash value of the device TEE
certificate serves as a quick identifier only. A full device

certificate isn’t necessary.

teespaik - the newly generated SP AIK public key for the given SP
if the TEE SP AIK for the SP is asked to be renewed in the request.
This is an optional value if "dsi" is included in the response,
which will contain all up-to-date TEE SP AIK key pairs.

Similar to the template for the creation of the encrypted and signed

CreateSDResponse, the final UpdateSDResponse looks like the
following.
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"UpdateSDResponse": {
"payload": "<UpdateSDTBSResponse JSON above>",
"protected": {
"<BASE64URL of signing algorithm>"

b
"signature": "<signature contents signed by TEE device private
key (BASE64URL)>"

When the TEE fails to respond, the OTrP Broker will not provide a
subsequent response to the TAM. The TAM should treat this as if the
device has gone offline where a response is never delivered back.
9.2.2.4. Error Conditions
An error may occur if a request isn’t valid or the TEE runs into some
error. The list of possible errors are as follows. Refer to the
Error Code List (Section 13.1) for detailed causes and actions.
ERR_REQUEST_INVALID
ERR_UNSUPPORTED_MSG_VERSION
ERR_UNSUPPORTED_CRYPTO_ALG
ERR_DEV_STATE_MISMATCH
ERR_SD_NOT_FOUND
ERR_SDNAME_ALREADY_USED
ERR_SPCERT_INVALID
ERR_TEE_FATIL
ERR_TAM NOT_AUTHORIZED
ERR_TAM NOT_TRUSTED
9.2.3. DeleteSD
A TAM sends a DeleteSDRequest message to a TEE to delete a specified

SD that it owns. An SD can be deleted only if there is no TA
associated with this SD in the device. The request message can

Pei, et al. Expires November 16, 2019 [Page 52]



Internet-Draft OTrP May 2019

contain a flag to instruct the TEE to delete all related TAs in an SD
and then delete the SD.

The target TEE will operate with the following logic.

1.

2.

Look up the given SD specified in the request message
Check that the TAM owns the SD

Check that the device state hasn’t changed since the last
operation

Check whether there are TAs in this SD

If TA exists in an SD, check whether the request instructs
whether the TA should be deleted. If the request instructs the
TEE to delete TAs, delete all TAs in this SD. If the request
doesn’t instruct the TEE to delete TAs, return an error
"ERR_SD_NOT_EMPTY".

Delete the SD

If this is the last SD of this SP, delete the TEE SP AIK key.

9.2.3.1. DeleteSDRequest Message

The request message for DeleteSD has the following JSON format.

{

}

"DeleteSDTBSRequest": {

"Ver": "1-0"’
"rid": "<unique request ID>",
"tid": "<transaction ID>", // this may be from prior message
"tee": "<TEE routing name from the DSI for the SD’s target>",
"nextdsi": true | false,
"dsihash": "<hash of DSI returned in the prior query>",
"content": ENCRYPTED { // this piece of JSON will be encrypted
"tamid": "<tamid associated with this SD>",
"sdname": "<SD name for the domain to be updated>",
"deleteta": true | false

In the message,

rid -— A unique value to identify this request
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tid - A unique value to identify this transaction. It can have the
same value for the tid in the preceding GetDeviceStateRequest.

tee - TEE ID returned from the previous response
GetDeviceStateResponse

nextdsi - Indicates whether the up-to-date Device State Information
(DSI) is to be returned in the response to this request.

dsihash - The BASE64-encoded SHA256 hash value of the DSI data
returned in the prior TAM operation with this target TEE. This
value is always included such that a receiving TEE can check
whether the device state has changed since its last query. It
helps enforce SD update order in the right sequence without
accidentally overwriting an update that was done simultaneously.

content — The "content" is a JSON encrypted message that includes
actual input for the SD update. The standard JSON content
encryption key (CEK) is used, and the CEK is encrypted by the
target TEE’s public key.

tamid - SD owner claim by TAM - an SD owned by a TAM will be
associated with a trusted identifier defined as an attribute in the
signer TAM certificate.

sdname - the name of the target SD to be updated.

deleteta - the value should be boolean 'true’ or ’'false’. If it is
present and the value is ’'true’, the TEE should delete all TAs
associated with the SD in the device.

According to the OTrP message template, the full request

DeleteSDRequest is a signed message over the DeleteSDTBSRequest as
follows.

"DeleteSDRequest": {

"payload": "<DeleteSDTBSRequest JSON above>",

"protected": "<integrity-protected header contents>",
"header": "<non-integrity-protected header contents>",
"signature": "<signature contents signed by TAM private key>"

}

TAM signer certificate is included in the "header" property.
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9.2.3.2. Request Processing Requirements at a TEE

Upon receiving a request message DeleteSDRequest at a TEE, the TEE
must validate a request:

1. Validate the JSON request message
* Validate JSON message signing
* Validate that the request TAM certificate is chained to a
trusted CA that the TEE embeds as its trust anchor. The TAM
certificate status check is generally not needed anymore in
this request. The prior request should have validated the TAM

certificate’s revocation status.

* Compare dsihash with the TEE cached last response DSI data to
this TAM

* Decrypt to get the plaintext of the content
* Check that the target SD name is supplied
* Check whether the requested SD exists

* Check that the TAM owns this TAM by verifying that the tamid
in the SD matches the TAM certificate’s TAM ID attribute

* Now the TEE is ready to carry out the update listed in the
"content" message

2. If the request is valid, deletion action
* Check TA existence in this SD
* TIf "deleteta" is "true", delete all TAs in this SD. If the
value of "deleteta" is false and some TA exists, return an
error "ERR_SD_NOT_EMPTY"

* Delete the SD

* Delete the TEE SP AIK key pair if this SD is the last one for
the SP

* Now the TEE is ready to construct the response message
3. Construct a DeleteSDResponse message

* Create response content
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+ Operation status
+ "did" or full signer certificate information,
+ Updated DSI data if requested

* The response message 1s encrypted with the same JWE CEK of the
request without recreating a new content encryption key.

* The encrypted message is signed with TEEpriv. The signer
information ("did" or TEEcert) is encrypted.

4. Deliver response message. (a) The OTrP Broker returns this to the
app; (b) The app passes this back to the TAM

5. TAM processing. (a) The TAM processes the response message; (b)
The TAM can look up signer certificate from the device ID "did".

If a request is illegitimate or the signature doesn’t pass, a
"status" property in the response will indicate the error code and
cause.

9.2.3.3. DeleteSDResponse Message

The response message for a DeleteSDRequest contains the following
content.

"DeleteSDTBSResponse": {

"Ver": "l‘O"’

"status": "<operation result>",

"rid": "<the request ID received>",

"tid": "<the transaction ID received>",

"content": ENCRYPTED {
"reason": "<failure reason detail>", // optional
"did": "<the device id hash>",
"dsi": "<Updated TEE state, including all SD owned by

this TAM>"

}

In the response message, the following fields MUST be supplied.

did - The request should have known the signer certificate of this
device from a prior request. This hash value of the device TEE

certificate serves as a quick identifier only. A full device
certificate isn’t necessary.
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The final DeleteSDResponse looks like the following.
{
"DeleteSDResponse": {
"payload": "<DeleteSDTBSResponse JSON above>",
"protected": {
"<BASE64URL of signing algorithm>"

b
"signature": "<signature contents signed by TEE device
private key (BASE64URL)>"

}

When the TEE fails to respond, the OTrP Broker will not provide a

subsequent response to the TAM. The TAM should treat this as if the

device has gone offline where a response is never delivered back.
9.2.3.4. Error Conditions

An error may occur if a request isn’t valid or the TEE runs into some

error. The list of possible errors is as follows. Refer to the

Error Code List (Section 13.1) for detailed causes and actions.

ERR_REQUEST_INVALID

ERR_UNSUPPORTED_MSG_VERSION

ERR_UNSUPPORTED_CRYPTO_ALG

ERR_DEV_STATE_MISMATCH

ERR_SD_NOT_EMPTY

ERR_SD_NOT_FOUND

ERR_TEE_FATIL

ERR_TAM NOT_AUTHORIZED

ERR_TAM NOT_TRUSTED

9.3. Trusted Application Management

This protocol doesn’t introduce a TA container concept. All TA
authorization and management will be up to the TEE implementation.

The following three TA management commands are supported.
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o InstallTA - provision a TA by TAM
o UpdateTA - update a TA by TAM

o DeleteTA - remove TA registration information with an SD, remove
the TA binary and all TA-related data in a TEE

9.3.1. InstallTA

TA binary data and related personalization data if there is any can
be from two sources:

1. A TAM supplies the signed and encrypted TA binary

2. A Client Application supplies the TA binary

This specification primarily considers the first case where a TAM
supplies a TA binary. This is to ensure that a TEE can properly
validate whether a TA is trustworthy. Further, TA personalization
data will be encrypted by the TEE device’s SP public key for end-to-
end protection. A Client Application bundled TA case will be

addressed separately later.

A TAM sends the following information in a InstallTARequest message
to a target TEE:

o The target SD information: SP ID and SD name

o Encrypted TA binary data. TA data is encrypted with the TEE SP

ATK.

o TA metadata. It is optional to include the SP signer certificate
for the SD to add if the SP has changed signer since the SD was
created.

The TEE processes the command given by the TAM to install a TA into
an SP’s SD. It does the following:

o Validation
* The TEE validates the TAM message authenticity
* Decrypt to get request content
* Look up the SD with the SD name

* Checks that the TAM owns the SD
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If

If

Checks that the DSI hash matches which shows that the device
state hasn’t changed

the request is valid, continue to do the TA validation

Decrypt to get the TA binary data and any personalization data
with the "TEE SP AIK private key"

Check that SP ID is the one that is registered with the SP SD

Check that the TA signer is either a newly given SP certificate
or the one that is already trusted by the SD from the previous
TA installation. The TA signing method is specific to a TEE.
This specification doesn’t define how a TA should be signed; a
TAM should support TEE specific TA signing when it supports
that TEE.

If a TA signer is given in the request, add this signer into
the SD.

the above validation passed, continue to do TA installation

The TEE re-—-encrypts the TA binary and its personalization data
with its own method.

The TEE enrolls and stores the TA in a secure storage.

Construct a response message. This involves signing encrypted
status information for the requesting TAM.

9.3.1.1.

Pei,

InstallTARequest Message
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The request message for InstallTA has the following JSON format.

{
"InstallTATBSRequest": {

"Ver": "1'0"’

"rid": "<unique request ID>",

"tid": "<transaction ID>",

"tee": "<TEE routing name from the DSI for the SD’s target>",

"nextdsi": true | false,

"dsihash": "<hash of DSI returned in the prior query>",

"content": ENCRYPTED {
"tamid": "<TAM ID previously assigned to the SD>",
"spid": "<SPID value>",
"sdname": "<SD name for the domain to install the TA>",
"spcert": "<BASE64 encoded SP certificate >", // optional
"taid": "<TA identifier>"

by
"encrypted_ta": {

"key": "<JWE enveloped data of a 256-bit symmetric key by
the recipient’s TEEspaik public key>",
"iv": "<hex of 16 random bytes>",
"alg": "<encryption algoritm. AESCBC by default.",
"ciphertadata": "<BASE64 encoded encrypted TA binary data>",
"cipherpdata": "<BASE64 encoded encrypted TA personalization
data>"

}
In the message,
rid - A unique value to identify this request

tid - A unique value to identify this transaction. It can have the
same value for the tid in the preceding GetDeviceStateRequest.

tee - TEE ID returned from the previous GetDeviceStateResponse

nextdsi - Indicates whether the up-to-date Device State Information
(DSI) is to be returned in the response to this request.

dsihash - The BASE64-encoded SHA256 hash value of the DSI data
returned in the prior TAM operation with this target TEE. This
value is always included such that a receiving TEE can check
whether the device state has changed since its last query. It
helps enforce SD update order in the right sequence without
accidentally overwriting an update that was done simultaneously.
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content - The "content" is a JSON encrypted message that includes
actual input for the SD update. The standard JSON content
encryption key (CEK) is used, and the CEK is encrypted by the
target TEE’s public key.

tamid - SD owner claim by TAM - An SD owned by a TAM will be
associated with a trusted identifier defined as an attribute in the
signer TAM certificate.

spid - SP identifier of the TA owner SP
sdname - the name of the target SD where the TA is to be installed
spcert - an optional field to specify the SP certificate that signed

the TA. This is sent if the SP has a new certificate that hasn’t

been previously registered with the target SD where the TA should
be installed.

taid - the identifier of the TA application to be installed
encrypted_ta - the message portion contains encrypted TA binary data
and personalization data. The TA data encryption key is placed in

"key", which is encrypted by the recipient’s public key, using JWE
enveloped structure. The TA data encryption uses symmetric key
based encryption such as AESCBC.

According to the OTrP message template, the full request
InstallTARequest is a signed message over the InstallTATBSRequest as

follows.
{
"InstallTARequest": {
"payload": "<InstallTATBSRequest JSON above>",
"protected": "<integrity-protected header contents>",
"header": "<non-integrity-protected header contents>",
"signature": "<signature contents signed by TAM private key>"

}
9.3.1.2. InstallTAResponse Message

The response message for a InstallTARequest contains the following
content.
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"InstallTATBSResponse": {

"Ver": "1.0",

"status": "<operation result>",

"rid": "<the request ID received>",
"tid": "<the transaction ID received>",

"content": ENCRYPTED {
"reason":"<failure reason detail>", // optional

"did": "<the device id hash>",
"dsi": "<Updated TEE state, including all SD owned by
this TAM>"

}

In the response message, the following fields MUST be supplied.

did - the SHA256 hash of the device TEE certificate. This shows
the device ID explicitly to the receiving TAM.

The final message InstallTAResponse looks like the following.

{

"InstallTAResponse": {
"payload":"<InstallTATBSResponse JSON above>",
"protected": {

"<BASE64URL of signing algorithm>"

b,
"signature": "<signature contents signed by TEE device

private key (BASE64URL)>"

When the TEE fails to respond, the OTrP Broker will not provide a

subsequent response to the TAM. The TAM should treat this as if the

device has gone offline where a response is never delivered back.
9.3.1.3. Error Conditions

An error may occur if a request isn’t valid or the TEE runs into some

error. The list of possible errors are as follows. Refer to the

Error Code List (Section 13.1) for detailed causes and actions.

ERR_REQUEST_INVALID

ERR_UNSUPPORTED_MSG_VERSION
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ERR_UNSUPPORTED_CRYPTO_ALG
ERR_DEV_STATE_MISMATCH
ERR_SD_NOT_FOUND
ERR_TA_TINVALID
ERR_TA_ALREADY_TINSTALLED
ERR_TEE_FAIL
ERR_TEE_RESOURCE_FULL
ERR_TAM NOT_AUTHORIZED
ERR_TAM NOT_TRUSTED

9.3.2. UpdateTA

This TAM-initiated command can update a TA and its data in an SP’s SD
that it manages for the following purposes.

1. Update TA binary

2. Update TA’s personalization data

The TAM presents the proof of the SD ownership to a TEE, and includes
related information in its signed message. The entire request is

also encrypted for end-to-end confidentiality.

The TEE processes the command from the TAM to update the TA of an SP
SD. It does the following:

o Validation
* The TEE validates the TAM message authenticity
* Decrypt to get request content
* Look up the SD with the SD name
* Checks that the TAM owns the SD
* Checks DSI hash matches that the device state hasn’t changed

o TA validation
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* Both TA binary and personalization data are optional, but at
least one of them shall be present in the message

* Decrypt to get the TA binary and any personalization data with
the "TEE SP AIK private key"

* Check that SP ID is the one that is registered with the SP SD

* Check that the TA signer is either a newly given SP certificate
or the one in SD.

* If a TA signer is given in the request, add this signer into
the SD.

If the above validation passes, continue to do TA update

* The TEE re-encrypts the TA binary and its personalization data
with its own method

* The TEE replaces the existing TA binary and its personalization
data with the new binary and data.

Construct a response message. This involves signing a encrypted
status information for the requesting TAM.

9.3.2.1. UpdateTARequest Message
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The request message for UpdateTA has the following JSON format.

{
"UpdateTATBSRequest":

"Ver": "1'0"’

"rid": "<unique request ID>",

"tid": "<transaction ID>",

"tee": "<TEE routing name from the DSI for the SD’s target>",

"nextdsi": true | false,

"dsihash": "<hash of DSI returned in the prior query>",

"content": ENCRYPTED {
"tamid": "<TAM ID previously assigned to the SD>",
"spid": "<SPID value>",
"sdname": "<SD name for the domain to be created>",
"spcert": "<BASE64 encoded SP certificate >", // optional
"taid": "<TA identifier>"

by
"encrypted_ta": {

"key": "<JWE enveloped data of a 256-bit symmetric key by
the recipient’s TEEspaik public key>",
"iv": "<hex of 16 random bytes>",
"alg": "<encryption algoritm. AESCBC by default.",
"ciphernewtadata": "<Change existing TA binary to this new TA
binary data (BASE64 encoded and encrypted)>",
"ciphernewpdata": "<Change the existing data to this new TA

personalization data (BASE64 encoded and encrypted)>"
// optional

}
In the message,
rid -— A unique value to identify this request

tid - A unique value to identify this transaction. It can have the
same value for the tid in the preceding GetDeviceStateRequest.

tee - TEE ID returned from the previous GetDeviceStateResponse

nextdsi - Indicates whether the up-to-date Device State Information
(DSI) is to be returned in the response to this request.

dsihash - The BASE64-encoded SHA256 hash value of the DSI data
returned in the prior TAM operation with this target TEE. This
value is always included such that a receiving TEE can check
whether the device state has changed since its last query. It
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helps enforce SD update order in the right sequence without
accidentally overwriting an update that was done simultaneously.

content — The "content" is a JSON encrypted message that includes
actual input for the SD update. The standard JSON content
encryption key (CEK) is used, and the CEK is encrypted by the
target TEE’s public key.

tamid - SD owner claim by TAM - an SD owned by a TAM will be
associated with a trusted identifier defined as an attribute in the
signer TAM certificate.

spid - SP identifier of the TA owner SP

spcert - an optional field to specify the SP certificate that signed
the TA. This is sent if the SP has a new certificate that hasn’t
been previously registered with the target SD where the TA is to be
installed.

sdname - the name of the target SD where the TA should be updated

taid - an identifier for the TA application to be updated

encrypted_ta - the message portion contains newly encrypted TA
binary data and personalization data.

According to the OTrP message template, the full request

UpdateTARequest is a signed message over the UpdateTATBSRequest as
follows.

"UpdateTARequest": {

"payload": "<UpdateTATBSRequest JSON above>",

"protected": "<integrity-protected header contents>",
"header": "<non-integrity-protected header contents>",
"signature": "<signature contents signed by TAM private key>"

}
9.3.2.2. UpdateTAResponse Message

The response message for a UpdateTARequest contains the following
content.
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"UpdateTATBSResponse”": {

"Ver": "1.0",

"status": "<operation result>",

"rid": "<the request ID received>",

"tid": "<the transaction ID received>",

"content": ENCRYPTED {
"reason": "<failure reason detail>", // optional
"did": "<the device id hash>",
"dsi": "<Updated TEE state, including all SD owned by

this TAM>"

}

In the response message, the following fields MUST be supplied.

did - the SHA256 hash of the device TEE certificate. This shows
the device ID explicitly to the receiving TAM.

The final message UpdateTAResponse looks like the following.

{

"UpdateTAResponse": {
"payload":"<UpdateTATBSResponse JSON above>",
"protected": {

"<BASE64URL of signing algorithm>"

b,
"signature": "<signature contents signed by TEE device

private key (BASE64URL)>"

When the TEE fails to respond, the OTrP Broker will not provide a

subsequent response to the TAM. The TAM should treat this as if the

device has gone offline where a response is never delivered back.
9.3.2.3. Error Conditions

An error may occur if a request isn’t valid or the TEE runs into some

error. The list of possible errors are as follows. Refer to the

Error Code List (Section 13.1) for detailed causes and actions.

ERR_REQUEST_INVALID

ERR_UNSUPPORTED_MSG_VERSION
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ERR_UNSUPPORTED_CRYPTO_ALG

ERR_DEV_STATE_MISMATCH

ERR_SD_NOT_FOUND

ERR_TA_INVALID

ERR_TA_NOT_FOUND

ERR_TEE_FAIL

ERR_TAM_NOT_AUTHORIZED

ERR_TAM_NOT_TRUSTED

.3. DeleteTA

May 2019

This operation defines OTrP messages that allow a TAM to instruct a
TEE to delete a TA for an SP in a given SD. A TEE will delete a TA
from an SD and also TA data in the TEE. A Client Application cannot

directly access TEE or OTrP Broker to delete a TA.

9.3.3.1. DeleteTARequest Message

The request message for DeleteTA has the following JSON format.

{
"DeleteTATBSRequest":

"ver": "l‘O"’
"rid": "<unique request ID>",
"tid": "<transaction ID>",
"tee": "<TEE routing name from the DSI for the SD’s target>",
"nextdsi": true | false,
"dsihash": "<hash of DSI returned in the prior query>",
"content": ENCRYPTED {
"tamid": "<TAM ID previously assigned to the SD>",
"sdname": "<SD name of the TA>",
"taid": "<the identifier of the TA to be deleted from the

specified SD>"

}
In the message,

rid -— A unique value to identify this request
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tid - A unique value to identify this transaction. It can have the
same value for the tid in the preceding GetDeviceStateRequest.

tee - The TEE ID returned from the previous GetDeviceStateResponse

nextdsi - Indicates whether the up-to-date Device State Information
(DSI) is to be returned in the response to this request.

dsihash - The BASE64-encoded SHA256 hash value of the DSI data
returned in the prior TAM operation with this target TEE. This
value is always included such that a receiving TEE can check
whether the device state has changed since its last query. It
helps enforce SD update order in the right sequence without
accidentally overwriting an update that was done simultaneously.

content — The "content" is a JSON encrypted message that includes
actual input for the SD update. The standard JSON content
encryption key (CEK) is used, and the CEK is encrypted by the
target TEE’s public key.

tamid - SD owner claim by TAM - an SD owned by a TAM will be
associated with a trusted identifier defined as an attribute in the
signer TAM certificate.

sdname - the name of the target SD where the TA is installed

taid - an identifier for the TA application to be deleted

According to the OTrP message template, the full request

DeleteTARequest i1s a signed message over the DeleteTATBSRequest as
follows.

"DeleteTARequest": {

"payload": "<DeleteTATBSRequest JSON above>",
"protected": "<integrity-protected header contents>",
"header": "<non-integrity-protected header contents>",
"signature": "<signature contents signed by TAM

private key>"
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9.3.3.2. Request Processing Requirements at a TEE

A TEE processes a command from a TAM to delete a TA of an SP SD. It
does the following:

1.

3.

Validate the JSON request message

* The TEE validates TAM message authenticity

* Decrypt to get request content

* Look up the SD and the TA with the given SD name and TA ID

* Checks that the TAM owns the SD, and TA is installed in the SD

* Checks that the DSI hash matches and the the device state
hasn’t changed

Deletion action

* If all the above validation points pass, the TEE deletes the
TA from the SD

* The TEE SHOULD also delete all personalization data for the TA

Construct DeleteTAResponse message.

If a request is illegitimate or the signature doesn’t pass, a
"status" property in the response will indicate the error code and
cause.

9.3.3.3. DeleteTAResponse Message

The response message for a DeleteTARequest contains the following
content.
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"DeleteTATBSResponse": {

"Ver": "1.0",

"status": "<operation result>",

"rid": "<the request ID received>",

"tid": "<the transaction ID received>",

"content": ENCRYPTED {
"reason": "<failure reason detail>", // optional
"did": "<the device id hash>",
"dsi": "<Updated TEE state, including all SD owned by

this TAM>"

}

In the response message, the following fields MUST be supplied.

did - the SHA256 hash of the device TEE certificate. This shows
the device ID explicitly to the receiving TAM.

The final message DeleteTAResponse looks like the following.

{
"DeleteTAResponse": {
"payload": "<DeleteTATBSResponse JSON above>",
"protected": {
"<BASE64URL of signing algorithm>"

b,
"signature": "<signature contents signed by TEE device

private key (BASE64URL)>"

When the TEE fails to respond, the OTrP Broker will not provide a

subsequent response to the TAM. The TAM should treat this as if the

device has gone offline where a response is never delivered back.
9.3.3.4. Error Conditions

An error may occur if a request isn’t valid or the TEE runs into some

error. The list of possible errors are as follows. Refer to the

Error Code List (Section 13.1) for detailed causes and actions.

ERR_REQUEST_INVALID

ERR_UNSUPPORTED_MSG_VERSION
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ERR_UNSUPPORTED_CRYPTO_ALG

ERR_DEV_STATE_MISMATCH

ERR_SD_NOT_FOUND

ERR_TA_NOT_FOUND

ERR_TEE_FATL

ERR_TAM NOT_AUTHORIZED

ERR_TAM NOT_TRUSTED

10. Response Messages a TAM May Expect

A TAM expects some feedback from a remote device when a request

message is delivered to a device. The following three types of

responses SHOULD be supplied.

Type 1: Expect a valid TEE-generated response message
A valid TEE signed response may contain errors detected by a TEE,
e.g. a TAM is trusted but some TAM-supplied data is missing, for
example, SP ID doesn’t exist. TEE MUST be able to sign and
encrypt.
If a TEE isn’t able to sign a response, the TEE returns an error
to the OTrP Broker without giving any other internal information.

The OTrP Broker will be generating the response.

Type 2: The OTrP Broker generated error message when TEE fails.
OTrP Broker errors will be defined in this document.

A Type 2 message has the following format.

{
"OTrPBrokerError": {
"Ver": "1.0",
"rid": "",
"tid": ""’
"errcode": "ERR_AGENT_TEE_UNKNOWN ERR_AGENT_TEE_BUSY"

Type 3: OTrP Broker itself isn’t reachable or fails. A Client
Application is responsible to handle error and respond the TAM in
its own way. This is out of scope for this specification.
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11.

12.

Basic Protocol Profile

This section describes a baseline for interoperability among the
protocol entities, mainly, the TAM and TEE.

A TEE MUST support RSA algorithms. It is optional to support ECC
algorithms. A TAM SHOULD use a RSA certificate for TAM message
signing. It may use an ECC certificate if it detects that the TEE
supports ECC according to the field "supportedsigalgs" in a TEE
response.

A TAM MUST support both RSA 2048-bit algorithm and ECC P-256
algorithms. With this, a TEE and TFW certificate can be either RSA
or ECC type.

JSON signing algorithms
o RSA PKCS#1 with SHA256 signing : "RS256"
o ECDSA with SHA256 signing : "ES256"

JSON asymmetric encryption algorithms (describes key-exchange or key-
agreement algorithm for sharing symmetric key with TEE) :

o RSA PKCS#1 : "RSA1l_5"

o ECDH using TEE ECC P-256 key and ephemeral ECC key generated by
TAM : "ECDH-ES+A128W"

JSON symmetric encryption algorithms (describes symmetric algorithm
for encrypting body of data, using symmetric key transferred to TEE
using asymmetric encryption):

o Authenticated encryption AES 128 CBC with SHA256
{"enc":"A128CBC-HS256"}

Attestation Implementation Consideration

It is important to know that the state of a device is appropriate
before trusting that a device is what it says it is. The attestation
scheme for OTrP must also be able to cope with different TEEs,
including those that are OTrP compliant and those that use another
mechanism. In the initial wversion, only one active TEE is assumed.

It is out of scope how the TAM and the device implement the trust
hierarchy verification. However, it is helpful to understand what
each system provider should do in order to properly implement an OTrP
trust hierarchy.
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In this section, we provide some implementation reference
consideration.

12.1. OTrP Trusted Firmware
12.1.1. Attestation signer

It is proposed that attestation for OTrP is based on the TFW layer,
and that further attestation is not performed within the TEE itself
during Security Domain operations. The rationale is that the device
boot process will be defined to start with a secure bootloader
protected with a harden key in eFUSE. The process releases
attestation signing capabilities into the TFW once a trust boot has
been established. 1In this way the release of the attestation signer
can be considered the first "platform configuration metric", using
Trust Computing Group (TCG) terminology.

12.1.2. TFW Initial Requirements
Rl The TFW must be possible for verification during boot

R2 The TFW must allow a public / private key pair to be generated
during device manufacture

R3 The public key and certificate must be possible to store securely
R4 The private key must be possible to store encrypted at rest

R5 The private key must only be visible to the TFW when it is
decrypted

R6 The TFW must be able to read a list of root and intermediate
certificates that it can use to check certificate chains with.
The list must be stored such that it cannot be tampered with

R7 ©Need to allow a TEE to access its unique TEE specific private key
12.2. TEE Loading

During boot, the TFW is required to start all of the root TEEs.
Before loading them, the TFW must first determine whether the code
sign signature of the TEE is valid. If TEE integrity is confirmed,
the TEE may be started. The TFW must then be able to receive the
identity certificate from the TEE (if that TEE is OTrP compliant).
The identity certificate and keys will need to be baked into the TEE
image, and therefore also covered by the code signer hash during the
manufacturing process. The private key for the identity certificate
must be securely protected. The private key for a TEE identity must
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never be released no matter how the public key and certificate are
released to the TFW.

Once the TFW has successfully booted a TEE and retrieved the identity
certificate, the TFW will commit this to the platform configuration
register (PCR) set, for later use during attestation. At minimum,
the following data must be committed to the PCR for each TEE:

1. Public key and certificate for the TEE

2. TEE identifier that can be used later by a TAM to identify this
TEE

12.3. Attestation Hierarchy

The attestation hierarchy and seed required for TAM protocol
operation must be built into the device at manufacture. Additional
TEEs can be added post-manufacture using the scheme proposed, but it
is outside of the current scope of this document to detail that.

It should be noted that the attestation scheme described is based on
signatures. The only decryption that may take place is through the
use of a bootloader key.

12.3.1. Attestation Hierarchy Establishment: Manufacture

During manufacture the following steps are required:

1. A device-specific TFW key pair and certificate are burnt into the
device. This key pair will be used for signing operations
performed by the TFW.

2. TEE images are loaded and include a TEE instance-specific key

pair and certificate. The key pair and certificate are included
in the image and covered by the code signing hash.

3. The process for TEE images is repeated for any subordinate TEEs,
which are additional TEEs after the root TEE that some devices
have.

12.3.2. Attestation Hierarchy Establishment: Device Boot
During device boot the following steps are required:

1. The boot module releases the TFW private key by decrypting it
with the bootloader key.
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2. The TFW verifies the code-signing signature of the active TEE and
places its TEE public key into a signing buffer, along with its
identifier for later access. For a non-OTrP TEE, the TFW leaves
the TEE public key field blank.

3. The TFW signs the signing buffer with the TFW private key.

4. Each active TEE performs the same operation as the TFW, building
up their own signed buffer containing subordinate TEE
information.

3.3. Attestation Hierarchy Establishment: TAM
Before a TAM can begin operation in the marketplace to support
devices of a given TEE, it must obtain a TAM certificate from a CA
that is registered in the trust store of devices with that TEE. 1In
this way, the TEE can check the intermediate and root CA and verify
that it trusts this TAM to perform operations on the TEE.

IANA Considerations

There are two IANA requests: a media type and list of error codes.

This section first requests that IANA assign a media type:
application/otrp+json.

Type name: application
Subtype name: otrp+json
Required parameters: none
Optional parameters: none

Encoding considerations: Same as encoding considerations of
application/json as specified in Section 11 of [RFC7159]

Security considerations: See Section 12 of [RFC7159] and Section 14
of this document

Interoperability considerations: Same as interoperability
considerations of application/Jjson as specified in [RFC7159]

Published specification: [TEEPArch]
Applications that use this media type: OTrP implementations

Fragment identifier considerations: N/A
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Additional information:

Deprecated alias names for this type: N/A

Magic number(s): N/A
File extension(s): N/A
Macintosh file type code(s): N/A

Person to contact for further information: teeplietf.org

Intended usage: COMMON

Restrictions on usage: none

Author: See the "Authors’ Addresses" section of this document

Change controller: IETF

The error code listed in the next section will be registered.

1. Error Code List

This section lists error codes that could be reported by a TA or TEE

in a device in responding to a TAM request, and a separate list that

OTrP Broker may return when the TEE fails to respond.

1.1. TEE Signed Error Code List

ERR_DEV_STATE_MISMATCH - A TEE will return this error code if the
DSI hash value from TAM doesn’t match the has value of the device’s

current DSI.

ERR_SD_ALREADY_EXISTS - This error will occur if an SD to be created
already exists in the TEE.

ERR_SD_NOT_EMPTY - This is reported if a target SD isn’t empty.

ERR_SDNAME_ALREADY_USED A TEE will return this error code if the new
SD name already exists in the TEE.

ERR_REQUEST_INVALID - This error will occur if the TEE meets any of
the following conditions with a request message: (1) The request
from a TAM has an invalid message structure; mandatory information
is absent in the message. undefined member or structure is
included. (2) TEE fails to verify signature of the message or
fails to decrypt its contents.

Pei, et al. Expires November 16, 2019 [Page 77]



Internet-Draft OTrP May 2019

ERR_SPCERT_INVALID - If a new SP certificate for the SD to be
updated is not wvalid, then the TEE will return this error code.

ERR_TA_ALREADY_INSTALLED - While installing a TA, a TEE will return
this error if the TA has already been installed in the SD.

ERR_TA_INVALID - This error will occur when a TEE meets any of
following conditions while checking validity of TA: (1) The TA
binary has a format that the TEE can’t recognize. (2) The TEE fails
to decrypt the encoding of the TA binary and personalization data.
(3) If an SP isn’t registered with the SP SD where the TA will be
installed.

ERR_TA_NOT_FOUND - This error will occur when the target TA doesn’t
exist in the SD.

ERR_TEE_FAIL - If the TEE fails to process a request because of an
internal error, it will return this error code.

ERR_TEE_RESOURCE_FULL - This error is reported when a device
resource isn’t available anymore such as storage space is full.

ERR_TFW_NOT_TRUSTED - A TEE is responsible for determining that the
underlying device firmware is trustworthy. If the TEE determines
the TFW is not trustworthy, then this error will occur.

ERR_TAM_NOT_TRUSTED - Before processing a request, a TEE needs to
make sure whether the sender TAM is trustworthy by checking the
validity of the TAM certificate, etc. If the TEE finds that the
TAM is not trustworthy, then it will return this error code.

ERR_UNSUPPORTED_CRYPTO_ALG - This error will occur if a TEE receives
a request message encoded with cryptographic algorithms that the

TEE doesn’t support.

ERR_UNSUPPORTED_MSG_VERSION - This error will occur if a TEE
receives a message version that the TEE can’t deal with.

14. Security Consideration
14.1. Cryptographic Strength

The strength of the cryptographic algorithms, using the measure of
"bits of security’ defined in NIST SP800-57 allowed for OTrP is:

o At a minimum, 112 bits of security. The limiting factor for this

is the RSA-2048 algorithm, which is indicated as providing 112
bits of symmetric key strength in SP800-57. It is important that
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RSA is supported in order to enhance the interoperability of the
protocol.

o The option exists to choose algorithms providing 128 bits of
security. This requires using TEE devices that support ECC P256.

The available algorithms and key sizes specified in this document are
based on industry standards. Over time the recommended or allowed
cryptographic algorithms may change. It is important that the OTrP
allows for crypto—agility. In this specification, TAM and TEE can
negotiate an agreed upon algorithm where both include their supported
algorithm in OTrP message.

14.2. Message Security

OTrP messages between the TAM and TEE are protected by message
security using JWS and JWE. The ’'Basic protocol profile’ section of
this document describes the algorithms used for this. All OTrP TEE
devices and OTrP TAMs must meet the requirements of the basic
profile. In the future additional ’'profiles’ can be added.

PKI is used to ensure that the TEE will only communicate with a
trusted TAM, and to ensure that the TAM will only communicate with a
trusted TEE.

14.3. TEE Attestation

It is important that the TAM can trust that it is talking to a
trusted TEE. This is achieved through attestation. The TEE has a
private key and certificate built into it at manufacture, which is
used to sign data supplied by the TAM. This allows the TAM to verify
that the TEE is trusted.

It is also important that the TFW (trusted firmware) can be checked.
The TFW has a private key and certificate built into it at
manufacture, which allows the TEE to check that that the TFW is
trusted.

The GetDeviceState message therefore allows the TAM to check that it
trusts the TEE, and the TEE at this point will check whether it
trusts the TFW.

14.4. TA Protection
A TA will be delivered in an encrypted form. This encryption is an
additional layer within the message encryption described in the

Section 11 of this document. The TA binary is encrypted for each
target device with the device’s TEE SP AIK public key. A TAM can
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either do this encryption itself or provide the TEE SP AIK public key
to an SP such that the SP encrypts the encrypted TA for distribution
to the TEE.

The encryption algorithm can use a random AES 256 key "taek" with a
16 byte random IV, and the "taek" is encrypted by the "TEE SP AIK
public key". The following encrypted TA data structure is expected
by a TEE:

"encrypted_ta_bin": {
"key": "<JWE enveloped data of a 256-bit symmetric key by
the recipient’s TEEspaik public key>",
"iv": <hex of 16 random bytes>",
"alg": "AESCBC",
"cipherdata": "<BASE64 encoded encrypted TA binary data>"

}

.5. TA Personalization Data

An SP or TAM can supply personalization data for a TA to initialize
for a device. Such data is passed through an InstallTA command from
a TAM. The personalization data itself is (or can be) opaque to the
TAM. The data can be from the SP without being revealed to the TAM.
The data is sent in an encrypted manner in a request to a device such
that only the device can decrypt. A device’s TEE SP AIK public key
for an SP is used to encrypt the data. Here JWE enveloping is used
to carry all encryption key parameters along with encrypted data.

"encrypted_ta_data": { // "TA personalization data"

"key": "<JWE enveloped data of a 256-bit symmetric key by
the recipient’s TEEspaik public key>",
"iv": "<hex of 16 random bytes>",
"alg": "AESCBC",
"cipherdata": "<BASE64 encoded encrypted TA personalization
data>"

6. TA Trust Check at TEE

A TA binary is signed by a TA signer certificate. This TA signing
certificate/private key belongs to the SP, and may be self-signed
(i.e., it need not participate in a trust hierarchy). It is the
responsibility of the TAM to only allow verified TAs from trusted SPs
into the system. Delivery of that TA to the TEE is then the
responsibility of the TEE, using the security mechanisms provided by
the OTrP.
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We allow a way for an (untrusted) application to check the
trustworthiness of a TA. OTrP Broker has a function to allow a
Client Application to query the information about a TA.

An application in the Rich 0/S may perform verification of the TA by
verifying the signature of the TA. The GetTAInformation function is
available to return the TEE supplied TA signer and TAM signer
information to the application. An application can do additional
trust checks on the certificate returned for this TA. It might trust
the TAM, or require additional SP signer trust chaining.

14.7. One TA Multiple SP Case

A TA for multiple SPs must have a different identifier per SP. A TA
will be installed in a different SD for each respective SP.

14.8. OTrP Broker Trust Model

An OTrP Broker could be malware in the vulnerable REE. A Client
Application will connect its TAM provider for required TA
installation. It gets command messages from the TAM, and passes the
message to the OTrP Broker.

The OTrP is a conduit for enabling the TAM to communicate with the
device’s TEE to manage SDs and TAs. All TAM messages are signed and
sensitive data is encrypted such that the OTrP Broker cannot modify
or capture sensitive data.

14.9. OCSP Stapling Data for TAM Signed Messages

The GetDeviceStateRequest message from a TAM to a TEE shall include
OCSP stapling data for the TAM’s signer certificate and for
intermediate CA certificates up to the root certificate so that the
TEE can verify the signer certificate’s revocation status.

A certificate revocation status check on a TA signer certificate is

OPTIONAL by a TEE. A TAM is responsible for vetting a TA and the SP

before it distributes them to devices. A TEE will trust a TA signer

certificate’s validation status done by a TAM when it trusts the TAM.
14.10. Data Protection at TAM and TEE

The TEE implementation provides protection of data on the device. It
is the responsibility of the TAM to protect data on its servers.
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14.11. Privacy Consideration

Devices are issued with a unique TEE certificate to attest the
device’s validity. This uniqueness also creates a privacy and
tracking risk that must be mitigated.

The TEE will only release the TEE certificate to a trusted TAM (it
must verify the TAM certificate before proceeding). OTrP is designed
such that only a TAM can obtain the TEE device certificate and
firmware certificate - the GetDeviceState message requires signature
checks to validate the TAM is trusted, and OTrP delivers the device’s
certificate(s) encrypted such that only that TAM can decrypt the
response. A Client Application will never see the device
certificate.

An SP-specific TEE SP AIK (TEE SP Anonymous Key) is generated by the
protocol for Client Applications. This provides a way for the Client
Application to validate some data that the TEE may send without
requiring the TEE device certificate to be released to the client
device rich 0/S , and to optionally allow an SP to encrypt a TA for a
target device without the SP needing to be supplied with the TEE
device certificate.

14.12. Threat Mitigation

A rogue application may perform excessive TA loading. An OTrP Broker
implementation should protect against excessive calls.

Rogue applications might request excessive SD creation. The TAM is
responsible to ensure this is properly guarded against.

Rogue OTrP Broker could replay or send TAM messages out of sequence:
e.g., a TAM sends updatel and update2. The OTrP Broker replays
update2 and updatel again, creating an unexpected result that a
client wants. "dsihash" is used to mitigate this. The TEE MUST store
DSI state and check that the DSI state matches before it does another
update.

Concurrent calls from a TAM to a TEE MUST be handled properly by a
TEE. If multiple concurrent TAM operations take place, these could
fail due to the "dsihash" being modified by another concurrent
operation. The TEE is responsible for resolve any locking such that
one application cannot lock other applications from using the TEE,
except for a short term duration of the TAM operation taking place.
For example, an OTrP operation that starts but never completes (e.g.
loss of connectivity) must not prevent subsequent OTrP messages from
being executed.

Pei, et al. Expires November 16, 2019 [Page 82]



Internet-Draft OTrP May 2019

14.

14.

14.

15.

13. Compromised CA

A root CA for TAM certificates might get compromised. Some TEE trust
anchor update mechanism is expected from device OEMs. A compromised

intermediate CA is covered by OCSP stapling and OCSP wvalidation check
in the protocol. A TEE should validate certificate revocation about

a TAM certificate chain.

If the root CA of some TEE device certificates is compromised, these
devices might be rejected by a TAM, which is a decision of the TAM
implementation and policy choice. Any intermediate CA for TEE device
certificates SHOULD be validated by TAM with a Certificate Revocation
List (CRL) or Online Certificate Status Protocol (OCSP) method.

14. Compromised TAM

The TEE SHOULD use validation of the supplied TAM certificates and
OCSP stapled data to validate that the TAM is trustworthy.

Since PKI is used, the integrity of the clock within the TEE
determines the ability of the TEE to reject an expired TAM
certificate, or revoked TAM certificate. Since OCSP stapling
includes signature generation time, certificate validity dates are
compared to the current time.

15. Certificate Renewal

TFW and TEE device certificates are expected to be long lived, longer
than the lifetime of a device. A TAM certificate usually has a
moderate lifetime of 2 to 5 years. A TAM should get renewed or
rekeyed certificates. The root CA certificates for a TAM, which are
embedded into the trust anchor store in a device, should have long
lifetimes that don’t require device trust anchor update. On the
other hand, it is imperative that OEMs or device providers plan for
support of trust anchor update in their shipped devices.
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Appendix A. Sample Messages

A.l1. Sample Security Domain Management Messages
A.l1.1. Sample GetDeviceState

A.1.1.1. Sample GetDeviceStateRequest

The TAM builds a "GetDeviceStateTBSRequest" message.

"GetDeviceStateTBSRequest": {
"Ver": "l-O"’
"rid": "8C6F9DBB-FC39-435c-BC89-4D3614DA2F0OB",
"tid": "4F454A7F-002D-4157-884E-BODD1AO6ABAE",
"ocspdat": "c2FtcGxlIG9jc3BkYXQgQjYOIGVuUY29kZWQgQVNOMQ=="",
"icaocspdat": "c2FtcGxlIGljYW9jc3BkYXQgQjYOIGVUY29kZWQgQVNOMQ==",
"supportedsigalgs": "RS256"

The TAM signs "GetDeviceStateTBSRequest", creating
"GetDeviceStateRequest"

"GetDeviceStateRequest": {

"payload":"

ewoJIkdldER1dml JZVNOYXRIVEJTUMVxdWVzdCI6IHsKCQkidmVyIjogI jEuMCIsCgkd
InJpZCI6IHs4QzZGOURCQi1GQzM5LTQzNWMtQkM40SO00RDM2MTREQTJIGMEJ9LA0JCSJ0
aWQiOiAiezRGNDUOQTAGLTAWMKQtNDEINYO04O0DRFLUIWREQxQTA2QThBRX01LA0JCSJIV
Y3NwZGF0IjogImMyRnRjR3hsSUc5amMzOmt ZWFFnUWpZME1HVNVZMJ1riWldRZ1FWTk 9N
UT09IiwKCQkiaWNhb2NzcGRhdACI6ICJIJMkZ0Y0d4bE1HbGpZVz1gYzNCallYUWdRalkw
SUAWAVkyOWtaV1FnUVZOTO1RPTO01iLA0JCSJIzdXBwb3J0ZWRzaWdhbGdzI jogI1lJTMjU2

IgoJdfQpo",
"protected": "eyJhbGciOiJSUzI1INiJ9",
"header": {
"x5c": ["ZXhhbXBsZSBBUQO4xIHNpZ251ciBjzXJ0aWZpY2F0ZQ==",

"ZXhhbXBsZSBBUO4xIENBIGNlcnRpZml jYXR1" ]
i;ignature":"cZFthxlIHNpZZShdHVyZQ"
}
A.1.1.2. Sample GetDeviceStateResponse

The TAM sends "GetDeviceStateRequest" to the OTrP Broker
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The OTrP Broker obtains "dsi" from each TEE. (In this example there
is a single TEE.)

The TEE obtains signed "fwdata" from firmware.

The TEE builds "dsi" - summarizing device state of the TEE.
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"dSi"Z {

"tfwdata": {
"tbs": "ezRGNDUOQTAGLTAwWMKQtNDE1INyO04ODRFLUIWREQxXQTA2QThBRX0=",
"cert": "ZXhhbXBsZSBGVyBjZXJ0aWZpY2F0ZQ==",
"sigalg": "RS256",
"sig": "c2FtcGxlIEZXIHNpZ25hdHVyZQ=="

b

"tee": {
"name": "Primary TEE",
"Ver": "1'0"’
"cert": "c2FtcGxlIFRFRSBjZXJ0aWZpY2F0zQ==",
"cacert": [

"c2FtcGx1IENBIGNlcnRpZml jYXR1IDE=",
"c2FtcGxX1IENBIGNlcnRpZml jYXR1IDI="
1r

"sdlist": {
"Cnt": "l"’
"sd": [
{
"name": "default.acmebank.com",
"spid": "acmebank.com",
"talist": [
{
"taid": "acmebank.secure.banking",
"taname": "Acme secure banking app"
by
{
"taid": "acmebank.loyalty.rewards",
"taname": "Acme loyalty rewards app"
}
]
}
]
by
"teeaiklist": [
{
"spaik": "c2FtcGx1IEFTTJEgZW5jb2R1ZCBQSONTMSBwdWIsaWNrzZXk=",
"spaiktype": "RSA",
"spid": "acmebank.com"

The TEE encrypts "dsi", and embeds it into a
"GetDeviceTEEStateTBSResponse" message.
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"GetDeviceTEEStateTBSResponse": {

"Ver": "1.0",
"status": "pass",
"rid": "{8C6F9DBB-FC39-435c-BC89-4D3614DA2FOB}",
"tid": "{4F454A7F-002D-4157-884E-BODD1AOGABAE}",
"signerreq":"false",
"edsi": {
"protected": "eyJlbmMiOiJBMTI4Q0JDLUhTM3U2In0OK",
"recipients": [
{
"header": {
"alg" H "RSA1_5 nw

b
"encrypted_key":
A\l
QUVTMTI4IChDRUspIGtleSwgZW5jcnlwdGVkIHdpdGggVENNIFJITQSBwdWIsaWMg
a2V5LCB1c2luZyBSUOExXzUgcGFkZGluzw"
}
1,
"iv": "ySGmfZ69Y1lcEilNr5_SGbA",
"ciphertext":
A\l
C2FtcGx1IGRzaSBkYXRhIGVuUY3J5cHR1ZCB3aXRoIEFFUzEyOCBrZXkgzZnJdvbSByZW
NpcGllbnRzImVuY3J5cHR1ZF9rZXk",
"tag": "c2FtcGx1lIGF1ldGhlbnRpY2F0aW9uIHRhZw"

The TEE signs "GetDeviceTEEStateTBSResponse" and returns it to the
OTrP Broker. The OTrP Broker encodes "GetDeviceTEEStateResponse"
into an array to form "GetDeviceStateResponse".
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"GetDeviceStateResponse": [

"GetDeviceTEEStateResponse": {

"payload":

A\l
ewogICJHZXREZXZpY2VURUVTAGF0ZVRCU1J1c3BvbnN1IjogewogICAgInZlciI6
ICIXLJjAiLA0OgICAgINNOYXR1cyI6ICIwYXNzIiwKICAgICIyaWQiOiAiezhDNkY5
REJCLUZDMzktNDM1Yy1CQzg5LTREMzYXNERBMkYwWQOnO01iLA0gICAgGINRpZCI6ICI7
NEYONTRBNOYtMDAYRCOOMTU3LTg4NEUtQjBERDFBMDZBOEFF£SIsCgkic2lnbmVy
cmVxIjoiZmFsc2UiLAogICAgImVkc2ki0iB7CiAgICAgICIwcmO0ZWNOZWQiOiAL
ZX1KbGJt TW1PaUpCTVRINFEWSKkRMVWhUTWpVMk 1uMEs i LAogICAgICAicmViaXBp
ZW50cyI6IFsKICAgICAgICB7CiAgICAgICAgICALIaGVhZGVyYIjogewogICAgICAg
ICAQIMFsZyI6ICISUOExXzUiCiAgICAGICAGESWKICAGICAGICALZWS jenlwdGVk
X2t1eSI6CiAgICAGICAgIgogICAGICAGIFFVVIRNVEKOSUNORFJVe3BJIR3RSZVN3
Z1pXNWp jbmx3ZEdWa0lIZHBkR2dnVkZOTk1GS1RRUOJ3ZFAKc2FXTWcKICAgICAg
ICBhM1Y1TENCMWMybHVaeUJTVTBFeFh6VWAjROZritkdsdVp3IgogICAgICAGIHOK
ICAgICAgXSWKICAGICAgIM12IjogInlTR2IMWjY5WWx jRWlsTnI1X1NHYKEiLAog
ICAgICAiY21waGVydGV4dCI6CiAgICAgGICIKICAGICAGYzIGAGNHeGxIJR1J6YVNC
allYUmhJR1Z1IWTNKNWNIUmxaQ0IzYVhSb0O1lFRkZVekV5TONCclpYa2dabkp2Y1NC
eVpXCiAgICAgIESwY0dsbGJuUnpMbVZ 1IWTINKNWNIUmxaRj1lyWlhrIiwKICAgICAg
InRhZyI6ICJIjMkZ0YO0d4bEIHRJFkR2hsYm5ScFkyRjBhVz11SUhSaFp3IgogICAg
fQogIHOKEQ",

"protected": "eyJhbGciOiJSUzI1INiJ9",

"signature": "c2FtcGxlIHNpZ25hdHVyZQ"

The TEE returns "GetDeviceStateResponse" back to the OTrP Broker,
which returns message back to the TAM.

A.l.

A.1.2.1.
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"CreateSDTBSRequest": {

"Ver" . "1 . O",

"rid" . "req_ol",

"tid":"tran-01",

"tee":"SecuriTEE",

"nextdsi":"false",

"dsihash":"Iu-cO-fGrpMmzbbtiWI1U8u7wMJE7IK8wkJpsVuf2js",

"content": {
"spid":"bank.com",
"sdname" :"sd.bank.com",
"spcert":"MIIDF jCCAn-
gAWIBAgIJAIkOTat 0t quDMAOGCSQGSIb3DQEBBQUAMGWxCZAJBgNVBAY TAk TAMQ4wWD
AYDVQQIDAVTZWIO1bDESMBAGA1UEBwWwJIR3Vybylkb25nMRAWDgYDVQQKDAdTb2xhY21
hMRAWDgYDVQQLDAdTb2xhY21hMRUWEWYDVQQDDAXThb2XhLWNpYS5jb20wHhcNMTUwWN
zAyMDg1MTU3WhcNMjAwN jMwMDg1MTU3WjBsMQOswCQYDVQQGEwJLU JEOMAWGAL1UECAwW
FU2VvdWwxXE JAQBgNVBACMCUd1cm8t ZG9uZzEQMA4GA1UECgwHU2 9sYWNpYTEQMA4GA
1UECWWHU29sYWNpYTEVMBMGA1UEAWWMU29sYS1 jaWEuUY29tMIGEfMAOGCSgGSIb3DQE
BAQUAA4GNADCBiQKBgQDYWLrFf20FMEciwSYsyhalY4kslaWcXAOhCWJRaFzt 5mU—
1pSJ4jeu92inBbsXcI8PfRbaltsgWlTD1Wg4gQH4MX_ YtaBoOepE——
3J0ZZyPyCWS3AaLYWrDmgFXdbza0li8GxB7zz0gWw55bZ29jyzcl5gQzWSgMRpx_dca
d2SP2wIDAQAB04G_MIG8MIGGBgNVHSMEfzB90XCkb jBsMQswCQYDVQQGEwJLU jEOMA
WGALUECAWFU2VvAWwxE JAQBgNVBACMCUd1cm8t ZGO9uZzEQMA4GA1UECgwHU2 9sYWNp
YTEQMA4GA1UECWWHU2 9sYWNpYTEVMBMGA1UEAWWMU29sYS1 jaWEuY29tggkAi TRNg3
S2g4MwCQYDVROTBAIwWADAOBgNVHQ8BAf8EBAMCBSAWFgYDVRO1AQH BAwWwCgYIKwWYB
BQUHAWMWDQYJKoZIThvcNAQEFBOQADgYEAEFMhRWEQ—
LDa907P1NOmcLORpo 6 fW3QuJIfuXbRORQGOXdAdXMKazI4VijbGaXhey7Bzvk6TZYDa—
GR1Zbyl1J47UPaDQR3UiDzVvXwCOU6S5yUhNIsW_BeMViYj41ssX28iPpNwLUCVmM1QV
THILI6afLCRWXXclclL5KGY2900wIdQ",
"tamid":"TAM_ x.acme.com",
"did":"zAHkbO-SQhOU_OT8mR5dB-tygcqpUJ9_x07pIiw8WoM"

Below is a sample message after the content is encrypted and encoded

"CreateSDRequest": {

"payload":"
eyJDcmVhdGVTRFRCU1J1cXV1c3QiOnsidmVyIjoiMS4wIiwicmlkIjoicmVxLTAXxIiwidG
1kIjoidHIhbiOwMSIsInR1ZSI6IIN1Y3VyaVRFRSIsIm51eHRkc2kiOiImYWxzZSIsImRz
aWhhc2gi0i IyMmVmOWNkM2U3YzZhZTkzMJZJZGI2ZWQ40TYyMzU1M2N1iYmJ JMGMyNDR1Y z
gy¥YmNjMjQyNj1iMTViOWZkYTNiTIiwi¥29udGVudCI6eyJwcm90ZWNOZWQi01iJ1ILUtBbkdW
dVkt SOFuVHIpZ0p4Qk1USTRRMEPETFVOVE1QVTI0bONkKZ1EiLCIyZWNpcGllbnRzI jpbey
JOZWFkZXIiOnsiYWxnIjoiUINBMV81In0sImVuY3J5cHRIZFO9rZXkiOiJTUZE2NT14Q2FJ
cldUeUlsVTZPLUVsZzU4UUhvT1lpCekxVRGptVGI9vanBaWE54TVpBakRMcWtaSTAdEUzhOVG
FIWHcxczFvZjgydVhsMOd6N1VWMkROZDJI3R216Y2VEAGtXclRwZDg4QVYwaWpEYTNXa31lk
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dEpSVmMm1POGdAkS1EtV29NSUVJRUxzVGthbl1ZCb25wQkF4ZHEOCckVMb19TZ11iaFg4Zm9ub2
gxUVUi1i£fV0sIml2TjoiQXhZOERDJAERhR2xzYkdsamIzUm9aUSIsImNpcGhlcnR1eHQiOiT1l
bmVWZXdndm55UXprR3hZeWw5Q1lFrZTJIVN jVaOHp4NDd1b3NzM3FETy0xY2F fNEpFY3NLC j
ZhNjF5Q0zBUb0doYnJOQWIXbVRSemMwSXB5bTF0Z jdGemp4UlhBaTZBYnVSM2gzSUpRS1Bj
UUVVRU1kZ2tWX0NazZTM2eTBkVDBpRFBMclg0QzFkb0dmMEdvaWViRC1lyVUglVULtEY3BsTW
91TjZvUnFyd0dnNUhxLTJXM3B4MUlzY0h4SktRZm11dkYxMTJ4a jBmZFNZXON2WFELINTJr
TVRDUW1ZbzRPaGF2R0ZvaG9TZVVnaGZSVG1lLYWp30ThkTzdhREArUEpRULIBt YVVHW1 1EMW
JXd01nMXFRV3RPA19EZ1IyZDNzTzVUNOpQMDJIDUFprVXBiQ3dZYVcybWIHN1c2Z21c2U3V5
Q021pd2pQWmZSOmIzSkt TVIFTAd1lkxYXZvdW020WctaDB6byl2TGZvbHRrWEV2LVAPTXZTYO
JzR25NRzZYZnMzbX1TWnJ1WTNRROOwVVRzdJFCQO0JgSTIpdjkwb2U2aXFCcVpxQVBxbzdi
ajYwV1JGQzZPTINLZExGQTIyU3pgRHO1dmt nTXNEaHkwSz1DeVhYN1Z6MKNLTXJvQ jNiUE
XFZF9abTZuVW1kTENS5cVI5cXIxTmVnN11mQOng3av93X0dzRWIrX1VYZXd6RGtneHp6RIZ j
XzZ6S0s3UFktVnVmYUo0Z2dHZm]l pOHEWMMIORZ1VEZTB2VM1FWDc0c2VQX2RxakVpZVVOYm
xBZE9sS2dBW1FGdEs4dy1xVUMzSzVGT jRoUG9yeDc2b31PVUpOQTVEFZVV2Qy 1 JR2tMcTNQ
UGlGRmQyaUtOTE1CTEJzVW16clh3RERVZVAS5SmktWGt5ZEQtREN1 SHdpcnoOOEANNWVLS j
Q5WVAgRUtFQko2TO1NNUNMZHZ4cDNmVG1luUTdETXcwZ3FZVDRiOUJISNBfWJA3TTct NUpE
emg0czhyU3dsQzFXU3V2RmhRW1JCcXJtX2RaUlRIb0OVazldXclVCSWVNWWAxXNG1lzb0JgTj
NXSzhnRWYWZGI5a3Z6UGOLYmpJRy10UUE2R211X3pHaAaFVELXFBV11LemVKMDZ 6djRIW1BO
dHktQXRyTGFOWGhtUTdOQ1VrX0hvb jdOUWxhUlglZHVNVmMN4bGs1ZHVrWFZNMDgxa09wYV
kzbD1iQVFfYVhTMOFNaFFTTVVsT3dnTDZJazFPYVpaTGFMLUE3e jl1ITnl1ESMFEWTVhakZK
TWEDV11£f0G94Y1NoQUktNXAZ2MmMNUTOxzVOANWWNKT1BGVTZpcW1MR1 90c3J£N1INKMURhDD
VtQ0YycnBJLUItM1huckxZR01ZSONEZ2V2dGFnbi1DVUV6RURWR30zQ2VLcWAQUOVgd3BK
NOM3NXduYT1CSmt TUkpOdDNla3hoWElrcnNEazRHVVPMSDAQYzFYZHARTXhxdWpzNmxJSV
EycjMINWEtVkotWHAPcFpfY3RPAWI6LTA4WHAYQ3RkTELiSFFVTG40RjJ1IMRTRtanU0dUxS
biNSc043WWZ1S3dCVMVEZDJI6R3NBY0s5S5V1Da3h0aDk3dD1uYW1iMDZgSXVoWXEF5QkhWRU
I9nTkhicilrMDY1bWOOVk51VVUyMm50dVNKSO0ZxVnIxTOdKNGVENXkzYkNwTmxTeEFPV1Bn
RnJzUOF1c2JJ0Ww4eVItVTAwenJYdGc4OWt55j1CcXN2eXAIREBWX2Ft S1JyMXB1IMVJIVWE
1FZzB2ampKS1FSADVZbXRUNFJzaWpgdGRDWDg3UUxJaUdSY0OhDd1JzUzZSADJESmNYR1ht
UGQyc0ZmNUZyNnJInMkFzX3BmUHN3cnF1W1AXbVFLc3RPMFVKkTXpgMT 1yb2N1NHVXVX1HUD
1WWU54cHVNWVANS JRYb1dRelJtWGNTUEJ4VEtnenFPS2s3UnRzZWWVMNX14TLVM4NjVOcHVzZ
dTAO0bXpzYUJRZ210d1ZFVXBRAWNrcGlYWkNLNH1 JUXkt aHNFQU1JSmVxdFB3dVAYySXF0X2
I5d1k0bzExeXdzeXhzdmp2RnNNKNOVVZU1MaGE2R2dSanBSbnUSRWIZRN1JZ0USMOVVNEEwW
TOLUMW1OSGNRYWcO0eWtOc3dPdkxQbjZIZ21zQ05ES1gwekc2R1IFDMTZRAJBSQ25SVTdEV2
VvblhSTUZwUzZRZ1JiSk45R1INMckNS5bk1JSWxUcDBxNHBaS05zM0tgQ2tMUzJrb3Bhd2Y0
WFI9BU11mTko3a0s5eW5BROACckt nUNINRWVXUEFMMDBKM1 Yt VXpuUlJIMZmQ4SGs3Y2JEdk
S5RQO1IhHQWIBROViaGRWVUCORXFwM1VyQko3dEtyUUVSR1Ih4RTVsOFNHY2czQlRmN2Zoazdx
VEFBVJjVSWEFnOUtOUDF1clZRZk1fUI1Bl1eHFNTGOWQVVKV2syQkF6WF 9uSEhkVVhaSVBIOG
hLeDctdEFRVOATWUdOR2FmanzJzZzI2c082Tz10QWZVA3BpSVIOMzF6SkZORDUOOTZURHBzZ
QOmNnd2dMLU1UcVhCRUJ2NEhvQ1d5SG1DVIVEFMUwWiLCJ0YWciOiJkbX1EeWZJVINJULi1Ren
ExOEgybFRIeEMxbl9HZEt rdnZNMDJUcHdsYzQwInl9fQ",

"protected":"e-KAnGFsZ-KAnTrigJxSUzI1NuKAnX0", //RSAwithSHA256
"header": {
"kid":"e9c097a-ce51-4036-9562-d2ade882db0d",
"signer":"

MIIC3zCCAkigAwWIBAgIJAJE2fFkE1BYOMAOGCSgGSIb3DQEBBQUAMFoxCzAJBgNVBA
YTALVTMRMwEQYDVQQIDApDYWxpZm9OybmlhMRMwEQYDVQQHDAPDYWxpZm9ybmlhMSEw
HwYDVQQKDBhJbnR1lcm51dCBXaWRnaXRzIFB0eSBMAGQwHhcNMTUwNzZAyMDkwMTE4Wh
cNMJjAwWN jMwMDkwMTE4WjBaMQOswCQYDVQQGEwJVUzETMBEGA1UECAWKQ2F saWZvcmbp
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}

A.l.

YTETMBEGA1UEBWWKQ2FsaWZvcm5pYTEhMB8GALIUECgwYSW50ZXJuzZXQgVv21kz210cy
BQdHkgTHRKMIGEMAOGCSgGSIb3DQEBAQUAA4GNADCBiQKBgQC8ZtxM1bYickpgSVG—
meHInI3f chlMBdL817daOEztSs_a6GLgmvSu-—
AoDpTsfEd4EazdMBp5fmgLRGACYMcI6bgp094h5CCnl j8xFKPq79GixdwGUAGL_ZI3
c4cZ8eu73VMNrrn_z3WTZ1lEx1pTI9XVj-
ivhfJ4a6T20EtMM5gqwIDAQAB04GsSMIGPMHQGA1UdIWREtMGUhXgRcMFoxCzAJBgNVRBA
YTA1VIMRMWEQYDVQQIDAPDYWxpZm9ybml hMRMWwEQYDVQQHDAPD YWxpZm9ybml hMSEw
HwYDVQQKDBhJbnR1cm51dCBXaWRnaXRzIFB0eSBMAGSCCQCXInxZBNQWD jAJBgNVHR
MEAJAAMA4GA1UdDWEB_wQEAwIGWDAWBgNVHSUBAfS8EDDAKBggrBgEFBQcDAZANBgkq
hkiGO9wOBAQUFAAOBgQAGkz9QpoxghZUWT4ivemdcIckfxzTBBiPHCjrr jB2X8Ktn8G
SZ1MdyIZV8fwdEmDO0IvtMHgt zK—
IWo6AibJ_rVIpxGb7trP82uzc2X8VwYnQbugQyzofQvcwZHLYplvi95spZ5£fVrJvnYA
UBFyfrdT5GjgLlngH3a_Y3QPscuCjg"
by

"signature" :"nuQUsCTEBLeaRzuwd/7gqliPIYEJ2eJfurO5sT5Y-

NO3zFRcvljvrgMHtx_pwOYOYWijmpoWfpfelhwGEko9SgeeBnznmkZbp7k jS6MmX4CKz
90Ape3-VI7yL9YpOWNARh3425eYfuapCy31cXF1n5JBAUNU_OzUg3RWxcU_yGnFsw"

2.2. Sample CreateSDResponse

"CreateSDTBSResponse": {

"ver" H "l . O",

"status":"pass",

"rid" . "req_olll,

"tid":"tran-01",

"content": {
"did":"zAHkbO-SQh9U_OT8mR5dB-tygcgpUJd9_x07pIiw8WoM",
"sdname" :"sd.bank.com",
"teespaik" :"AQABjYIKiwH3hkMmSAANG6CLX0ot525U85WNIWKAQz5TOdfe_CM8h—
X6_EHX1g0XoyRXaBiKMgWbOYZLCABTwlytdXy2kWa525imRho8Vgn6HDGsJIDZPDru9
GnZR8pZX5ge_dWXB_ul jMvDttc5i1AWEJI8ZgcpLGtBTGLZnQoQbjtnllIE",

Below is the response message after the content is encrypted and
encoded.

"CreateSDResponse": {

Pei,

"payload":"

eyJDcmVhdGVTRFRCU1J1c3BvbnN1TIjp7InZl1ciI6IJEUMCIsInNOYXR1cyI6InBhc3Mi
LCJIyaWQiOiJyZXEtMDEiLCJ0aWQiOiJO0cmFuLTAxIiwiY29udGVudCI6eydwcm90ZWNO
ZWQi0iJ1LUtBbkdWdVkt SOFuVHIPpZO0p4QklUSTRRMEPETFVOVE1gqVTIObONKZ1EiLCJy
ZWNpcGllbnRzIjpbeyJoZWFkZXIiOnsiYWxnIjoiUINBMV81In0sImVuY3J5cHR1ZF9r
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Al

Pei,

ZXkiO0iJOX0I4R3pldUlfN2hwdOwwTFpHSTkxVWVBbmxJRkJfcndmZUlyZERrWnFGakls
VVhjdlI0XzhhOGhyeFI4SXR3aEtFZnVERWVLRDBObOdgQ2pCSHexdG1lULUN6eWhsbW5v
S1k3LX11WnZzRkRpc2VNTkd0eGEOOGZJIYUs2VWx5NUZMYXBCZVc5T1I5bmktOU9GQVI ]
aFVuWWl3b2Q4ZTJFa0VpdOJEZ1EzMk0ifV0sIml2I joiQXhZOERDAERhR2xzYkdsamIz
Um9%9aUSIsImNpcGhlcnR1eHQi0iJsalh6Wk5JTmRIWjFaMXJHVE1kT jBiVUplRDRVV2xT
QVptLWd6YnJINFVDYyl JMEFQenMtMWAWSFk4NTRUR3VMYkdyRmVHcDFgM2FsbllacWZp
ZnE4aEt3Tyl6RF1IBN2tmVEFhBZHp6czM4em9xeG4zbHoyM2wlRUIGUWhrOHBRWTRY THRW
M3ZBOWINYNnlrQlQ3VS1CWDdAWc jBacVNhYWZTQVZ40OFBLQ1RIU3hHN3hHVkoONkxxRzJS
RE54WXQ4RC1SQ31ZUi11zRTMOMUFKZ1dEc2FLaGRRbzJXc jNVN1hTOWFgaXJtWjdgT1lJ4
CcVROAHJBRW1IY1ctOEJMAVFHWEZ1YUhLMTZrenJKUG14d0VXbzJ4cmwdcmkwc3ZRcHpl
Z2M3MEt2Z0I0ONUVaNHZiNXR0Y1Uya25hN185QU1Wcm4wLUJaQlBnb280MW1FblhuNVJIn
TXY2c2V2Y1JPQ2xHMnpWS JFORkVLY jk2akEiLCJ0YWciOiIzOTZISTk4Uk1NQnROeD1o
ZUt sODR0OaVzZLd01JSzIOUEt2Z1RGYzFrbEJzInl9£fQ",

"protected": "e-KAnGFsZ-KAnTrigJxSUzI1NuKAnXO0",

"header": {
"kid":"e9%bc097a-ce51-4036-9562-d2ade882db0d",
"signer":"

MIIC3zCCAkigAwWIBAgIJAJE2fFkEIBYOMAOGCSGSIb3DQEBBQUAMFoOxXxCzAJ
BgNVBAYTA1VIMRMWEQYDVQQIDAPDYWxpZm9ybml hMRMWwEQYDVQQHDAPD YWXP
Zm9ybm1hMSEwHwYDVQQKDBhJbnR1lcm51dCBXaWRnaXRzIFB0eSBMAGQwHhcN
MTUwWNzAYyMDKkwMTE4WhcNMJjAwWN JMwMDkwMTE4W jBaMQswCQYDVQQGEwJVUzZET
MBEGA1UECAWKQ2F saWZvcmSpYTETMBEGA1UEBWWKQ2F saWZvcm5pYTEhMB8G
AlUECQWYSW50ZXJuzZXQgV21kz210cyBQdHkgTHRKMIGEMAOGCSGGSIb3DQER
AQUAA4GNADCBiQKBgQC8ZtxM1bYickpgSVG—
meHInI3f_ chlMBdL817daOEztSs_a6GLgmvSu—
AoDpTsfEd4EazdMBp5fmgLRGACYMcI6bgp094h5CCnl j8xFKPq7qGixdwGUA
6b_7I13c4cZ8eu73VMNrrn_z3WITZ1Ex1pTOXVj—
ivhfJ4a6T20EtMM5gwIDAQABO4GsSMIGPMHQGA1UdIWRtMGUhXgRcMFoxCzAJ
BgNVBAYTA1VIMRMwWEQYDVQQIDAPDYWxpZm9ybmlhMRMwEQYDVQQHDAPDYWxXp
Zm9ybml1hMSEwHWYDVQQKDBhJbnR1cm51dCBXaWRnaXRzIFB0eSBMdAGSCCQCX
9nxZBNQWD jAJBgNVHRMEA jAAMA4GA1UdJDWEB_wQEAWIGWDAWBgNVHSUBAfSE
DDAKBggrBgEFBQcDAzANBgkghkiGOwOBAQUFAAOBgQAGkz 9QpoxghZUWT41iv
em4cIckfxzTBBiPHCjrrjB2X8Ktn8GSZ1MdyIZV8{fwdEmDIO0IvtMHgt zK—~
9wobAibj_rVIpxGb7trP82uzc2X8VwYnQbuqQyzofQvcwZHLYplvi95pZ5£fV
rJvnYAUBFyfrdT5GjgLlngH3a_Y3QPscuCjg"

by

"signature":" jnJtaBOVFFwrE-gKOR3Pu9p£f2gNoIls67GgPCTqg0U-

grz97svKpuh32WgCP2MWCoQPEswsEX-nxhIx_ siTe4zIPOlnBYn-

R7b25rQaF8708uAOONBN5Y12Jk31lalbs—

hGE32aRZDhrVoyEdSvIFrT6AQgD20bIAZGgTR-zA-900"

.3. Sample UpdateSD
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A.1.3.1.

Sample UpdateSDRequest

"UpdateSDTBSRequest": {

Pei,

"Ver": "l‘O"’

"rid": "1222DA7D-8993-41A4-AC02-8A2807B31A3A",
"tid": "4F454A7F-002D-4157-884E-BODD1AOG6ASAE",
"tee": "Primary TEE ABC",

"nextdsi": "false",

"dsihash":

IsOvwpzDk80nw4bCrsKTIsONwrbDrcKJIY jVIw4vCu8O0Aw4JEWw6zCgsK8w4JCacKxW8KE
wbo7",
"content": { // NEEDS to BE ENCRYPTED

"tamid": "idl.TAMxyz.com",
"spid": "com.acmebank.spidl",
"sdname": "com.acmebank.sdnamel",
"changes": {
"newsdname": "com.acmebank.sdname2",
"newspid": "com.acquirer.spidl",
"spcert":
"MIIDFJjCCAn—

gAWIBAQIJAIkO0Tat0tquDMAOGCSGGSIb3DQEBBQUAMGWxCzAJBGNVBAYTAKTAMQ4
wDAYDVQQIDAVTZWIO1bDESMBAGA1UEBwwJIR3Vybylkb25nMRAWDgYDVQQKDAdTb2x
hY21hMRAwWDgYDVQQLDAdTb2xhY21hMRUWEWYDVQQODDAXxTb2xhLWNpYS5jb20wHhc
NMTUwNzAyMDg1MTU3WhcNMjAwWN jMwMDg1IMTU3WjBsMQswCQYDVQQOGEwJLU JEOMAW
GA1lUECAWFU2VvdWwxE JAQBgNVBACMCUd1cm8t ZGO9uZzEQMA4GA1UECgwHU2 9sYWN
PYTEQMA4GA1lUECWWHU2 9sYWNpYTEVMBMGA1UEAWwWMU29sYS1 jaWEuY2 9tMIGEMAQ
GCSgGSIb3DQEBAQUAA4GNADCBiQKBgQDYWLrFf20FMEciwSYsyhaLY4kslaWcXAOQ
hCWJRaFzt 5mU-
1pSJ4jeu92inBbsXcI8PfRbaltsgWlTD1Wg4gQH4MX_ YtaBoOepE——
3J0ZZyPyCWS3AaLYWrDmgFXdbza0li8GxB7zz0gWw55bZ29jyzcl5gQzWSgMRpx_d
cad2SP2wIDAQABR04G_MIGBMIGGBgNVHSME fzB90XCkb jBsMQswCQYDVQQGEwJLU j
EOMAWGA1UECAWFU2VvdWwxE JAQBgNVBACMCUd1cm8t ZGO9uZzEQMA4GA1UECgwHU2
9SYWNpYTEQMA4GALlUECWWHU2 9sYWNpYTEVMBMGA1UEAwWWMU29sYS1 jaWEuY29tgg
kAiTRNg3S2g4MwCQYDVROTBAIWADAOBgNVHQ8BAf8EBAMCBsSAWEFgYDVRO1AQH_ BA
wwCgYIKwYBBQUHAWMwWDQYJKoZIhvcNAQEFBOQADgYEAEFMhRWEQ—
ILDa907P1NOmcLORpo 6 fW3QuJIfuXbRORQGoXdAdXMKazI4VijbGaXhey7Bzvk6TZYDa
GR1Zbyl1J47UPaDQR3UiDzVvXwCOU6S5yUhNIsW_BeMViYj41ssX28iPpNwLUCVm1
QVTHILI6afLCRWXXclclL5KGY2900wIdQ",

"renewteespaik": "0"
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A.1.3.2. Sample UpdateSDResponse

}

A.

"UpdateSDTBSResponse": {

1.

"Ver": "1'0"’
"status": "pass",
"rid": "1222DA7D-8993-41A4-AC02-8A2807B31A3A",
"tid": "4F454A7F-002D-4157-884E-BODD1A0O6ABAE",
"content": {
"did": "MTZENTE5Qzc0QzkONkUxMzYxNzkONJjY4NTc30TY4NTI=",
"teespaik":

"AQABJYI9KiwH3hkMmSAANG6CLXot525U85WNIWKAQz5TOdfe_CM8h-
X6_EHX1gOXoyRXaBiKMgqWb0YZLCABTwlytdXy2kWa525imRho8Vgn6HDGs JDZPDru9
GnZR8pZX5ge_dWXB_uljMvDttc5iAWEJI8ZgcpLGtBTGLZnQoQbjtnll1IE",
"teespaiktype": "RSA"

Sample DeleteSD

A.l1.4.1. Sample DeleteSDRequest

Pei,

The TAM builds message - including data to be encrypted.

"DeleteSDTBSRequest": {
"ver": "1'0",
"rid": "{712551F5-DFB3-43f0-9A63-663440B91D49}",
"tid": "{4F454A7F-002D-4157-884E-BODD1AOGASBAE}",
"tee": "Primary TEE",
"nextdsi": "false",
"dsihash": "AAECAwWQFBgcICQoLDAOODwWABAgMEBQYHCAkKKCwwNDg8=",
"content": ENCRYPTED {
"tamid": "TAMl.com",
"sdname": "default.acmebank.com",
"deleteta": "1"

}

The TAM encrypts the "content".
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"DeleteSDTBSRequest": {
"Ver": "1.0",
"rid": "{712551F5-DFB3-43f0-9A63-663440B91D49}",
"tid": "{4F454A7F-002D-4157-884E-BODD1AOGASAE}",
"tee": "Primary TEE",
"nextdsi": "false",
"dsihash": "AAECAwWQFBgcICQoLDAOODWABAgMEBQYHCAkKkKCwwNDg8=",
"content": {
"protected": "eyJlbmMiOiJBMTI4Q0JDLUhTMjU2In0O",
"recipients": [
{
"header": {
"alg": "RSA1_5"
b
"encrypted_key":

"
QUVTMTI4IChDRUspIGtleSwgZW5jcnlwdGVkIHdpdGggVENNIFJTQSBwdWIsaWMga?2
V5LCB1c21uZyBSUOExXzUgcGFkZGluzZw"

}

1,
"iv": "rWO5DVmQX9ogelMLBIogIA",

"ciphertext":

A\l
c2FtcGx1IGRzaSBkYXRhIGVUY3J5cHR1ZCB3aXRoIEFFUzZEYyOCBrZXkgZnJvbSBy ZWNp

cGllbnRzLmVuY3J5cHR1ZF9rZXk",
"tag": "c2FtcGxlIGF1dGhlbnRpY2F0aW9uIHRhZw"

}

The TAM signs the "DeleteSDTBSRequest" to form a "DeleteSDRequest"
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"DeleteSDRequest": {
"payload":"
ewoJIkR1bGVOZVNEVEJTUmMVxdWVzdCI6IHsKCQkidmVyIjogI JEUMCIsCgkJIndp
ZCI6ICJITNzEYNTUXRJUtREZCMy00M2YWLT1BNJMENJYzNDQwQ jkxRDQ5£SIsCgkd
INnRpZCIGICJ7/NEYONTRBNOYtMDAYRCOOMTU3LTg4NEUtQJBERDFBMDZBOEFF£fSIs
CgkJInNR1ZSI6ICIQcmltYXIS5IFRFRSIsCgkJImb5leHRkc2kiOiAiZmFsc2UiLA0d
CSJkc210YXNoIjogIlkFBRUNBAIFGQOmMdjSUNRbOXEQTBPRHABQKFNTUVCUV1IIQOFr
SON3d05EZzg9IiwKCQki¥Y29udGVudCI6IHsSKCQkJInByb3R1Y3R1ZCI6ICI1leUps
YmlNaU9pSkJINVEKOUTBKRExVaFRNalUySWAwIiwKCQkJInJ1lY21lwaWVudHMiOiBb
ewoJCQKkJImhl1YWR1ciI6IHsKCQkJIJCQkiYWxnIjogIlJTQTFENSIKCQkJCX0sCgkd
CQkiZW5jcnlwdGVkX2t1eSI6ICJIRVVZUTVRINE1DaERSVXNwSUdAObGVTd2davzVg
Y25sd2RHVmMt ISGRWZEdnZ1ZGTk5JRkpUUVNCA2RXSNnNhV01nYTIJWNUxDQJF jMmx 1
WnlCUlUwRXhYelVnY0dGalpHbHVadyIKCQkJfV0sCgkJCSIJpdiI6ICJIJyVO81RFZt
UVg5b2dlbEIMQk1vZ01BIiwKCQkJImNpcGhlcnR1eHQi01A1iYzJGAGNHeGxJR1J6
YVNCallYUmhJR1IZ1IWTNKNWNIUmxaQ0IzYVhSb01lFRkZVekV5TONCclpYa2dabkp2
YINCeVpXTnBjR2xsY¥m5SekxtVnVZM0olYOhSbFpGOXJaWGsiLAoJCQkidGFnI jog
ImMyRnNnRjR3hsSUAGMWRHaGx1ibl JwWTIGMGEFXOXVJISFJoWnciCgkJfQoJfQpo",
"protected":"eyJhbGciOiJSUzIINiJO",
"header": {
"x5c": ["ZXhhbXBsZSBBUO4xIHNpZ251ciBjZXJ0aWZpY2F0ZQ==",
"ZXhhbXBsZSBBUO4xIENBIGNlcnRpZml jYXR1"]
by
"signature":"c2FtcGx1IHNpZ25hdHVYZQ"

}
A.1.4.2. Sample DeleteSDResponse
The TEE creates a "DeleteSDTBSResponse" to respond to the

"DeleteSDRequest" message from the TAM, including data to be
encrypted.

{
"DeleteSDTBSResponse": {

"Ver": "l-O"’
"status": "pass",
"rid": "{712551F5-DFB3-43f0-9A63-663440B91D49}",
"tid": "{4F454A7F-002D-4157-884E-BODD1AOGABAE}",
"content": ENCRYPTED {
"did": "MTZENTE5Qzc0QzkONkUxMzYxNzkONJjY4NTc30TY4NTI=",

}

The TEE encrypts the "content" for the TAM.
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{

"DeleteSDTBSResponse”": {

}

"Ver": "l.O",
"status": "pass",
"rid": "{712551F5-DFB3-43f0-9A63-663440B91D49}",
"tid": "{4F454A7F-002D-4157-884E-BODD1AOGABAE}",
"content": {
"protected": "eyJlbmMiOiJBMTI4Q0JDLUhRTMjU2InOK",
"recipients": [
{
"header": {
"alg" . "RSAl_S A\l
by
"encrypted_key":

L
QUVTMTI4IChDRUspIGtleSwgZW5jcnlwdGVkIHdpdGggVENNIFJITQSBwdWIsaWMg
a2V5LCB1c21luZyBSUOExXzUgcGEFkZGluZw"

}

1,
"iv": "ySGmfZ69Y1cEilNr5_SGbA",

"ciphertext":
"

c2FtcGx1IGRzaSBkYXRhIGVuY3J5cHR1ZCB3aXRoIEFFUzZEyOCBrZXkgZnJvbSByZW
NpcGllbnRzImVuY3J5cHR1ZF9rzZXk",

"tag": "c2FtcGxlIGF1dGhlbnRpY2F0aW9uIHRhZw"

}

}

The TEE signs "DeleteSDTBSResponse" to form a "DeleteSDResponse"

Pei,
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"DeleteSDResponse": {
"payload":"
ewoJIkR1bGVOZVNEVEJTUmVzcG9uc2UiOiB7CgkJInZ1ciI6ICIXLJjAIiLA0JCSTzZ
dGF0dXMi0OiAicGFzcyIsCgkJInIpZCI6ICI7NzEYNTUXRJULtREZCMy00M2YWLT1R
NMENJjYzNDQwQ jkxRDQ5fSIsCgkJInRpZCI6ICJI7/NEYONTRBNOYtMDAYRCOOMTU3
LTg4NEUtQjBERDFBMDZBOEFFfSIsCgkJImNvbnR1bnQiO0iB7CgkJCSIwcm90ZWNO
ZWQiO0iAiZX1KbGItTW1PaUpCTVRINFEWSkRMVWhUTWpVMk1luMEsiLAoJCQkicmVj
aXBpZW50cyI6IFt7CgkJCQkiaGVhZGVyIjogewoJCQkJIJCSIThbGciOiAIUINBMVE1
IgoJCQkJIEfSWKCQkJIJCSJ1bmNyeXBOZWRfa2V5IjogIl1lFVV1IRNVEkOSUNoORFJVc3BJ
R3RsSZVN3Z1pXNWp jbmx3ZEdWa0lIZHBkR2dnVkZOTk1GS1RRUOJ3ZFdKc2FXTWdh
M1Y1TENCMWMybHVaeUJTVIBFeFhoVWAjJROZrWkdsdVp3IgoJdCQl9XSwKCQkJIIm12
IjogInlTR21mWIY5WWxJRW1sTnI1X1NHYkKEiLA0JCQkiY21waGVydGV4dCI6ICT ]
MkZ0Y0d4bE1HUNnphUOJrWVhSaE1HVNVZM00o1lYOhSbFpDQ jNhWFJvSUVGR1IV6RX1P
QO0JyWlhrZlpuSnZiUOJ5W1dOcGNHbGxiblJ6TG1lWdVkzSjVijSFJIsWkY5clpYayIs
CgkJCSJ0YWciO0iAi1YzJIGAGNHeGxJROYXZEdobGJuUnBZMkYwYVc5dUlIUmhadyIK
CQl9CglocCn0O",
"protected":"eyJhbGci0iJSUzIINiJ9O",
"signature":"c2FtcGx1IHNpZ25hdHVYZQ"

}

The TEE returns "DeleteSDResponse" back to the OTrP Broker, which
returns the message back to the TAM.

A.2. Sample TA Management Messages
A.2.1. Sample InstallTA

A.2.1.1. Sample InstallTARequest
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"InstallTATBSRequest": {

"Ver": "1.0",

"rid": "24BEB059-0AED-42A6-A381-817DFB7A1207",
"tid": "4F454A7F-002D-4157-884E-BODD1AO6ABAE",
"tee": "Primary TEE ABC",

"nextdsi": "true",

"dsihash":

L

IsOvwpzDk80nwi4bCrsKTIsONwrbDrcKJY jVITwdvCu80Aw4 JEW6zCgsK8w4 JCacKxW8KE

w507",

"content": {
"tamid": "idl.TAMxyz.com",
"spid": "com.acmebank.spidl",
"sdname": "com.acmebank.sdnamel",
"taid": "com.acmebank.taid.banking"

by

"encrypted_ta": {
"key":
"mLBjodcE4j36y64nC/nEs694P3XrLAO0kjisXIGEfsOH710EmT5FtaNDYEMcg9RNE
ft1JGHO7NO1lgcNcjoXBmeuY9VI8xzrsZMI9gzH6VBKtVONSxOaw5IAFkNcyPZwDdZ
MLwhvrzPJ9Fg+bZtrCoJz18PUz+5aN1/dj8+NM85LCXXcBl1ZF74btJerIMw6ffzT
/grPiEQTeJ1nEm9F3tyRsvcTInsnPJ3dEXv7sIXMrhRKAeZsqgKzGX4eiZ3rEY+FQ
6nXULC8cAJ5XTKpQ/EkZ/1GgS02zcXRTKUIV3IWFEMt BtPD/+2ze08NILLMxM801QF
//Lg0gGtg8vPC8r0o0fmbQ==",

"iv": "4F5472504973426F726E496E32303135",

"alg": "AESCBC",

"ciphertadata":

LI 0x/5KGCXWEg1Vrjm7zPVZqt YZ2EovBow+7EmfOJ1ltbk. . . . .. =",
"cipherpdata": "0x/5KGCXWfglVrjm7zPVZgtYZ2EovBow+7EmfOJ1ltbk="

}
A.2.1.2. Sample InstallTAResponse

A sample to-be-signed response of InstallTA looks as follows.

"InstallTATBSResponse”: {

"Ver": "1'0"’
"status": "pass",
"rid": "24BEB059-0AED-42A6-A381-817DFB7A1207",
"tid": "4F454A7F-002D-4157-884E-BODD1AOGASAE",
"content": {
"did": "MTZENTE5Qzc0QzkONkUxMzYxNzkONJjY4NTc30TY4NTI=",
"dsi": {

"tfwdata": {
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"tbs": "ezRGNDUOQTAGLTAwWMkQtNDEINyO04ODRFLUIWREQxXQTA2QThBRX0="
"cert": "ZXhhbXBsZSBGVyBjZXJ0aWZpY2F0ZQ==",
"sigalg": "ULlMyNTY=",
"sig": "c2FtcGx1lIEZXIHNpZ25hdHVyZQ=="
by
"tee": {
"name": "Primary TEE",
"Ver": "1.0",
"cert": "c2FtcGxlIFRFRSBJZXJ0aWZpY2F0zQ==",
"cacert": [

"c2FtcGx1IENBIGNlcnRpZml jYXR1IDE=",
"Cc2FtcGx1IENBIGNlcnRpZml jYXR1IDI="
1,
"sdlist": {
"cnt": "1",
"Sd": [
{
"name": "com.acmebank.sdnamel",
"spid": "com.acmebank.spidl",
"talist": [
{
"taid": "com.acmebank.taid.banking",
"taname": "Acme secure banking app"
b
{
"taid": "acom.acmebank.taid.loyalty.rewards",
"taname": "Acme loyalty rewards app"

}

1
b
"teeaiklist": [
{
"spaik":
"Cc2FtcGX1IEFTTJEgZWS5 jb2R1ZCBQSONTMSBwdWIsaWNrzXk=",
"spaiktype": "RSA"
"spid": "acmebank.com"
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A.2.2. Sample UpdateTA

A.2.2.1. Sample UpdateTARequest

"UpdateTATBSRequest": {

"Ver": "1‘0"’
"rid": "req_zll,
"tid": "tran-01",
"tee": "SecuriTEE",
"nextdsi": " false",
"dsihash": "gwjul_O9MZks3pqUSNl-eLlaViwGXNAxkOAIKW79dn4U",
"content": {
"tamid": "TAMl.acme.com",
"spid": "bank.com",
"sdname": "sd.bank.com",
"taid": "sd.bank.com.ta"

by

"encrypted_ta": {
"key" H
L
XzmAn_RDVk3TozMwNWhiB6fmZ1Is1YUvMK1QAvV_UDoZ1fvGGsRGo9bTO0A440aYMgLt
GilKypoJdjCgijdaHgamadgRSc4Je2otpnEEagsahvDNoarMCC5nGQAkRxW7Vo2NKgL
A892HGeHkJVshYmlcUlFQ-BhiJ4NAykFwlqgC_oc",

"iv": "AxY8DCtDaGlsbGljb3RoZQ",
"alg": "AESCBC",
"ciphernewtadata":

"KHgOxGn7iblF_14PG4_UX9DBjOcWkiAZhVE-U-
67NsKryHGokeWr2spRWEdU2KWaaNncHOoYGWEtbCH7XyNbOFh28nzwUmstep4nHWbAL
XZYTNKENcABPpuw_G3I3HADO"

"UpdateTARequest": {

"payload"

"
eyJVcGRhdGVUQVRCU1J1cXV1c30iOnsidmVyIjoiMS4wIiwicmlkIjoicmVXLTIiLCJO
aWQiOiJO0cmFuLTAxIiwidGV1IjoiU2VjdXJpVEVFIiwibmV4dGRzaSI6ImZhbHN1TIiwi
ZHNpaGFzaCI6Imd3anVsXz1NWmt zM3BxVVNOMS11TDFhVm13R1hOQXhrMEFJS1c30WRuU
NFUiLCJjb250ZW50Ijp7InByb3R1Y3R1IZCI6IMV5SmxibUlpT21KQk1USTRRMEPETEFVO
VE1gqVTJJbjAiLCJIyZWNpcGllbnRzI jpbeyJoZWFkZXIiOnsiYWxnIjoiUINBMVE81InOs
ImVuY3J5cHR1ZF9rZXkiOiJY¥emlBb19SRFZrMO0lvek13T1ldoaUI2ZmlabEl1zMV1VdklL
bFFBd19VRG92aMWZ2R0dzUkdvOWJUMEEONDBhWU1nTHRHaWxLeXBvSmpDZ21qgZGFIZ2Ft
YUpnUINJjNEp1MmO0cG5FRWENc2FodkROb2FyTUNDNWSHUWRrUnhXN1ZvMk5LZ0xBODky
SEd1SGtKVNNoWWOxY1VsRIEtQmhpSjROQX1rRndscUNfb2MifV0sIml2IjoiQXhZOERD
dERhR2xzYkdsamIzUm9aUSIsImNpcGhlcnR1eHQiOiJIYTcwVXRZVELtWOmMt XRFJuMiOw
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}

A.2.

Pei,

SF9IdkZtazl15SGtoVVIlbk10OLWc1T3BgLWF1INGFUb21xWk1MYzVzYTdENNZZS jF6eW04
QW1JOEJIVXFgc215Z20t0cClHAURJUJFzRXc0a2NhMVQ5ZENuUUORydHhSUFhESVdrZmt 3
azZlRINQWiIsInRhZyI6Im9UNO1UTE41eWtBTFBoTDROaUh6T1pPTGVFeU9xZ0ONWaEMS
MXpkcldMUOULifSwiZW5jcnlwdGVkX3RhIjp7Imt1eSI6I1h6bUFuX1JEVMszSWI6TXdO
V2hpQjZmbVpsSXMxWVV2TUt sUUF2X1VEb1loxZnZHR3NSR285Y1QwQTQOMGF ZTWAMdEdp
bEt5cG9KakNnaWpkYUhnYW1hSmdSU2MOSmUyb3RwbkVEYWdzYWh2RESvYXJINQOM1bkdR
ZGtSeFc3Vm8yTktnTEE40OTJIIR2VIa0pWc2hZbTF jVWxGUS1CaGlKNESBeWt Gd2xxQ1 9v
YyIsIml2IjoiQXhZOERDAERhR2xzYkdsamIzUm9aUSIsImFsZyI6IkFFUONCQyIsImNp
cGhlcm51d3RhZGFO0YSI6IktIcU94R243aWIxR18XNFBHNFOVWD1EQmpPYldraUFaaFZF
LVUtNjdOcOtyeUhHb2t1V3Iyc3BSV2ZkVTILV2FhTm5 jSGO9ZR3dFAGJIDSDAYeU5iT0Zo
MjhuendVbXNOZXAObkhXYkFsWFpZVESrRU5jQUJIQcHV3X0czSTNIQURvIN19£Q",

"protected": " eyJhbGciOiJSUzI1INiJ9",

"header": {
"kid":"e%c097a-ce51-4036-9562-d2ade882db0d",
"signer":"

MIIC3zCCAkigAwIBAgIJAJEf2fFkE1IBYOMAOGCSOGSIb3DQEBBQUAMFoxCzAJBgNVBA
YTAIVTMRMwWEQYDVQQIDAPpDYWxpZm9ybmlhMRMwEQYDVQQHDAPDYWxpZm9ybmlhMSEwW
HwYDVQQKDBhJbnR1cm51dCBXaWRnaXRzIFB0e SBMAGQWHhcNMTUwNzAyMDkwMTE4Wh
cNMJjAWN JMwMDkwMTE4WjBaMQswCQYDVQQGEwWJVUzZETMBEGA1UECAWKQ2F saWZvcmbp
YTETMBEGA1UEBWWKQ2FsaWZvcm5pYTEhMB8GAIUECgwYSW50ZXJuzZXQgV21kz210cy
BQdHkgTHRKMIGEMAOGCSgGSIb3DQEBAQUAA4GNADCBiQKBgQC8ZtxM1bYickpgSVG—
meHInI3f chlMBdL817daOEztSs_a6GLgmvSu—
AoDpTsfEd4EazdMBp5fmgLRGACYMcI6bgp094h5CCnl j8xFKPq7gGixdwGUAGbL_ZI3
c4cZ8eu73VMNrrn_z3WTZ1lEx1pT9XVj-
1ivhfJ4a6T20EtMM5gqwIDAQAB04GsSMIGPMHQGA1UdIWRtMGUhXgRcMF oxCzAJBgNVRBA
YTAIVTMRMwEQYDVQQIDAPpDYWxpZm9ybml hMRMwEQYDVQQHDAPDYWxpZm9ybml hMSEw
HwYDVQQKDBhJbnR1cm51dCBXaWRnaXRzIFB0eSBMAGSCCQCXInxZBNQWD jAJBgNVHR
MEAJAAMA4GA1UJDWEB_wQEAwIGwDAWBgNVHSUBAf8EDDAKBggrBgEFBQcDAZANBgkq
hkiG9wOBAQUFAAOBgQAGkz9QpoxghZUWT4ivemd4cIckfxzTBBiPHCjrr jB2X8Ktn8G
SZ1MdyIZV8fwdEmDO0IvtMHgt zK—
IWo6Aibj_rVIpxGb7trP82uzc2X8VwYnQbugqQyzofQvcwZHLYplvi9bopZ5£fVrJvnYA
UBFyfrdT5GjgLlngH3a_Y3QPscuCjg"

}y

"signature":"inBl1K6G3EAhF-

FbID83UI25R5A08MI4gfrbrmf0UQhjM307_g316XxN_JkHrGQazZr—

myOkGPVM8BzbUZW5GgxNZwFXwMeaoC jDKc4Apv4WZkD1gKJIxkglk5jaUCtfJz1lImw_XtX

6MHhrLh9ov03S9PtuT1VAQOFVUB3gF IvjSnNU"

2.2. Sample UpdateTAResponse
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"UpdateTATBSResponse”": {
"Ver": "1.0",
"status": "pass",

"rid" . "req_zﬂ ,
"tid": "tran-01",
"content": {

"did": "zAHkbO-SQh9U_OT8mR5dB-tygcqgpUJ9_x07pIiw8WoM"
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"UpdateTAResponse": {

Pei,

"payload":"
eyJVcGRhdGVUQVRCU1J1c3BvbnN1Ijp7InZlciI6IjJEuUMCIsInNOYXR1cyI6InBhc3Mi
LCJyaWQiOiJyZXEtMiIsInRpZCI6InRyYW4tMDEiLCJIjb250ZW50I jp7InByb3R1Y3R1
ZCI6IMV5SmxibUlpT21KQk1USTRRMEPETFVOVE1GVTJIJbjAiLCIYyZWNpcGllbnRzI jpb
eyJOZWFKZXIiOnsiYWxnIjoiUINBMV81In0sImVuY3J5cHRIZF9rZXkiO0iJFaGUxLUJB
UUdJLTNEMFNHAXFGY01MZDJtd0gxQmluRndYQWx1M1FxXUFVXZ1RRVM55SUowNE c2MnBK
YWVSREFkeTUOROFSViBrVzQORGwOMkdUUlhgbE1EZ3BYdXdFLW1oclJVVOtNN1dCZ2N3
VXVGQTRUR3gwUOIINTZCd1l92dnBNaFdfMXh2c2FHdFBaQmwxTnZ jbXNibzBhY3FobX1lu
bzBDTmF5SVAtX1UifV0sIml2IjoiQXhZOERDAERhR2xzYkdsamIzUm9aUSIsImNpcGhl
cnR1eHQ10iJwc202dGtyaGIXM01mVE1MeEOGMUSHAFULtcTFmeVBidVIKWk 9 jbk1lycWIw
eTNPOHN6OTItaWpWR1ZyRWSWbGlsY1FYeWFNZTNyX1JGAEkwV3B4UmRodyIsInRhZyI6
Ik0zb2dNNk11MVJIYMUMYbEZvaG5rTkNS5b25gNjd2TDNgd2RrZXhFdUlpaTgi£X19",
"protected":"eyJhbGciOiJSUzI1INiJ9",

"header": {
"kid":"e9%bc097a-ce51-4036-9562-d2ade882db0d",
"signer":"

MIIC3zCCAkigAwWIBAgIJAJf2fFkEIBYOMAOGCSGSIb3DQEBBQUAMFoxCzAJBgNVBA
YTAIVTMRMwEQYDVQQIDAPpDYWxpZm9ybml hMRMwEQYDVQQHDAPDYWxpZm9ybml hMSEw
HwYDVQQKDBhJbnR1cm51dCBXaWRnaXRzIFB0eSBMAGOwHhcNMTUwNzAYyMDkwMTE4Wh
cNMJAWN JMwMDkwMTE4WjBaMQswCQYDVQQGEwJVUzZETMBEGA1UECAWKQ2F saWZvem5Sp
YTETMBEGA1UEBWWKQ2F saWZvcmSpYTEhMB8GALIUECgwYSW50Z2XJuzZXQgV21kzZ210cy
BQdHkgTHRKMIGEMAOGCSgGSIb3DQEBAQUAA4GNADCBiQKBgQC8ZtxM1bYickpgSVG—
meHInI3f_ chlMBdL817daOEztSs_a6GLgmvSu—
AoDpTsfEd4EazdMBp5fmgLRGACYMcI6bgp094h5CCnl j8xFKPq7qGixdwGUAGL_ZI3
c4cZ8eu73VMNrrn_z3WTZ1Ex1pTOXVi—
ivhfJ4a6T20EtMM5gwIDAQAB04GsSMIGPMHQGAL1UdIWRtMGuhXgRcMFoxCzAJBgNVBA
YTALVTMRMwEQYDVQQIDApDYWxpZm9ybml hMRMwEQYDVQQHDAPDYWxpZm9ybmlhMSEw
HwYDVQQKDBhJbnR1cm51dCBXaWRnaXRzIFB0eSBMAGSCCQCXInxZBNQWD jAJBgNVHR
MEAJAAMA4GA1UdDWEB_wQEAwIGWDAWBgNVHSUBAfS8EDDAKBggrBgEFBQcDAZANBgkqg
hkiG9wOBAQUFAAOBgQAGkz9QpoxghZUWT4ivem4cIckfxzTBBiPHCjrr jB2X8Ktn8G
SZ1MdyIZV8fwdEmDI0IvtMHgt zK—-
9wobAibj_rVIpxGb7trP82uzc2X8VwYnQbugqQyzofQvcwZHLYplvi95pZ5£fVrJvnYA
UBFyfrdT5GjgLlngH3a_Y3QPscuCjg"

by

"signature":"

Twajmt_BBLIMcNrDsjgr8lI7071EQxXZNh1UOtFkOMMgf37wOPKtp_99LoS82CVmdpCo

PLaws8zzh—-SNIQ42-

9GYO08_9BaEGCiCwyl8YgWPOfWNENv2gR2f12DK4uknkYulEMBW4YfP81n_pGpb4Gm—

nMk14grVZygwAPej3Z2Zk"
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A.2.

Sample DeleteTA

A.2.3.1. Sample DeleteTARequest

Pei,

"DeleteTATBSRequest": {
"Ver": "1‘0"’
"rid": "req_zll,
"tid": "tran-01",
"tee": "SecuriTEE",
"nextdsi": "false",

May 2019

"dsihash": "gwjul_O9MZks3pqUSNl-eLlaViwGXNAxkOAIKW79dn4U",

"content": {
"tamid": "TAMl.acme.com",
"sdname": "sd.bank.com",
"taid": "sd.bank.com.ta"

et al. Expires November 16,

2019
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"DeleteTARequest": {

Pei,

"payload":

"
eyJEZWx1dGVUQVRCU1J1cXV1c3QiOnsidmVyIjoiMS4wIiwicmlkIjoicmVXLTIiLCJO
aWwQiOiJO0cmFuLTAXxIiwidGV1IjoiU2VjdXJpVEVFIiwibmV4dGRzaSI6ImZhbHN1Tiwi
ZHNpaGFzaCI6Imd3anVsXz1NWmt zM3BxVVNOMS11TDFhVm13R1hOQXhrMEFJS1c30WRU
NFUiLCJjb250ZW50Ijp7InByb3R1Y3R1ZCI6eyJ1lbmMiOiJBMTI4Q0JDLUNRTMjU2In0s
InJlY21lwaWVudHMiOlt 7Imhl1YWR1ciI6eyJhbGciOiJSUOExXzU1fSwiZW5 jecnlwdGVk
X2t1leSI6ImtyaGs0d2dpYOR1X3d0OVXQyTW4tSUJsdUtvX0JkeXpNY2plcV1BenBPYNRS
TGOMZzQOQKFLN2tRVWE1YTgO0TEVIJRGEZaHNtWDIxXxd1dNZFJLczN4MTJIsOUhSVEdELUNS
WmZtcUx2bEh1LVIOMSVdvclZyRTZVM1JIqUnRndl11VOW1iUkVLczkzRDRHWmM4 xVHFUZG9n
dOtXRF9JdG1lnWGlsbzZZVXpCWDZhR1dZMCJ9XSwiaXYi0iJBeFk4RENORGFHbHNiR2xg
YJNSblpRIiwiY¥21lwaGVydGV4dCI6IkhhNzBVAF1US1ZCaldEUm4yLTBIX1BGal9yQnpQ
dGJHdzhSNkt 1MXotdk1NeFBSYONxalpuZmwyT jRjUTZPSTZCSHZJUUFoM2Jic010dH1R
bXhDTES5Nbm8we jBrYm9TdkIyVX1xXxWExpeGVZIiwidGFnI joidEtUbFRLA1IR2LTRtVV1G
Y1dYWnZMMV1hQnRGN1oxV1INxOTMzVmI2UEpmcyJdJ9£X0",

"protected" : "eyJhbGciOiJSUzI1INiJ9",

"header": {
"kid":"e%c097a-ce51-4036-9562-d2ade882db0d",
"signer":"

MIIC3zCCAkigAWIBAgIJAJf2fFKkEIBYOMAOGCSGSIb3DQEBBQUAMF0oxCzAJBgNVBA
YTALVTMRMwEQYDVQQIDApDYWxpZm9ybml hMRMwEQYDVQQHDAPDYWxpZm9ybmlhMSEw
HwYDVQQKDBhJbnR1cm51dCBXaWRnaXRzIFB0e SBMAGQWHhcNMTUwNzAyMDkwMTE4Wh
cNMJjAWN JMwMDkwMTE4WjBaMQswCQYDVQQGEwWJVUZETMBEGA1UECAWKQ2F saWZvcmbp
YTETMBEGA1UEBWWKQ2FsaWZvcm5pYTEhMB8GALIUECgwYSW50ZXJuzZXQgV21kZz210cy
BQdHkgTHRKMIGEMAOGCSgGSIb3DQEBAQUAA4GNADCBiQKBgQC8ZtxM1bYickpgSVG—
meHInI3f chlMBdL817daOEztSs_a6GLgmvSu—
AoDpTsfEd4EazdMBp5fmgLRGACYMcI6bgp094h5CCnl j8xFKPq7gGixdwGUAGbL_ZI3
c4cZ8eu73VMNrrn_z3WTZ1lEx1pTOXVj-
1ivhfJ4a6T20EtMM5gqwIDAQAB04GsSMIGPMHQGA1UdIWRtMGUhXgRcMF oxCzAJBgNVRBA
YTAIVTMRMwEQYDVQQIDAPpDYWxpZm9ybml hMRMwEQYDVQQHDAPDYWxpZm9ybml hMSEw
HwYDVQQKDBhJbnR1cm51dCBXaWRnaXRzIFB0eSBMAGSCCQCXInxZBNQWD jAJBgNVHR
MEAjJAAMA4GA1UJDWEB_wQEAwIGwDAWBgNVHSUBAf8EDDAKBggrBgEFBQcDAZANBgkyg
hkiG9wOBAQUFAAOBgQAGkz9QpoxghZUWT4ivemd4cIckfxzTBBiPHCjrr jB2X8Ktn8G
SZ1MdyIZV8fwdEmDO0IvtMHgt zK—
IWo6Aibj_rVIpxGb7trP82uzc2X8VwYnQbuqQyzofQvcwZHLYplvi9bopZ5£fVrJvnYA
UBFyfrdT5GjgLlngH3a_Y3QPscuCjg"

by

"signature"

"

BZS0_Ab6pgvGNXe51gT4Sc3jakyWQeiK9K1VSnimwiWn jCCyMtyB9bwvlbILZba3IJiFe

_3F9bIQpSytGSO0f2TQrPTKC7pS jwDw—3kH7HkHCPPJd—

PpMMEQVRx7TAIV8vBgO9M1 jIC621iN0V2se52z2v8VFE JGSoRGgg225w7FvrnWE"
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A.2.3.2. Sample DeleteTAResponse

"DeleteTATBSResponse": {
"Ver": "1'0"’
"status": "pass",
"rid": "req_2"’
"tid": "tran-01",
"content": {
"did": "zAHkbO0-SQhO9U_OT8mR5dB-tygcqgpUJ9_x07pIiw8WoM"

Pei, et al. Expires November 16, 2019 [Page 108]
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"DeleteTAResponse": {

Pei,

"payload":"
ew0OKCSJEZWx1dGVUQVRCU1J1c3BvbnN1IjogewOKCQkidmVyIjogI jEuMCIsDQoJCSJz
dGF0dXM1i01iAicGFzcyIsDQoJCSIyaWQi0iAicmVXLTI1LAOKCQkidG1lkIjogInRyYW4t
MDEiLAOKCQkiY29udGVudCI6IHsNCgkJCSIJwcm90ZWNOZWQiOnsiZW5jIjoiQTEYOENC
QylIUzI1INiJ9LAOKCQkIINnJ1lY21lwaWVudHMiOlsNCgkJCQ1l7DQoJCQkJIJCSJOZWFkZXT1i
OnsiYWxnIjoiUINBMV81In0sDQoJCQkJICSI1bmNyeXBOZWRfa2V5IjoiTXdtUL1ZHaWU2
eHpfOmxTaF ImTFRKRHhKT30yNWhvYy1HZ2NEM2050WFyM2E4X21YY182ZE44bFRTb1dD
X19wZEFhaEMyWk5SakdIcTBCZ2JDYTRKalk0eXRkMVBVWDB6M1psbX11YnRXM291eEpY
el9PMzglWGM4S3hySndjbElyZGx2WUY20VZmeERLQkVzUHJCdz1VenVIalvVmSU4xW1FU
bWZ0QmVasS1lInIg0KCQkJCXONCgkJIJCV0sDQoJCQkiaXYi10iJBeFk4RENORGFHbHNiIR2xqg
YJNSb1pRIiwNCgkJICSJTjaXBoZXJ0ZXh0IjoiamhQT1V5ZkFTel9rVVIGOEM2LUtCMEOL
WDBHNESMbHcOLWt ObERyajZTW1lUteUp6eUFUbCl10Y0ZBWWMWLXIJMVEF4cF93N1d1WERO
Y3N3SzJSSzRJcWciLAOKCQkJIJINRhZyI6I1BBeGo5SN250T29gVTINIREhxS114MGZMNWpt
bOxkT1JkTHRTAMIzUTdrYXciDQoJCXONCgl9DQp9o",

"protected": "eyJhbGciOiJSUzI1INiJ9",

"header": {
"kid":"e9%bc097a-ce51-4036-9562-d2ade882db0d",
"signer":"

MITIC3zCCAkigAwIBAgIJAJf2fFkE1IBYOMAOGCSgGSIb3DQEBBQUAMFoxCzAJd
BgNVBAYTA1VITMRMwEQYDVQQIDApDYWxpZm9ybml hMRMwEQYDVQQHDAPDYWXp
Zm9ybml1hMSEwHWYDVQQKDBhJbnR1lcm51dCBXaWRnaXRzIFB0eSBMAGQwHhcN
MTUwWNzAYMDKkwWMTE4WhcNMjAWN JMwMDkwMTE4W jBaMQswCQYDVQQGEwWJVUzZET
MBEGA1lUECAWKQ2F saWZvcmSpYTETMBEGALUEBWWKQ2F saWZvcemSpYTEhMB8G
AlUECgwYSW50ZXJuZXQgV21kZ210cyBQdHkgTHRKMIGEMAOGCSgGSIb3DQER
AQUAA4GNADCBiQKBgQC8ZtxM1bYickpgSVG—
meHInI3f chlMBdL817daOEztSs_a6GLgmvSu—
AoDpTsfEd4EazdMBp5fmgLRGACYMcI6bgp094h5CCnl j8xFKPq7gGixdwGUA
6b_ZI3c4cz8eu73VMNrrn_z3WTZ1lEx1pTI9XVi—
ivhfJ4a6T20EtMM5gwIDAQABO04GSMIGPMHQGA1UdIWRtMGUhXgRCcMFoxCzAJd
BgNVBAYTA1VTMRMwWEQYDVQQIDAPDYWxpZm9ybml hMRMwEQYDVQQHDAPDYWxp
Zm9ybml1hMSEwHwYDVQQOKDBhJbnR1cm51dCBXaWRnaXRzIFB0eSBMAGSCCQCX
9nxZBNQWD jAJBgNVHRMEA JAAMA4GA1UdDWEB_wQEAwIGWDAWBgNVHSUBAf8E
DDAKBggrBgEFBQcDAZzANBgkghkiGI9wOBAQUFAAOBGQAGkz 9QpoxghZUWT41iv
em4cIckfxzTBBiPHCjrriB2X8Ktn8GSZI1MdyIZV8fwdEmDO0IvtMHgt zK—
IWo6Aibj_rVIpxGb7trP82uzc2X8VwYnQbugQyzofQvcwZHLYplvi95opZ5£fV
rJvnYAUBFyfrdT5GjgLlngH3a_Y3QPscuCjg"

by

"signature":"

DfoBOetNelKsnAe_m4Z9K5UbihgWNYZsp5jVybiI05s0OagDzv6R4do9npaAlAvpNKS8HT

CxD6D22J8GDUEx1IThSR1aDuDCOm6QzmjdkFdxAz5TRY16zpPCZggSToN_glTZxgxEveV

Ob5fies4g6MHVCH-I1_-KbHgS5YpwGXEEFdg"
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A.3. Example OTrP Broker Option

The most popular TEE devices today are Android powered devices. 1In
an Android device, an OTrP Broker can be a bound service with a
service registration ID that a Client Application can use. This
option allows a Client Application not to depend on any OTrP Broker
SDK or provider.

An OTrP Broker is responsible to detect and work with more than one
TEE if a device has more than one. In this version, there is only
one active TEE such that an OTrP Broker only needs to handle the
active TEE.
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