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Necessity for Policy Translator

* Policy Specification in Different Levels

— Both policies are equivalent. The first policy Is for
I2NSF Users, and the second policy Is for NSFs.

o Block my son's computers from malicious websites.

0 Drop packets from the IP address 186.8.8.1 and 19.8.8.3 to harm.com
and illegal .com

— I2NSF requires a translator that automatically
converts the first policy into the second policy for
the security policy enforcement.



Proposed Translation

« Automata-based Policy Translation
— New method for XML-based policy translation.

e Approach

1. Ease of Security Policy Construction

- A security administrator doesn’t need to select proper
NSFs manually.

2. Efficient Maintenance

- The translator can adapt automatically to the changes
of data models.




Updates from the Previous Version

 The Previous Draft:
— draft-yang-i2nsf-security-policy-translastion-03

e Changes from the previous versions

— In Section “NSF Database”, Entity-Relationship
Diagram (ERD) of NSF Database is added.

— In Section “Data Conversion in Data Converter”,
a mapping list of data model fields between
Consumer-Facing Interface and NSF-Facing
Interface is added for describing the process of
data conversion in detail.




Change 1: ERD of NSF Database
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Change 2: Mapping List

e Mapping List of Attributes

— List all the mapped attributes between Consumer-
—acing Interface Data Model and NSF-Facing
nterface Data Model.

— Describe the process of mapping attributes in detail.

policy/rule/condition/ddos-condition/source-target/src-target
-» reference: policy/endpoint-group/device-group/name
-» extract: policy/endpoint-group/device-group/date
-» mapping: iZ2nsf-security-policy/rule/date
-» extract: policy/endpoint-group/device-group/ip-address
->» mapping: i2nsf-security-policy/system-policy/rules/condition-clause-
container/packet-security-ipvd-condition/pkt-sec-ipvd-src/ipvd-address/ipvd
-» extract: policy/endpoint-group/device-group/range-ip-address/start-ip-address
-» mapping: iZ2nsf-security-policy/system-policy/rules/condition-clause-
container/packet-security-ipvd-condition/pkt-sec-ipvd-src/range-ipvd-address/start-ipvd-address
-» extract: policy/endpoint-group/device-group/range-ip-address/end-ip-address
-» mapping: iZ2nsf-security-policy/system-policy/rules/condition-clause-
container/packet-security-ipvd-condition/pkt-sec-ipvd-src/range-ipvd-address/end-ipvd-address
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Next Steps

 Request for WG Adoption Call

- Security Policy Translation is a key part of
Security Controller.

- This translation is required for the
Implementation and deployment of IZNSF:

- It provides the mapping of the high-level YANG data
model and low-level YANG data model.

- It gives the developers a good example of security
policy translator in terms of the architecture and
process of the translator.

- This draft aims at an Informational RFC.




Appendix:
Architecture and Process
of Security Policy Translator



Architecture of Security Policy Translator

High-level policy

<T2NSF>
<name>block web</name>
<cond>
POIicy <srcr»Son's PC</srcx
Consumer-Facing Interface <dest>malicious</dest>

Translator </cond>
<action>block<action>

</I2NSF>

Translation

Low-level policy

Data Converter

<IZNSF>
<rule-name>block web</rule-name>
<rules>
<condition>
<packet>
<ipv4>18.8.9.1</ipv4>
Policy Generator <ipv4>18.08.8.3</ipv4>
</packet>
<payload>
<url>harm.com</url>
_ : <url>illegal.com</url>
NSF-Facing Interface </payloads>
</condition>
<actions>drop</actions
</rules>
</T2NSF>




Step 1: Extractor (DFA)

High-level policy

<T2NSF>
<name>block web</name>
P . <cond>
| el <src>Son's PC</src
o ?____+ <dest>malicious</dest>
| A < fcond>
<TINSF>| |</T2NSF> <IIIIrI2;gg1:;1t:rﬂ}‘-l:»Lt:n::lcrc-iElt:tll:m‘}
v
B e Tt E R +
| middle 1 |
B e Tt E R +
| A | A | ~ .
<name>| | </name> <cond>| |</cond> <action>| |<faction> EXtraCtlon
L 1 | . 1
R + e e + o +
| extractor 1 | | middle 2 | | extractor 4 |
R + e e + o + . .
block_web | |~ block ngh-|eve| pO|ICy data
<srcrx| |</src> <dest>| |</dest:
R L A SUIEHNETG Y block_web
| extractor 2 | | extractor 3 | '
S O H Son’'s_PC
Son's_ PC malicious X X L.
S E N  malicious
Action block
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Step 2: Data Converter (1/3)

High-level policy data

U EMES block web

High-level Low-level g 2 =
e (it e e PLES{GEN M malicious
——————————————— + it s &
Rule Name | | Rule Mame | bIOCk
Fom-mmmm—— - + | The Same value | +---- - + |
| block web |-|----------"-"-------- |- block web | ]
+-----—- - + | ] +~-----—--------————————— + |
| | | Data
Source | Conversion into |  Source IPwv4 | .
Fom-mmmm—— - + | User's IP address | +------------------------- + | ConverSIOn
| Son's PC |-]-——--—----""-"""-""-——- |- [l8.9.2.1, 18.8.2.3] | |
e + | [ e e e e e e + |
I I I
Destination | Conversion into | URL Category | _ H
Fo-------- - + | malicious websites | +--------"-"""--"--""------—- + | I—OW IeveI pOIICy data
| maliciows |-|]----——-"-"-"-"-"""-""-"---- >|->| [harm.com, illegal.com] | |
A . T o SUIERNETG S block_web
Action | Conwversion into | Log Action Drop Action |
fmm e + | NSF Capability | - + Ao + | Source [1 0.0.0.1,
| block |=]|semmmemem = | -=] True | | True | |
e ——— - + | | Fmmm————— - + o ————— - + | IPV4 1 0.0.0.3]
——————————————— + ey

URL [harm.com,
@1 e[e1g"A 0 illegal.com]

Log Action True

Drop Action True



Step 2: Data Converter (2/3)

Log-keeper Web-filter DDoS Mitigation

Rule Name Rule Name

Rule Name

Source
IPv4

URL
Category

Source
IPv4

Delay Time

Source
IPv4

Log Action

Drop Action

Drop Action

Eliminate
Common Capability

Eliminate
Common Capability

!

Log Action

Delay Time

URL
Category
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Step 2: Data Converter (3/3)

Low-level policy data

HUERVET I block web

[10.0.0.1,
10.0.0.3]
URL [harm.com,
Policy o1 (=e[0]a’A 1 illegal.com] Policy
Provisioning Log Action True Provisioning
Drop Action True
Log-keeper Web-filter

U EEE block web
U ERNEN N block web Source [10.0.0.1,

Source [10.0.0.1, IPv4 10.0.0.3]

IPv4 10.0.0.3] URL [harm.com,
True e lelo1 0 illegal.com]

Drop Action True




Content
Production

Structure
Production

Step 3: Generator (CFG)

- mmmmm e m e m e m m e m e m e m e — e m—— e ———m—m————————— - —— —— +
Nn+---------- R e e I e e TP e + |
| Rule | | Source | | URL | | Drop | |l
|l Name | ] IPv4 | | Category | | Action | |l
n+----- i e e o il i et TP AT e + |
I I I I I I
oo mmmmmmmm e m e — - B ettt it

I I I I

W W W W
+------- tommmmmmm o - B ettt +ommmmmm e - +------- +
I I I I I I
I I v v I I
| | Fommm oo R + | |
| | | Packet | | Payload | | |
| | | ©Clause | | Clause | | |
| | e e e e L e e + | |
I I I I I I
I I v v I I
| | oo + | |
| | | Condition | | |
| | | Clause | | |
| | e Geeomcas + | |
I I I I I
I I v v I
| | esseososcscoecscssssas + |
| | | Rule Clause | |
| | e e e + |
I I I I
I v v I
| P e e e e e e e e e e e e e e e e e e e + |
| | I2NSF Clause | |
| e e S e e e e e L L e B + |
I I
e it e T e e T

I

Low-Level Policy

Generator Construction for Web-Filter MSF

Low-level policy data

block web

Source [10.0.0.1,
IPv4 10.0.0.3]
URL [harm.com,
@1 e[e1gA illegal.com]
True

Generation

Low-level policy

<T2NSF>
<rule-name>block web</rule-name>
<rules>
<condition>
<packet>
<ipwd=1@.8.8.1</ipvd>
<ipv4>18.8.8.3</ipvd>
</packet>
<payloads>
<url>harm.com</url>
<url>illegal .com</url>
</payload>
</conditionz
<Lactions»drop</action>>
</rules> 14

</T2NSF>
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