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Update From version-00

* Updates based on comments received on mailing list and during
IETF104 from ipsecme and TSV folks.

* IKEV2 TFS Type transform type introduced.
* Notification Status Message for indicating dont-fragment.
* Congestion Control information is now in-band, instead of using IKE.

* Congestion Control information and text changed to align with
published TCP friendly congestion control algorithmes.

* Appendix illustrating how to implement TCP friendly CC algorithm.



New IKEv2 Transform Type — TFS

* New Transform Type “TFS Type” (TBD - 67).
O — None.
1 —TFS_IPTFS_CC (congestion controlled).
2 —TFS_IPTFS_NOCC (non-congestion controlled).
» Used during Child SA establishment (SA_INIT and CREATE_CHILD_SA)



New IPTFS REQUIREMENTS Notify Message

* Sent during SA_INIT (or CHILD_CREATE) when accepting TFS
transform to indicate the sender should only aggregate and not
fragment packets.

* 1 octet of flag data.
+-+-+-+-+-+-+-+-+
le|e|e|e|e|e]e]|D]

+-+-+-+-+-+-+-+-+

* 1 bit defined — “D bit” for don’t Fragment.



IP-TFS (updated) Packet Format

T L T T L TP +

vic| Reserved | BlockOffset

LT T T Lt +
[Optional Congestion Info] :

L e +

| Data Blocks Payload ~



ESP Congestion Control Payload Format

1 2 3

©1234567890123456789012345678901
T T ik kT s e e e e e e e T e e s sl sl S e e e e A A b k&
\V|C|E] Reserved | BlockOffset |
It Ik et ot T e e e e e e B B S ok Ik Tf o T e
| RTT | Delay |
T T S T T ak ok ok r ok T (T S S S S S S A S A S
| LossEventRate |
It ok ot T ot T T e e B B S . b ot D ot s
| LastSegqNum |
It Tk it T Tt T e e A e f Ik ok Ik TF S TR
| DataBlocks ...

e e ah ik Tk b st o =

C :: Congestion Control set to 1 for this format, O for Non-CC.
E :: ECN bit were used in calculating the LossEventRate.
RTT :: Sender’s round trip time estimate in milliseconds.

Delay :: Millisecond estimate between receiver receiving LastSeqgNum, and sending this
info.

LossEventRate :: 1/LossEventRate is the receivers calculation of the current loss event rate
LastSeqNum :: The latest sequence number received by the receiver.
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TCP Friendly Congestion Control

* Update the Congestion Control section to align with RFCs
 RFC5348 - TCP Friendly Rate Control (TFRC): Protocol Specification

 RFC4342 - Profile for Datagram Congestion Control Protocol (DCCP)
Congestion Control ID 3: TCP-Friendly Rate Control (TFRC)

 RFC3168 - The Addition of Explicit Congestion Notification (ECN) to IP

* Added Appendix with directions on how to implement CC.
e Describes how to use IPTFS CC information in standard formula
. ops=1/RVIRp/3 +12vVIBp/8 p(1+32p12)
e Can be used with references RFCS to implement TCP friendly congestion
control.



Summary

* Updated based on WG comments.
* Congestion control
* Don’t Fragment

* Update based on implementation experience.
* IKEV2 Transform Type
* CC Algorithm implementation guidance.

* Ready for WG Adoption?



Questions and Comments




Backup Slides
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Key Design Points

Improve on existing IPsec (ESP + Padding) option.
* Fragment and Aggregate inner packets.

Fixed-size encapsulating packets.

Constant send rate.

Unidirectional.

Congestion Controlled and Non-CC operating modes.
Uses IPsec/ESP.

[Optional] IKEv2 Additions.

Minimize configuration required.
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Comparison Data
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Bandwidth Utilization
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Overhead Comparison in Octets
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Overhead as Percentage of Inner Packet
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Enet ESP E+ P E + P E+ P IPTFS IPTFS
any any 590 1514 9014 590 1514
38 74 74 74 74 78 78
------ e it e e R it R S

47.6% | 35.1% 6.5% 2.6% ©0.4% | 87.3% | 94.9%
77.1% | 63.4% | 20.8% 8.3% 1.4% | 87.3% | 94.9%
87.1% | 77.6% | 41.7% | 16.6% 2.8% | 87.3% | 94.9%
93.4% | 87.9% | 87.3% | 34.9% 5.9% | 87.3% | 94.9%
93.8% | 88.6% | 46.9% | 37.5% 6.4% | 87.3% | 94.9%
97.5% | 95.2% | 79.3% | 94.9% | 16.2% | 87.3% | 94.9%
97.5% | 95.3% | 81.4% | 48.8% | 16.6% | 87.3% | 94.9%
99.6% | 99.2% | 81.1% | 83.2% | 99.1% | 87.3% | 94.9%
99.6% | 99.2% | 81.4% | 83.6% | 49.8% | 87.3% | 94.9%

Bandwidth Utilization over Ethernet

IPTFS
9014




Latency

* Latency values seem very similar ESP+Pad | ESP+Pad | IP-TFS | IP-TFS
1500 9000 1500 9000
* IP-TFS values represent max

latency 7m0 N N N N
40 1.14 us 7.14 us 1.17 us 7.17 us

e |P-TFS provides for constant 128 | 1.07 us | 7.07 us | 1.10 us | 7.10 us
. . 256 0.97 us 6.97 us 1.00 us 7.00 us
hlgh bandWIdth 536 0.74 us 6.74 us 0.77 us 6.77 Us

. | t 1460 0.00 us 6.00 us 0.04 us 6.04 us
min latency 1500 | 1.20 us | 5.97 us | ©.00 us | 6.00 us

* ESP + padding often greatly
reduces available bandwidth.
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Data Blocks

1 2 3
©12345678901234567890123456789012
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| Type | IPv4, IPv6 or pad...
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-

* Version
* 0x0 for pad.
* 0x4 for IPv4.
* 0Ox6 for IPv6.
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IPv4 Data Blocks

1 2 3
©12345678901234567890123456789012
L S S P S S N N NS
| oex4 | IHL | TypeOfService | TotalLength |
L S S S N S S N N N RS
| Rest of the inner packet .
Fodt-t-dot-t-d -ttt -ttt -t-

e Version :: 0x4 for IPv4.

* Total Length :: Length of the IPv4 inner packet.
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IPv6 Data Blocks

1 2 3
©12345678901234567890123456789012
+-t-t-+-t-t-+-t-F-+-t-F-F-+-F-F-F-F-F-+-t-F-F-t-F-F-F-F-F-+-+-+-+-+

| ox6 | TrafficClass | FlowLabel |
T Tk T T T s St S S S e S S S S S . T b o oF &
| TotalLength | Rest of the inner packet ...

t-t-t-t-t-+-+-+-t-t-F-F-F-+-F-t-t-F-F-F-+-F-F-t-F-+-+-+-+-+-

e Version :: 0x6 for IPv6.

* Total Length :: Length of the IPv4 inner packet.
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Pad Data Blocks

1 2 3
©12345678901234567890123456789012
T S N N S A N N R WA R
| oxe | Padding ...
T RN AR RN VR R TR R AR

e Version :: 0x0 for Padding.

* Padding :: extends to end of the encapsulating packet.
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Related Work — IEEE

 An Ethernet TFS problem statement along with high level
requirements were presented to the 802.1 Security Task Force at
March 2019 meeting.

e http://www.ieee802.org/1/files/public/docs2019/new-fedyk-traffic-flow-
security-0219.pdf

* The group discussed complementary amendments to 802.1AE Media
Access Control (MAC) Security (MACsec) to address the requirements
and fit with existing MACsec.

* Progress on the above is anticipated in upcoming interim meetings.
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Running Code

e https://github.com/LabNConsulting/iptfs [will be present by meeting]

* Proof-of-concept code.

* I[P in UDP tunnel encapsulation.
 UDP stands in for ESP

* Implements new IP-TFS payload.
* Inner packet fragmentation and aggregation using Datablocks

* Implements Congestion Control Info Reports.
e Sent in UDP rather than IKEv2.

e Auto-adjusts send rate correctly based on congestion.

e 2 implementations (Python and C).
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