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June 2n9 Updates

1. a mechanism that allows an ITR to secure downgrade to non LISP-
SEC Map-Requests, if it wishes to do so. This is done as discussed in
the list and in Prague with Ben

2. the use of a per-message key (derived from the pre-shared secret)
to protect transport of One-Time-Key from ITR->Map-Resolver and
from Map-Server->ETR. This is consistent with the changes that are
being introduced in 6833bis for Map-Register, and with what
discussed with Ben in Prague

3. Comments posted by Med on 1/28 are addressed



Changes in ECM Authentication Data

0
01234
+—t—t—+—+—
| ECM AD
+—t—t—+—+—
|
+—t—t—t—+—

+—t—+—+—+—

+—t—+—+—+—
| Unassig
+—t—t—t—t—
~
+—t—+—+—+—
~

+—t—t—+—+—

1 2 3
567890123456789012345678901
+—t—t—t—t—t—t—t—t—t—F—t—F—t—F—t—F—t—F—t—F—+—F—+—F—+—+—+ ;Z.
Type |V| Unassigned | Requested HMAC ID

-+t —+—+—+—+—+—+—+—+—+—T—
O0TK Length (i Key ID | OTK Wrap. |
+—t—t—t—t—t—t—t—t—t—+—+— =t—t+—+—+—+—+—+—+—+— |
One-Time-Key Preamble ... I
+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+0TK-AD

..« One-Time-Key Preamble I
+—t—t—t—t—t—t—t -ttt —+—+—+ |

One-Time Key (128 bits) ~/
t—d—t—t—t—b—t— bt —f—F—f—F—f— b —F—F— b= —F—F— b —F—F—F—+ <———+
EID-AD Length | KDF ID | |

$—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+ |
@ assigned | EID HMAC ID | EID-AD
+—+—3 —t—t—t—t—t—t—t—t—t—t—F—F—F—F—F—F—F—+—+—+—+—+\ |

ned | EID mask-len | EID-AFI | ]
+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+ Rec
s

+

I
I
EID-prefix ... |
+—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—F—t—+——+—+/ |
EID HMAC ~ |
+—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—+—F—t—+—F—+—+ <———+

Figure 1: LISP-SEC ECM Authentication Data



ITR Secure Downgrade to non LISP-SEC

* allows secure downgrade to non
LISP-SEC (if the ITR chooses to
do so)

e Uses the ETR-Cant-Sign bit ‘F’
e Described in section 5.7

with the S-bit
set to 0
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| 3. All the | The Map-Server MUST send a Negative Map-Reply |
| ETRs | protected with LISP-SEC, as described in Section |
| authoritative | 5.7.2. The ETR-Cant-Sign E-bit MUST be set to 1 |
| for the EID | to signal the ITR that a non LISP-SEC Map- |
| prefix | Request might reach additional ETRs that have |
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Per-message Key to Protect OTK transport

* “OTK Encryption ID” 16-bit field in the ECM Authentication Data is
split into two 8-bit fields:
* Key ID identifies the pre-shared secret

* OTK Wrapping ID identifies the KDF used to derive the per-message OTK
encryption key AND the OTK Wrapping algorithm

* per-message OTK encryption key is derived from pre-shared secret

e described in Section 5.5

* OTK Wrap. ID identifies both the Key Wrap Algorithm as well as the Key
Derivation Function (AES-KEY-WRAP-128+HKDF-SHA256)

* consistent with how last rev of 6833bis derives per-message Map-register
authentication key



Comments Posted by Med on June 3rd

* Will be addressed in rev -19 (thanks for the detailed review Med!)



Next Steps

* Review by SECDIR



