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Lessons from Signal 
Authentication



Epoch-Level Authentication



Modified Device-to-User 
Signal Authentication



New QR-code computation:

*Session specific

*Asynchronicity in computation 



Achievable Guarantees

CD: Compromised Device
CU: Compromised User
E: Eavesdropper





Epoch-Level Authentication
Group-Level Authentication
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Entity Auth breaks under static long-term SigKey


