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Our Reaction So Far
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{Protocol Design and Socioeconomic Realities

(PBF~version)

The Internet & Web as a whole qualify as wildly successful technologies, each of which empowered by wildly
successful protocols per RFC 5218’s definition [1]. As the Internet & Web became critical infrastructure and
business platforms, most of the originally articulated design goals and features such as global reach,
permissionless innovation, accessibility etc. [5] got overshadowed by the trade-offs that they incur. For
example, global reach —intended as enabling global connectivity — can also imply global reach for
infiltration, regime change and infrastructure attacks by state actors. Permissionless innovation — motivated
by the intention to overcome the lack of innovation options in traditional telephone networks — has also led
us to permissionless surveillance and mass-manipulation-based business models that have been

characterized as detrimental from a societal perspective.
4l

Most of these developments cannot be directly ascribed to Internet technologies alone. For example, most

duser surveillance and data extraction technologies are actually based on web protocol mechanisms and

particular web protocol design decisions. While it has been documented that some of these technology and
standards developments have been motivated by particular economic interests [2], it is unclear whether

different Internet design decisions could have led to a different, “better” outcome. Fundamentally, economic
drivers in different societies (and on a global scale) cannot be controlled through technology and standards

3development alone.

This memo is thus rather focused on specific protocol design and evolution questions, specifically on the
question how technical design decisions relate to socio-economic effects, and aims at providing input for
future design discussions, leveraging experience from 50 years of Internet evolution, 30 years of Web
evolution, observations from economic realities, and from years of Future Internet research.

IP Service Model




Systems Considerations

e Suggest looking at bigger picture and starting more principled discussion
e Consolidation/Centralization
* Need a discussion without sensationalizing issues

e Technical vs. economic factors

e Control points in the network * For the user...
e Censorship by authoritarian e Applications don’t want to trust
regime bad the infrastructure
e Parental & enterprise e (Can users trust the applications?

control seems useful |
* Role of operating systems...
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