
Systems 
Considerations

Dirk Kutscher 
<ietf@dkutscher.net>

HotRFC@IETF-106

mailto:ietf@dkutscher.net


RFC 7258: 
Pervasive Monitoring 
Is an Attack

Encrypt everything!
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Our Reaction So Far



Systems Considerations
• Suggest looking at bigger picture and starting more principled discussion 

• Consolidation/Centralization


• Need a discussion without sensationalizing issues


• Technical vs. economic factors

• For the user… 

• Applications don’t want to trust 
the infrastructure


• Can users trust the applications?


• Role of operating systems…

• Control points in the network 

• Censorship by authoritarian 
regime bad


• Parental & enterprise 
control seems useful
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