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Background

Website fingerprinting: class of attacks that use metadata leakage to attack
end-user connection privacy

e Use TLS metadata to learn information about encrypted application data
e Use packet IP addresses to learn information about servers

Motivating question: are these attacks possible in practice, and if so, what can
be done?


https://dl.acm.org/citation.cfm?id=3029821&dl=ACM&coll=DL
https://irtf.org/anrw/2019/anrw2019-final44-acmpaginated.pdf
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Open Questions

|s this useful for the IRTF and IETF?
Should this work happen in PEARG?
Does the scope need to change?

Similar to draft-irtf-censorship-tech, does this need to be regularly
updated?



https://tools.ietf.org/html/draft-irtf-pearg-censorship-00

