
Dr. Iraklis Symeonidis
Post-doctoral researcher

SnT - APSIA
University of Luxembourg 

Singapore
18 November 2019

Towards a systematic analysis of threats and requirements 
for private messaging: the case of emailing and instant messaging 



Keywords

Systematic analysis Threats and requirements

Security and privacy Private messaging: email and 
instant messaging

Aim of this presentation: 
‣ Stimulate discussions for feedback on our I-D 

‣ Call for contributions
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STILL A RELEVANT PROBLEM?
PRIVATE MESSAGE: EMAIL AND INSTANT MESSAGING
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Email in numbers

Credits: oberlo.com

https://www.oberlo.com/blog/email-marketing-statistics
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Email in numbers

Credits: statista.com

https://www.statista.com/chart/1872/number-of-emails-sent-and-received-each-day/
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Instant messaging in numbers

Credits: statista.com

https://infographic.statista.com/normal/chartoftheday_13711_top_10_instant_messaging_apps_on_android_n.jpg
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Most popular IM app in every country (Android app store’17)

Credits: www.similarweb.com



DO WE HAVE A SYSTEMATIC APPROACH 
FO SECURITY AND PRIVACY CHALLENGES?

PRIVATE MESSAGE: EMAIL AND INSTANT MESSAGING



ME: Message Exchange

Email Email

Email

Sender Receiver

NetND: Networking Nodes

Security and privacy threats: running examples

‣ SMTP: No build in security ‣ MiTM attacks were trivial

Sender’s Receiver’s

Email servers 
(e.g., SMTP)
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Credits: Google

Security and privacy threats: running examples

Credits: Guardian

Snowden revelations  
2013Gmail analytics

‣ Client-server encryption ‣ Untrusted communication 
servers



Security and privacy threats: running examples 12

Synchronizing Key Server (SKS) 
‣ Signing certificates to enhance trust

Certificate poisoning (June’19):


‣ Spamming: rogue signing legitimate certificate - an increase of 
the certificate size in the Key server - no upper limit in the protocol


‣ Aim: make GnuPG/Enigmail to stop working/make also certificate 
useless (single cert:~150k signatures/cert. ~45Mb/cert)


‣ Target: Robert J. Hansen and Daniel Kahn Gillmor - contributors 
in the OpenPGP community


Credits: https://gist.github.com Credits: https://dkg.fifthhorseman.net
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Security and privacy threats: running examples

Credits: www.youtube.com

Michael Hayden 
General and former director NSA/CIA’14

Credits: panoramix-project.eu

Credits: en.wikipedia.org/

https://en.wikipedia.org/wiki/Mix_network


Information Disclosure
14

Credits: eff.org

‣ Scanning pictures before 
sending via private messaging 
systems 

‣ You cannot check the DB with 
hashes


‣ Why not that apply for text?

http://eff.org


RELATED WORK AND 
OBJECTIVES?

PRIVATE MESSAGE: EMAIL AND INSTANT MESSAGING



Related work

▸ Nik Unger, Sergej Dechand, Joseph Bonneau, Sascha Fahl, Henning Perl, Ian 
Goldberg, Matthew Smith, SoK: Secure Messaging, IEEE Symposium on 
Security and Privacy 2015: 232-249


▸ Jeremy Clark, Paul C. van Oorschot, Scott Ruoti, Kent E. Seamons, Daniel 
Zappala: Securing Email, CoRR abs/1804.07706 (2018) 2017


▸ Ksenia Ermoshina, Francesca Musiani, Harry Halpin, End-to-End Encrypted 
Messaging Protocols: An Overview, INSCI 2016: 244-254


▸ Fateme Shirazi, M Simeonovski, MR Asghar, M Backes, Claudia Diaz, A survey 
on routing in anonymous communication protocols, ACM Computing 
Surveys (CSUR) 51 (3), 39

16



State of the art
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‣ Limited categories

‣ Obsolate

‣ Only for existing apps

‣ List of apps + security 
design features



Aim of I-D
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Aim of I-D: provide methodology/guide for 

‣ Assessing existing systems

‣ Designing new private messaging systems  

Dimensions/challenges: 
‣ Technical threats: security and privacy by design

‣ User threats: backdoors

‣ As a basis for private messaging standard in a later 
face (good fit for IETF)


‣ PEARG to consider adapting this I-D as a WG item 
(suggestion)



I-D: objectives 19

‣ System model:  
‣ Entities, functionalities


‣ Adversarial model:

‣ Adversaries / adversarial type


‣ Classes of threats:

‣ Technological / user


‣ Classes of requirements

‣ Risk - assessment for selection of threats

‣ Define risk and evaluation?


‣ Primitives (crypto) to mitigate threats / minimize the risk



THREATS AND 
REQUIREMENTS?

PRIVATE EMAILING AND INSTANT MESSAGING



TE: Trust establishment

ME: Message Exchange

Email / IM Email / IM

Email / IM

Sender Receiver

NetND: Networking Nodes

System model: Email and IM
Third Party Identity, Key (e.g., OpenPGP) 

Contact Management servers 

Sender’s Receiver’s

IM server 
(e.g., XMPP)

Email servers 
(e.g., SMTP)



Adversaries and adversarial model

TE: Trust establishment

ME: Message Exchange

Email / IM Email / IM

Email / IM

Sender Receiver

NetND: Networking Nodes

Identity, Key (e.g., OpenPGP) 
Contact Management servers 

Sender’s Receiver’s

IM server 
(e.g., XMPP)

Email servers 
(e.g., SMTP)

Third Party

‣ Passive / active

‣ Internal / external



Secure and privacy enhancing emailing (challenges) 23

Security Threats Sec. Requirements Privacy Threats Privacy 
Requirements

(S)poofing Entity Authentication (L)inkability Unlinkability

(T)ampering Data Authentication (I)dentifiability Anonymity / 
Pseudonymity

(R)epudiation Non-Repudiation Non-(R)epudiation Plausible Deniability

(I)nformation 
Disclosure Confidentiality (D)etectability Undetectability / 

Unbservability

(D)enial-of-Service Availability Information (D)isclosure Confidentiality

(E)levation of Privilege Authorisation Privacy (I)nterdependence Privacy Independence

Policy and Consent

(N)oncompliance

Policy and Consent 
Compliance
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TE: Trust establishment

ME: Message Exchange

Email Email

Email

Sender Receiver

NetND: Networking Nodes

Case 1: STARTTLS and untrusted servers
Identity Management servers 

(e.g., Pks/Certificates) 
 

Sender’s Receiver’s

Email servers 
(e.g., STARTTLS)

STARTTLS: Client-server

‣ confidentiality, entity + data 

authentication

‣ Email servers: passive 
adversaries (no confidentiality)



TE: Trust establishment

ME: Message Exchange

Email / IM Email / IM

Email / IM

Sender Receiver

NetND: Networking Nodes

Case 2: S/MiME and Pk spoofing
Identity, Key servers 

 (e.g., S/MiME)

Sender’s Receiver’s
Email servers 
(e.g., S/MiME)

S/MiME: End-to-end 

‣ confidentiality, entity + data 

authentication, non-repudiation of origin

‣ Key managements servers: active 
adversaries (MiTM - no 
confidentiality)



TE: Trust establishment

ME: Message Exchange

Email / IM Email / IM

Email / IM

Sender Receiver

NetND: Networking Nodes

Case 2: Certificate poisoning and DoS
Synchronizing Key Servers (SKS) 

(WoT - OpenPGP)

Sender’s Receiver’s
Email servers

‣ SKS: No deletion or modification of a 
certificate (censorship resistant)


‣ OpenPGP: WoT - self signing certificates

Certificate Spamming Attack:  
‣ Flooding a cert with bogus sign

‣ ~150k sign/cert ~45Mb/cert

Third Party

IM server



TE: Trust establishment

ME: Message Exchange

Email / IM Email / IM

Email / IM

Sender Receiver

NetND: Networking Nodes

Case 1: Non-repudation and plausible-deniability
Identity, Key, Contact Management servers 

Sender’s Receiver’s

IM server

Email servers

OTR: End-to-end 

‣ confidentiality, entity + data authentication, 

forward secrecy, deniability
‣ Requirements can be conflicting



FUTURE DIRECTIONS?
PRIVATE EMAILING AND INSTANT MESSAGING



Future directions: other issues that can affect private messaging

▸ Usability issues:

▸ Key management (e.g., 

Openpgp)

arXiv:1510.08555'16

SOUPS'06

USENIX'99

https://arxiv.org/abs/1510.08555
https://www.usenix.org/legacy/events/sec99/full_papers/whitten/whitten.ps
https://www.usenix.org/legacy/events/sec99/full_papers/whitten/whitten.ps
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User threats: backdoors

Credits: www.theguardian.com

Credits: www.wired.com

Backdoors for wiretapping communications

Digital privacy of correspondence



Future directions: post-quantum key exchange for private messaging

Bart Preneel: 
‣ "10 years to switch to quantum resistant cryptography  
‣ Data needs to be kept confidential for 10 to 50 years,  
‣ Organizations should start planning to switch now”
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THANK YOU!

QUESTIONS?
33

iraklis.symeonidis@uni.lu
Credits: KU Leuven

mailto:iraklis.symeonidis@uni.lu

