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WOULDN’T IT BE NICE TO HAVE AN ONLINE EQUIVALENT TO CASH?

▸ Desirable properties 

▸ Withdrawals and transactions are un-linkable 

▸ Can only be created by a central authority 

▸ Performant at Internet scale
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A CAPTCHA SOLUTION

Token Blind Token

Blind Signature

Token Signature
CAPTCHA Public KeyValidate

Bypass, Cookie

Signature

Solve CAPTCHA, Blind Token

Blind Signature, Bypass, Cookie

First CAPTCHA

Second CAPTCHA

CAPTCHA Private Key
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BLINDED RSA: PUBLICLY VERIFIABLE
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VOPRF: VERIFIABLE ONLY BY THE ISSUER
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RUNNING CODE

▸ Firefox and Chrome extension 

▸ ~135,000 active users 

▸ 500K redemptions per week 

▸ All Cloudflare sites
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MORE USE CASES
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WHAT IS THE SCOPE OF THE WORK TO BE DONE?

▸ Basic Privacy Pass protocol, HTTP headers, VOPRF integration 

▸ Extensibility to support features specific to the use cases listed 

▸ A mini-working group sized amount of work?
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PROPOSED CHARTER (PAGE 1)

▸ Several applications have the need for a mechanism to be able to issue and 
redeem anonymous tokens with the following properties: 

▸ Tokens are issued in groups (groups form anonymity sets) 

▸ An issued token can be confirmed to be part of a specific group 

▸ The verifier of a token cannot link that token to a specific issuance, only its 
group
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PROPOSED CHARTER (PAGE 2)

▸ The primary goal of this working group is to 

▸ Specify a protocol that provides the mechanism listed above with the 
required security properties 

▸ Specify the use of this protocol in an HTTPS setting 

▸ It is not a goal to enable interoperability/federation of multiple token issuers 

▸ (TBD) Define a way to embed a small amount of metadata into a token that is 
only known to the issuer
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