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Fixing OAuth 2
• Avoid front channel
• Don’t assume access to web browsers
• Anticipate mobile, SPA, and other ephemeral clients
• Learn from OAuth 2’s vast deployment
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Goals of XYZ
• Take advantage of today’s technologies
• Allow rich resource requests
• Allow flexibility with interaction modes
• Allow flexibility with key presentation
• Allow OAuth 2 use cases but don’t repeat it exactly
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Polymorphic JSON
• Values can be of different types
– “foo”: “bar”
– “foo”: true
– “foo”: [“bar”, “baz”]
– “foo”: {“bar”: “baz”}
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Philosophy of XYZ
• Simple and common use cases should be easy
– Especially for client developers

• Extension points need to be clearly described
• Every element has a clear model and representation
• Close ties to underlying systems (HTTP, JSON)
• It’s only real if it’s implemented
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Status
• Implementations in Java and Node.js
– Redirect client
– User code client
– AS (transaction, interaction, and user code)
– Several signing methods (JWS-D, DPoP, PoP, Cavage)

• ID in datatracker
• More full writeup on project website
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7



@
justin _ _ richer

https://bspk.io/

Start a Transaction

Here’s who I am and what I want...
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Proving Key Posession
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Maybe we can already 
issue an access token
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Or:
“I need to talk to the user”
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Interaction: Redirect With Callback
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Connect the legs of the triangle
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Interaction: User Code
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Interaction: Scannable Code
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Access Tokens
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Handles
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Identity
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Mapping concepts to OAuth 2
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Mapping to OAuth2

client_id
client_secret

client_assertion
dpop
mtls

scope

refresh_token

PCT (UMA)

id_token
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key_handle
display_handle

key proofing

resource_handle

transaction handle

user_handle
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Mapping to OAuth2

{
"display": "client_id"
"resources": ["scope1", "scope2"], 
"key": "client_id"

}
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Porting to/from OAuth 2
• PAR + RAR + JAR + JARM
• DPoP + PoP + HTTPSig + MTLS
• Auth Code, Device, Exchange, Refresh, Assertion, 

CIBA, OB/FAPI, Client Credentials, and UMA flows
• PKCE + State + Nonce
• This is unwieldy at best…
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