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Trusted Path Routing

Trusted 

Topology

Regular 

Traffic 

• Trusted Topology dynamically maintained based on Attestation Results

• Sensitive flows bypass insecure / potentially compromised network devices

• Boot integrity not verified
• Actively exhibits Indicators of Compromise
• Software isn’t patched
• Doesn’t have hardware cryptoprocessor
• Currently unattested
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Routers / Switches

Profile Interface Specification

RATS Language

Relationship to other RATS drafts

draft-ietf-rats-tpm-based-network-

device-attest

• Use case

• Operational prerequisites

• Call flow

• Evidence evaluation

draft-ietf-rats-architecture

• Terminology

• Topological models

• Timing definitions
draft-ietf-rats-yang-tpm-charra
• YANG definitions & RPCs for Attester

Defines operational pre-requisites for

draft-voit-rats-trustworthy-path-routing

• Trustworthiness Vector 

• Stamped Passport definition

draft-birkholz-rats-network-device-subscription

• Provably fresh events

• RFC-8639 based YANG subscriptions

Attestation Evidence via Telemetry

Peer Router Appraisal

draft-birkholz-rats-

reference-interaction-

model

• Interaction models

Enables WG discussion 

via shared context

Improved reaction speed (Optional)
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Trustworthiness Level

An assertion from a Verifier that is externally actionable:

• These could also be encoded as EAT

• Does the WG want to standardize Appraisal Results & encodings?
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Problem? Device compromisedChecks Clean

TimeBoot Time Time

Trustworthiness Vector

• One to Many Trustworthiness Levels assigned during an appraisal cycle.  

boot-verified
identity-verified

file-repudiated

hw-authentic

hw-verification-fail
boot-verified

identity-verified
hw-authentic

• Verifier signs Vector and pushes to Router at each appraisal  

Verifier
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time(x)

nonce y-

time(y)

replicate
through 

IGP
Verifier

Attested Topology

Global Routing

Trustworthiness
Vector locally 

Appraises
‘ok’ Evidence x-

Evidence x

Signed 
Attestation 
Results x+

Trusted Path Routing
• Link adjacencies added to Trusted Topology based on latest appraisal

• Existing routing protocol distribution
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Trusted Path Routing

include <boot-integrity>

include <boot-integrity>
exclude <trustworthiness-fail>

Regular Traffic 

• Custom Trusted Topologies can be dynamically maintained 
based on Attestation Results
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• Does the WG want to standardize Appraisal 
Results & encodings?

• Definition of EAP payload

• Is there WG interest in progression and eventual 
adoption?

Next


