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System Goals

e |nvestigate BMP capabilities in the context of a MPLS VPN L3 lab network
e Build end-to-end pipeline

e Correlation on VPN level and in time between control (BMP) and forwarding plane (IPFIX)
o  Enable root cause analysis, (real time) performance monitoring



Border Gateway Protocol (BGP)

P beere Border Gateway Protocol - UPDATE Message

Adj-RIB-In Pre Adj-RIB-In Pre Marker: fIffffffffffffffffffffffffffffff
Length: 79
v Type: UPDATE Message (2)
Peer A Peer B withdrawn Routes Length: 0
In Policy In Policy Total Path Attribute Length: 51
~ Path attributes
» Path Attribute - ORIGIN: IGP
Peer A Peer B » Path Attribute - AS_PATH: 65539 65536 65537
Adj-RIB-In Post Adj-RIB-In Post » Path Attribute - NEXT_HOP: 192.0.2.171
» Path Attribute - COMMUNITIES: 64496:299 64496:1001
~ Network Layer Reachability Information (NLRI)
» 203.0.113.252/31

Decision Process

RIB Entry: Prefix with attached attributes
Loc-RIB
Peer C Peer D
Adj-RIB-Out Pre Adj-RIB-Out Pre

Peer C Peer D
Out Policy, Out Policy

Peer C Peer D
Adj-RIB-Out Post Adj-RIB-Out Post




Peer A
Adj-RIB-In Pre

Peer A
In Policy

Peer A
Adj-RIB-In Post

Decision Process

Peer B
Adj-RIB-In Pre

Peer B
In Policy

Peer B
Adj-RIB-In Post

Loc-RIB

v

Peer C
Adj-RIB-Out Pre

Peer C
Out Policy

Peer C
Adj-RIB-Out Post

v

Peer D
Adj-RIB-Out Pre

Peer D
Out Policy

Peer D
Adj-RIB-Out Post

BGP Monitoring Protocol (BMP)

Access to Adj-RIB-In [RFC 7854]

Enabled use cases:
=+ Access to incoming BGP updates



BGP Monitoring Protocol (BMP)

Peer A
Adj-RIB-In Pre

Peer A
In Policy

Peer A
Adj-RIB-In Post

Decision Process

Peer B

Adj-RIB-In Pre

Peer B
In Policy

Peer B

Adj-RIB-In Post

Loc-RIB

Peer C
Adj-RIB-Out Pre

Peer C
Out Policy

Peer C
Adj-RIB-Out Post

Peer D
Adj-RIB-Out Pre

Peer D
Out Policy

Peer D
Adj-RIB-Out Post

Access to Adj-RIB-In [RFC 7854]
Access to Adj-RIB-Out [RFC 8671]

Enabled use cases:
=+ Access to outgoing BGP updates



BGP Monitoring Protocol (BMP)

Peer A
Adj-RIB-In Pre

Peer A
In Policy
Peer A
Adj-RIB-In Post

Peer B
Adj-RIB-In Pre

Peer B
In Policy

Peer B
Adj-RIB-In Post

e Access to Adj-RIB-In [RFC 7854]
e Access to Adj-RIB-Out [RFC 8671]
e Access to Loc-RIB [draft]

Decision Process

Peer C
Adj-RIB-Out Pre

Enabled use cases:
= Access to BGP updates installed in local

Peer D R | B
Adj-RIB-Out Pre

Loc-RIB

Peer C
Out Policy

Peer C
Adj-RIB-Out Post

Peer D
Out Policy

Peer D
Adj-RIB-Out Post




BGP Monitoring Protocol (BMP)

Peer A
Adj-RIB-In Pre

Peer A
In Policy

Peer A
Adj-RIB-In Post

Peer B
Adj-RIB-In Pre

Peer B
In Policy

Peer B
Adj-RIB-In Post

Access to Adj-RIB-In [RFC 7854]
Access to Adj-RIB-Out [RFC 8671]
Access to Loc-RIB [draft]

Route Monitoring Path Marking [draft]

fit
i

Decision Process

C—
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Enabled use cases:
= Access to how BGP updates are installed

Peer C
Adj-RIB-Out Pre

Peer C
Out Policy

il
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Peer C
Adj-RIB-Out Post

Peer D
Adj-RIB-Out Pre

Peer D
Out Policy

Peer D
Adj-RIB-Out Post

in the local RIB



BGP Monitoring Protocol (BMP)

Peer A
Adj-RIB-In Pre

Peer A
In Policy

Peer A
Adj-RIB-In Post

Peer B
Adj-RIB-In Pre

Peer B
In Policy

Peer B
Adj-RIB-In Post

——"

Peer C
Adj-RIB-Out Pre

Peer C
Out Policy

Loc-RIB

Peer C
Adj-RIB-Out Post

Peer D
Adj-RIB-Out Pre

Peer D
Out Policy

Peer D
Adj-RIB-Out Post

Access to Adj-RIB-In [RFC 7854]
Access to Adj-RIB-Out [RFC 8671]
Access to Loc-RIB [draft]

Route Monitoring Path Marking [draft]
Route Policy and Attr. Tracing [draft]

Enabled use cases:
= Information about triggered route
policies



Lab Network Type

MPLS/BGP IP Virtual Private Networks [RFC 4364]

Common architecture for ISPs: Enabling multiple VPNs over same physical infrastructure

Entities: Customer Edge (CE), Provider Edge (PE), Provider Core (P)

Virtual routing and forwarding (VRF) instances per VPN to isolate routing tables

New address family: VPNv4/6 (Route Distinguisher + IPv4/6, e.g., 0:64499:6:203.0.113.10/32)
N

AN J

Y Y
RD IPv4/6




BGP/MPLS IP VPN Lab Networ

ietf-internal (Collector)

AS65536
ipf-2bl1843.r-daisy.52 (ARIASBR)

MGMT: 10.215.184.5:

Lo: 198.51.100.52 o

MGMT: 10.212.252.10

& katka

192.0.2.0/25 (VLAN 500)

Ospirent

daisy-11 (PE) daisy-12 (PE) daisy-13 (PE) daisy-14 (PE)

FETT

ipf.2bl1843-r-daisy.61 (PE)
MGMT: 10.215.184.61
Lo: 198.51.100.61

161
VRF-A10, RD64499:11

VRF-B10, RD 64499:41
VRF-C10,RD 64499:71 |

ipf-zbl1843-r-daisy-53 éCE)
MGMT: 10.215.184.53

203.0.113.252

203.0.113.253

Cspirent

Ospirent

Ospirent

| VRF-A10, 64497:1, 64499:10, 203.0.113.10/32
VRF-B10, 64497:2, 64499:40, 203.0.113.40/32

| VRF-A10, 64497:1, 64499:11, 203.0.113.11/32 |
VRF-B10, 64497:2, 64499:41, 203.0.113.41/32

I VRF-A10, 64497:1, 64499:12, 203.0.113.12/32
VRF-B10, 64497:2, 64499:42, 203.0.113.42/32

l [ VRF-A10, 64497:1, 64499:13, 203.0.113.13/32
VRF-B10, 64497:2, 64499:43, 203.0.113.43/32

| 64497:1, 64499:14, 203.0.113.14/32

64497:2, 64499:44, 203.0.113.44/32

l VRF-C10, 64997:3, 64499:70, 203.0.113.70/32

VRF-C10,64997:3, 64499:71, 203.0.113.71/32

VRF-C10, 64997:3, 64499:72, 203.0.113.72/32

l VRF-C10, 64997:3, 64499:73, 203.0.113.73/32

64997:3, 64499:74, 203.0.113.74/32

‘ VRF-A20, 64497:1, 64499:20, 203.0.113.20/32
VRF-B20, 64497:2, 64499:50, 203.0.113.50/32

VRF-C20, 64997:3, 64499:80, 203.0.113.80/32

I VRF-A20, 64497:1, 64499:21, 203.0.113.21/32

VRF-B20, 64497:2, 64499:51, 203.0.113.51/32

VRF-C20,64997:3, 64499:81, 203.0.113.81/32

| VRF-A20, 64497:1, 64499:22, 203.0.113.22/32
VRF-B20, 64497:2, 64499:52, 203.0.113.52/32

VRF-C20, 64997:3, 64499:82, 203.0.113.82/32

‘ VRF-A20, 64497:1, 64499:23, 203.0.113.23/32
VRF-B20, 64497:2, 64499:53, 203.0.113.53/32

VRF-C20, 64997:3, 64499:83, 203.0.113.83/32

l 64497:1, 64499:24, 203.0.113.24/32

64497:2, 64499:54, 203.0.113.54/32

‘ 64997:3, 64499:84, 203.0.113.84/32

l VRF-A30, 64497:1, 64499:30, 203.0.113.30/32
VRF-B30, 64497:2, 64499:60, 203.0.113.60/32

VRF-C30, 64997:3, 64499:90, 203.0.113.90/32

| | VRF-A30, 64497:1, 64499:31, 203.0.113.31/32

| VRF-A30, 64497:1, 64499:32, 203.0.113.32/32

| ‘ VRF-A30, 64497:1, 64499:33, 203.0.113.33/32 |

l 64497:1, 64499:34, 203.0.113.34/32 ’

VRF-B30, 64497:2, 64499:61, 203.0.113.61/32

VRF-C30,64997:3, 64499:91, 203.0.113.91/32

VRF-B30, 64497:2, 64499:62, 203.0.113.62/32

VRF-C30, 64997:3, 64499:92, 203.0.113.92/32

VRF-B30, 64497:2, 64499:63, 203.0.113.63/32
VRF-C30, 64997

64499:93, 203.0.113.93/32

64497:2, 64499:64, 203.0.113.64/32

‘ 64997:3, 64499:94, 203.0.113.94/32

ipf-zbl1843-r-daisy-62 (PE) ipf-zbl1843-r-daisy-71 (PE) |p| -7bl1843-r-daisy-72 (PE) ipf-zbl 1843 r—da.sy -81 (PE) ipf-zbl1843-r-daisy-82 (PE)
61 AS65537 MG 0.215.184.62 .62 AS65538 MGMT: 10.215.184.71 71 AS65539 IGMT: 10.215.184.72 MGMT: 10.215.184.81 .81 AS65541 MGMT: 10.215.184.8:
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VRF-A10, RD 64499:12 VRF-A20, RD 64499:21 VRF-A20, RD 64499:22 = VRF-A30, RD 64499:31 VRF-A30, RD 64499:32 .
VRF-B10, RD 64499:42 \ VRF-B20, RD 64499:51 VRF-B20, RD 64499:52 VRF-B30, RD 64499:61 VRF-B30, RD 64499:62
| VRF-C10, RD 64499:72 VRF-C20, RD 64499:81 VRF-C20, RD 6449982 VRF-C30, RD 6449991 VRF-C30, RD 64499:92
192.0.2.128/25 (VLAN 501-509)
ipf-zbl1843-r-daisy-54 (CE) ipf-zbl1843-r-daisy-55 (CE) Pzl 1843-r-daisy-56 (CE) ipf-zbl1843-r-daisy-51 (CE)
MGMT: 10.215.184.54 AN 1021578456 AT 1091515456 T 0518 84 55
153 154 155 156
AS65000 AS65000 AS65000 AS65000 AS65000
203.0.113.254 203.0.113.248 203.0.113.250 % @ 203.0.113.244 203.0.113246
Cisco Cisco " Juniper
CSR1000V XRv9000 Frrouting MX5
203.0.113.255 203.0.113.249 203.0.113.251 203.0.113245 203.0.113.247

Link Network between PE and CE

A10, 501, 192.0.11.x, 2001:DB8:11:::
A20, 502, 192.0.12.x, 2001:DB8:12:
A30, 503, .0.13.. 3
B10, 504, 192.0.21.x, 2001:DB8:21

C30509 192.0. 33)( 2001:DB8:33:
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End-to-end Pipeline Design: Export & Collection

BGP/IP

BGP/IP

\

Router

A
BGP/IP

\

Router

BMP/IPFIX

BMP/IPFIX

?ollector
pmacct)

BMP/IPFIX

\Which RIBs?

Which address familes?

Collect IPFIX and BMP
=+ correlate & enrich

1



End-to-end Pipeline Design: Processing & Storage

Split BMP into
separate message types
Router \
A BMP/IPFIX >
BGP/IP -
 /
Kafka > Druid
BMP
BGP/IP Router BMP/IPFIX ollector |—————— >
pmacct)
IPFIX
> >
A
BGP/IP
\ 4
BMP/IPFIX
Router . . X X
High-performance message Time-series, column-oriented
broker. database




End-to-end Pipeline Design: Visualization

Router
7Y BMP/IPFIX >
BGP/IP >
\/
Kafka > Druid
BMP Druid API i
BGP/IP Router BMBIEFIE ollector > > 2] Nodeds  |gSoCKetio f  Web
pmacct) Front-end
IPFIX | |
A
BGP/IP
\ /
BMP/IPFIX . g
Handle requests Interactive Ul with filters
Router between front-end and and resulting graphs
Druid/Routers
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Visualization/Web Front End

Goals
O

O

Support exploratory and real time queries for Route Monitoring, Peering, Route Policy
Correlation on VPN level and in time between control- and forwarding-plane
=+ Make cause and effect visible across planes

Peering Route Monitor Route Policy &
b -4 Attr. Tracing ~

Real Time
Control Plane Data Plane
Std. Community: 6449711 v Std. Community 64497:1 v
RIB Selection: Pre-policy Adj-RIB-In v Peer Src IP 192.0.2.53 v
Initialize: 2020-10-25T10:00:00.000Z Start: 2020-10-25T10:00:00.000Z
Start: 2020-10-25T10:00:00.000Z End: 2020-10-25T11:00:00.000Z
End: 2020-10-25T11:00:00.000Z Confirm

Confirm ;l /_,

14



Visualization: Example Query (1)

“For VPN A, show me the Adj-RIB-In Pre-Policy and its correlation to the forwarding plane before
and after enabling an interface on a VPN level’”

198.51.100.52
<) s>
<prefixes>
198.51.100.61

198.51.100.62

[KB/s]
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100+

0
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0635

06:35

06:40

06:40

06:45
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0650

06:50 06555

0655 07PM 0705

198,51.100.52
< XES>
<prefixes>
198.51.100.61

198.51.100.62

[KB/s]

8007

700

600

500

4004

300+

200

100

06:35 06:40 06:45 06:50 06:55

AMMANWNY — FINNNANANAAAAR

1
06:’5 06:35 06:40 06:45 06:50 06:55 07PM  07:05

Removing Interface

Re-enabling Interface
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Current Message:

{
"__time": 1600767085000,
"bmp_router": "192.0.2.52",

Prefixes (Peer IP -~ BGP Nexthop)
198.51.100.61 —~ 198.51.100.62
203.0.113.10/32

198.51.100.62 — 198.51.100.61
203.0.113.10/32

198.51.100.52
<prefixes> <prefixes>
198.51.100.81
198.51.100.71
<prefixes>  <prefixes>
prefies>  <prefixés> <prefixes>  <prefixes>
1085140061 198:51:100.62
<prefixes> <prefixes>
<prefixes>  <prefixes> <prefixes>  <prefixes>
198.51.100.72 198.51.100.82

Adj-RIB-Out

Visualization: Example Query (2

“For re-enabled prefix X on VPN A, show a live view of Adj-RIB-Out and all triggered route policies”

Current Message:

( I
"__time": 1600793428000,
"bmp_router": "192.0.2.53",

Additional Information:
Policy Class: Inbound policy
Match: 1

Permit: 1

Diff: 0

Route Policy:
<rpc-reply message-id="113" I
xmins="urn:ietf:params:xml:ns:netconf:base:1.0">

RP-A10-IP-IN
RP-A30:IP-OUT
192.0:2.153
19202153 o iy
198.51:100.52 198.51:100.52 192.022.182
102,061 192,0:2.62 REAME:
o.o,o.oRP S— 0.0:0: 192.0.2:182
192.0:2.153 %2.0-2-153 192.0,2.53
198.51:100.52, 198.51:100.52 SR
.51:100. .51:100.! RP-A30-IP-IN
P-ATEOUT, 192.0:2.181

192,0:2.161

VPN_OUT 192.0:2.161 RP-A30-IP-OUT

192.02.162 192.012.171 192.0:2.172
RP-A10-IP-IN 192.0:2.162 192.0/2.171 192.0:2\.72
RP-A10-IP-OUT
RP-A10:IP-OUT RP-A20-IP-OUT

RP-A20-IP-OUT

Route Policies AR s AP AZIPN .
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