LAKE related topics at IETF 109

— COSE WG (Monday) — ACE WG (Wednesday)
— draft-mattsson-cose-cbor-cert-compress — draft-selander-ace-ake-authz
— CBOR encoding of X-509 certificates — TTP-assisted authorization
— Identification of CBOR certs: c5t, c5u, ... — Authorization information in
EDHOC Auxiliary Data
— CORE WG (Tuesday)
— draft-palombini-core-oscore-edhoc) — draft-selander-ace-coap-est-oscore
— Combining OSCORE and EDHOC — EST payloads protected with OSCORE

— CBOR encoding of CSR
— [discussion] (Friday)

— Rekeying and forward secrecy for OSCORE — [charter discussion]
— Authorized access to RPK


https://tools.ietf.org/html/draft-mattsson-cose-cbor-cert-compress
https://tools.ietf.org/html/draft-palombini-core-oscore-edhoc
https://tools.ietf.org/html/draft-selander-ace-ake-authz
https://tools.ietf.org/html/draft-selander-ace-coap-est-oscore

Example

lake-edhoc

o) , oy
.\(\Q’ ‘0\(\
Device © Authenticator/CA o
N\ S\
ot \M (\(’ A\
)
______________________ L,

I I B . T T T TTTs=s= ===
|
I message_1 (AD_1 = Voucher info) : >
| |
| <€ | €
: message_2 (AD_2 = Voucher) : ace-ake-authz
N s L
| (!
| POST /sen 1
: message_3 payload = CBOR CSR : :
P [ (T 1

I

G ——————————————— I

I

I

I

2.04 payload = {_CBOR cert. / ref.-:

COSE-CbOI’-C@I’t—COm,DI’ESS

— Mutual authentication, mutual authorization & certificate enrolment in 2 round-trips
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