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OPC UA: Secure by Design Industrial Communication

OPC UA Specification
https: //opcfoundation. org/
developer-tools/

specifications-unified- -architecture

e OPC UA: comparably new industrial communication protocol

» Secure by design
» Prime candidate for communication in the Industry 4.0 and lloT

® Control of productions via the Internet

» Extensive configuration required

e Official OPC UA security configuration recommendations

? Are Internet-facing OPC UA deployments configured securely?

OPC UA as key example for deployments using secure-by-design protocols
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Measurement Methodology & Found Deployments

e Active Internet measurements (weekly over 7 months)
» TCP SYN scan via zmap on port 4840
» Application layer scan (retrieval of security configurations and payload data)

® Extension of zgrab2, available on ! github.com/COMSYS/zgrab2
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Measurement
? Are these Internet-facing OPC UA servers configured securely?
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Deficient Security Configurations

Security Mode

1/4 of all found deployments neglect
OPC UAs benefits
do not offer communication security at all

Security Policy Authentication

1/4 of deployments offering security use
deprecated policies
still based on SHA-1

44% of deployments do not implement
access control

everybody on the Internet can access servers

1/4 of all servers classifiable as
production systems
as per mounted namespaces

only 1.4% of servers enforce usage of
secure policies
as recommended by OPC Foundation

~30% of servers use certificates being too

weak for announced policies . . . e
impacts communication security o Simply deploying a secure protocol is not sufficient
Massive certificate reuse detected i i ?
Manufacturer claimed: distributors/operators B CE0] SEDCETeIEE help : Thank
do not read/understand the product manual you

WA\ | Dataset available online: for our
@ doi.org/10.18154/RWTH-2020-09197 y

attention!
Q Scanner source code:
github.com/COMSY S/zgrab2
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