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Signature
Validation
Token
History

Swedish government funded research
project for Archiviable electronic
signatures

Adopted by the Swedish Agency for
Digital Government (DIGG)

Developed as open source
Refined and implemented for eduSign

Approaching the IETF for standardization




Goal

Simple solution for
validating signatures in
a distant future




Important requirements

Predictable outcome of future signature validation

Avoid cascading evidence collection

Avoid size explosion

Avoid repeated storage of large common validation data

Easy to implement

Evidence renewal without significant increase of complexity

Fast verification

Off-line : Possibility to validate without access to external on-line services

Compatible with current document parsers and signature validation software.




Running Code - |n production

eduSign

eduSign - secure digital signature and validation

o Access through
2 edulD Sweden

Access through another institution

To sign

This service can be used to upload and sign PDF documents or XML documents. This is done easily by
performing the following steps:

1. Upload documents to sign

2. Agree to sign

3. Identify yourself with the appropriate SWAMID electronic ID
4. Download signed document

For more information read further here .
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Signature
validation
requires
supporting
evidence

* While signature certificate is valid:

Is certificate revoked? And if revoked:
* When was certificate revoked?
* Was signature created before revocation time?

 After certificate expires:

A time when the signature existed
The validity status at that time

* When algorithms are no longer trusted:

A time when the signature existed

The validity status at that time

The data that was signed (and the signature that signed it)
The certificates used to validate the signature

[Results from prior validations]




The R number for evidence reproduction

(When each supporting evidence requires more than one new supporting evidence)
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Claim

Complexity of long-term
signature validation is
greatly reduced if we can
limit the number of
supporting evidence and
the evidence R number.




IN FACT....




We can reduce it to
one piece of external
evidence




Signature Validation Token

Signature

Signed attributes




SVT JWT Calims

Simple
compact
format

"aud" : "http://example.com/audiencel",
"iss" : "https://swedenconnect.se/validator",
"iat" : 1584703056,
"jti" : "45d4£765d11981f7f0c304615ad9491",
"sig_val claims" : {
"sig" < [ {
"sig_val" : [ {
"msg" : "Passed basic signature validation",
"res" : "PASSED",
"pol" : "http://id.swedenconnect.se/svt/sigval-policy/chain/01"
} 1
"sig_ref" : {
"sig_hash" : "mCOReA...Vqdw==",
"sb_hash" : "DNn...aXg=="
}s
"signer cert_ref" : {
"ref" : [ "fIdr...UnoA=="],
"type" : "chain_hash"
¥s
"sig data ref" : [ {
"ref" : "0 74697 79699 37821",
"hash" : "qmljbB...5ihujvw=="

i1

"time_val" : [ ]
1
"Ver" : YII‘ON’

"profile" : "PDF",
"hash_algo" : "http://www.w3.0rg/2001/04/xmlenc#sha512"
H



XML SVT example (ECDSA with SHA512

<ds:Object>
<ds:SignatureProperties>
<ds:SignatureProperty Target="#1d-563bcba6778d22b568533aaa4d464e35">
<svt:SignatureValidationToken xmlns:svt="http://id.swedenconnect.se/svt/1.0/sigprop/ns">
eyJraWQiOiJPZW5JKzQzNEpoYnZmRG50Z21ZcLzhyT3hHNOZrdnlgYUtWSmEWcU1GOlhvaFZoQWU1Zks4YW5vdjFINjg4cjdLYmEFsK2Z2cGFIMWNo4aWJInNTIJRONkxUFE9PST
SINR5cCI6IkpXVCISIMFsZyI6I1JTNTEYINO.eyJhdWQiOiJodHRWOlwvXCO1leGFtcGx1LmNvhbVwvYXVkaWvVuY2UxIiwiaXNzIjoiaHROCHM6XCIcL3N3ZWR1bmNvbm51Y3
Quc2VcL3ZhbGlkYXRvciIsImlhdCIOMTYWNTESOTgyMCwianRpIjoiZjI2MjQ4ANWRhNWY3MjMxZjUzZT1iNzhiNJRiMzI1ZGYiLCIzaWdfdmFsX2NsYWltcyIbeyJzaWciO
1t7ImvV4dCIebnVsbCwic21nX3ZhbCI6W3sibXNnIjoiT0siLCJI1eHQiOm51bGwsIndlcyI6I1RBUINFRCIsINBVbCI6ImhOdHAGXCIcL21kLnN3ZWR1bmNvbm51Y3Quc2Ve
L3N2dFwvc21lndmFsLXBvbGljeVwvdHMtcGtpeFwvMDEL fVOsInNpZ19yZWYiOnsic21nX2hhc2gi0iJ3XC9jSVALb3NBWNRKTFArS2IxaGMSWWZEY1QzY11PULhIckFmYUZ
TUEhmaEZFeFVvTUZ3NEsSOYUJXT3BZZVhpMTNOZUOCTONzSG9GaEtiOCtToHPpFNVEOPSIsImlkIjoiaWQENTYzYmNiYTY3NzhkMjJiNTY4NTMzYWFhNGQONJRIMzUiLCJzY1
90YXNoIjoic3c20UpzNVZDVijU3YmhkTEPp4Q2d5cnhOMnZChokEFDNkY4Z1wvcHISAWRZRDAXUFNMM3pOWE ZmOFFOCENXM] VUbDNyNDd6UNRCSNBCdO0drdjNOULJjcmVnPTO1f
Swic2lnbmVyX2NlcnRfcmVmIjp7IndlZiI6WyJIsQTVsMjV1IK29KVXd1lbT1av2hZUnQ5alklT11KaVB4NEFaa0EzUTdOMz10ejcxdlpiaCtEaG1KUWRIS1g3TGVNWEPQWV14
WHQzRUSMT29SQ27ZXQWc4dz09TiwiXCOUT1h2Z2FdcL3ZVYzdDaE1FMjk3azdmUm5TdzA5V1pLNk81bGdoTGImdXpxMWxDSk4 5T2pQ0Q7 1VXCIOTbWRt S1dFMXpZZDROM3FXZ29
STzExelhcLl1Z0aitnPT0iLCI1aEJrK2VWY3A5bzZcL2VGS2ZNQzQyWTJ4V3dOZndpcVwvdELSQ1hTSk9aY2J4RUFxeDVVMHRQUW4 1bUd1TWEFOKOcwZHkzQORMa1dDSUAYTE
ZjUzhFQIRRPT01XSwidH1wZSI6ImNoYWluX2hhc2gifSwic21nX2RhdGFfcmVmIjpbeyJyZWYi0iIiLCJoYXNoIjoiRmNHCEISPZ jhpbGNQADIxRORKMMNHbkxHRHhSUZVON
3N2TTRhcHAYSDOxZERFTGOyQ3pj ZVRZMDJUZGVKZ 1dgaW50bVEzNzZJbFhUTO0FyMzF5e116c2c9PSJ9LHsicmVmIjoiI3hhZGVzLTglY2I2MjczOTMzZDOxY zIJmZWU40DYy
ZDJImMZFO5MmNkIiwiaGFzaCI6I1l1GZ3hwckhTTmhETJQ2MULlzS) 1RM3plVEYxMmNaaFdrbFFXSmdKMGL4TFI50DNNVMVSOEL rUFByRVwvT11ETOVueWtNUOFPNHI yRHRVbmh
3011PalgxUT09In1dLCJ0aWl1X3ZhbCI6W119XSwiZXh0IjpudWxsLCJI2ZXI1i01iIxLJAILCIwcmImaWxlIjoiWEIMIiwiaGFzaFOhbGdvIjoiaHROcDpcLlwvd3d3LnczLm
9yZ1wvMjAWMVWVMDRCL3htbGVuYyNzaGEIMTIifX0.sH273Hi-bluCSf8RFeduslfF1lkt] GKRBf1DkFKqZvOM-O-cudp4IiCUHH-XF3H1WSO1-VgxXxhRxFBg6nJG WxUI4f
ahHoSO0I gYDrsahbQ7ZJviWl7xeVwRhAJ 1b 2o0xed4ocEpsO0P-e8xP4A4rWFLIbxTS5PCZUD18FtI9280arM pVGPE4AYGT1sHELLMzAbk6f-WAzhoaXyLMMzQV3xQVI uy7qT0-
hVIgKqObUWzu t1ZiLBF5YzHV bNdaJ 1BJpmdKsVK0Joss997-7ez87UwzOCqT-AvrbmCDEvEFwIgKlIv GoVMPimHW1SqRE2z0etAkg b2-SuUNkAJo6yVZRBZAC3QQ2R
XYNPI5STuilH-M6VIl-yck-Z2I12sSPY4fnd4vxVIdTAs7 a4 kARNBGrpp2Zpnm9i9 wq9FGTIFAXdFJ8NaOP3BiuYJpW fHr81UjgDjfOrkZHcw3JoX-J S8RcRHBG6AKUm84
Na2g-eBH72MSts-5mOl1iwHFC6xki 6
</svt:SignaturevValidationToken>
</ds:SignatureProperty>
</ds:SignatureProperties>
</ds:0bject>



Validate Signature Validation Process

Traditional
Signature
validation

Validate signature against
document and signer certificate

Cert validity checking
Validate certificate Time =

sSVT Verify
Signature * Integrity of signed document
validation * Integrity of signature Conclude validity of signer
* Integrity of signer certificate certificate and signature

Conclude validity of signer
certificate and signature




Implementation profiles for
PDF, XML, JWS, ...

PDF Document

Signature

Context _ Certificates

Signature

Context ﬁ Certificates

Document timestamp

XML Document

Signature

context ﬁ Certificates
I

Signature

context Certificates

JWS Document
Protected Headers

Certificates context

Unprotected Headers




Resources

e Current drafts:
* https://datatracker.ietf.org/doc/draft-santesson-svt/
* https://datatracker.ietf.org/doc/draft-santesson-svt-pdf/
* https://datatracker.ietf.org/doc/draft-santesson-svt-xml/

* |ETF Draft development
e https://github.com/swedenconnect/IETF-SVT

* Open Source

e Basic SVT library:
* https://github.com/idsec-solutions/sig-validation-svt

* Basic library for issuing SVT and signature validation with SVT (Java):
e https://github.com/idsec-solutions/sig-validation-base

* Test SVT issuing validation service
* https://sandbox.swedenconnect.se/sigval/
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Why IETF?

* Based on the IETF JWT format

* Can support IETF signature formats (CMS, JWS, ...)
* No other standards organization is doing this

* |ETF has done similar work in the past

* |tis averyimportant subject. Archival of signed electronic documents provide
huge cost savings with greatly improved performance.

* We think LAMPS could be a suitable home for this work.




Questions




