
Benchmarking Methodology for 
Network Security Device 

Performance



Highlights of changes

• Over 70 comments and suggestions received

• Significant number were clarifications and grammatical changes

• Changed target of draft from Next Generation Firewalls to Network 
Security Devices

• This draft supersedes RFC 3511

• Under test bed setup (section 4) referenced section 3 of RFC 6815

• Clarified security features definitions contained in Section 4.2, Table 3

• Significant rewrite of Section 6.3 – Benchmarks and KPIs – goal to 
clarify and eliminate any ambiguities  - used RFC 2647 definitions 
where applicable



Highlights of changes

• Test cases 7.1 through 7.9 intent unchanged
• Any changes made were for clarity

• Added verbiage to section 8 – IANA Considerations

• Added RFCs 2544, 4733 and 6815 to section 12.2 – Informative 
References

• Added Appendix B – DUT/SUT Classification
• Previously in section 4 – moved as per suggestion



Thank you!!!

• Thank you to all from the BMWG that took the time to review

• This was a significant effort by a lot of people

• Your input was very helpful

• Next steps??


