draft-ietf-lamps-header-protection

Daniel Kahn Gillmor
Bernie Hoeneisen

Alexey Melnikov

IETF 110 / LAMPS



lamps-header-protection-03

* Describes two schemes of header protection:
- Wrapped Message (S/MIME 3.1+)

- Injected Headers (draft-autocrypt, aka “memory
hole”)

* How to compose them

— For encrypted messages, Header Confidentiality
Policy
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lamps-header-protection-03
(administrivia)

* dkg picks up lead editor role from Bernie

* Document editing workflow now at
https://gitlab.com/dkg/lamps-header-protection
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https://gitlab.com/dkg/lamps-header-protection

Only need to consider the

Two Header Protection Schemes

Cryptographic Payload...

Wrapped Message

[..Cryptographic Envelope..]
A message/rfc822
(forwarded=no)

B multipart/alternative
C text/plain
D text/html

Injected Headers

[..Cryptographic Envelope..]

D multipart/alternative
(protected-headers=v1)

E text/plain

F text/html

[..Cryptographic Envelope..]
G multipart/mixed
(protected-headers=v1)

H text/plain [legacy display]
(protected-headers=v1)

multipart/alternative
text/plain

K text/html

aH
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Header Confidentiality Policy

When composing an encrypted message with header
brotection, how should the outside header be formed,
pased on the inside header?

HCP is defined as a function in pseudocode:

- hcp(name, val_in) -» val_out
(If val_out is null, the header name will be omitted)

Communications tool for MUA implementers and
researchers to describe their plans to each other. 5120



Default HCP recommendation?

hcp_minimal(nhame, val_in): hcp_strong(name, val_in):
if name is 'Subject': eh = ['"From', 'To',
return '[...]" 'Cc', 'Date']
else: 1f name in eh:
return val_in return val_in
elif name = 'Subject':
return '[...]"'
elif name = 'Message-ID':
return new_message_1id()
else:
return null

Deliverability, Server-side threading... Confidentiality, Metadata surveillance, ...
There are other possible HCPs... 6/20



Test Vectors

https://header-protection.cmrg.net
imap://bob@header-protection.cmrg.net
Already evaluated with Geary
...and Thunderbird

Please point your MUA at these
samples, and report!

* Legacy as well as full
implementations

* Reports to spasm@ietf.org or gitlab

B Inbox
CJ) Get Messages v # Write

v 2 bob@smime.example
9 Inbox (13)

~ [ Local Folders
] Trash
B9 Outbox

()

&
CJchat {2 Address Book | © Tag ~ | ¥ Quick Filter Search <Ctrl+K> =
& | A %% B © 0 Filter these messages <Ctrl+Shift+K>
ok [ e @ Subject Correspondents Date v B
g e smime-one-part-wrapped Alice 2/20/21, 1...
(17— smime-multipart-wrapp... Alice 2/20/21, 1...
o smime-one-part-injected Alice 2/20/21, 1...
° smime-multipart-injected Alice 2/20/21, 1...
B e [...] Alice 2/20/21, 1...
° [...] Alice 2/20/21, 1...
[...] Alice 2/20/21, 10...
(a N - r 1 N - EWL TN -

© Reply | - Forward | & Archive | @ Junk || i Delete | More v

From Alice =alice@smime.example=>+y
Subject [...]
To Mesy

Subject: smime-enc-signed-injected-minimal-legacy

This is the smime-enc-signed-injected-minimal-legacy message.

This is a encrypted and signed S/MIME message using PKCS#7
envelopedData around signedData. It uses the Injected Headers header
protection scheme with the hcp _minimal Header Confidentiality Policy
with a "Legacy Display" part.

Alice

2/20/21, 10:10 AM
S/MIME & £

Unread: 13 Total: 14
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https://header-protection.cmrg.net/
mailto:spasm@ietf.org

Help with test vectors!

and not the only MUAs. Can you test?
Why doesn’t multipart/signed Wrapped Message validate?
Generate and send test vectors through live mailservers
What else should we evaluate?

Messages are all simple text/plain. Need multipart/alternative?
Attachments?

HCP tests (minimal v. strong)
— Threading?
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Next Steps

Include test vectors in -04

Guidance for receiving side

Guidance for replying
Select a recommended scheme for generation

Select a recommendation for default HCP
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Choosing a scheme for message
composition

HP Scheme Recipient MUA Capabilities
Evaluation Legacy (no crypto) Legacy (with crypto) Fully Implemented
render reply render reply render reply
Signed-only
(multipart/signed) BRC oo
" G
C v o
S o &b
O g‘ 8 Signed-only| unreadable unreadable ood 0od
v 5 8 (pkes7 signedData)l  message message 8 &
S 2=
Q- o
he dabl dabl
: unreadable unreadable
Signed & encrypted JE— JE— good good
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’1 Geary 3.38.1
- (Legacy, Non-Crypto)

Configuration

ssssssssssssssssss
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Geary 3.38.1
(Legacy, Non-Crypto)

Multipart/Signed render

bob@smi... = bob@smi...
& Inbox (17) & Inbox (17)

~ bob@smime.example ~ bob@smime.example

& Inbox Alice alice@smime.example Alice alice@smime.example Feb 20 P oW
& outbox smime-multipart-wrapped & outbox smime-multipart-injected
To: Bob bob@smime.example 0: Bob bob@smime.example

This is the smime-multipart-injected message.

Alice alice@smime.example This is a signed-only S/MIME message via PKCS#7 detached signature
smime-multipart-wrapped (multipart/signed). It uses the Injected Headers header protection
To: Bob bob@smime.example scheme.

This is the smime-multipart-wrapped message. ;‘;h:e

alice nim n
This is a signed-only S/MIME message via PKCS#7 detached signature smime-one-part-injected - o
(multipart/signed). It uses the Wrapped Message header protection
scheme.

smime.p7s
PKCS#7 Signature (2.24 KB)
Alice Yesterday

smime-one-part-wrapped Alice

y [ o
ple -multipart- =) &

alice(

mim i

m

smime-multipart-wrapped.eml smime.p7s N
Alice email message (495 bytes) PKCS#7 Signature (2.24 KB) Alice Yesterday
smime-multipart-wri [...]

=+

Wrapped Message Injected Headers
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Geary 3.38.1 =
(Legacy, Non-Crypto) .

Multipart/Signed reply

bob@smi...
& Inbox (17)

~ bob@smime.example

bob@smi...
& Inbox (17)

~ bob@smime.example

& Inbox
& <
& outbox Cancel Alice <alice@smime.example>

& Inbe
& outbox Cancel Alice <alice@smime.example>

On Sat, Feb 20, 2021 at 10:05, Alice <alice@smime.example> wrote: On Sat, Feb 20, 2021 at 10:07, Alice <alice@smime.example> wrote:

Alice Yesterday
smime-one-part-wrapped

a a a = §E i 2= =€ | A | Sans Serif
= 2

Alice - M

smime-multipart-wr
6 | o (AL Press Backspace to delete quote

-

This is the smime-multipart-injected message.

This is a signed-only S/MIME message via PKCS#7 detached signature
(multipart/signed). It uses the Injected Headers header protection
scheme.

Alice
alice@smime.example

Alice Yesterday

a T~ s a a|a | = [ £ | ¥ | =| A|| samsseif v | | T~
==
Alice Yesterday
® a : smime-one-part-wrapped 6 | o QR % Press Backspace to delete quote ad g :

Wrapped Message

Injected Headers
13/20



Thunderbird 78.8.0
(Legacy, Crypto-capable)

Configuration

[ Account Settings

i . .
v ® bob@smime.example Server Settlngs

Server Type: IMAP Mail Server

Copies & Folders — =
Server Name:‘ header-protection.cmrg.net ‘Eorl:‘ 143 E”Default: 143

Composition & Addressing
. User Name: ‘ bob

Junk Settings - —‘

Synchronization & Storage

End-To-End Encryption Security Settings

Return Receipts Connection security: STARTTLS

v (3 Local Folders
. Authentication method: ~ Normal password
Junk Settings
Disk Space
i Server Settings

Outgoing Server (SMTP) -
<Ry |v/| Check for new messages at startup

|Z\ Check for new messages every‘ 10 El‘ minutes

|Z\ Allow immediate server notifications when new messages arrive

When | delete a message:
(@) Move it to this folder: £ Choose Folder... v

Account Actions ¥ () Just mark it as deleted

| Remove it immediately
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Thunderbird 78.8.0
(Legacy, Crypto-capable)

Multipart/Signed render

& Inbox

CJGet Messages ~ # Write CJChat {&]Address Book ‘ © Tag v | ¥ Quick Filter £ Search <Ctrl+K>

& Inbox

CJGet Messages ~ # Write CJChat {&]Address Book ‘ © Tag v | ¥ Quick Filter £ Search <Ctrl+K>

v G2 bob@smime.example ¢ R &% @ © 0 © Filter these messages <Ctrl+Shift+K> v G2 bob@smime.example | ¢ R &% @ © 0 © Filter these messages <Ctrl+Shift+K>
& Inbox {13) Tk [ e @ Subject Correspondents Date v B &3 Inbox (13) Tk [ e @ Subject Correspondents Date v B
v B Local Folders ° smime-enc-signed Alice 2/20/21, 1.. v B Local Folders ° smime-enc-signed Alice 2/20/21, L.
W Trash o e smime-one-part-wrapped  Alice 2/20/21, W Trash o e smime-one-part-wrapped  Alice 2/20/21, 1
Qutbox . smime-multipart-wrapped Alice 2/20/21, 10.. Qutbox ° smime-multipart-wrapp... Alice 2/20/21, 1.
° smime-one-part-injected Alice 2/20/21, ° smime-one-part-injected Alice 2/20/21, 1
° smime-multipart-injected Alice 2/20/21, . smime-multipart-injected Alice 2/20/21, 10...
L e [...] Alice 2/20/21, L e [...] Alice 2j20/21, 1
° [...] Alice 2/20/21, 1 e [...] Alice 2/20/21, 1
© Reply | - Forward | & Archive | @ Junk T Delete | More v © Reply | - Forward | & Archive | @ Junk T Delete | More v
From Alice <alice@smime.example> ¢y From Alice <alice@smime.example> ¢y
Subject smime-multipart-wrapped 2/20/21, 10:05 AM Subject smime-multipart-injected 2/20/21, 10:07 AM
To Mety S/MIME § To Mety S/MIME O
This is the smime-multipart-injected message.
This is a signed-only S/MIME message via PKCS#7 detached signature
Subject: smime-multipart-wrapped (multipart/signed). It uses the Injected Headers header protection
From: Alice <alice@smime.example> schene.
Date: 2/20/21, 10:05 AM
To: Bob <bob@smime.example>
This is the smime-multipart-wrapped message.
This is a signed-only S/MIME message via PKCS#7 detached signature
(multipart/signed)}. It uses the Wrapped Message header protection
scheme.
> [ 1 attachment: smime-multipart-wrapped.eml 495 bytes [ save \v
) Unread: 13 Total: 14 ) Unread: 13 Total: 14
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Thunderbird 78.8.0
(Legacy, Crypto-capable)

Multipart/Signed reply

- Ele Edit View |Insert Format Options Tools Help

4 send ‘ Ao Spelling v @ Security v () Save v U Attach |v 4 send ‘ Ao Spelling ~ @ Security v~ [ Save v [0 Attach '~

From Bob <bob@smime.example> bob@s... ~ | Cc Bcc » From Bob <bob@smime.example> bob@s... ~ | Cc Bcc  »
To | Alice <alice@smime.example> To | Alice <alice@smime.example>

Subject  Re: smime-multipart-wrapped Subject | Re: smime-one-part-injected

| Paragraph | | Variable Width B ANA[A  paragraph v | | Variable width vEANAA

On 2/20/21 10:05 AM, Alice wrote: On 2/20/21 10:06 AM, Alice wrote:

This is the smime-one-part-injected message.

This is a signed-only S/MIME message via PKCS#7 signedData. It uses
the Injected Headers header protection scheme.

16/20
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Thunderbird 78.8.0
(Legacy, Crypto-capable)

Signed (SMIME signedData) render

& Inbox

CJGet Messages ~ # Write CJChat {&]Address Book ‘ © Tag v | ¥ Quick Filter £ Search <Ctrl+K>

& Inbox

CJGet Messages ~ # Write CJChat {&]Address Book ‘ © Tag v | ¥ Quick Filter £ Search <Ctrl+K>

v G2 bob@smime.example ¢ R &% @ © 0 © Filter these messages <Ctrl+Shift+K> v G2 bob@smime.example | ¢ R &% @ © 0 © Filter these messages <Ctrl+Shift+K>
& Inbox {13) Tk [ e @ Subject Correspondents Date v B &3 Inbox (13) Tk [ e @ Subject Correspondents Date v B
v B Local Folders ° smime-enc-signed Alice 2/20/21, L. v B Local Folders ° smime-enc-signed Alice 2/20/21, L.
T Trash [/ smime-one-part-wrapped Alice 2/20/21, 10... T Trash U e smime-one-part-wrapped Alice 2/20/21, 1.
Qutbox ° smime-multipart-wrapp... Alice 2/20/21, 1 Outbox ° smime-multipart-wrapp... Alice 2/20/21, 1
° smime-one-part-injected Alice 2/20/21, . smime-one-part-injected Alice 2/20/21, 10...
° smime-multipart-injected Alice 2/20/21, ° smime-multipart-injected Alice 2/20/21, 1
L e [...] Alice 2/20/21, L e [...] Alice 2j20/21, 1
° [...] Alice 2/20/21, 1 e [...] Alice 2/20/21, 1
© Reply | - Forward | & Archive | @ Junk T Delete | More v © Reply | - Forward | & Archive | @ Junk T Delete | More v
From Alice <alice@smime.example> ¢y From Alice <alice@smime.example> ¢y
Subject smime-one-part-wrapped 2/20/21, 10:04 AM Subject smime-one-part-injected 2/20/21, 10:06 AM
To Mety S/MIME O To Mety S/MIME O
This is the smime-one-part-injected message.
emimeen o This is a signed-only S/MIME message via PKCS#7 signedData. It uses
Subject: smime-one-part-wrapped the Injected Headers header protection scheme.
From: Alice <alice@smime.example> -
Date: 2/20/21, 10:04 AM Alice
To: Bob <bob@smime.example> E
This is the smime-one-part-wrapped message.
This is a signed-only S/MIME message via PKCS#7 signedData. It uses
the Wrapped Message header protection scheme.
> [ 1 attachment: smime-one-part-wrapped.eml 465 bytes [ save \v
) Unread: 13 Total: 14 ) Unread: 13 Total: 14

Wrapped Message Injected Headers
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Thunderbird 78.8.0
(Legacy, Crypto-capable)

Signed (SMIME signedData) reply

File Edit View |nsert Format Options Tools Help
< send ‘ A, Spelling ~ @ Security ~ [ Save v [ Attach ~
From Bob <bob@smime.example> bob@s... Bcc ¥
To | Alice <alice@smime.example>

Subject Re: smime-one-part-wrapped

| Paragraph v | Variable Width v E AT A A

On 2/20/21 10:04 AM, Alice wrote:
1

Wrapped Message

Ele Edit View |Insert Format Options Tools Help
4 send ‘ Ao Spelling ~ @ Security v~ [ Save v [0 Attach '~
From Bob <bob@smime.example> bob@s... ~ | Cc Bcc »
To | Alice <alice@smime.example>

Subject | Re: smime-one-part-injected

| Paragraph v | | Variable Width v B A A

On 2/20/21 10:06 AM, Alice wrote:

This is the smime-one-part-injected message.

This is a signed-only S/MIME message via PKCS#7 signedData. It uses
the Injected Headers header protection scheme.

: 18/20
Injected Headers



Thunderbird 78.8.0
(Legacy, Crypto-capable)

Encrypted + Signed render

&3 Inbox
QGet Messages v ¢ Write [QChat [@Address Book | ®Tag v [ ¥ Quick Filter | Search <Ctrl+K>

v G bob@smime.cxample ¢ | [ ¢ @ © O
& Inbox (13)

Filter these messages <Ctrl+Shift+K>
kD Subject Correspondents
v B Local Folders i art-wrapped ice
W Trash ® smime-multipart-wrapp...
£ Outbox i rt-injected 2/20/21, 1.
i 2/20/21, 1.
212021, 10.

 Reply || » Forward || & Archive || & junk | @ Delete || More v
m Alice <alice@smime.example> ¢
2/20/21, 10:08 AM

S/MIME & O

Subject: smime-enc-signed-wrapped-minimal
From: Alice <alice@smime.example>

Date: 2/20/21, 10:08 AM

To: Bob <bob@smime.example>

This is the smime-enc-signed-wrapped-nininal message.
This is a encrypted and signed S/IME message using PKCSH7

envelopeddata around signeddata. It uses the Wrapped Message header

protection schene with the hcp_minimal Header Confidentiality Policy.

attachment: smime-enc-signed-wrapped-minimal.eml 578 bytes Dsave |v
“ Unread: 13 Total: 14

Wrapped Message

3 Inbox
QGet Messages v # Write Ichat {@lAddress Book | OTag v [WQUIKFilter] | ©Search <Ctri+K>

vl bob@smime.example & | n ¢ @ ©
© Inbox (13) subject
smime-one-part-wrapped

smime-multipart-wrapp...

€3 Outbox smime-one-part-injected

i rt-injected

Filter these messages <Ctrl+Shift +K>

Correspondents v
e 2/20/21, 1...

© Reply || » Forward || & Archive || & junk || @ Delete || More v
From Alice <alice@smime.example> ¢y
1 2120721, 10:09 AM

To Mety S/MIME & &

This is the smine-enc-signed-injected-nininal message.

This is a encrypted and signed S/MIME message using PKCS#7
envelopedData around signeddata. It uses the Injected Headers headar
protection scheme with the hcp mininal Header Confidentiality Policy.

Alice
alice

“ Unread: 13 Total: 14

Injected Headers
w/o Legacy Display

6 Inbox

QPGet Messages v 4 Write CJChat

v G bob@smime.example ¢ |
& Inbox (13) "

B Local Folders 0
W Trash [
£9 Outbox

@ Address Book | ®Tag v | ¥ Quick Filter
w @ o 0

o Subject Correspondents Date
smime-one-part-wrapped  Alice 2/20/21, 1.
smime-multipart-wrapp...  Ali 2/20/21, 1.
smime-one-part-injected 2/20/21, 1.

e-multipart-injected e 2/20/21, 1.
2/20/21, 1.
2/20/21, 1.
2/20721, 10,

 Reply || » Forward || & Archive || & junk | @ Delete || More v

Search <Ctrl+K>

Filter these messages <Ctri+Shift+K>

From Alice <alice@smime.example> ¢y

-1 2/20/21, 10:10 AM

To Mey S/MIME g, O

Subject: smine-enc-signed-injected-nininal-legacy

This is the smime-enc-signed-injected-mininal-legacy message

This is a encrypted and signed
envelopeddata around signeddat:
protection

S/MIME message using PKCS#7
3. It uses the Injected Headers header
schene with the hcp_minimal Header Confidentiality Policy

with a "Legacy Display” part

Alice

Injected
w/ Legac

Unread: 13 Total: 14

eaders
Display
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Thunderbird 78.8.0
(Legacy, Crypto-capable)

Encrypted + Signed reply

File Edit View Insert Format Options Tools Help

FEile Edit View |Insert Format Options Tocls Help
0 Attach ~

FEile Edit View |Insert Format Options Tocls Help
A Send | A Spelling ~ @ Security ~ [ Save v

A Send ‘ Ay Spelling ~ @ Security ~ [ Save v () Attach |~

A Send ‘ Ay Spelling ~ @ Security ~ [ Save v
From Bob <bob@smime.example> bob@s.. From Bob <bob@smime.example> bob@s.. Cc Bcc » From Bob <bob@smime.example> bob@s.. Cc Bce »
To | Alice <alice@smime.example> To | Alice <alice@smime.example> To | Alice <alice@smime.example>
Subject |Re:[...] Subject |Re:[...] Subject |Re:[...]
Paragraph ~ | | Variable Width v A AT A A Paragraph ~ | | Variable Width v A AT A A Paragraph ~ | Variable Width v A AT A A

On 2/20/21 10:08 AM, Alice wrote: On 2/20/21 10:09 AM, Alice wrote: On 2/20/21 10:10 AM, Alice wrote:

1
This is the smime-enc-signed-injected-minimal message. Subject: smime-enc-signed-injected-minimal-legacy

This is a encrypted and signed S/MIME message using PKCS#7
envelopedData around signedData. It uses the Injected Headers header [
protection scheme with the hcp_minimal Header Confidentiality Policy.

This is the smime-enc-signed-injected-minimal-legacy message.

This is a encrypted and signed S/MIME message using PKCS#7
envelopedData around signedData. It uses the Injected Headers header
protection scheme with the hcp minimal Header Confidentiality Policy

with a "Legacy Display" part.

SMIME O & S/MIME O &

SMIME O &
20/20

Wrapped Message Injected Headers w/o Legacy Display Injected Headers w/ Legacy Display



