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Metadata properties

Both client (C) and server (S) may have public and private metadata
Underlying constructions exist with differing metadata support

e VOPRE protocol does not permit any public metadata
e PMBToken protocol permits a single server private metadata bit
e PrivateStats and AT with Public Metadata permit arbitrary public metadata

|deally tokens are bound to different metadata:

tokens = F(C priv, C pub, S priv, S pub)



https://cfrg.github.io/draft-irtf-cfrg-voprf/draft-irtf-cfrg-voprf.html
https://eprint.iacr.org/2020/072
https://research.fb.com/wp-content/uploads/2021/01/PrivateStats-De-Identified-Authenticated-Logging-at-Scale_final.pdf
https://eprint.iacr.org/2021/203
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Questions

Should the API support arbitrary client and server metadata, and if so, how?

Should metadata limits be imposed by protocol, underlying cryptographic
construction, or both?

e PMBTokens permit only a single private bit
e PrivateStats and AT permit arbitrary many public bits

What sort of guidance should the protocol or architecture give about the metadata
limits?



