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Abstract

RFC 9012 defines an MPLS Label Stack sub-TLV for Tunnel Encapsulation
Attribute, and specifies that it is to be pushed BEFORE other labels.
This document clarifies the use case for that, defines a new Tunnel
Label Stack sub-TLV for a label stack to be pushed AFTER other labels
(e.g., the label embedded in the NLRI for a labeled address family,
and/or the stack in an MPLS Label Stack sub-TLV), and defines two new
Segment sub-TLVs to encode a segment list in a compact format.
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1. Traffic Steering after Tunnel Endpoint

[RFC9012] defines an MPLS Label Stack sub-TLV for Tunnel
Encapsulation Attribute and specifies that:

"If a packet is to be sent through the tunnel identified in a
particular TLV, and if that TLV contains an MPLS Label Stack sub-TLV,
then the label stack appearing in the sub-TLV MUST be pushed onto the
packet before any other labels are pushed onto the packet."

Specifically, the label stack in the sub-TLV is to be pushed BEFORE
any other labels are pushed. This may sound counter-intuitive, in
that if a label stack (e.g. for Segment Routing) is to be used to
steer traffic to the tunnel endpoint, the stack should be pushed
AFTER other labels (e.g. the label embedded in the NLRI).

This document clarifies that it is NOT for steering traffic to but

for steering AFTER the tunnel endpoint. Consider the following use
case:
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controller

sitel -——— PEl ———————— PE2 ——— site2

Two sites are connected to two PEs respectively, and traffic steering
is desired within each site not Jjust among the PEs. While PE2 could
push the label stack used for steering within site2, there may be
situations where PE2 is not a device capable of pushing a large label
stack so PEl is tasked with pushing the label stack that is used
after the tunnel end point PE2, within site2.

2. Traffic Steering to the Tunnel Endpoint

Notice that in the above example, it may be desired that PE2 or the
controller wants PEl to send service traffic to PE2 via a specific
path through the underlay network. The path may be an Segment
Routing path either as a pre—-installed SR Policy tunnel in the Tunnel
Encapsulation Attribute (TEA), or as a label stack encoded in an MPLS
tunnel in the TEA of the service routes that PEl receives. There are
different use cases for the two approaches - many TEAs could
reference a common SR Policy that has been pre-installed via means in
[I-D.ietf-idr-segment-routing-te-policy], or a TEA can simply specify
an ad-hoc label statck without having to have an SR policy pre-
installed.

In this case, PEl needs to impose the label stack AFTER it imposes
other labels like service labels or the labels for traffic steering
at site2 after the traffic arrives at PE2. Obviously, a new sub-TLV
is needed to encode the label stack for steering traffic to the
tunnel endpoint, as the existing MPLS Label Stack sub-TLV is for
steering after traffic reaches the tunnel endpoint.

Notice that, if the routes are advertised by PE2 and received by many
other PEs, the path identified in the TEA needs to be a partial path
that are closer to PE2 (so that all ingress PEs can still use that
path). Otherwise, the more appropriate use case is when the routes
are advertised from the controller - whether the routes are for
unicast or for programming a multicast replication branch on a router
where the downstream node for that branch needs to be reached via a
specific path [I-D.ietf-pim-sr-p2mp-policy].

2.1. Tunnel Label Stack sub-TLV
This document defines a new Tunnel Label Stack sub-TLV for that
purpose. It has exactly the same syntax as the existing MPLS Label

Stack sub-TLV. Section 3.6 of [RFC9012] applies to this new sub-TLV,
with the following differences:
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* A new tunnel type will be allocated by IANA
* The label stack MUST be imposed AFTER other labels are pushed.

Both the existing MPLS Label Stack sub-TLV and the new Tunnel Label
Stack sub-TLV MAY be present in a tunnel TLV.

2.2. SR Policy Tunnel

In [I-D.ietf-idr-segment-routing-te-policy], an SR Policy tunnel type
is specified to be used in a TEA attached to an NLRI of SR Policy
SAFTI.

The SR Policy SAFI is used to install an SR Policy to a node,
specifying all applicable properties of that policy like policy name,
candidate path, segment list, etc.. After the policy is installed, it
can be used to steer traffic into the tunnel.

For the use case mentioned earlier, where a tunnel in a TEA for a
service route (that is not of the SR Policy SAFI) needs to follow a
particular SR path defined in an SR policy that has been pre-
installed via an SR Policy SAFI NLRI, the service route’s TEA can
include an SR Policy tunnel, which MUST only include a policy name
sub-TLV, and a receiving router uses the policy name to resolve a
pre—-installed SR policy.

In other words, the SR Policy tunnel in
[I-D.ietf-idr-segment-routing-te-policy] is used to install the
policy, while the SR Policy tunnel in this document is for
referencing a pre-installed policy. 1In this version of the document,
the same SR Policy tunnel type is used (though only the policy name
and nothing else is included), but we could specify a new tunnel type
instead depending on WG consensus.

3. Compact Segment List

Section 2.4.4 of [I-D.ietf-idr-segment-routing-te-policy] specifies a
Segment List sub-TLV that is optional in a tunnel TLV. It encodes a

segment list in an SR Policy tunnel, containing zero or more Segment

sub-TLVs.

Each Segment sub-TLV specifies a segment of various types defined in
Section 4 of [RFC9256]. For example, if a segment list is a 10-label
stack, then the Segment List sub-TLV for it has 10 sub-TLVs, each
being a Type A Segment as defined in 2.4.4.2.1 of
[I-D.ietf-idr-segment-routing-te-policy]:

Zhang & Hares Expires 10 August 2023 [Page 4]



Internet-Draft Label stacks in TEA February 2023

3.

1.

0 1 2 3
0123456789 01234567890123456789¢01
t—t—t—t—t—t—t—t—t—t—t—t—F—F—t—Ft—Ft—F—F—F—F—F—F—F—F—F—F—F—+—+—+—+—+

| Type |  Length | Flags |  RESERVED

bttt —t—t—t—t—t—t—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—+—+—+—+—+
| Label | Tc |s] TTL |
t—t—t—t—t—F—F—t—F—F—F—t—F—F—F—t—F—F—F—F—t—F—F—F—t—F—F—F——F—F+—+—+

It is clear that this is not efficient on-the-wire encoding format,
and it involves additional encoding/decoding processing.

To address this inefficiency, this document specifies two new types
of Segment sub-TLVs, each encoding a label stack or an SRv6 SID list
respectively. A new segment type may be added in a future revision
to encode a compressed SRv6 SID list.

Note that, while each new type is called a Segment sub-TLV in a

Segment List sub-TLV, it actually encodes a segment list (a label
stack or an SRv6 SID list). A Segment List sub-TLV MAY have a mixed
Segment sub-TLVs of any types, e.g., a Type A segment that encodes
one label and another new segment type that encodes a label stack.
The actual segment list is a concatenation of all the labels in this
example.

Segment Type L
The Type L Segment Sub-TLV encodes multiple SR-MPLS SIDs. The format
is as follows and is used to encode MPLS Label fields as specified in

[RFC3032] [RFC5462]:

0 1 2 3
01234567890123456789012345678901

t—t—t—t—t—t—t—t—t—t—t—t—F—F—t—Ft—Ft—F—F—F—F—F—F—F—F—F—F—F—+—+—+—+—+
| Type TBD1 |  Length | Flags |  RESERVED |
bttt —t—t—t—t—t—t—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—+—+—+—+—+
| Label | Tc |s] TTL //
Fot—t—t—F—t—F—t—F—t—F—t—F—t—F—t—F—t—F—t—F—t—F—t—F—t—F—t—F —t—F—+—F
// Repeated Label Entries

t—t—t—t—t—t—t—t—t—t—t—t—F—F—t—Ft—Ft—F—F—F—F—F—F—F—F—F—F—F—+—+—+—+—+

The Type TBD1 is to be assigned by IANA from the "SR Policy Segment
List Sub-TLVs" under the "BGP Tunnel Encapsulation" registry.

The Length value is (4 * number of labels + 2).

Other fields are as defined in 2.4.4.2.1 of

[I-D.ietf-idr-segment-routing-te-policy].
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3.2. Segment Type M

The Type M Segment Sub-TLV encodes multiple SRv6 SIDs with optional
SRv6 Endpoint Behavior and SID Structure:

0 1 2 3
01234567890123456789012345678901
Fot—t bttt — ottt —F—t—t—F—F—F—t—t—F—F—+—+

| Type TBD2 | Length | Flags | RESERVED |
t—t—t—t—t—t—t—t—t—t—t—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—+—+—+—+—+
// SRv6 SID (16 octets) //
t—t—t—t—t—F—F—t—F—F—Ft—t—F—F—F—t—F—F—F—F—t—F—F—F—t—F—F—F—+—F—F+—+—+
// Repeated SRv6 SIDs //
F—t—t—t—t—t—t—t—t -ttt —t—F—t—F—t—F—t—F—t—F—t—F —t =t~ =t~ =+ —+—+
// SRv6 Endpoint Behavior and SID Structure (optional) //

F—t—t—t—F—t—F—t—F—t—F—t—F—t—F—t—F—t—F—t—F—t—F—t—F—t—F——F—+—F—+—+

The Type TBD2 is to be assigned by IANA from the "SR Policy Segment
List Sub-TLVs" under the "BGP Tunnel Encapsulation" registry.

The Length value is (16 * number of SIDs + 2) when SRv6 Endpoint
Behavior and SID Structure is not present. If it is present, the

Length value is increased by 8.

Other fields are as defined in 2.4.4.2.2 of
[I-D.ietf-idr-segment-routing-te-policy].

4., Security Considerations
This document does not introduce any new security issues besides what
is already discussed in RFC9012 and
[I-D.ietf-idr-segment-routing-te-policy].

5. IANA Assignments
IANA is requested to assign a new sub-TLV type for "Tunnel Label
Stack" from "BGP Tunnel Encapsulation Attribute Sub-TLVs" registry,
in the 07127 range.
IANA is requested to assign two new sub-TLV types from the "SR Policy
Segment List Sub-TLVs" under the "BGP Tunnel Encapsulation" registry,
for Type L and Type M segments respectively.
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