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TL;DR

• Specifies how a client can perform a single authorization against an 
Authorized Domain Name, and then request multiple certificates for 
identifiers in the Domain Namespace subordinate to that ADN 
without having to perform any authorizations per subordinate 
identifier
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Changes in draft-05 since IETF110 / draft-04

• Reordered some sections and clarified examples

• Closer terminology alignment with CA/B
• Domain Namespace: The set of all possible Domain Names that are 

subordinate to a single node in the Domain Name System
(and maybe we could go further with terminology alignment in the draft..)

• Pre-Authorization Handling
• Mechanism for client to specify it wants to preauthorize for the Domain 

Namespace subordinate to an identifier

• New Order Handling
• Mechanism for client to specify the Domain Namespace it controls that 

contains the identifier it wants a certificate for
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Protocol Enhancements
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newAuthz Payload

The client wants to pre-authorize 
the Domain Namespace under the 
specified identifier “example.org”

newOrder Payload

The client wants a cert for the identifier 
“foo.bar.example.org” and indicates that it has DNS 
control over the Domain Namespace “example.org”

The server may issue a challenge for any identifier 
between “foo.bar.example.org” and “example.org”

Authorization Object

Similar to the “wildcard” field, “domainNamespace” 
indicates if this authorization covers the full Domain 
Namespace subordinate to the identifier
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“ready”,    



Next steps

• draft-05 review of newAuthz, newOrder handling

• Adoption?
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