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Constrained Voucher
BRSKI uses EST, HTTP and TLS

This draft proposes
• constrained voucher additions to voucher and use of SIDs
• Extends coap-est draft with BRSKI extensions to EST
• CoAP, CBOR, CMS, and COSE
                 to support voucher transport for constrained devices 

EST: Enrollment over Secure Transport                                      
BRSKI: Bootstrapping of Remote Secure Key Infrastructures    
SID:  YANG Schema Item iDentifier   

COSE: CBOR Signing and Encryption  (RFC 8152)
CMS: Cryptographic message Syntax (RFC 5652)
CBOR: Concise Binary Object Representation (RFC 7049)
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https://www.ietf.org/rfcdiff?url1=draft-ietf-anima-constrained-voucher-10&url2=https://raw.githubusercontent.com/anima-wg/constrained-voucher/master/constrained-voucher-13.txt
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Name of the module: 
ietf-voucher-constrained
ietf-constrained-voucher  ->
ietf-voucher-constrained

ietf-constrained-voucher-request  ->  
ietf-voucher-request-constrained

No effect on running code
Because they are all encoded

Using SID values

https://github.com/anima-wg/constrained-voucher/pull/127
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Directorate Reviews
● Russ Housley GENART early review
–Missing Security Considerations, pointed out some things
–https://mailarchive.ietf.org/arch/msg/anima/87S9oAHrhRxMI03lRiutpClQRVc/

● Daniele Franke SECDIR early review
–https://mailarchive.ietf.org/arch/msg/anima/UAGFHLMRmJ4cboyk4ONrhcdDfPo/
–Issues #124, #125, #126.  
●About curve issue (#126), slide in Hackathon efforts coming

● Henk Birkholz IOTDIR early review
–https://mailarchive.ietf.org/arch/msg/anima/EY4w20fWC5zYYly5JweHT1t5g8k/
–Issues #132 to #141

● Media Types Review and Early Allocation Request
– Carsten corrected sections 12.5, media types registry
– We forgot to do early allocation for TBD3, had used value of 

65502 in previous interop attempts (2019 era)
–

https://mailarchive.ietf.org/arch/msg/anima/87S9oAHrhRxMI03lRiutpClQRVc/
https://mailarchive.ietf.org/arch/msg/anima/UAGFHLMRmJ4cboyk4ONrhcdDfPo/
https://mailarchive.ietf.org/arch/msg/anima/EY4w20fWC5zYYly5JweHT1t5g8k/
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Dependent upon CORE WG drafts
- now in IESG review
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Hackathon Results
● IETF111 Hackathon July 19-23. Meet up in gather.town @ 14:00 UTC, at table A(NIMA).

● Participants: Esko (IOT-Consultancy), Peter (OCF?), Aurelio (ZHAW), Toerless (co-chair), 
Michael (Sandelman), Thomas (Siemens),

– Will repeat at next Hackathon, but also participants want to continue between events.

– IETF L2 VPN now available, which will help test join proxy parts

● NIST NCCoE IoT-onboarding presented Thursday, please see meeting materials

● Lost of work, but more smoke than fire

● Virtual event, so here are our feline likenesses at work:
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List of Hackathon Issues (1)
● Early Allocation of TBD3 - previous efforts used 65502 
(private use value) for Content-Format

● Problems getting CCM_8 mode(s) enabled for OpenSSL

● What should Registrar/MASA have as mandatory to implement 
ciphers?

● SNI must be used for Registrar/MASA connection

– SNI must be ignored to Pledge/Registrar (CN callback)
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List of Hackathon Issues (2)
● is it allowed to omit x5bag on Voucher reply?

● is x5bag mandatory on Registar/MASA voucher-request? 

– Issue #142

● mbedTLS signature verification on voucher-request?

– Unclear how to deal with preamble of public key with 
library

● Should we care about CN of MASA certificate? (Issue #144)

● IDevID Issuer in voucher, not using whole authority key.

https://github.com/anima-wg/constrained-voucher/issues/142
https://github.com/anima-wg/constrained-voucher/issues/144
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Should we care about CN of 
MASA certificate

● on Registrar, the TLS connection is made to MASA, and 
should the MASA’s certificate is verified to “match” the 
IDevID MASA extension.
● Should we check the CN= in the SubjectDN?
● Or should we use subjectAltName only, as per                   
draft-rsalz-use-san-01
● There is an mbedtls issue here with coding and 
constraints.

●
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Should we care about CN of 
MASA certificate

● on Registrar, the TLS connection is made to MASA, and 
should the MASA’s certificate is verified to “match” the 
IDevID MASA extension.
● Should we check the CN= in the SubjectDN?
● Or should we use subjectAltName only, as per                   
draft-rsalz-use-san-01
● There is an mbedtls issue here with coding and 
constraints.

● My preference 
is to ignore CN, and 

validate only 
subjectAltName as

per draft-rsalz-use-san
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IDevID Issuer, not using whole authority key

● In the voucher, we have the authority-key-identifier of IDevID issuer
– (8366 section )
– IDevID from Esko, processing by Thomas Registrar

● We may need clarification in RFC8366bis about this.
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TLS Server Name Indicator (SNI ) - RFC6066 clarification in RFC8995

● First errata against RFC8995:
– https://www.rfc-editor.org/errata/eid6642

– Section 5.4 says:

– Use of TLS 1.3 (or newer) is encouraged.  TLS 1.2 or newer is REQUIRED.  
TLS 1.3 (or newer) SHOULD be available.

– It should say:

– TLS 1.2 [RFC5246] with SNI support [RFC6066] is REQUIRED if TLS 
1.3 is not available. The Server Name Indicator (SNI) is required 
when the Registrar communicates with the MASA in order for the 
MASA to be hosted in a modern multi-tenant TLS infrastructure.

● Other one is about how the Pledge can not insert SNI, because it does not 
know the name of the Registrar, so any SNI found needs to be ignored by 
Registrar.

– ... uhm.... Errata seems to be lost.  Will refile.

https://www.rfc-editor.org/errata/eid6642
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Discussion

•

Thanks to weekly discussions in BRSKI design team on Thursday
Cancelled for August 5, but will resume on August 12.
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Conclusions

Three directorate reviews occured
Security Considerations still needed
Applicability Statement needed!

(not ready for WGLC yet)
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