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Abbreviations

RC = Regular Community
EC = Extended Community
LC = Large Community



Motivation for this Study

There are applications in IETF drafts for which LC/EC transitivity is much
needed (at least over a few hops), e.g.,
https://datatracker.ietf.org/doc/html/draft-ietf-grow-route-leak-
detection-mitigation

Can they get the transitivity of LC/EC that they need?

There was an extensive discussion on the IDR/GROW WG lists about the
propagation behaviors of LC/EC

https://mailarchive.ietf.org/arch/browse/grow/?gbt=1&index=152EJ38H
Svfapwg4F0SqFii69RM

This study focuses on measuring the propagation of EC and EC
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Some Basics about the Measurement Methodology

* Using Routeviews and RIPE-RIS data
* Considering only unique {prefix, AS path, RC/LC/EC} combinations
e Conservative in the way # AS hops for propagation of RC/LC/EC is measured:

» Example: AS Path: 202365 39533 3491 3356 21277 212573 208293 56484 205169,
RC: 3491:3000

» Assume RC 3491:3000 was added by AS 3941 but it may have been added by an
earlier AS in the path

» The UPDATE could have propagated father than this AS Path and the collectors may
not have gathered that data because of where the collectors’ peers are

» When the RC/LC/EC community ID (AS number) is not found in the associated AS
path, the above measurement is skipped

* So, the estimates of RC/LC/EC propagation (#hops) are low estimates



Examples of UPDATES with RC and LC

[TIME: 06/08/21 02:00:25, TYPE: TABLE_ DUMP_V2/IPV4 UNICAST, PREFIX:
185.227.239.0/24, SEQUENCE: 654281, FROM: 194.50.19.4 AS202365, ORIGINATED:
06/03/21 08:49:23, ORIGIN: IGP, ASPATH: 202365 39533 3491 3356 21277 212573
208293 56484 205169, NEXT _HOP: 194.50.19.4, COMMUNITY: 0:39533 3491:3000
3491:3011 3491:9002 39533:49666, LARGE_ COMMUNITY: 3356:1:41
202365:2020:202409]

3356 is Level 3; 3491 is PCCW Global

[TIME: 06/08/21 02:00:24, TYPE: TABLE_DUMP_V2/IPV4_UNICAST, PREFIX:
185.104.158.0/24, SEQUENCE: 638182, FROM: 208.94.118.10 AS40630,
ORIGINATED: 06/05/21 00:04:44, ORIGIN: IGP, ASPATH: 40630 2914 3356 21277
212573 208293 56484 200485, NEXT_HOP: 208.94.118.10, COMMUNITY: 2914:420
2914:1004 2914:2000 2914:3000 40630:100 40630:11701, LARGE_COMMUNITY:

3356:1:41]

3356 s Level 3; 2914 is NTT
There is evidence Tier 1 Transit providers propagate RC and LC



Finding 2-Octet and 4-Octet AS in the Extended Community

Ox00  Transitive Two-Octet AS-Specific Extended Community (Sub-Types are defined in the "Transitive [REC7153]
Two-octet AS-Specific Extended Community Sub-Types" registry)

0x02  Transitive Four-Octet AS-Specific Extended Community (Sub-Types are defined in the "Transitive = [RFC7153]
Four-octet AS-Specific Extended Community Sub-Types" registry)

Ox40 Non-Transitive Two-Octet AS-Specific Extended Community (Sub-Types are defined in  [RFC7153]
the "Non-Transitive Two-octet AS-Specific Extended Community Sub-Types" registry)

Ox42 Non-Transitive Four-Octet AS-Specific Extended Community (Sub-Types are defined in [RFC7153]
the "Non-Transitive Four-octet AS-Specific Extended Community Sub-Types" registry)

0 1 2 3
©12345678901234567890123456789601
+-t-t-t-t-+-t-F-t-F-F-F-t-+-t-F-t-F-F-F-F-F-t-F-F-F-t-+-+-+-+-+-+

Location of the 2-octet AS number | gxep or 0x40 |  Sub-Type | Global Administrator |
for EC Types 0x00 and 0x40 Hoddotod ot -d oottt -Fotot ot -F -ttt -F-F-t-+-+-+-+-+-+-+-+-+-+ EXample:
| Local Administrator | REC 4360
e o ST S Sl U SRS S S S S S S s r b
(%] 1 2 3

©1234567890123456789012345678901
+-t-t-t-t-t-F-F-F-F-F-F-F-F-t-F-F-F-F-F-F-+-+-+-+-+-+-+-+-+-+-+-+

Location of the 4-octet AS number | ox82 or @x42 |  Sub-Type | Global Administrator
for EC Types 0x02 and 0x42 T T e e E r ot e T S i i e e B B Example
: Global Administrator (cont.) | Local Administrator | RFC 5668

tot-t-t-t-t-t-t-t-t-t-F-F-t-t-t-t-t-F-t-t-t-t-t-F-F-F-t-t-t-+-+-+ 7
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Example of an UPDATE with EC

[TIME: 07/15/21 01:30:00, TYPE: BGP4MP/MESSAGE/Update, FROM:
2001:7f8:13::a520:5206:1 AS205206, TO: 2001:7f8:13::a501:2654:1 AS12654, ORIGIN:
IGP, ASPATH: 205206 33891 59947 212705, UNKNOWN_ATTR(192, 16, 8): 00 03 ea 2b
00 00 ea 2b, MP_REACH_NLRI(IPv6 Unicast), NEXT _HOP: 2001:7f8:13::a520:5206:1,
NEXT_HOP: fe80::82a90:900:772:7446, COMMUNITY: 33891:33893 33891:33897
33891:40001 59947:400 59947:59947, ANNOUNCE, 2602:feda:b70::/48]

EC = UNKNOWN_ATTR(192, 16, 8): 00 03 ea 2b 00 00 ea 2b
Global Administrator ID = ea 2b = ASN 59947

ASPATH: 205206 33891 59947 212705
The EC has propagated at least two hops



Some Notes about Regular Communities

Community hame Hex ASN:X notation
Internet 0x00000000 |0:0
BLACKHOLE OxFFFFO29A |65535:666 _
NO_ EXPORT OxFFFFFFO1 65535:65281
NO_ADVERTISE OxFFFFFFO2 65535:65282 _ Notseeninthe
NO_EXPORT_SUBCONFED |OxFFFFFFO3 65535:65283 measurements
NOPEER OxFFFFFFO4 65535:65284 _
0x00010000 to 7 Didnotlook

, , =~ exhaustively for

Wide range for private use| OxFFFEFFFF |[1:0to 65534:65535| | these

e Zero or 65535 in the first 2 octets does not mean it is an AS number; it is a WKC
* 0:0is a WKC called “Internet” and the Update should propagate Internet-wide

* Blackhole Community may be encoded in two ways: Example 2914:666 (using the
administrator’s AS number) or 65535:666 (using the WKC)

https://www.iana.org/assignments/bgp-well-known-communities/bgp-well-known-communities.xhtml
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Blackhole Community: AS Distance and Propagation

» AS Distance is the distance in # hops the Blackholed prefix (client) is from the RTBH
provider

» AS distance 0 means that the prefix is originated from the same ISP/IXP that is the
RTBH provider

* Example: AS path =25160 3356 12956 6147 and RC = 3356:666

» This means that the client is at AS 6147 (origin AS) and AS 3356 is the RTBH
provider

= AS Distance to RTBH provider =2

» Propagation (#hops): The Blackhole Community propagated 3 hops in this case
(AS 6147 to AS 25160)



Blackhole Community Contributes Differently to
RC Transitivity Counts for ASes

* For a Blackhole Community, the propagation happens across the whole AS path
» Example: AS path = 25160 3356 12956 6147 and RC = 3356:666
» The RC propagation count for each of the ASes shown in the path increments by
1 except the left-most (i.e., AS 25160)
» The Community ID (C-ID) value in the RC may be 65535 (WKC for BLACKHOLE)
* When it is some other Community type, we compare the ASN in the C-ID with ASNs
in the path
» Example: AS path =207910 204092 30781 3356 20940 and RC = 3356:903
» The RC counts for only ASes 204092 30781 3356 increment by 1

Note: The second bullet also applies to LC/EC Transitivity Counts for ASes



Propagation Analysis Using the RIPE-RIS UPDATE Data

Collector : rrc03 From 2021-07-15 00:00 To 2021-07-15 23:55 (one whole day)

Total # Updates (raw) 52,765,351
# Unique {Prefix, Path, RC} 69,643,850
# Unique {Prefix, Path, LC} 12,802,541
# Unique {Prefix, Path, EC} 1,143,809
# Unique {Prefix, Path, Transitive EC} 925,082
# Unique {Prefix, Path, Transitive 2-Octet AS EC} 826,575
# Unique {Prefix, Path, Transitive 4-Octet AS EC} 98,507
# Unique {Prefix, Path, RC = Any:666} 264,557
# Unique {Prefix, Path, RC = 65535:666} 21
# Unique {Prefix, Path, RC = 0:Any} 10,293,308
# Unique {Prefix, Path, RC = Any:65535} 195,462
# Unique {Prefix, Path, RC = 0:0} 18,583
# routes that have LC with Global ID =0 12




Propagation of Large Communities
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Propagation of Extended Communities
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Extended Community Frequency by Type

EC distribution by Type
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Count of ASes that Propagate RC, LC, EC

# ASes that Propagate RC 3,298

# ASes that Propagate LC 262

# ASes that Propagate EC 527

# ASes that Propagate RC, LC, or EC 3,872
Percentage of Transit ASes that Propagate RC, LC, or EC | 32%

# Tier 1 / Major ISPs that Propagate RC 22| out of 25
# Tier 1 / Major ISPs that Propagate LC 3[*

# Tier 1 / Major ISPs that Propagate EC 2|*

# Tier 1 / Major ISPs that Propagate RC, LC, or EC 22| out of 25

* Hit or miss depending on the date of the data collection




Propagation of Regular Communities
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Conclusions, Questions, and Future Work

The analyses show evidence that LC and EC propagate multiple
hops (in addition to RC).

Considering this, what are WG thoughts on support for use of
LC/EC in applications (drafts) where transitivity is needed?

Would the WG make any new recommendations for the
operators concerning handling of LC/EC?

Future work: We (authors) are open to suggestions for
additional data analysis.
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Propagation Analysis Using the Routeviews RIB Data

Collector : RouteViews3 From 2021-07-15 00:00 To 2021-07-15 00:00)

Total # Updates (raw) 35,590,333
# Unique {Prefix, Path, RC} 128,706,731
# Unique {Prefix, Path, LC} 12,677,829
# Unique {Prefix, Path, RC = Any:666} 1,868,810
# Unique {Prefix, Path, RC = 65535:666} 223
# Unique {Prefix, Path, RC = 0:Any} 10,025,210
# Unique {Prefix, Path, RC = Any:65535} 41,287
# Unique {Prefix, Path, RC = 0:0} 25,482
# routes that have LC with Global ID =0 14




Propagation of Regular Communities
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Propagation of Large Communities

Large Commun. Propagation (low estimate)
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Count of ASes that Propagate RC, LC

# ASes that Propagate RC 3,443

# ASes that Propagate LC 270

# ASes that Propage RC or LC 3,661

# Tier 1 / Major ISPs that Propagate RC 22 |out of 25
# Tier 1 / Major ISPs that Propagate LC 2|*

# Tier-1 ASes that Propage RC or LC 22|out of 25

* Hit or miss depending on the date of the data collection
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