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Changes Since [ETF#110

* Simplified design
— Align with recent I-D.ietf-add-dnr design (ADD WG)
— Leverages SVCB

* Address comments raised by the WG in
IETF#110

— Move the deployment section to an appendix

— Rely upon IKEv2 to validate the end-entity certificate,
instead of PKI: Add a new attribute ENCDNS_DIGEST INFO



Simplified Design
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A set of service parameters taken

from I-D.ietf-dnsop-svcb-https. Such
parameters may be an alternate port
number, an ALPN, ...




ENCDNS DIGEST INFO: Request
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~ Hash Algorithm Identifiers ~

Specifies a list of 16-bit hash algorithm

identifiers that are supported by the
Encrypted DNS client.

* No need for a new IANA registry

— Values are taken from the IANA IKE’s
Hash Algorithm identifiers

e SHA2-256 is mandatory-to-implement



ENCDNS DIGEST INFO: Response
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Specifies the hash algorithm
identifier selected by the server

Includes the digest of the
Encrypted DNS server certificate

to generate the digest of its

;. using the selected hash algorithm
certificate



ENCDNS DIGEST INFO: Response
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 KEv2

Store the hash
received in IKEv2 for
a given ADN

ompute the hash of

the presented
certificate, accept the
connection if it matches

the stored one




Next Steps

* Consider WG adoption



