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draft-ietf-lamps-header-protection-06

 Significant changes since IETF 110 (-03):
- ~40 Test vectors (and revised/improved)
- Enumerated problems seen in various legacy clients
- Editors have more asks of the WG!
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Test Vectors

» ~40 different e-mail messages, covering:
- Signed-only vs. signed+encrypted (vs. no S/IMIME)

- Header protection scheme: wrapped vs. injected (vs. no protection)
« Signed+encrypted Injected messages: Legacy Display vs. no LD

- Header Confidentiality Policy: hcp_minimal vs. hcp_strong

- Threaded Replies

- Signed-only: single part vs. multipart/signed

- Message body: text/plain vs. complex
(multipart/alternative + image/png attachment)
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Test Vectors — what next?

* Replies to unprotected or plain S/IMIME
messages?

 Tampered variants of all S/MIME messages?
* Variants using certs issued by pre-installed CAs?
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Test Vectors - Ask for WG

* Please test your preferred client!
* https://header-protection.cmrg.net
* Make screenshots!
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https://header-protection.cmrg.net/

Complex Problems

Consequences for compliant MUAs are easy, but legacy MUAs...
Interactions between different MUAS (at least 2)

No hope of upgrade for some peers

Sender does not know which MUA(s) the recipient(s) will use
Recipient does not know which MUA the sender used

Different priorities for usability/confidentiality/authenticity tradeoffs

Level-setting: an improvement to S/IMIME, but doesn’t fix all the
problems of terrible S/MIME implementations
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Legacy Problems

* Created taxonomy of specific concerns

* Broken out by:
- Type of message (signed-only vs. signed+encrypted)
— Use context (list vs. render vs. reply)

 Prioritization I1s unclear

LAMPS IETF 111 - Header Protection 7/18



Legacy Problems — Ask for WG
* Review the enumeration of problems in -06
(appendix A)
* Feedback on list!

- What are we missing?
— Thoughts about listed concerns?
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Screenshots

* Originally had: * Recently added.:
— Thunderbird — Outlook 365
— Evolution - Mail.app (Apple’s
- Balsa desktop MUA)

- Geary
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Screenshots — Ask for WG

* Screenshot your client!

* Moblle clients especially interesting
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« Examples from MS Outlook 365
« A demonstration of identified problems

Legend (meaning of colors / frames in screenshots):
« Unprotected Subject

Protected Subject
Protected Body
Security indicator




Wrapped (open attachment first) Injected (Unprotected Subject only)
smime-one-part-complex-wrapped

. _ smime-one-part-complex-injected
° Alice <alice@smime.example >
Te Bob £20/20;

Signed By alice@smirme.example

Alice <alice@smime.example=
To Bob

~ smime-one-part-complex-wrapped (1.10KB) _, | Signed By alice@smime.example
Outlook item e Y s s i

Untitled attachment 00133.png o
.png File

File Message Help ¢ Tell me what you want to do &

m-= M| 99 =2

This is the smime-one-part-complex-injected message.
smime-one-part-complex-wrapped

| 4 I isi [ - ' i .
Alice <alice@smime.example S %> Th|5 isa .5|gned only S;'.'MIME me553gfa via P.KC_S#?_ signedData. The payload
To Bob 2,20/2021 is a multipart/alternative message with an inline image/png attachment. It
: uses the Injected Headers header protection scheme.
& Untitled attachment 00147.png
.png File

This is the smime-one-part-complex-wrapped message. alice
alicefzmime.example

This is a signed-only S/MIME message via PKCS#7 signedData. The
payload is a multipart/alternative message with an inline image/png
attachment. It uses the Wrapped Message header protection
scheme.

Alice
alice@zsmime.example




Wrapped (open attachment first)

mime.example:

smime-enc-signed-complex-wrapped-strong (1.25KB)
Outlook item

~  Smime-enc-si.

File Message Help Q@ Tellm

smime-enc-signed-complex-wrapped-strong

mime.example

attachment 00252.png
.png File

This is the smime-enc-signed-complex-wrapped-strong message.

This is a encrypted and signed 5/MIME message using PKCS#7
envelopedData around signedData. The payload is a multipart/alternative
ge with an inline image/png attachment. It uses the Wrapped
Message header protection scheme with the hcp_strong Header

Confidentiality Policy.

Injected (missing Subject)

Alice <« nime.example:
To Bob

ned By alicel in 1ole

Untitled attachment 00238.png
.png File

This is the smime-enc-signed-complex-injected-strong message.

This is a encrypted and signed 5/MIME message using PKCS#7
envelopedData around signedData. The payload is a multipart/alternative

ge with an inline image/png attachment. It uses the Injected Headers
header protection scheme with the hcp_strong Header Confidentiality
Policy.

nle




File Message Help

Injected Legacy Display
(displays 3 attachments)

] »  [.] - Message (.. Attachme... = O

Help Attachments ) Tellme

Untitled attachment 00207 txt o Untitled attachment 002
et File .htm File

Untitled attachment 002 lnjeCted L egacy Dlsp/ay
erof (opens as text file,

Untitled attachment 00156.bt - Untitled attachment 00139.htm -

At File

tm File no reply button)

Subject: smime-en

Untitled attachment 00162.png
T | ¥ AtachmentTools [.] - m - O X I g File

Help  Attachments Q

You should only preview files from a trustworthy source. As
Previewing the file might not show the full content of the file. To see the most

complete, up-to-date content, open the file,

Untitled attachment 0C
Preview file

Axt Fi

Untitled attachment 00093.ntm _,
htm File

4, Untitled attachment 00162 png
lways warn before previewing this type of file.

Subject: smime-enc-signed-complex-injected-strong-legacy

rong-legacy m

ng PKCS#7
Opening Mail Attachment

o You should only open attachments from a trustwarthy souree.

Attachment: Untitled attachment 00095 htm from [..] -
Message [Plain Text)

- , Injected Legacy Display
(trying to open attachment leads
to nuisance security warning)

Cancel




Wrapped (open attachment first)

=  RE smime-one-part-complex-wrappe...
File Message Insert Options Format Text Review Help

EHD ) Calibri (Body) + 11 ~ B I u A~ ooo

Alice <alice@smirne exarmples

Cc

Subject RE: srime-one-part-complex-wrapped

From: Alice <alice@smime.example>

Sent: Saturday, February 20, 2021 6:04 PM
To: Bob <bob@smime.exambple>

Subject: smime-one-part-complex-wrappet

This is the smime-one-part-complex-wrapped message.

This is a signed-only 5/MIME message via PKC5#7 signedData. The payload is a

@ Tell me

multipart/alternative message with an inline image/png attachment. It uses the Wrapped

Message header protection scheme.

Alice
alicefzmime.example

Note: Alternative ways to reply not shown here

Injected (Unprotected Subject only)
= =  RE smime-on... 53l
Fle  Message Insert Options Format Te Review Help

|:ﬁ|i| - ¥ calibriBody) » 11~ B I .-

Alice <alice@smime.example>

Cc

Subject RE: smime-one-part-complex-injected

From: Alice <alice@smime.example>
Sent: Saturday, February 20, 2021 6:06 PM
To: Bob <bob@smime.example>

Subject: smime-one-part-complex-injected

This is the smime-one-part-complex-injected message.

This is a signed-only S/MIME message via PKCS#7 signedData. The payload
is a multipart/alternative message with an inline image/png attachment. It
uses the Injected Headers header protection scheme.

Alice
alicefismime.example




File Message Insert Options Format Te Review  Help Q Tellme

|?|j - ¥ Calibri (Body) + n + B T

Alice =alice@smime.example>
Cc

Subject RE: smime-enc-signed-complex-wrapped-strong

From: Alice <alice@smime.example>
Sent: Saturday, February 20, 2021 6:11 PM

Tn* Anh chnh@msmima avamnlas>

Subject: smime-enc-signed-complex-wrapped-strong

This is the smime-enc-signed-complex-wrapped-strong message.

This is a encrypted and signed S/MIME message using PKCS#7
envelopedData around signedData. The payload is a multipart/alternative
message with an inline image/png attachment. It uses the Wrapped
Message header protection scheme with the hcp_strong Header
Confidentiality Policy.

e@smime.example

Note: Alternative ways to reply not shown here

Injected (missing Subject)

 RE[..] - Mess..

File  Message Insert Options Format Te Review Help Q Tellme

G~ <f | |calibrigody) v 11 v| B

To Alice <alice@smime.example>

Cc

Subject RE: [..]

From: Alice <alice@smime.example>
Sent: Saturday, February 20, 2021 6:12 PM
Tn: Bob <boh@smime.example>

Subject: [...]

This is the smime-enc-signed-complex-injected-strong message.

This is a encrypted and signed 5/MIME message using PKCS#7
envelopedData around signedData. The payload is a multipart/alternative
message with an inline image/png attachment. It uses the Injected Headers
header protection scheme with the hcp_strong Header Confidentiality
Policy.

Alice
alice@smime.example

Injected Legacy Display
(missing content)

RE: [..] - Messag...

File  Message Insert Options Format Text Review Help

=

Alice <alice@smime.example>

Subject

-—--Original Message-—-—

From: Alice <alice@smime.example>

Sent: Saturday, February 20, 2021 6:13 PM
To: Bob <bocb@smime.example>

Subject: [...]

Subject: smime-enc-signed-complex-injected-strong-legacy

@ Tellme




Next Steps
* The editors have not had as much engagement
on the list as we’d like

* Considering formation of a design team
- Needs to have more than just the editors

* Talking with chairs about this
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Next Steps — Ask for WG

* Does a design-team approach seem
acceptable?

Do we have non-editor candidates for a
prospective design team?
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Backup Slides



Apple Mail - Rendering Signed only

Wrapped (Protected Subject in Body) Injected (Unprotected Subject only)

A Alice 21.04.21 A Alice 21.04.21
smime-one-part-complex-wrapped smime-one-part-complex-injected
An: Bob An: Bob
Sicherheit: @ Signiert (Alice Lovelace) | Sicherheit: @& Signiert (Alice Lovelace)}

This is the smime-one-part-complex-injected message.

Von: Alice <alice@smime. example>

This is a signed-only S/MIME message via PKCS#7 signedData. The
payload is a multipart/alternative message with an inline image/png
attachment. It uses the Injected Headers header protection scheme.

Datum: 20. Februar 2021 um 18: 04 02 MEZ
An: Bob <bob@smime.example>

Alice
alice@smime.example

This is the smime-one-part-complex-wrapped message.

This is a signed-only S/MIME message via PKCS#7 signedData. The
payload is a multipart/alternative message with an inline image/png
attachment. It uses the Wrapped Message header protection scheme.

Alice
alice@smime.example

Apple Mail (14.0 / 3654.100.0.2.22)



Apple Mail - Rendering Signed & Encrypted

. . Alice 21. April 2021 um 15:15
Wrapped (Protected Subject in Body) A
An: Bob
'y Alice 21.04.21 ; |S|cherhe|t: @ Signiert (Alice Lovelace), & Verschlusseltl
Injected
An: Bob ( missin g This is the smime-enc-signed-complex-injected-strong message.
Sicherheit: €@ Signiert (Alice Lovelace), & SUbjeCt) This is a encrypted and signed S/MIME message using PKCS#7 envelopedData
. around signedData. The payload is a multipart/alternative message with an inline
Verschlusselt image/png attachment. It uses the Injected Headers header protection scheme with
the hep_strong Header Confidentiality Policy.
Alice
Von: Alice <alice@smime.example> alice@smime.example
Betreff: smime-enc-signed-complex-wra
Datum: 20. Februar 2021 um 18:11:02 MEZ
An: Bob <bob@smime.example>
Alice 21.04.21
An. Bob
ThiS iS the smlme—eno—sl L - i Sicherheit: € Signiert (Alice Lovelace), &
gned-complex-wrapped-strong message. Voraehiest
erscnlussel
This is a encrypted and signed S/MIME message using PKCS#7
envelopedData around signedData. The payload is a multipart/alternative In jecte d I subject: smime-enc-signed-complex-injected-minimal-legacy |
message with an inline image/png attachment. It uses the Wrapped , T s — =
Message header protection scheme with the hcp_strong Header Legacy Display | messae.
Confidentiality Policy. This is a encrypted and signed S/MIME message using PKCS#7
(Pr O teCted en\lle:ope: Dart)g) aiound sign:dData. The pgtyloa?de i: a: r?\ultipanlalternative
— S b H t message with an inline image/png attachment. It uses the Injected
o U _I eC Headers header protection scheme with the hcp_minimal Header
Alice . d Confidentiality Policy with a "Legacy Display" part.
alice@smime.example in Bo y) —
\E
adz:@smime. example

Apple Mail (14.0 / 3654.100.0.2.22)



Apple Mail - Reply Signed & Encrypted

Wrapped (Protected Subject in body)

An: Alice v

Kopie:

I Betreff: Re: [...] I

Datum: 20. Februar 2021 um 18:11:02 MEZ
An: Bob <bob@smime.example>

Am 20.02.2021 um 18:11 schrieb Alice <alice @smime.example>:

This is the smime-enc-signed-complex-wrapped-strong
message.

This is a encrypted and signed S/IMIME message using PKCS#7
envelopedData around signedData. The payload is a
multipart/alternative message with an inline image/png
attachment. It uses the Wrapped Message header protection
scheme with the hep_strong Header Confidentiality Policy.

Alice
alice@smime.example

<Mail-Anhang.png>

Injected (missing Subject)

An: Alice~

Kopie:

[ Betreff: Re: [...]1]

Am 20.02.2021 um 18:12 schrieb Alice <alice @smime.example>.

This is the smime-enc-signed-complex-injected-strong
message.

This is a encrypted and signed S/MIME message using PKCS#7
envelopedData around signedData. The payload is a
multipart/alternative message with an inline image/png
attachment. It uses the Injected Headers header protection
scheme with the hcp_strong Header Confidentiality Policy.

Alice
alice@smime.example

<Mail-Anhang.png>

Apple Mail (14.0 / 3654.100.0.2.22)

Injected Legacy Display
(Protected Subject in Body)

An: Alicev

Kopie:

| Betreff: Re: [...] |

| Am 20.02.2021 um 18:10 schrieb Alice <alice @smime.example>:

Subject: smime-enc-signed-complex-injected-minimal-legacy

This is the smime-enc-signed-complex-injected-minimal-
legacy message.

This is a encrypted and signed S/IMIME message using PKCS#7}
envelopedData around signedData. The payload is a
multipart/alternative message with an inline image/png
attachment. It uses the Injected Headers header protection
scheme with the hep_minimal Header Confidentiality Policy with
a "Legacy Display" part.

Alice
alice@smime.example

<Mail-Anhang.png>




e SN | Rep\;, 3 FDruvardEAuhrue ) Junk | T Delete

smime-one-part-complex-wrapped

S/MIME £

smime-one-part-complex-wrapped
From: Alice <alice@smime.example>
Date: 2/20/2021, 6:04 PM
To: Bob <bob@smime.example>

This is the smime-one-part-complex-wrapped message.
This is a signed-only S/MIME message via PKCS#7 signedData. The payload is a

multipart/alternative message with an inline image/png attachment. It uses the Wrapped
Message header protection scheme.

rime. example

» [ 1 attachment: ForwardedMessage.eml 1.5 k& ) save| v

()

s v #wite CJchat  [&] addr

@smime.example> $¥

ct smime-one-part-complex-wrapped

This is the smime-one-part-complex-wrapped message.
This is a signed-only S/MIME message via PKCS#7 signedData. The payload is a

multipart/alternative message with an inline image/png attachment. It uses the Wrapped
Message header protection scheme.

nime.example

Wrapped (display as forwarded)

Injected (Unprotected Subject only)
&= Archive O.IIJnk mDEIetE More v

From Alice <alice@smime.example> T

t smime-one-part-complex-injected ' 021, 6:06 PM

To Mety 5/MIME £

5 is the smime-one-part-complex-injected message.

This is a signed-only S/MIME message via PKC5#7 signedData. The payload is a
multipart/alternative message with an inline image/png attachment. It uses the
Injected Headers header protection scheme.

Alice
alicefgsmime.example



Reply |~ Forward § (3 Archive| @) Junk| T Delete. Morev |

From Alice <alice@smime.example> £
Subject [-]

10 WEw

Wrapped
* (display as

2/20/2021, 6:11 PM
S/MIME @ &

~

—ForwardedMessage.eml

forwarded)

Subject: smime-enc-signed-complex-wrapped-strong

From: Alice <alice@smime.example>
Date: 2/20/2021, 6:11 PM
To: Bob <bob@smime.example>

This is the smim: igned.

4
pped-strong message.

This is a encrypted and signed S/MIME message using PKCS#7 envelopedData
around signedData. The payload is a multipart/alternative message with an inline
image/png attachment. It uses the Wrapped Message header protection scheme
with the hcp_strong Header Confidentiality Policy.

Alice
alice@smime.example

4

> [ 1 attachment: ForwardedMessage.eml 1.7 kE
()

Wrapped
(after open
attachment)

gGetMessages v Write that @AddressBook | Tag v

From Alice <alice@smime.example> ¥¥

Subject smime-enc-signed-complex-wrapped-strong

To Met¥
This is the smime-enc-signed-complex-wrapped-strong message.

This is a encrypted and signed S/MIME message using PKCS#7 envelopedData around
signedData. The payload is a multipart/alternative message with an inline image/png
attachment. It uses the Wrapped Message header protection scheme with the
hcp_strong Header Confidentiality Policy.

Alice
alice@smime.example

Injected
(missing
Subject)

l ‘7REEI|Y «)R_eﬁllvAlllv -~ For\c\rarlﬂ More v
2/20/2021, &11 PM

Injected
Legacy
Display
(Subject |pE®

in Body)

 Reply | = Forward| & Archive OJunk mDeIete Mare ™

From Alice <alice@smime.example> 17

2/20/2021, 6:12 M
S/MIME @ &

Subject [w]
o Mexr

This is the smime-enc lex-injected-strong message.

P

This is a encrypted and signed S/MIME message using PKCS#7 envelopedData around
signedData. The payload is a multipart/alternative message with an inline image/png
attachment. It uses the Injected Headers header protection scheme with the
hep_strong Header Confidentiality Policy.

alice@smime.example

5 Archive

From Alice <alice®smime.example> ¥r

OJunk WDE|E|:E More v

2/20/2021, &:13 PM

S/MIME & £

~

Subject [-]
To Metr

Subject: smime-enc-signed-complex-injected-strong-legacy

This is the smime-enc-sig p ted-strong-legacy message.

This is a encrypted and signed S/MIME message using PKCS#7 envelopedData
around signedData. The payload is a multipart/alternative message with an inline
image/png attachment. It uses the Injected Headers header protection scheme with
the hep_strong Header Confidentiality Policy with a "Legacy Display™ part.

alice@smime.example

)




Wrapped (open attachment first)

‘ Ay Spelling v i@

From B

Subject ime-enc-signed-comp

Paragraph | | Variable Width v BN NN A A A

On 2/20/2021 6:11 PM, Alice wrote:

This is the smime-enc-signed-complex-wrapped-strong message.

This is a encrypted and signed S/MIME message using PKCS#7 envelopedData around signedData.
The payload is a multipart/alternative message with an inline image/png attachment. It uses the
Wrapped Message header protection scheme with the hcp_strong Header Confidentiality Policy.

mime .example

Note: Alternative ways to reply not shown here

Injected (missing Subject)

E]J Attach v

Cc Bcc M

Subject ]

Paragraph v | | Variable Width

On 2/20/2021 6:12 PM, Alice wrote:

This is the smime-enc-signed-complex-injected-strong message.
This is a encrypted and signed S/MIME message using PKCS#7 envelopedData around
signedData. The payload is a multipart/alternative message with an inline image/png

attachment. It uses the Injected Headers header protection scheme with the hcp_strong
Header Confidentiality Policy.

nime.example

IME &3 @ Western (Windows-1252)

Injected Legacy Display
(protected subject & box in body)

0 Attach |~

4 Send | Ao Spelling v i@ Security v @) Save v

Bob <bob@smime.exampl
T ce@smime.example>

Subject || Re: [.]
Paragraph v | Variable Width v B AT A‘| A A A|E

0On 2/20/2021 6:13 PM, Alice wrote:

Subject: smime-enc-signed-complex-injected-strong-leg

This is the smime-enc-signed-complex-injected-strong-legacy message.

This is a encrypted and signed S/MIME message using PKCS#7 envelopedData around
signedData. The payload is a multipart/alternative message with an inline image/png
attachment. It uses the Injected Headers header protection scheme with the hep_strong
Header Confidentiality Policy with a "Legacy Display” part.
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