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/ Introduction




Main ldeas

A

* Deal with heterogeneous data sources
*  Multi-domain, multi-technology, multi-...
« Transport protocols
« Encoding formats
*  Subscription mechanisms (pull vs push)

« Metadata to characterize the data sources
« Context information management based on ETSI CIM

« Semantic framework for network monitoring
« Applies streaming telemetry techniques
« Leverages metadata for configuration/description of data pipelines
« Transformation between data models
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«  Focused on mechanisms to deal with (=) STANDARDS ~ MORE v Q
| ) AN

context information

* Information shared through data
publication platforms (Context Brokers)

e Standardizes the NGSI-LD protocol for
exchanging context information:

* NGSI-LD information models describing
entities, properties, and relationships

(property graphs)
« Definition of NGSI-LD APl based on
REST INDUSTRY SPECIFICATION GROUP (ISG) CROSS
CUTTING CONTEXT INFORMATION
« Mainly applied to 10T scenarios MANAGEMENT (CIM)
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Context Components

Context Brokers —-> Store and
exchange context information

Context Sources = Provide context
iInformation to the Context Broker
(e.g., YANG-based devices)

Context Consumers > Request
and subscribe to context
information from the Context Broker
(e.g., database services)
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Prometheus-based Data Source

@ ‘ node_cpu_seconds_total ‘ / Entity \
(*) Relationship
urn:ngsi-

< Property

Id:MetricFamily:1
T —> hasObject
‘
hasMetricFamily @ Seconds the CPUs spent \ hasValue /
in each mode

prometheus-server ‘
hasPrometheus

Id:Metric:1 Id:Prometheus:1
(version—>{2.26.0
hasEndpoint
l /@ https://prometheus:

urn:ngsi- urn:ngsi-

‘node cpu_seconds total‘ urn:ngsi- 9090/apilvi/query
"name": "cpu", |d:Endpoint:1
"descrlptlon" :"CPU core ID"}, prometheus-api
"name": "instance", ;
"descrlptlon" : "Exporter instance"}, T~
"name": "job", hasCredentials

"descrlptlon" : "Prometheus job"},

"name": "mode", l

"description" : "CPU mode"} -
] urn:ngsi-
Id:Credentials:1
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https://openmetrics.io/

Telemetry-based Data Source

|openconfig | | openconfig-extensions | ‘2017 01 29|

Entity —> hasObject
, Relationship —> hasValue
< Property

urn:ngsi-ld: YANG
Module-2 hasDependency

f | Lo
hasModule ‘ %urn:ﬁsgﬁl::?NG-openconfig-interfaces

@ 2019-11-19
Sl [JSON, JSON-IETF, ASCII]]

“hasEndpoint

VG
urn:ngsi-
Id:Endpoint:1 \@https:/lrouter-A:6030

urn:ngsi-
Id:Credentials:1

A

haSCredentiaIs —>
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Semantic Data Aggregator
(SDA) Framework




SDA Architecture Overview

SEMANTIC DATA AGGREGATOR

Scorpio
NGSI-LD Broker

N 7

| NGSI-LD AP Send notifications |

Weaver

'NGSI-LD API: Provide | : : - NGSI-LD API: Navigate tree + |
| e eonmeton | E s | .| Defnedatapipeline |

 MetricA | | MetricB = avg(MetricA) | MetricB |
L TopieX IR Tomewe ) HRIDeG Constiner |

1
I
:
l Collection Agent l Dispatch Agent l :

Data
Consumer

Data

s <-Collectdata—> Apache NiFi l—» Apache Flink —‘ Apache NiFi —Dehverdata'—b

Aggregation Agenf

. Read topic X | Write topic Y |

 Write topic X ——- f————— Read topic Y |

Apache Kafka| ol :
 Data Substrate - )

DATA FABRIC
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Context Modeling of Data Pipelines

‘ node_cpu_seconds_total ‘

e i urn:ngsi-
- r‘l‘a‘s‘Credentlﬂa’Is_ —> |d:Credentials:1 @
@ Seconds the CPUs spent in each mode

H https://prometheus:9090/ T
apilvi/query
urn:ngsi- urn:ngsi-
Id:Endpoint:1 Id:MetricFamily:1 "

@ prometheus-api
counter
"metric": "node_cpu_seconds_total",

- S . "labels": {
S hasEndpoinf‘, z "ihasMetncFaml!y > "mode": "idle"

. ) b
~ - interval": "10000"
H } RUNNING
urn:ngsi- ¢ . urn:ngsi- >
Id:Prometheus:1 hasPrometheus Id:Metric:1 ] @ @

~

urn:ngsi-ld:Task:51154456-9834-
4eea-947e-d6754b73e48e

‘ 2.26. prometheus— erver node _cpu_seconds_total ‘ — s
{"name“ "cpu”, <__hasApplication
"description" : "CPU core ID"}, -
{"name"; "instance", R
"description" : "Exporter instance"}, i
{"name": "job",

"description" : "Prometheus job"}, urn:ngsi-ld:Application:7b9bec08-
{"name": "mode", 882e-4ee4-a60c-ac28c0064e7d
"description" : "CPU mode"}

Entity —>» hasObject

applicationType
Relationship —>» hasValue

> Property NIFI https://app-catalog:8080/

nifitemplates/MetricSource.xml
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‘ http://schema-registry/schemas/ids/8 ‘

&

. > urn:ngsi-

|d:KafkaTopic:2

metricsource-1

kafka-SDA kafka:9092

N

urn:ngsi-
Id:Endpoint:2

1

< hasEndpoinf >

hasKafkaBroker P urn:ngsi-

Id:KafkaBroker:2

fi'

kafka-SDA
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A

Anomaly Detector (I)

Module that analyzes the status of a RAN cell:
* Learns from data traffic patterns and mobility patterns
* |dentifies and predicts anomalies based on RAN KPIs
« Exposes REST API for ingesting streams of events
* Provides a future notification/alert system

Float Uplink delay (ms)

Field Name

ul_delay

dl_delay Float Downlink delay (ms)

lost_packets Integer # of lost packets, per service per user
Float RSRP (dB)

transfer_protocol Boolean TCP or UDP encoded [0,1]
Integer UE Bytes received from the cell

Datetime Measurement timestamp (datetime format - "yyyy'-'"MM'-'dd" '"HH"'mm":'ss")

Integer RAN cell ID
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Anomaly Detector (ll)

« Context describes which data source provides which RAN KPI measurements

« SDA collects measurements and aggregates per cell ID and time window

« Aggregated data combined and transformed into the data model of the Anomaly
Detector module

« SDA delivers data through the Anomaly Detector’'s REST API

................. rements
""" ' Semantic @) Send agoregaied Anomaly
Data Aggregator measurements Detector

oy RAN e
il B (2) Aggregate per cell ID

and time window
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Conclusions




Summary

A

« Data-driven network management requires the integration of
heterogeneous data sources and data consumers

» Context-aware management based on the ETSI CIM standard
« Modeling of data sources, data consumers and data pipelines

« Development of monitoring framework for collecting and
aggregating data
« Separation between monitoring context and data planes
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Next Steps

« Combination of context information from different levels:
« Operations level 2 network functions, network services
* Business level 2 network policies, intents, SLAs, owners

» Alignment with the SAIN architecture
« Auto discovery of context information

« Northbound API for interacting with the semantic data
aggregator

» (losing the loop = Collection, processing, and application of
configuration data
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