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Agenda

● What is RSC?
● Ability to construct a signature over one or more arbitrary digital objects
● Exists outside the Core RPKI publication system for “Routing” – RSC has no impact to the BGP DFZ

● Testing & running code status
● Multiple Signers
● Multiple Validators

● Next steps
● Wait for more feedback from RSC issuers (RIRs)?
● Wait for more Relying Party implementation reports?
● Last Call?
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IETF 110 SIDROPS – what happened since then?

Previous update at IETF 110: 
https://datatracker.ietf.org/meeting/110/materials/slides-110-sidrops-job-snijders-rsc-00.pdf

Since then:

Got the IANA codepoint!

1.2.840.113549.1.9.16.1.48

Content-Type OID added to:
● OpenSSL 3.0.0 beta1
● LibreSSL 3.4.0

https://datatracker.ietf.org/meeting/110/materials/slides-110-sidrops-job-snijders-rsc-00.pdf
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Double checking & confirming each other’s work – a triangle
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(Tinkering with) Running Code proved to be invaluable
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Software developers provide the best possible feedback

https://www.ietf.org/rfcdiff?url2=draft-ietf-sidrops-rpki-rsc-04.txt

https://www.ietf.org/rfcdiff?url2=draft-ietf-sidrops-rpki-rsc-04.txt
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Example .sig file

https://github.com/job/draft-rpki-checklists/tree/main/example file “checklist.sig”

https://github.com/job/draft-rpki-checklists/tree/main/example
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Implementation reporting: both high level & detailed

https://trac.ietf.org/trac/sidrops/wiki/RscImplementations

https://trac.ietf.org/trac/sidrops/wiki/RscImplementations
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Request to the Big Five™ Trust Anchors and NIRs?

Can you implement a RSC signing service via your Web Portals / APIs?

-----BEGIN RSC REQUEST-----
1|1627391997|My First RSC|15562|27-07-2021|27-07-2022|F2ca1bb6c7e907…
-----END RSC REQUEST-----
-----BEGIN SIGNATURE-----
RGWqTwh/z7+mC/R9VJIcb…
1eUgTTihwlAdejOykIsviQ==
-----END SIGNATURE-----

Resource [ AS 15562  ]

SHA256 hash F2ca1bb6c7e907...

Optional filename test

RSC Validity Period NOW() - NOW()+1year

Cancel Generate & Download RSC!

Or as Web Form in a Portal?

Don’t forget a

RSC REVOKE tool! :-)
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Next steps?

● Wait for more feedback from RSC issuers? (for example RIRs)
● Wait for more Relying Party implementation reports?
● Or wrap it up … WG Last Call?
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