lamps D.K. Gillmor, Ed.
Internet-Draft ACLU
Intended status: Informational 2 February 2022
Expires: 6 August 2022

S/MIME Example Keys and Certificates
draft-ietf-lamps—-samples—-08

Abstract
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collaboration by defining a small set of X.509v3 certificates and
keys for use when generating such samples.
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1. Introduction

The S/MIME ([RFC8551]) development community, in particular the
e-mail development community, benefits from sharing samples of signed
and/or encrypted data. Often the exact key material used does not
matter because the properties being tested pertain to implementation
correctness, completeness or interoperability of the overall system.
However, without access to the relevant secret key material, a sample
is useless.
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This document defines a small set of X.509v3 certificates ([RFC5280])
and secret keys for use when generating or operating on such samples.

An example RSA certification authority is supplied, and sample RSA
certificates are provided for two "personas", Alice and Bob.

Additionally, an Ed25519 ([RFC8032]) certification authority is
supplied, along with sample Ed25519 certificates for two more
"personas", Carlos and Dana.

This document focuses narrowly on functional, well-formed identity
and key material. It is a starting point that other documents can
use to develop sample signed or encrypted messages, test vectors, or
other artifacts for improved interoperability.

1.1. Requirements Language

The key words "MUST", "MUST NOT", "REQUIRED", "SHALL", "SHALL NOT",
"SHOULD", "SHOULD NOT", "RECOMMENDED", "NOT RECOMMENDED", "MAY", and
"OPTIONAL" in this document are to be interpreted as described in BCP
14 [RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here.

1.2. Terminology

* "Certification Authority" (or "CA") is a party capable of issuing
X.509 certificates

*  "End-Entity" is a party that is capable of using X.509
certificates (and their corresponding secret key material)

* "Mail User Agent" (or "MUA") is a program that generates or
handles [RFC5322] e-mail messages.

1.3. Prior Work

[REFC4134] contains some sample certificates, as well as messages of
various S/MIME formats. That older work has unacceptably old
algorithm choices that may introduce failures when testing modern
systems: in 2019, some tools explicitly mark 1024-bit RSA and
1024-bit DSS as weak.

This earlier document also does not use the now widely-accepted PEM
encoding (see [RFC7468]) for the objects, and instead embeds runnable

Perl code to extract them from the document.

It also includes examples of messages and other structures which are
greater in ambition than this document intends to be.
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[REC8410] includes an example X25519 certificate that is certified
with Ed25519, but it appears to be self-issued, and it is not
directly useful in testing an S/MIME-capable MUA.

2. Background

2.1. Certificate Usage

These X.509 certificates ([RFC5280]
protections ([RFC8551]) for e-mail

) are designed for use with S/MIME
([RFC5322]) .

In particular, they should be usable with signed and encrypted
messages, as part of test suites and interoperability frameworks.

All end-entity and intermediate CA certificates are marked with
Certificate Policies from [TEST-POLICY] indicating that they are
intended only for use in testing environments. End-entity
certificates are marked with policy 2.16.840.1.101.3.2.1.48.1 and
intermediate CAs are marked with policy 2.16.840.1.101.3.2.1.48.2.

2.2. Certificate Expiration
The certificates included in this draft expire in 2052. This should
be sufficiently far in the future that they will be useful for a few
decades. However, when testing tools in the far future (or when

playing with clock skew scenarios), care should be taken to consider
the certificate validity window.

Due to this lengthy expiration window, these certificates will not be
particularly useful to test or evaluate the interaction between
certificate expiration and protected messages.

2.3. Certificate Revocation

Because these are expected to be used in test suites or examples, and
we do not expect there to be online network services in these use
cases, we do not expect these certificates to produce any revocation
artifacts.

As a result, none of the certificates include either an OCSP
indicator (see id-ad-ocsp as defined in the Authority Information
Access X.509 extension in S.4.2.2.1 of [RFC5280]) or a CRL indicator
(see the CRL Distribution Points X.509 extension as defined in
5.4.2.1.13 of [RFC5280]).
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2.4. Using the CA in Test Suites

To use these end-entity certificates in a piece of software (for
example, in a test suite or an interoperability matrix), most tools
will need to accept either the Example RSA CA (Section 3) or the
Example Ed25519 CA (Section 6) as a legitimate root authority.

Note that some tooling behaves differently for certificates validated
by "locally-installed root CAs" than for pre-installed "system-level"
root CAs). For example, many common implementations of HPKP
([RFC7469]) only applied the designed protections when dealing with a
certificate issued by a pre-installed "system-level" root CA, and
were disabled when dealing with a certificate issued by a "locally-
installed root CA".

To test some tooling specifically, it may be necessary to install the
root CA as a "system-level" root CA.

2.5. Certificate Chains

In most real-world examples, X.509 certificates are deployed with a
chain of more than one X.509 certificate. 1In particular, there is
typically a long-lived root CA that users’ software knows about upon
installation, and the end-entity certificate is issued by an
intermediate CA, which is in turn issued by the root CA.

The example end-entity certificates in this document can be used with
either a simple two-link certificate chain (they are directly
certified by their corresponding root CA), or in a three-link chain.
For example, Alice’s encryption certificate (Section 4.3,

alice.encrypt.crt) can be validated by a peer that directly trusts
the Example RSA CA’s root cert (Section 3.1, ca.rsa.crt):

ca.rsa.crt alice.encrypt.crt

And it can also be validated by a peer that only directly trusts the
Example Ed25519 CA’s root cert (Section 6.1, ca.25519.crt), via an
intermediate cross-signed CA cert (Section 3.3, ca.rsa.cross.crt):

ca.25519.crt ca.rsa.cross.crt alice.encrypt.crt
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By omitting the cross-signed CA certs, it should be possible to test
a "transvalid" certificate (an end-entity certificate that is
supplied without its intermediate certificate) in some
configurations.

2.6. Passwords

Each secret key presented in this draft is represented as a PEM-
encoded PKCS#8 [RFC5958] object in cleartext form (it has no
password) .

As such, the secret key objects are not suitable for verifying
interoperable password protection schemes.

However, the PKCS#12 [RFC7292] objects do have simple textual
passwords, because tooling for dealing with passwordless PKCS#12
objects is underdeveloped at the time of this draft.

2.7. Secret key origins

The secret RSA keys in this document are all deterministically
derived using provable prime generation as found in [FIPS186-4],
based on known seeds derived via [SHA256] from simple strings. The
validation parameters for these derivations are stored in the objects
themselves as specified in [RFC8479].

The secret Ed25519 and X25519 keys in this document are all derived
by hashing a simple string. The seeds and their derivation are
included in the document for informational purposes, and to allow re-—
creation of the objects from appropriate tooling.

All RSA seeds used are 224 bits long (the first 224 bits of the
SHA-256 digest of the origin string), and are represented in
hexadecimal.

3. Example RSA Certification Authority

The example RSA Certification Authority has the following
information:

* Name: Sample LAMPS RSA Certification Authority
3.1. RSA Certification Authority Root Certificate

This certificate is used to verify certificates issued by the example
RSA Certification Authority.
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MIIDezCCAMOgAWIBAGITcBNnOxb/zdaeCQlqp6yZUAGZUCDANBgkghkiGIwWOBAQOF
ADBVMQOwWCWYDVQQKEWRJRVRGMREWDWYDVQQLEWhMQU1QUyBXRzExMC8GA1UEAxXMo
U2FtcGx1IExXBTVBTIFJTQSBDZXJ0aWZpY2F0aW9uIEF1dGhveml0eTAgFw0OxOTEX
MJAWNJUOMThaGA8yMDUyMDkyNzA2NTQxOF owVTENMASGA1UEChMESUVUR JERMASG
AlUECXMITEFNUFMgV0cxMTAVBgNVBAMTKENhbXBsZSBMQU1QUyBSUOEgQ2VydGlm
aWNhdG1vbiBBdXRob3JpdHkwggEiMAOGCSAGSIb3DQEBAQUAA4 IBDWAWGGEKAOILR
AQC2GGPTEFVNdiOLsiQ79A0Mz2G+LRJI1bX2vNo8STibAnyQ9VzFrGJHjUhRX/Omr
OP3rDCB2SYfBPVwd0CdC6z9gfJkcVxDclhK+VS9vKncLOIPUY1lkJwiWuMpXalIlelz
+zCuV+gjv83Uvn6owIn39MCmymu7/nFPzihcuOnbMYOCAMmUbi1Dm8TX9P6itFR3hi
IHpSKMbkoX1M1837WaFfx57kBIoIuNjKEyP IuK9wGUAeppc5Q0AHIg95PPEHNH1MM
yhBzClmgkyozRSeSrkxg9XeJKU941WGaZ0zb4dkarCur/eiMoCk3YNV8L3styvcMG
1qUDCRaKx6FZEf7ThE9RN6L3bAgMBAAGJQJBAMABGAIUJEWEB /wQFMAMBAf8wDgYD
VROPAQH/BAQDAgEGMBOGA1UJdDgQWBBSRMI58BxcMp/EJKGU2GmccaHbOWTANBgkg
hkiGO9wOBAQOFAAOCAQEACDXW1JGjzKadNMPcF1ZInZC+H17RLrcBDR25 jMCXg9yL
IWGVECNp2fH4+YHTRTGLH81aPADMdUGHgpfcfgwjesavt /mO0TO0SO0LjJORVMI3EE
heSNUHUi1gVRIOnjTVw2EBz7e2p+v3tOsMnunvm6PIDgHxx0WomjzMX71G74bJfo+v
dx+3I/aXt+11h5pi7/2Yu9eTDVu+S52wsnF89BEJeVOr+EmGDxUv4 7D+5KuQpKM9
U/1isXpwC6K/36T8RhhdOQXDgqOMt 91TZ4dJITTOm3cmo80zzcxsKMDSt ZHOOzCBtRg
ulbwWw50a720/Iwg9v+WOWkSBCWEadf/uK+cRicxrQ==

3.2. RSA Certification Authority Secret Key

This secret key material is used by the example RSA Certification
Authority to issue new certificates.
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MITE+wIBADANBgkghkiGOwOBAQEFAASCBKgwggSkAgEAAOIBAQC2GGPTEFVNdiOL
siQ79A0Mz2G+LRJI1bX2vNo8STibAnyQ9VzFrGJH jUhRRX/OmrOP3rDCB2SYfBPVwd
0CdC6z9gfJkcVxDclhK+VS9vKncLOIPUY1lkJwiWuMpXalIelz+zCuV+gjv83Uvnow
Tn39MCmymu7nFPzihcuOnbMYOCAMmUbi1Dm8TX9P6itFR3hi ITHpSKMbkoX1M1837
WaF£fx57kBIoIuNjKEyPITuK9wGUAeppc5QAHIg9SPPEHNHImMyhBzClmgkyozRSeS
rkxg9XeJKU941WGazZ0zb4karCur/eiMoCk3YNV8L3styvcMGlqUDCAaKx6FZEf7h
E9RN6L3bAgMBAAECggEAE3tFhsm7DpgDlro+1Sklk jbHssR4sOBHb4zrPp6cl8PO
6T8gWuBcjlDz0OzykNTzaMaDxAiad4vuxVJIBlmberkNHzTFqyb8bx3ceSEOCT3aoyqg
5fiFpROL6Balvgg8RTVNCAIAPHNa4pVk0XD8Wg+h7mlUAOYGbie5U08/P2gqWjcOz
+zcheyYXJS/iuu0t2/FO0ihEWGcXBmoc8D++n7mKst2 jkAHD4wl1PN2MgVgnmagpBz
gobFNMCZy ZpDS+PPTtQZ1XvdAGF5Sodc+Fz+jpWunlkgxDHE4UIZzDA/HAaBgORbm
aEZaVs0s9ZExeqOtqu2fPB7zF/1JKdRk4UJOUxSOOQKBgQDJwonP5RwvO0sYoCiw
ZUuFcYTmN/hI3R3viKuxrl9CH6+mvuIU8500IHF6TiouZwhk+6+Vk7rcXdS554DT4
2RbVrX/5i/M0Ozx8c8IIwozJlasLz+vx8F4n6hyhV65bXN7AIBo jMh2dt8tP2MZ /R
VEfsk4mNmO6yKuzyAfjJziCnCQKBgQDNDHOUYUIPkgOPSvViKQFJFCBO9BJPFh1d2
pIgoziw/JZzM3W3IWUOKWG7UxSOT3xmn3IX6xmWW4vX1/088ybObZWYPOedb61GM
I9D0oI5igndLgDwyOL2PFuZh5pggqc09DE+cpIW4nNoudgTNmCr jhmxNCGKgGjlD8z
/OkSccvywwKBgDdOReajRUZiEjDxjF2UbzKx81zJsX4KIs22GIdHgSRCv1lcy800Qa
SWN3ULNiyB350HCP69wDFMXYym5rJoQ jPvh6GIuhYKv4V8fffxkYv5kx5uWiXZVvy
Tv2x+m8rMglyv+pkyWLVS8KKytHmdiBzD+oTWxF 7rd4dueljtaxngzxn93pAoGBAKpPpR
rRI9PnroKHUbSE/drUNZFLvnZwPDv6108T978tONL372pUT9K jR8eN31DaMpoQOpc
BqvpSoQjBLt1nDysV2krIORwWMIOZAWCOE9C8RMvI6+RAU50Q1BSy jvLGaKi5AAHk
PTk8cGYVO1BCHG1X8p3XYfw0xQaHxtuVCV8eYgCVvAOGBAIZeiVhc0YTJOjUadz+0
vS0zAlarg5k2YCPCGE7z+1jM5rbMk 7 jrYixD6WMJTOKkVLHDSVXMBPbA7GhL7TKy 5
cepBH1PVwxEI18dgN+UoeJeBpnHo/cjJ0iCR9/aMJIzI+gqiUo30MDR+UHIINIJAKN
175GRVLAeW0Izgt 09EMEiD9 joDswOQYKKwYBBAGSCBIIATErMCkGCWCGSAF1AWQC
AgQcpcG3hHYU7WYaawUiNRQotLfwnYzMotmTAt1li6Q==

This secret key was generated using provable prime generation found
in [FIPS186-4] using the seed
ab5clb7847614ed661a6b0522351428b4b7£09d8ccca2d99302dd62e9. This seed
is the first 224 bits of the [SHA256] digest of the string draft-
lamps—-sample-certs—-keygen.ca.rsa.seed.

3.3. RSA Certification Authority Cross-signed Certificate
If an e-mail client only trusts the Ed25519 Certification Authority
Root Certificate found in Section 6.1, they can use this intermediate

CA certificate to verify any end entity certificate issued by the
example RSA Certification Authority.
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MIIC5zCCApmgAwWIBAgGITcTONnf8DUsvAdvkX7mUemYos 7DAFBgMrZXAwWNTENMASG
A1UEChMESUVURJERMASGAIUECXMITEFNUFMgVOcxNTAzBgNVBAMTLFNhbXBsZSBM
QU1QUYBFZDIINTESIENlcnRpZml jYXRpb24gQXvV0aG9yaXR5MCAXDTIWMTIXNTIx
MzUONFoYDzIWNTIWOTI3MDY1INDE4WjBVMQOWCWYDVQQKEWRJRVRGMREWDWYDVQQL
EwhMQU1QUyBXRzEXMC8GA1UEAXMOU2FtcGx1IEXBTVBTIFJTQSBDZXJ0aWZpY2F0
aW9uIEF1dGhvceml0eTCCASIWDQYJK0ZIhvcNAQEBBQADggEPADCCAQOCggEBALYY
YOMQVU12LQuyJDvODQzPYb4tEmVt fa82 jxJOJsCEID1XMWsYkeNSFFf86as4d/esM
IHZJh8E9XB3QJOLrP2p8mRXXENzZWEr5VL28qdwvQgIRiWOnBadyldrUh6XP 7MK5X
6CNXzdS+frBOff0wKbKa7ucU/OKFy46dsxg4J0yZRuLUObxNf0/gKOVHeGIgelIo
xuSheUzXzftZoV/HnuQEigi42MoTI814r3AZQB6mlz1AACcmD3k88Qc0eWYzKEHMK
WaCTKJNFJ5KuTGr1ld4kpT3iVYZpnTNviRgsK6v96IygKTdglXwvey3K9wwbWpQOMI
BorHoVkKkR/uET1E30vdsCAwWEAAaN8MHowDwWYDVROTAQH/BAUWAWER/zAXBgNVHSAE
EDAOMAWGCmMCGSAF1AwIBMAIwDgYDVROPAQH/BAQDAGEGMBOGA1UJDgQWBBSRMIS58
BxcMp/EJKGU2GmccaHbOWTAfBgNVHSMEGDAWGBRropV9uhSb5CO0E0Qek 0 YLk LmuM
t TAFBgMrZXADQQOBNnQ+0eFP/BBKz8bVELVEPWIWFXwIGnyH7rrmLQJSE5GImm7cYX
FFIBGYyc3NWz1lxxyfJLshOyYh04dxdM8R5hcD

4. Alice’s Sample Certificates
Alice has the following information:
* Name: Alice Lovelace
* E-mail Address: alice@smime.example

4.1. Alice’s Signature Verification End-Entity Certificate

This certificate is used for verification of signatures made by
Alice.
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MIIDzzCCAregAwIBAgITNOEFeellf0OKpolw69PhgzpgplzANBgkghkiGI9wOBAQOF
ADBVMQOwWCWYDVQQKEWRJRVRGMREWDWYDVQQLEWhMQU1QUyBXRzExMC8GA1UEAxXMo
U2FtcGx1IExXBTVBTIFJTQSBDZXJ0aWZpY2F0aW9uIEF1dGhveml0eTAgFw0OxOTEX
MJAwWNjUOMThaGA8yMDUyMDkyNzA2NTQxOFowOzENMASGA1UEChMESUVUR JERMASG
AlUECXMITEFNUFMgVOcxFzAVBgNVBAMTDKkFsaWN1IExvdmVsYWNIMIIBI jANBgkg
hkiG9wOBAQEFAAOCAQ8AMI IBCgKCAQEALPSJ6Fg4F j5Nmn9PkrYoO JTkfCv4ATEA/
pdO/KLpZbJOAEr0sI7Aja07Bl1GuMUFJeSTulamNfCwDcDkY63PQW1+DILs7GxVwWX
urhYdZlavV5hcUqgVAckPvedDBc/3rz4D/esFfs+E7QMFtmd+K04s+A8TCNO12DRVB
DpbP4JFD9%hsc8prDtpGmFk7rd0g8ggqnhxBW2RZAeLgzJOMayCQtws1lg7ktkNBR2w
ZX5ICjecFlYJFhX4jrnHwp/iELGqgaNXd3/Y0pG7QFecN7836IPPdfTMSiPR+peC
rhJZwLSewbWXLJe3VMvbvQjoBMpEY1aJdJBUIKkO1zQ1Pg90njlsJLOWIDAQABO4GVY
MIGSMAWGA1UJEWEB/wQCMAAWFwYDVROgBBAWD JAMBgpghkgBZOMCATABMB4GA1Ud
EQOXMBWBE2F saWN1QHNtaWllImV4YW1wbGUWEWYDVRO1BAwWWCgYIKwYBBQUHAWQW
DgYDVROPAQH/BAQDAGbAMBOGA1UdDgQWBBS79syyLROGEhyXrilgkBDTIGZmczAL
BgNVHSMEGDAWGBSRMI 58BxcMp/EJKGU2GmccaHbO0WTANBgkghkiG9wOBAQOFAAOC
AQEAc4miNgfO0gaBpI3f+CpJDhxtuZ2P9HjQEQ+v6BdP7GKJ19nals3BjJOod64roA
KHAp+c284VvyVXWJI99FMX8q2ZUQMxH+xh6oAfzcozmnd6XaVWwHg4eHI jSo27PmhK
E10AJKKhDbdbEcCZXL2+x1V+duGymWtaD01DZZukKYr7agyHahiXRn/C9cy31lwbgN
sy9x0£fjPQg6+DgatiQpMz9ETIac6aCHHBhOiPU7IPkazgPYgkLD59fk4PGHNYxs1F
hd06zZk9E8zwlclALgZa/iSbczisgckN3gGehD2s16 jMhwFXLJtBiN+uCDgNG/DO
qgyTbY4fgKieUHx/tHuzUszZxJg==

4.2. Alice’s Signing Private Key Material

This private key material is used by Alice to create signatures.
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MIIE+gIBADANBgkghkiG9wOBAQEFAASCBKcwggSjJAGEAAOIBAQCO9InoWDgWPk2a
f0+StijSNORBK/hN8D+10780ullsk4ASvSwisCNo7sHUa4xQU15J06VqY18LANWO
Rjrc9BaX4MguzsbFXBe6uFhlmVpXmExSpUByQ+950MFz/evPgP96wV+z4TtAWW27Z
34rTiz4DxMIO7XYNFUEOls/gkUP2GxzymsO2kaYWTut3SryCgeHEFbZFkB4urMk4
xrIJC3CzWruS2Q0FHbBl fkgKNSwXVgkWFfiOucfCn+IQsagpold3£f9jSkbtAV5w3
vzfog8919MxKI9H614KuUE1nAtJ7BtZcsl17dUy9u9COgEYykRiVokFQggQ7XNDU+r3
SeOWwks7AgMBAAECggEAFKD2DGI9A1u77q3ul3p2WDH3zueTtigqgaT8u8X0+jhOI/+
HzoX9e08DIJ/b/G3brwHyfhl7JFvLH1zbgsn5bghJdTz3r+JcZ2Z2513srgMv8t8z I
JEHOKC3szH8gYVKWrIgBAqOt1HI9T18J20Kk2aymgBFr3ZXpBUCTWpEz2s3FMBUUI
gCEsAJgsdEch+kt43X5kvAom7LC1DHIE6RKfhMEub/LGNHSWwY4dmzhaG6ép95FJ1lh
Ss8HOURI2ReVpsTadaKd3KoYNcllcffmwdZs/hFs7xmmwXKMmlonhlmzHgD1l/Bged
Hc8MP4ueDdyVgIe/uVt1Q9INcRQObuokkDyDYMYV6hzQKBgQD75ahYGFGZznRKtSE3
w/2rUqTYIWxx2PQz5G58PcsTZM89Hj4aZ0oLlmudHbrTQH1UuRNCHOXEI62rs0cVPs
D7I1Z0Lfs+SSTeNEXxD57mjyyufpVe50cNclmSIJAMMX2 JWQ8ndnOuWPcc5J6£NVT
au0a7ZB0aeKHNA8XXL3GY11MI9QKBgQC35xKi7£f2ImGtsYY21t fRUDUMGE JjhMW6b7
GWnI9IXF8TGJj1l5s70DEYvgSPTJIAB6PAL/tZwdbjomB4gjl76x1kB/N7G0O97408UP
/PdHkU7duyf5nRglmrI+yGFHVsGD313rc+akYdKcC207e6IRMST1ZFoznC6gNgpi
nNTuDz4ZbwKBgA5Dd9/dKKm77gvY690bjn6oBFuUsO5VaaaSlcsFOL2VZMLCNgQJ
+NLFZ7k8xJJQVCEIOT2uE7X/csBKdoUUcnL5nnsqVZQPQwI5G937KQgugylMZLte
WmFX1X/w5qzKXtWr30ox9JPFzveSfslbgzBilQOmfpOskhBo/ jyNvpYUNAOGAMNkwW
GhcdQW87GY7QFXQ/ePwOmV491grCT/BwKPDK1815ZgvEL/ddEzWQgH/XraoyHT2T
UEUM18+QM73hfLt26RBCHGXK1CUMMz L+ fAQc7s jH1YX1kleFASg4rrpcrKqoR+KB
YSiayNhAK4yrf+WN66C8VPknbA7us0L1TEbAOAECGYEAtwR11Qwk3B1lgENFypyc8
0Q1lpxp3U7ciHi8mniOkNcTge57Y/208nY9ISnt1GEffMs79YQfRXTRAEM2St 60ChT
9Cv5j74LHZXkKkgEVFf02Ng/uwSzTZkePk+HoPJo4WtAdokZgRAyyH10gEae8R189%e
yBX7dutONALjRZFTrgl8CuegOzA5BgorBgEEAZI IEGgBMSswKQYJYIZIAWUDBAIC
BBySyJ1DMNPY4x1P3pudD+bp/BQhQdl1pF5bQ28F

This secret key was generated using provable prime generation found
in [FIPS186-4] using the seed
92c89d4330d3d8e31d4£fde%9d0fe6e9fcl142141dd65a45e5b436£05. This seed
is the first 224 bits of the [SHA256] digest of the string draft-
lamps—-sample-certs—-keygen.alice.sign.seed.

4.3. Alice’s Encryption End-Entity Certificate

This certificate is used to encrypt messages to Alice.
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MIIDzzCCAregAwIBAgITDYOlvRE510rOQlSHoe4 9NAaKtDANBgkghkiGI9wOBAQOF
ADBVMQOwWCWYDVQQKEWRJRVRGMREWDWYDVQQLEWhMQU1QUyBXRzExMC8GA1UEAxXMo
U2FtcGx1IExXBTVBTIFJTQSBDZXJ0aWZpY2F0aW9uIEF1dGhveml0eTAgFw0OxOTEX
MJAWNJUOMThaGA8yMDUyMDkyNzA2NTQxOF owOzENMASGA1UEChMESUVUR JERMASG
AlUECXMITEFNUFMgVOcxFzAVBgNVBAMTDKkFsaWN1IExvdmVsYWNIMIIBI jANBgkg
hkiG9wOBAQEFAAOCAQS8AMI IBCgKCAQEAMpUp+ovBouOP 6AFQJ+RpwpODxxzY60n1l
1J53pTeNSiJlWkwtw/cxQq0t4uD2vIWYB8gOUH/CVt2Zplc+auzPKJ2Zub5mY 6kHm+
hVB+IthjLeI7Htg6rNeuXg50/TuTSxX5R1I1EXGt8p6hAQVeA50Z2afHgdb97enV
8g0zR0/Nkug4AkXmbk 7THNc8vvjMUJanZ/VmS4TgDgX jWShplcI3lcvvBZMswt41l
/O0HJIvmSwapS60QcAx3Weag0yCNjlVIVIyu/3DjcYbwW21JE£5NbMHbMILY4X5chWE
NEbkN6hQury/zxnlsukgn+fHbgqvwDhJLAGEFpW/ jA/EB/WI+whUpgtQIDAQABO4GV
MIGSMAWGA1UJEWEB/wQCMAAWFwYDVROgBBAWD JAMBgpghkgBZOMCATABMB4GA1Ud
EQOXMBWBE2F saWN1QHNtaWllImV4YW1wbGUWEWYDVRO1BAwWWCgYIKwYBBQUHAWQW
DgYDVROPAQH/BAQDAgUgMBOGA1UdDgQWBBS1UOHVRDyAKRV8ASPwW546vzfN3DzAf
BgNVHSMEGDAWGBSRMI 58BxcMp/EJKGU2GmccaHbOWTANBgkghkiG9wOBAQOFAAOC
AQEAQUl40JyxMpwipAylOvK6NEbM11gD5H14EC4Muxqlu0g2XgX0OSBHI 6DEX/4LD
sfx7£STus8gWVY3WgqMeuOA7IizkBD+GDEU8uUKVveERRXZncxGwy2MfbH1Ib3U8QzT
JaB8+dz2AwYeMxODWg9opwtA/1TOkRg8uuivZfg/m5fFo/Qsh1HNaaTDVEXsU4Ps
98Hm/3gznbvhdjFbZbi40Z3tAadR1E5K9J10aJYOnUmGpfB8PPwWDR6ChMZeegSQA
W++0IKgHrg/WEh4yiuP fqmAvX2hZkPpivNJYdTPUXTSO7K459CygbgG+sNOo2kcel
NnTX185RHNrVKQK+LOYWY1Q+hWA==

4.4. Alice’s Decryption Private Key Material

This private key material is used by Alice to decrypt messages.
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MIIE+gIBADANBgkghkiG9wOBAQEFAASCBKcwggSjAGEAAOIBAQCalSn6i8Gid4/o
AVANn5GnCk4PHHNJrSfWUnnelN41KImVaTC3D9zFCrS314Pa9ZgHyAS5Qf8JW3ZmnV
z5g7M8onZm7mZ jgQeb6FUH412GMt 4 jse2Dgs165ernT90OSNLFf1HUjURca3yngEB
BV4DmhnZp8eDhv3t 6dXyCjNHT82S6DgCReZuTtMclzy++MxQlgqdn9WZLhOAOpeNZ
KGmVwjeVy+8FkyzC3jX/Qcm+ZLCqlLghBwDHAZ5gDTII2PVX1X3K7/cONxhvBbaU
1/k1swdszUt JjhflyFZ80RuQ3gFC6VvL/PGeWy6SCf58dug/AOEksCAW1b+MD8QHIY
J7CFSmglAgMBAAECggEADgXxOWEDDRESYEZ+s7TMw+WH20+3X00rrygnsLbOyv341T
WAAUWK7qZy jd9r SDOAt BOGFhONXYhWZ1T+0iHs1CIfqIMZ8wyliFHBCIphoMSWs5
/D+idXrUef5Y23rC1BxXH0glUnSGXnpUH4ehV6pllvZMh40OJKEOMC4cpydlSzXrw
+VGCcl+pXv/tTW3Rb2gqoWO9JoWY+Epcssrw5SNSOFIFODh4QfbLN6pVTt28aQ4pf/
1KhLoapjFzXSYp/jrcNjYJ9gRASAbZsKOJ2yZ0yqgjLHDCDipFty+W0pkUZcJhsgu
CglStt7tKgSvAV/nEjN8e/vA91/AACKBCNcLzEoLgQKBgQC4eTM6BDCzlusXJIBK4
SRC/WwUthJZzfOk2GmwrODCTRYhWQSD JBfiQNboazHObVPz45gqP10f0Ot2iPEHeX+
VWAXTNrN69M91EzxygA3s761Ae jBR3FbLWkzLYgPB30ZWSIE7CrWHTXJ1ipFWZv+X
FG1R418fnRCUMJ4 j85gem5iygQKBgQDWhOMJu7FC02fr83gsIdLwghiDt TpwUN3j
gfp7JoEZOxbm3TgM1xPAkrQTUgfr2Z2hXGtUwsuKHyifxQEycrTkBOgO0ggAfGOfnv
ybyXK6/guctHIJQiy641L39kPuvQkKB+YO60B/oF 6zbyFvganoKX jpspObN3i3yBU
X5/EOu/LLQKBgQCUVWHWeWAgSg+pgBx9jGOnPK4hOCkznRJI7qyuo37Tv+E3171Ff
vYFv1YSd4CJIJmmiUCkZTvK3FkL7HrFo/HwSeQFQEt 7aDkN8 jX9bPPFv8K+UoNgkGp
LA8YVFrDQSPyadfNVYvsuXhzJLZSYGJPOGHgI5JufYLDZ4UDK/T97ekQYQKBgDDM
ORCxVvXTyGiW2USVu3EkagFDtnMmH2 7G6LNxuudc/dco2cFWbZ0bbGFN8yYiBCwJl
fDGDv7wb5FIgykypgtndlpv JHUHA6hX90gShT3TTTsZ0SjJIGgZEeV/2qyg+ZdF/
Ya+ecV26BzR1Vfuzs4jBnCuS4DaHgxcuWW2N6pZRAOGAWTovk3xdtEOTZvDerxUY
18hX+vwJIGy7uZjegidcFecSkOR41ekVxrEVEGhpNdEB2GqdLgp6Q6GPdalCG2wc4
7pojp/0inc4dRtRRE3nZHaTy00bnSe/0y+t 00UbkRMt XhnViVhCcOt 6BUcsHupbu?2
Adub72KLk+gvASDduuatGjggOzA5BgorBgEEAZIIEggBMSswKQYJYIZIAWUDBAIC
BBwc90hJ90RfRmxCciUfX5a3f6Bpiz6Ys/Hugge/

This secret key was generated using provable prime generation found
in [FIPS186-4] using the seed
1cf74849£f7445f466c4272251£f5f96b77fa0698b3e98b3flee8207bf. This seed
is the first 224 bits of the [SHA256] digest of the string draft-
lamps—-sample-certs—keygen.alice.encrypt.seed.

4.5. PKCS12 Object for Alice
This PKCS12 ([RFC7292]) object contains the same information as
presented in Section 4.1, Section 4.2, Section 4.3, Section 4.4, and

Section 3.3.

It is locked with the simple five-letter password alice.
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MITX+AIBAzCCEF8AGCSgGSIb3DQEHAaCCEF7EEghetMIIXgTCCBI8GCSgGSIb3DQEH
BgCCBIAwWggR8AgGEAMITEAQYJK0ZIhvcNAQcBMBWGCigGSIb3DQEMAQMwWDgQIWQKS
PyUaB9YCAhTCgIIESCsrTOUTY394Fyr jkeCBSV1dw7I3090ZN7N6Ux2KyIamsWiJ
77t 7RL1/VSxSBLIVV8Sn5+/03mF jr5NkyQbWuky33ySVy3HzZUdZc2RTooyFEdR1 8
x82dzEaVmab7pW4zpoG/IVR60TizcWIO00GOEOORIM6Yy2G+1RZ3ePBUg0+8eSNYW
+3IWov9abdFgj9jlbQKj/Hrdje2TCdl6a9sS1TFYvIxBWUdP1ZDwvCQqwiCWmXeT
6T9EpPZ1dksDjroN+zFhSLoRwWABGRU8 jXSU9AEsem9DFx0gZg8VsQcegQFY6aJcZO
Xel7IECIAgK8nZ1lKCTzyNVALxeFw0ijWnW41ltDagcC6GepmuINiggdD94YAOHXRL
11KU4mLknSJ36W4T7val4fp98sK0nGpaDzQheub6BbQ+dvVd44g52MDwvgvDOY7UJF
IVEP3VI9Ebfn641CROMIcVCUynxb3aaKjhgBKTGbYsKtPue974rDPIArMs2Heo8y3
cg+f7Jce0IVCglRatN6rSyJBF8J1BQW5pZGco8AWTMIpK3RrdIDziheASDIBB+KT
4J72BO6UprlcZ5wBY6ncXWa5E4feb57Cd3bB+zJuubBX9f4yG/J0cSF59w92c/6Qb
14EFk6tAiz19Pxullwjco71e69J1iav]19Ph/WIpf/XCEurw/K+VAeZALFW41G/D30
WIBRC2shisHB3j8+3fNPcvi4Fy3EkZNW41lrZFAjbBtloCxk5rcfRS7vxucAvC5X9
4bmO0xEcdOysnuplH77u+CWWx jCk414S1KZTUbwcla0OB6yRDvo jUMZkDzMgsxyY jn
JG5QhMFQrTyALwWCgJsP/rAf5xPhG2p+9Qul0yiBIIZwvKNKRQKL+YLcvYvThlbhj
rUfl1YzzvviyXCy9LcX2GBop9yBFJzIcmKELOMGuab6WIkWX2BI jhGTtu6VThmRHuUf
OsgNg/ZrNCTYa7elD6gwP5uFRecSZdASf+0XTeb6M7e/vaN4Go4A3H8+d53SYQP 6N
pTt/a0DTHzY77aNMh+mzkIHC1W3zUd1S48tUyJMiAN3Tt+RfhHZfgloJ7IdcYdM2
01I+UD/5L9ghxN8dh13Fi3rDyn6Y5xBlxFuz0mLjoEI+3Pr1+B9Kgf+o/hxFttfx
1uP1XcHt0a4gBr6g7fwGNssfw556g6hSOUDTAYOpvLaatil2TZmeYZzij1l9ssv36
krlvVaRvV9xcQCbY05ucD+buymFXPn/rhvdxhgIydmvOtdzDozyOWFDTvg jUBNeRnC
eMVD6A1WAWO1mBgOcI1JIS0aY2FWmBKju62XZA8YIRowlLysug3zIgDmzmgJFKwuA
MRMZmUVhophMENn86rwob3Z87gNbyylU/dXi+s6Vybx/kiwDXjfyhWBnhnlgkhgiv
oOhGtt+yAliCVUuHQI1E10oQeQN04C5QTUO0d1IWOj489Ft 6wpvmOtgcl 6NpnRYUhbCoF
XhFr4wswggR3BgkghkiG9w0BBwagggROMIIEZAIBADCCBFO0GCSgGSIb3DQEHATAC
BgoghkiGO9wOBDAEDMA4ECPOoEFEHQGBOdAgIUS0CCBDAOrGHYyN4 7xktt1J1VVIWQZN
BYIMFzLN6p2/zKotGEf7EMdgSdwlxkhKTWxunfoP/gfRD6boXTAA7ukJDsHXZr £XF
KjI4HI2oa/NihwgctphcLonBJXcofuHv+1oP9MPLtwu3MolwsWTiHpf5XmxMoZQw
fbrp2ohLugJO1ZRBIRfAUpaAhtFg91pLOtXEpz 7GULEyOnYh9R8iu9%bSel8bpl4s
+RA0oxzXD4gYiEU6Y10/47aRstd3H4u3ERDNUKSoqVst s1RSKnK/WrGYUwoy 7kNDwy
DBitfosMYOrpWEe5rXTBwJkBodcl3LBpDbNzdbrZw+e+yObJ9zfR1MplOxVfoiji
g9UbRAgN2yoORKWF6c63V2RAF5t JOQHNNIM3K3tC9zEis11jgn9LeOLB9CdlgyE4P
WEmHNOgwgDF1eX96TmUipmYM63H6 jcbnScop7elZtCrgqGjhsTgFwcMg04WaXWeHD
ffLXSZdzIUB+zfC8t ftUUEOUX3tX4110U7K8UAUQTSK/AXwUj+MbQVhlz8tedFVr
w4ulz184TIYghD3VdAdIOxX1iZkfSKChRz8/7QacrXFvfKkrcrxS2iHMoxhoJ7WETNt I
s1W5R5runj6lr50VT4HCENFQfGBbTtVOAJP 7yka9aQDWxPCoXFgeblQ01lF/BigzW
02JP5Lcrw71a0y880bTzWhi57d4he50Ip0wHULIGPh7s792ml11tvuSpRKJIkOXWv6h
gAj5AsBB8INvgXP71Ytx2vMdjwbgqgzQcxASJ4UHQgOCxmiODLUP+FHAY1CPNS jbR
PHrTilUFi/+9hYneQci++gPvkCgMuGHVxamd40LanGJININxE1DyMeduapX5rXuPn
g66LPey9GQUE3SBNC2dmjuly7d8fWXEZghgLtPfsuwVzdnWbluAcjRfQPNo+uWe4
zihYisXK31gA557dRqdSv+6GL6/0ZQ0CTaYMyZIWD9jS2gU6T3g2 j8uk1LNcLINn8
aSpQ5xWspBXpzX039fG6CMeqz Z1FCarvQwYhdXbtxn90x/pimmWOlcgAxv+xythW
BMx+111JEdbCj015wimsCWNPW1IM4AVSholpZhs9Mg6rvgBXi1lHJgjDODpSLCEOxh
/GNoXoOX3LrxfCIDEhT8LyZ2NE59yh3t 6pm88soFzaAghdjblFkc79nBbcl4NLKg
SmL/7GktkxEzn0OiSYfnfJ905k jZC08d8RnoGEfrDDUWD2ZIhbbxOCg4E3E0Zt13aH
JOXRBOZLCI9L2JINeSNiBZZGykh+P1i4TsIzXL2UPQ+dy4DDaEf8yamyY04d1lhFsnhD
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qr94Y9E30/rpF0yUb2gCehEgT9nppVuMeridsCkHgemmgVr/52Xv/XK9dx4+YBJjL
4/3Id0/yVJURgDIHH8040gF4rflkz0alrz9nJFugP0UM80oNysal9yr7/D1iljuv0
MITIDZwYJK0oZIhvcNAQcGoIIDWDCCAIQCAQAwWggNNBgkghkiGOwOBBWEWHAYKKOZI
hvcNAQwWBAZAOBAidIgBxZFwvagICFCKAggMgTzrUv4/12Jgnv3AL+P6990uXlybz
NcTwC+hMRVOHOOFuAAybzdSRBAaZchl+8GheU8yz7IYWmLn1PNHx1Z28inIYfmTfk
Pa34Rk8s/RxJIe8LMYL1gjk/FMg/Fpgc0S65S6bXvJI69Hb8gt A0GW8P1b0dd9bvG
NbAkOOh5r+IWiH4U8zGpcqWDWRgieGICsYOOHVX4KKMVGFI JFVCTZevORVoyzmSX
Z2Zg9xqrbjw4CZgOWReHPI3aEt 5xVX3B1hRG14EIyia6yUl0VOZTGBKgWUeKmOASGw
SX3mH/kLiya3gwwGvdglncXcl7V1STN1HFyp4ebGKg4CsZ6NkWjocwg2PwM/ TqoZ
5i02tqv0eR81X7LrSegxGH81Kw3nMV4dH5txoVt 9hddZCKKGcJ5Z8F1zxFP4RFUF
7hOmRpUPdxiahJ/GkXDVIAw6BJIKd4Q9e6sjIYxTeqduOP 6V4PMUuDUTF 98X/ d9sEx
2X3blcIxuA7xtOnKAPSWEYWBg98B+CKG6KwO5s8T1ZVmlk15FCUJvEFOKCiWIKEF4N
VGLiWOIP/jJIIN6Gap4gNbm51zNFGZ7gZAtvsBSGQSOUPgEZcx2mRxpBmcX8tm5YJ
hmY9EDK13umUUGKrPOrG8c7/MVAQegSKaQuXSEMK6KknXGe7jwis7xaQaRm9fFHS
0KbGU3MsLxRGJW/ jz JUNAEWDiSYPCVoO8E/kKkd8LETvVjAoWF772y900X1ZzcP7HWcl
0YcO/WSShd4e+FAbggLo/8KIkGzJ23BAcdx8XAtxzUZhRdHaltnwaJsfTr4TCwg8C
XxJG5u44/z6imgQrv0axQfvk6sSNGdG62TkacYg2K63D9hcg+TbZPPVSStWXy 85
N84anzTOxblyx6aw6IL+uBLC4JISgNFijaF5pwjLSbgTs5Z27skZdCam80xYmdJvo
ES/ugFCQFUSamXXNbotviQk8 jWuJFz+BXzPYJIN3t+3mp6SmgTZ2zP8FUQEE4GbSH
DgYV621DcWRo/mao8xzX/mvkKm4ddGBldiusoHZal4gdo2A1gThSMnMBsciC+3JE]
DgOr70XhHccTDW8wggWUBgkghkiGOwOBBwWGgggWFBIIFgTCCBX0wggV5BgsghkiG
9wOBDAOBAQCCBSYwggUiMBwGCigGSIb3DQEMAQMWDgQIehcRLMVUAPMCAhQOBIIF
AHb5dXZKzCeRU02ZSj0oyuFS3zQ5HhKyfapsyCqbYCKv/1SzNYWvuda7xfa+uOM7
/WCB9sWdzOMTpaBMHWxOhvibZIY650M+ry4t TuUKKgOJ1370snjBO0dSNTKszsI3fa
PUjslxgIH3aClshD70ghIRGZzRjK44PJyWv6260Q0rgVtTYRINYTdee+SbBZbkEtL /
EpWipwftWXGR6tSYJQOn99e09Vih8HyQvwIpidUh3pCFOlow4VZyAgqIWOHcwIOTAJB
XNv+qfdH7£iX9wM5/GvnQReIsqjXCUoc6pSQIAQD/ f+I/d1F2ZmgM7KwX0LGRERY
OWZGyF734pN9GLbNetWm6rKxmlSI/5m6+2Ixxfannl6P+vBSEgWJ/I8GnJAdzIbB
TyfjogdGi2+1mrPzK7+C79ntMI9nfsr4xVzy/BknwZIadksd4VvOGkSInfM6shtBJ
BO9uR+GJfthtsvIVUHNOkz2r/1VzMSRbOg9yR53hv1H/nXCmUjWz/BvobmoaVBcCm
mONnYZTHMNarIVYdLQFif5ZLH7WV/XVEVIORNtNR1iKsK96VAHMS5XboWQGCgLOheh
IX3NilylgenGmlaF1SQNMvLDkolILDTKrINvPmjG/WFoLntpJFPtYZsooTljjXLw
3VTSodtgKONdPYOEidSJgqwIS87fzrCB2Wmwys0iGfdsuNhSagNgaOdMO6FiW2 fku
X TH+w7SX1/n9YeZUNLOcewLcC7E8IAlIarjglZE1L6Yb21dXxVIg3PPOWKuGnahO
TKnD6mLN5BIGOGTzF1VspXRrJhFrcLe+xsJR1r6niI3bcecMWXXy 7gbmlX/CRE902T
ynxE1oDR+xZ6r JPWDJP7kVE4GvA8trCGrot4pbJdbmwlBeMIylScdQoHEnygrenOn
RMmXZaKz13njtgq7Wk78goJdq0aéVh/sde0KcOPFkyTZdMB1TztmOK2VJU3jUVZP 1M
OWY2£fyGDoA8901+/MiNsgiaEghGybXBYipOex+p7j1GIRN/CKmpWsqgjZnB78kyXm
Z6AE1vC6neD/7zANInDkzXiun6ic72LoBX3JGiCSuM6hIPJ0AcDw1zTDuOH2rCQON
w+tivJ2v4KbgeKoc6beQb5fZHs7VsWHik IcpwgB5ngwt 34wHgFGONTS41ZmvzSJ7
FMRVGmsDYkDTpZzgNOaxiUBQMcEvNIe3nAmA+dvB7w6XRQVSUsL+vBFhHiWGZ7h
k5sCeHElewXKO0SyJADgfF1YqQ3EfEgZ13h4wtoSfbBVt zbbyg2LNegUCLEfIJkc7£fm
T7X7JSxbjOgndMHEeMdVb+NFxbgsXYrYD8rC2A815cQzZrsxblbvgybEJz+NU/52
UgGrPmdjJKuGBK/V2zor6gPvKyIdlGb4QQuloyClwhZ+gkInE4Eft84y7ISgMywH
+1w8 7HrSHKfpgzQhCx1rLu53IYK/4PhE7BYC9Q4tvIsZXSGZ+njudtyzERSlaNe5
njUeIENr4B/+kXULwVDcvMFHqUFJMkFai8FUga7gyipZ+654clGgJdjnNBOlva8Jdc
dt dPRRW4gwdrvn8u8J78KBzt 6ChkrpKRV8VeWKBk 91hcT0ZNpInNghDrkfzHBGPO
Uo0l133I7P7C+h9sNDI153W6I0IodyQEOAVIWxHo4y/1d1VeGDaB7h0SDg9ZMpm9onl
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En7F6/1/s4IUZHja/gqRrK9hD4AMOXgqO0LhFXuUzuipo4 9OMUAWGQYJKoZIhvcNAQkU
MQweCgBhAGWAaQBJAGUwIwYJKoZIhvecNAQKVMRYEFKJTQAVEPIAPFXwWBI/Dnjq/N
83cPMIIF1AYJK0oZIhvcNAQcBOoITFhQSCBYEwggVIOMIIFeQYLKoZIhveNAQWKAQKY
ggUmMITIFIjAcBgoghkiGO9wOBDAEDMA4ECKg4DtyiayOyAgIUpQSCBQAKQtkPOS4s
LE60s7nP4RaJWBuyX127V/06TusBRBgQoPzP+aC+099wgisEKedyB47bAzcO4sba
4gq8UKERASYHCEhdD2hGRCL70u9jTtrr4RgZpa5v9CJIcBO0t4bqgy21UefOpmbno+R
X840uyM4g5Q+cfH1rTQla/a+gLglbptoEkH/4dfR3ELYiXcM5UrBYTJOHCcYyME8c+
TXbpf7kiplTtlsrlZyUS5zrWecxngrBxwEFA+O85W/uVR3QZSW+EGX/VCYWGruZlNyt
BVvBYjsYsnC+yKYXbgL81DgOePy+eh6VX64SwWBLXCWCY+NK2EZrhzrUF j1+PXFKY3
IVVPJhTE907gJAOhzvAanOluWXozD3/WPQaXhyIJDwM2MjznjL2MBydpy9K8Cio7
XaVePX8DszIZkfI4DAz5f7G7WbwUq3I jPPPWiUv+JIsR+dngzWDJ22SXc+AdQP2sK
aMvP 8gOpHOsV1XXE76c5rUcZCZD+gGv1lavO7YttWgbDgLj60QEIJ8LX0QvwdOYEA
etEO0bJ5uv2njhQDhLkH/JIbmFSgJZeM8dtKHb8f5wZc2B+nXGB+TFboGzSuP 7gaW
ulvKsJINQT/J/FYEgcamI2F+td7z1sGfbRIckAcxXeb2uPVbCJ1la50gR1z9gVm5Hb
5f53X7a0QQp3F3LDGOMJI+GFQ/o0XXwabgn4 TvNO9KDhxpGcMMU9RnugUENU9IGBecO
virzmVKZdmJ36HOmMMNLvgRakRhCV3kGABXY83hwUv17E1gASLKcAWIachkCCGpBG
yGtP2I0ZTn7PsLJR1BzKnePa7MgFcgoCToIpdQOnCTtAsalmBmls480LN3GB50jeG
bQVNEfITAViIAOtg5VuT4/048V6uYSJsIZsawm3tGA/Ljxyfv1aLddQT5Zf5Z2X9BX+
K/PB40YAFxtUpMK/aL5G1MvppUJ9CjgAtnoKE+EkdQOmyZ1VoD091ih44zuRx6XV4A
EYafNB8ygjRHGsVvPWO/MOEsOwl 6wzJHTuf/15fD/nH7Xh5MzhCFOCtvLn8v+S1Po
12/4006pS2by jUFRbeCpzEpRxdvI0LCbIALAy0yG9ud1W3yInKNFnaWBulfOPFCe
ZT92M1BgwJA8ZcydtiiunRNAHSiWLSP1loUpODlv6En+rat+PoyRXIy2fLHBL25aw
LhABoZPgRsCiLsiNiohfyngksrQKeRgO1laBMT92J8r1E4sUKirQlcOdiWBE6vmBS
XzyN/twvEgPNIXgROrw6c7VhhS+hNTrsttg/xcfvI/bftDbKm+RZL+yQoOkkAfIR
S5tizyMdMBlaMrpfrBxvNtMiykbZ88SYoA70Trwab2aHQluVhs80jXGBEOgmSudcS
dV1EhBpo9HBsDZZ10IwOp5/BI9fCHANThCTiUm80eQ6mX2/DBIL1INh7gHOYLL3azT
ml12D0ZpZNaXyxLzdiRiAdwpWZmmegOOG70yi0D5eIxh6cbnbul6Ygdp+pFFVYHEA
vc5Czpne20PhXX2k00kbwawr9AfrF jIfAEMBEx5GBGr/1SiUQSkbUC/s209Ygalg
WTYt3KXPzrThJJGZnnXZRTGEIi6vp8RsnPX35+Dxe/Lp3gXDAIJeWG6XVA8t3fsp
coTgPkm/XGNMmOZ81KX/ReVdP+dC93sov2DuDZbYGPmH1D47b001iA68GD64DEUNt
Q8MhWk8VRR1IFgcuwB0TO0bc+SIKEINkvYMDFAMBkGCSgGSIb3DQEJFDEMHGOAYQBS
AGKkAYwBIMCMGCSgGSIb3DQEJFTEWBBS79syyLROGEhyXrilgkBDTIGZmczAvMB8w
BwYFKw4DAhoEFO/nnMx9%hiloZz0S+JkJAu+H3/jPzBAj10QCGvaJQwQICKAA=
————— END PKCS12————-—

5. Bob’s Sample
Bob has the following information:
* Name: Bob Babbage
* E-mail Address: bob@smime.example
5.1. Bob’s Signature Verification End-Entity Certificate

This certificate is used for verification of signatures made by Bob.
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MIIDyjCCArKgAwIBAgITaqOkD33fBy/kGaVsmPv8LghbwzANBgkghkiGOwOBAQOF
ADBVMQOwWCWYDVQQKEWRJRVRGMREWDWYDVQQLEWhMQU1QUyBXRzExMC8GA1UEAxXMo
U2FtcGx1IExXBTVBTIFJTQSBDZXJ0aWZpY2F0aW9uIEF1dGhveml0eTAgFw0OxOTEX
MjAWNJUOMThaGA8yMDUyMDkyNzA2NTQxOF owODENMASGA1UEChMESUVUR JERMASG
AlUECXMITEFNUFMgVOcxFDASBgNVBAMTCOJVvYiBCYWJiYWA1MIIBI jANBgkghkiG
9w0BAQEFAAOCAQ8AMIIBCgKCAQEASNAF0glRofINjBKke6g+7RLrOgREWQjcH+2z
mOAf67FIJRNrEwTuOut 1WamUA3p9+wb7XqizVHOQhVes jwgp8PJpo8Adm8ar84d2t
teylOVdxaCJuNe7SJjfrwShB6NVAM7S8CDG3+Eapk09fzn2pWwaREQ6twWtHi1QT
51PduRtiQlogsuJk8LBDgUMZ1KUsaXfF8GKzJ1GualR15/3Kfr9+b6VkCDuxTZYL
Zxt6+a3/QkaC3I9m2ygPubt HFJB5P5+s8boROSKm10BlgsLow8eF9S70tcGGeooZ
JiJUQCR14NaUSbIyfKEZV2YStXwdztoEJJ2fRURIK+8YnwlB3QIDAQABOAGEMIGg
MAWGA1UJEWEB/wQCMAAWFwYDVROgBBAWD JAMBgpghkgBZOMCATABMBWGA1UJEQQV
MBOBEWJvYkBzbW1ltZS51eGFtcGx1MBMGA1UdJQQOMMAOGCCsGAQUFBWMEMA4GA1Ud
DWEB/WQEAWIGWDAJBgNVHQ4EFgQUF 8WEe9Cn73aQ0Lizbwi8kriWeK5QwHwWYDVRO j
BBgwFOAUKTCOfAcXDKExCSh1NhpnHGh2 9FkwDQYJKoZIhvcNAQENBQADggEBAGT7e
QY6PxTWZC5vCbF5hjOitxoz30yM+LRcSTGWoYXdmlwsNUzy31pE3dtADvevRt sP8
uN7xyfK6XZBzhShA/BtkkgYGiFvXDpluOxWmgCOWPmc1PNK2mHil+pGMEvnUwnxd
6gKCcHEDS5p+bUhDyIH2fy9hGyeOUs8nvi+7/HwBipN+nA/PfsPn+aU411K6gDoG/ i
kwyuiWcFF1lc5yE5rkAe2J0/ad4+HtzNmTK4 jB/4GbyI6x1UszP1EQKE+Es10Xut/y
UWL5nKKagpRRAO7Pg371MpFQs2+zXt4£fGheKzZU3XXrIPcAPyJjWiyUlDzpggSJIM
OIp/HtXdFscHb9+Qic8=

5.2. Bob’s Signing Private Key Material

This private key material is used by Bob to create signatures.
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MIIE+wIBADANBgkghkiG9wOBAQEFAASCBKgwggSkAgGEAAOIBAQDMCAXSCVGh/02M
EqR7gD7tEus6BF/BCNwf 7b0bQB/rsUlE2sTB04662VZqZQDen37BvteqgLNUc5CFV
6yPCCnw8mmjwB2bxqvzh3a217LU5V3FoIm417t ImN+vBKEH028CbtLwIMbf4RamQ
71/0falbBpERDg3BalelLVBPnU925G2JDWiqy4mTwsEOBQOxmUpSxpd8XwYrMmUa50
tGXn/cp+v35vpWQIO7FN1gtnG3r5rf9CRoLc j2bbKA+5u0cUkHk /n6zxuhE5IgbU
4HWCwujDx4X1Ls61wYZ6ihkmI1RAJHXglpTlsjIJ8oR1XZhK1fB302gQknZ9FREgr
7x1fCUHdAgMBAAECgGgEABCQglETtieZ+0/aNdU149NKOgx 97GLTBjIguQEDDBVFK
21u4PhBg9AdgAUqLH1PE+eg65JaGZwvFH8X1Ms2AKiRzYsPOQIoJ4nlhc69uiENY
Ykcv4AQHOVVgEtCtWY jIJyb5By OWPeLH6QynJ6F1BoSgxhURSWyYfTuwgt 10HEhsUuH
d3N5BmbFiRBNj4aIA9zz+15xL0m33kMKai/Ajj3sI0ATIsZ5ZVAhYbC8sCt1Xevb6
141p9S6GSWGC1l9by+1y9WC1QGtb5GDotvChMvmZS/03NeDc6xC/LZoQcHNVgizd7
f1g6iEkJICYK+D7xsd7Y630w75HajO0vnlhiJObSA+wKBgQDxv8 jp2D6IVRGgYfaC
nUU3Mg70wagX1fgPHO9Sk6e9c8CgORh2uwiWjpTawu88xBGFyZ+xnWgr7GCNsltas
3m94ri4A4R94+5uL8+00LC26gMDfzATd1Q3k/h919YLk89tonQEULCFZJdphThEb
vg2W+nNsEVcQGuClzhX0AyGMswKBgQD0BYk3sdGQbBA/hYD1EYsZfYebUiYv21Tt
VGRgTohKFc1RAWOtGP9YRbKYEVKBLh jgkXzS9xGgKywP71z9Iny+zDGbzk8E1B/g
1S7GFGX50TGOISfaFWTYdxt 4mN9pduZE2b1T/26uyU8DXCERBhF/0OqhwQjJgKTYTT
R13Ara5fLwKBgQDQyVt jIyD2g8na¥2D8c4mo3vHtzyc21tQzcUD8Z4vSYpslhbos
KN/48gJmRv3t jgP+o+SXasYKSFE/4pIroLxTVNNkbQméekt fttwpOlyPG8340wLk
97HVWOig/tX6mOWglyBsm+g9TKTrrvmlpRGIME6BQgSYYy4r504u3vV1inYwKBgQCl
B4FvWyDhTVQHwaAfHUg3av/k+T++KSg6gVKIF 1INwl1x8ZW5kvnbJC3pAlgTnyZFyK
s5n5iwIlVZEtDbKTt1kgKCp8tgAVIp9AYWOKrgzxUJsOuUWcZc+X3aWEE87 I IpNE
1QKfX1Zaquz23T2tKvsozz8ngg9x7U8hG3uYLV26HQKBgCOJ/C21yW25NwZ5FUdh
PsQmVH7+YydJaLzHS/c7PrOgQFRMde jvAku/eYJbKbUvT7gsJFIG41/IGOCEfVmu/B
ax5fbfYZtoB/0zxWaLkIEStVWaKrSKRATrNzTAOreeJKsY4RNp6rvmpgo jomIGAL
Tg8Mup0xQ8F4d28rtUeynHxzoDswOQYKKwWYBBAGSCBITATErMCkGCWCGSAF1AwWQC
AgQCc9K+qy7VHPzYOBQwy4AGI/kFzrhXJm88EOouPbg==

This secret key was generated using provable prime generation found
in [FIPS186-4] using the seed
f4dafaacbb5473£f360e06ac32e00188fe4173ael15c99%bcf043a8b8f6e. This seed
is the first 224 bits of the [SHA256] digest of the string draft-
lamps—-sample-certs—-keygen.bob.sign.seed.

5.3. Bob’s Encryption End-Entity Certificate

This certificate is used to encrypt messages to Bob.
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MIIDyjCCArKgAwIBAgITMHxHQA+GJjocYtLrgy+WwNeG1lDANBgkghkiGI9wOBAQOF
ADBVMQOwWCWYDVQQKEWRJRVRGMREWDWYDVQQLEWhMQU1QUyBXRzExMC8GA1UEAxXMo
U2FtcGx1IExXBTVBTIFJTQSBDZXJ0aWZpY2F0aW9uIEF1dGhveml0eTAgFw0OxOTEX
MjAWNJUOMThaGA8yMDUyMDkyNzA2NTQxOF owODENMASGA1UEChMESUVUR JERMASG
AlUECXMITEFNUFMgVOcxFDASBgNVBAMTCOJVvYiBCYWJiYWA1MIIBI jANBgkghkiG
9wOBAQEFAAOCAQ8AMI IBCgKCAQEAQqtHAIBNMiBIk8iJqwHk/yDoFWwj8P9Z1uYdg
lagIuofvjoAyjdA8TbsBRGAmvaIOSQOepsNijWlko71E8HIDs9JHNn1E+t zH3mKEn+
G2erY¥+alkMJTXPvMAUdCA8+el0J7k91g¥XDpzIWrP3Kc0xT1sJI8tGI6mhydJIX3wP
0/HuyHpfKQQfDusPH8S5yidPciWuB7Wj0X4xY1pUAz2rSSAInGVvhEzZKFbW43BP jY
XPUNRWMt XFyaldjg6Eb9M/klbhdZheDLLs jLUSXYU70r 9VXGM/gcjd/NhWYphCeB
cgswaMSmXLYdmOmFmgoecF 62mUEODiNdhwKTtnefd0cl1+D3FQIDAQABOAGEMIGY
MAWGA1UJEWEB/wQCMAAWFwYDVROgBBAWD JAMBgpghkgBZOMCATABMBWGA1UJEQQV
MBOBEWJvYkBzbW1ltZS51eGFtcGx1MBMGA1UdJQQOMMAOGCCsGAQUFBWMEMA4GA1Ud
DWEB/WQEAWIFIDAJBgNVHQ4EFgQUSrOsMVMCSZxN42554CVh1T6IYiUwHwWYDVRO j
BBgwFOAUKTCOfAcXDKExXxCSh1NhpnHGh2 9FkwDQYJKoZIhvcNAQENBQADggEBAC2C
Y8FgaxgB+Dx9gAF j35aelvgzYiWI3Ax3FSxogo/GzpK//LB42150eBuKXbm0ixBn
4nojxD7PMIM0i+1i1AvVNINaHY9TtgIgg8V/COCTvL8SdBNOle5ZRI7640hudivyv
Ixvvt79zvSTpe+NUT1i09xNgsC8v19WB/BwkgMAgDgMxgCxT4fyrvVwpxNBke75j
E6Q3xCIfdOWYcEMLK7EsTSgimYuonZjN7v/ygTdjn/iVH+agL/2M1SfiU36w/Yfl
TEMO9uKGH/Javh+2Vjd0j8rE/g2laac5VI91M6xz50DZUknycBKKinR+nJWMt 5AK
UAaL2Mjl3YtrUGBpxxY=

5.4. Bob’s Decryption Private Key Material

This private key material is used by Bob to decrypt messages.
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MIIE/AIBADANBgkghkiG9wOBAQEFAASCBKkwggS1AgGEAACOIBAQCGOCCUEOYIELTY
ImrAeT/IOgVbCPw/1nW5h2rVgqoi6h++0gDKNODXNuUwFEZ2a90g5JA56mw2NbWS ju
UTweUOz0kefUT63MfeYp+£f4bZ6t j5qWQwlNc+8wBROIDz57U4nuT3WBhcOnMhas/
cpzTFOWwnyO0YngaHJ01ffA/T8e7Iel8pBB806w8fxLnKJ09yJadHtaPRfJFIW1QD
PatJICWca+ETMoVtbjcE+Nhc9SdFYylcXJrV20roRv0z+SVuF1lmF4MsuyMtRIdhT
vSv1VcYz+pyN382FZimEJ4FygzBozmZcth2bSYWagh5wXraZQTQOI12HAp02d593
RyWX4PcVAgMBAAECggEAEVPt 6aAQJEJzHfiKngt 1U7p4UKbSEf4yFrE7PdTLkeK2
RjncIhb6MeevVs8g06co7Zn8tuUTI5U3cOXLhVOWTvaHYeurTXaknICz3IeOo0S18
skiVzko70uJ8pR6asWUlr/z0jlEwZ7RnEUWet 970M0YeAQO7LDFDkF7eUqg//6bfzT
ewr/QfDDsv+erwIBh+9CRHOJyTuDH1WeGxYV8VK3M6VhdT JFxXxFhrQ4pBe5J/UA
17Bd2GM8Urg6VYzVobx4ajnclH/ezYLdcd459poTffveFg2trgFVAJ2IrQlAegjda
lemsa6Np801lmUGkng3fjKS13RYGBv/48rCHOT8eRgQKBgQDM5TuS4ANQ jOYOoOgtLF
xoVibVvlndOo+SmdFkZihzQHxcbLY9HXe5H1bLf1IMXz /nERx1+SmYuudJkOEdiM9r
HOCcHRLfBmC7t 0GAVvLDHSAX8Ec47LbtKZgyM1U9dn7Z+5g4iywqgpaP8pP3+0Y57
cgtQaxljle3xhRAj65c11RBmQQKBgQDVbLgK6WKDfSdZuMZGUtOYOrtamBDCgEU6
rEgBAYCPy5NpF lpomUFcYKWT /wbReFgtuygq20y1ATBOyHHMko4 6BULN7gX/m/ skt
DHWXVWs1+G4IgEMVokM9jjrkgdY5grrJ68sagKC+bgv35BizHPTIggQuO6gnP SrM9
bevwbQE j10KBgQCiPE/zeBSnzyjeaTdLxGkRIR+ZX2WgdNdYgnQkiWMkflaSmt5J
4raEj+GhLC5BZsZ6+2z480M6XXFWOwWSkbMvS5WH1824KHvgKcfoh00OiR1EVY jN1gDx
wKOQVv jycMhs3FpXnOarjCczS2wGSgPGEpUR4JJhcpfaF 6kphZsWDWzV1AQKBgQC2
ivbK1tNhj4w2gqlm7EGC3F5bz15j0I1QTKQXYbspM8zwz 6KUFR3+1+Wv1t30ncJdou
dOXFU7gCdBeMot TBA7uBVUXZOtKQyl9bTorNU1wNnlzNnJbETDLi1WHO9zCdkrTIC
PtFK67WQ6yMFdWzClgEy5YjzRjbTe/rukbP5weH1uQKBgQC+WfachEmQ3NcxS jbR
kUxCcida8REewWh4Al1dUBUOgFcFxF6YWQI8I7ujtnCK2RKTECGI9HCyaDXgMwfArvV
zf17a9xDJL2LQOKrJ9ATeS03409zIkpbIJLONCHHoCOQYdHU+VO2ZE4Gu8DKk3siVH
XAaJ/RISEGAIMOgwEGUHOhht 0 6A7MDkGC1isGAQQOBkggSCAEXKZzAPBglghkgBZQME
AgIEHJJImYZS1Ykp6InjQz87/Q7f4KyhXaMGDe34o0eg=

This secret key was generated using provable prime generation found
in [FIPS186-4] using the seed
98c8998652958929e889e3419f3bfd0edfelacal5da3060dedf8ale8. This seed
is the first 224 bits of the [SHA256] digest of the string draft-
lamps—-sample-certs—-keygen.bob.encrypt.seed.

5.5. PKCS12 Object for Bob
This PKCS12 ([RFC7292]) object contains the same information as
presented in Section 5.1, Section 5.2, Section 5.3, Section 5.4, and

Section 3.3.

It is locked with the simple three-letter password bob.
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MITX6AIBAzCCEF7AGCSgGSIb3DQEHAaCCEF6EEghedMIIXmTCCBIcGCSgGSIb3DQEH
BgCCBHgwggROAGEAMIIELQYJK0oZ IhveNAQCcBMBWGC1igGSIb3DQEMAQMwDgQIe/d6
gDQ/28QCAhQGgIIEQJIKASkzRVMId6rEwC/O0RyBSgpPuSROUQT jspt 6EhBZ1gHc3u
FTCPaO5P/vpeWaCnBRarGFn3DmgA3JT+59bmRpGdiP3Zr1k2EbHi0yrd2P3UFDnX
gRkkI+7pf6eOHWIRNt JA+KJIS8v3tZ/hpiEKAEav/MgOIFNFyEiZpCkbKCX5auDbl
P5c3J2MNg/WNBEfpGJUHKVIZuIF3H+8LfFgayRsDsppoUMffR+GmdL8nxLighraHD
+Igr3LpEroNi/iZQWUTFTUlaePf/2KMgaHOuy41IVvcH1 jIcLXHGNa66S8AP/HI2
TJPPg/1lve76DVaGdEnx4QJd4pBFQac90zmhxUlHZrvzubK9t4e51r80wpd2djvZK
wSLzUgtQZXg8pSslr85vrb3KItdYGF6SZpX029FS7rY3uYth5SYVUQWAUYYY3S0/
nsaLg4MCWUO4Sh7nYJZ15I jkk9LS7JhmwKvizHRRTXbLyRDHO6e+3jCRgLcU2WSUqQ
1bEr9Jy0ucK8zNPTE£8HWBTSOubvy4JfO3mVp4REX/80zX1LztWGb1lFGbyaJd9Y4ga
IM3JpKxMtblUTx0Ay j31FWGlGZFGKB1Wplr+OdkKkC4d1oFE22IINfLARNLVIOmMPO
aGZhsDheB8iVOtNO1lu91BlU68Q7AL1ryXWUS jouKGRSU6UMDLZ 7rwOwlZC1lm4oLG
BF8CmMO4ELmbOci78fBs/gDX1f3BJazcNtciamEsQPYRGKHASBRYtoDfVy6mTT400
obdrZigcvCwttDBU7RtynAQVZ8DVKzxFGhe2p2Yc9H5A5ML7IwgNtYzheduBAQTE
JAU2 JMgwnZN5wULENH2 TF 6KAQNrKdt BYMbgk ToKgx £5Zf+cJZbyQq7WM6nVEOM7g
kcFdeHDn/CWoSNHI1+JA3wSDM06zkUS5HMd2MpT1RLTSaemImUKCAGY ieJmwNQxR9
aYHBBwWS5BNBw1XRB7WRka2Uah0Xqg/wAgaIl/o9L+mShDRFJJFi+t 8AV3KROWWHg020
9gchX7P5H3Sy/tq8yUQIol+hRiRjkfi9qy6AxIRtt rK4WbW4scUtBZSkg9uFkTVU
ybnVeWvBpn2SrnwEF /ElueKARVmouWJ/7£fiLJIXk6wVvVtuBZw2gE5QGfuCwg0PQsC
xPx8MhN11KZYDVCGsyUr/LMHeKNc31S2HLGQK7kh/o+QQazafiJocQ+kRbS1VX1D
nQlIhz4zvKsBgzHpoe3wQcfAY5sp2ubepsZ5T/YHkmroBmvA4glvi7nlCetgxXrh
2V60XvazZ+BnfsY¥xJeUZGnNMNEDF1zS7xB180jtT5IJNO0o+9tLsdikdik169IsVv+2
eCv9Go+whl9cSAL24rkzdKVuiIAXS7tzel3eWGjdKog3Ke+t fJtobSGrB39xgLVr
3ho63hd+qTUyjcAhVL3hAJinv+/KT0jR8£g+CDsXMnCEWugHhwB+66NOr876MIIE
bwYJKoZIhvcNAQcGoITIEYDCCBEFWwCAQAWggRVBgkghkiGOwOBBWEWHAYKKOZIhveN
AQWBAZAOBAJiGuDSkfG4UWICFLWAGgQogyLO8hPtU152dk0+BVimcGXW3FmDrTOD
gU3DrdOP76KzYzd21LuGb9dx84wx0XnFIXeBM4F3QSDbCK4tOuJ6JRaEeUoCAyZd
XyHtLjVeuozt2xHBDUgQVEO1dZHtk1VUgzLSChalrXjcwpad+8xggqoVM3Cl5uBh6
QLUNey8Z3Y1K1k018Tdge600Urg72BPKppNfJ1IN4TnOFWMVMA /gHAJ14pL1YDpmc
5BZm4tMg0HvVPiz96uwjEhwlGZFGOgZIogeVJuqCNiZPDjCFEDgnCw6sciS5Bi+dX
KmOVUdamSr93e2eEPLbzxZROEOA3IcOj66iHUZpU9YhKzsAThILMxT8kF81I0ZZz]
8N+P1lhnk jdVWuJLg7 7pkXxQJyvuTO0e20c9r/DCHjckneen3+E66IKsYbib7sX4g6
20FBJs+7xQopy69pC83iCn3fx61t 7AFx2RIVUVHY/eU4sXoWkINGQ3VxJ2SPWKjzJ
4TIIVvWVXIFiQjjOtDFAGYPGukJXn62Lbb8CFgam9s4 jDKnrO0LHIngVeUIgidwkvva
0zZ2TzXfUApezQgQqy4x+ogdiYF1UOa00agvrGRiiJIMdRi0/MDy+3jzkX5cULhxkF
vdBNCirv+3zBaiJ5Eu6q0zP5Cxi2gXhSbehZgvTPB4dD/vu9yxHpZmUCvzm7H213
Tdrb9WxHOCc92ZpBzsfiCAlsmVwTDFVGa/kgN6noPw0OgWZANIk27/+apsTkBYaVpa
Jpfn9eydi5eV2+pEQV08fh40JfiKbHS012E3Gp/rPm91VgmCmjBWh+Dilk4qgF/f
1sxWgzXNOxPntpohnM6AZDxWISk+BELDLYS4WFwUg679BsJIG6hQqAZKvG/ 8agSH2
k+TKKYUbXbFVCBO+1iuNZIwgf4gxGzvI5+Iok+0cxuGCaqwOu30QbfECEGO1QbKETN
1c3kMiZ5Cxt7NQSuyEYAQ/AmvM4qo0x7Twlr 7t R8BCAEF6£Gxd2VXIV8Tr/pXGO2
HL+0iIHs+0b67z1THr7wUB4tCp9LC3IIWdsr 7KcSRNEMXpUIFIOetCjNgCU31iT+R
9152150fWNGxQfaXTEyMVNaTlHpwihIisSb9QHbagaRLbYmgJ+ILSECADYQPEWE+
LTO1ltcOhkIb6BiwVWUUOOgNj6ILIM2XvmmknATyUjIMYcd77x0JzMrJES5VtaM5BVT
ORpcOLfhYOmihceGSEQXX5g0olkqfLUze7z1s1INWMYTTLw6tC6I+c/IUIWINZT4m2
RbTQOkrfPn94zbTjrG42HS5+Ke3ySVOFv8MZ+s93yY1vIiB6cVPEUteLRc+C7e7t
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1w0bQ2+MyAk jenS5Td+3tC71R4202CS£fY2Sa0sRv+EaYjTGz£9F3TM70605+VZrM
gt IKtw2o0kRcjRhaKDfhui6jo46YYzWbrgOS3vzc60VecwggNnBgkaghkiGO9w0OBBwag
ggNYMIIDVAIBADCCAOOGCSgGSIb3DQEHATAcCcBgoghkiGO9wOBDAEDMA4ECEYHXPVs
ncxTAgIUQ4CCAyDSBlYeFnsadvtKApbLNnd9FENDYeYgkKmj0lkDagMgHC22/nQ9v
gz21005FQJoadx/WSorQt0JInylQP9vZd2t+bkfoaXOROMtmMFY5SOtYEudJdplrCz+
ZEw8J1ePJRP0OQ31nwEiSk5NnXLRWNzurIleuyZEd1VbTvi/rF22sRW1ImU335L67z 7]
P1lsPeXkBpIYCPLHw8E4rkaC8Glko5SwyrnhuqL4ItzhvOORvgRaDf1lpP9WT jOLVUv
FD5D59zgb0ptaWl0jIwdJplIGXIEZIynW4KEfkWy2YJvsXiuLHVN3Z8gL6VtxNGkls
g340uKkUUlzmtDIGGTI9RVkoYBXxN7KYesbSttONhPwdv/MxHrEo8 TGHZAvbmwgft
hOUrc/WVtUopPEs4QgrsA8dOMrSdS51VtPWOXPsBPEnLuh7dgAlmgztY1P4Yztk2/
JJ+E4MosmhRjbKzM2N5WuG1DC5mIKF /57 jNVwQ7e8gMeUv/39gizgCG/4Mgng0VGG
IxGzzBoQXPWCKAT3sLOVyt4/pgPBpZYnP09bmkkY/UIalunNB+WWpLOkKKSzD5wRY
/2xmNO2D37DnHWTFYC51Zb1Kz7FGJjOgCwG95VPc8NQ8aG5rgpQ+mug/Jil SmXgNw
IDeM4bawa0lUKEzgTGQUb3gsIMGiVOhgt OrBi09Kx/2PJol1UuwZGcbo40GSVR7KH
1LgIuC8aIQDYyFURVYRCNwOw5U7JINS5arkvz4ty0/gk5UbjxQuDkF8062dVi0O310Do
C+6zvncDx4HvUd6uQ+u/kZfr8qfwM506D2gXhS/ZHSkg2xwIzb47ulUgqaeg3y0zJ
++na7gC+ibt HXXnNsHUvPbpCn9qgViFhzilcQZYgO0t ZxDKaOE/pzEP/IA4IG24wEL
GnyuUIHXBS9TOMchTx17BglycOPRDnFKzMQfUXY1rAErK76cs3y4VQDbfYDiOzsa
1ggMApIX4i/gKFdRvDuLxt ZQbVA/rNumm4 0LPUQ50vENgIESA74G+//YQbVibMiP
y+hm7/15gq5LRo9YXCS49KG1z4NG1QOMWinfkpOCNVZVpaQ7TPGOIYzBL6kTCCBZGG
CSgGSIb3DQEHAaCCBYkKkEggWFMIIFgTCCBX0GCygGSIb3DQEMCgECOIIFLjCCBSow
HAYKKOZIhvcNAQwBAZAOBALIO/O0ICbTbZLQICFOWEgQQUIFWT/JI8UJJQPfYTFonJE
08zEbpYWXKboqw6/zZsMGmANUPgONQDxyuLVprs5jUc437kVB2M3F0x8D jmEppeb
tHfIoyjoXF7JdnA4EF38tsso0K1nMPmSgl02iYZtOgsOvBpfeO5Hj40vhi26J9Pz
TwPcgl3QQPgfWv7CwgGVnd /hntBAriPSE4gAlfAcgkxt JBm01QwDoAdsOKOMsYnt
gWajprlJ3Hm+34NPL04Usf10pcesPUJ4CBxNyLXxjjsOzD78WVVKY+N+j89xTsyt
z5Y0fEkFgrcl8pgBOxH72 jBwSCm5YwHz3BhWQgr2bpWJ1 £2LWcVsnrNI9tx6RhQtA
AkcyNgX/ksp5EW4JTo+060XLRhXIYauRrUrisMY++b8ZJTp6Clt ORW2QdggMZghsS
ZgaW6FSC6Dy2Dd/ezdkYUCgiEtg8eSxF/8WDw6Va2iGVSNt4/p/0J97yN5y0J0K1
gOhATebU+I3E74PQIRK84F £fJIvyHDBC6 VY ZW/ouMcgp3YmAF+dTm7 4Hg88X4dav+
/UPYf/cVpyiwcBTg6H3jrkrsOyKoWLIfrIvMNBeeKZ+f12EnwlMFzkLI4VGD/UeR
wrbhNOSHkKkh51IGtuOyRTfgbmsYQpkw+jr7QwIIdQyrAcaaVaRotVyvgTOL1HwW8r6
07v36yoNov3kDPW7DfbSVIWX51IyQOn8NgMwadNlclWT8ukfZXSaYykFSgF3w5zal
a4iThu03GjDcfiWLMUlYVAUcvSmMcIULEloW7FKiJc80adeIu0JBySRSEvE7B3w81
eYUs+u/hlptrZzZKhelJdAt1lszvHJODDOkMgA6IgdyomscGSol/sRUgpecIQwVZTC
RRg9dJOFJKKhKDS5E09EQ0Z2snp01 fpUF5glMeBjpYgkX7jhyFyvg+gDgBAY8izvke
ruE69WooBVyorgKHURjWtY+rhzcB4+HL72wZKzLnY31UjJ1UANXxM8mCIfpD1INJt /
7epqgzPyZ2Kd4GJIVYi8sQpFKf4tRHDr0tI5iUB78qgjlEBplwdqgvRn/jC41ii7+Bas8
mz/AJ25QeviC44Vi+eT2YYXafDivrmoeBuVMIBbD066YnuBC2CeKydNWdiARzc3T
fhcuhVwg7riotYfyDgd4e0Jy7Y57pbwv4QwzlyCxRjSwiFQ7/fRa2Cx8xtxKcC/A
4LGnXAKISy+uNbDWA7AYaP 6RmGgMCaNiXy3F1lzvxnE3bv68tXRF9vjuEChUg56N6
992ghoBuHP0J/mRItw+JoI4m/OFnEUGT3bNyxpEFyA7aXBE91aQdsSX14a97nC0/R
SFH/fRwPFYgxr3XdCIf3Cw5PDs25YNsXWCsDCVe jWMF rwOzmDwa8sBkY270+rGv7
6gXvb/uGD3M2C+DySVy55Z2d42wjghSezgY6taTOtgKfLOS6V1I4AELU78Q6va2o08M1
cUdi343t0i60MZgCDUWPP8T JKZINh8ulKNhzgpwNLz1gE0dd20013bbzdZ6uio3R
52WQWRCk17Z91UesCJavytcAiOmMe fMxBPMOdnUi 608 TPDRAOmcohbES5rybwDXAo0
B/VUbwgM0/gCpZ7VcSKN11Uuoe9+KhoONK/gyMEvNntMxGNNI8arV8UkeFollPhrt
umvdwgbVCeN8TB j5vXo6Hu+eKB7AVw jBk/rRHpZxnnVGXbm8HzM+k jib2cY1ldius
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VRJ/1+Q9GXuol35tQbobgcMzAmgAqZp 9kDESMBUGCSGGSIb3DQEJFDEIHGYAYGBY
AGIWIWYJKOZIhvcNAQkVMRYEFEqzrDFTAkmcTeNueeAlYZU+iGI1IMIIFkAYJKoOZI
hvcNAQcBoIIFgQSCBXOwggVOMITFAQYLKoZIhveNAQWKAQKgggUmMMITIFEF I jAcBgog
hkiG9wOBDAEDMA4ECCNi2K1bMEiBAGIUdgSCBODLIX04ExcyE8+4aiZIj/Wnh/SV
VVRONn7s4PGCbXt+VrOHA9YzTuUicAgIcHH62dv/NSy+£fggZG7SmVR1IodadFe+5u
sAzXoyyhhEe2c+ToeVbr5rs+vBvQUyh6X5XTV5QVOAkwSYyKGjyfdy86x1Q08cL2D2
BM+RpkmlcFt jgWcB46U6S6w50sG7X0OKSCMI4a6rnHPVgPPAXMr j3VSPJY8bhBgED
PVTnfSHf/wKZrIi5403F33B53t6Cm9+9m9Fed8n+81lw59rRom72CY9X1i/ULERIT
Hwjx0Z0Q+dIml23KauwexuOGjii0UR8MeM/AONn7UNys+bZTulgdpWW/mDhJ+eLAT
nhdJw5ro/AWa6YVXG+t5k9LjdI1ZmgS4bIxvBwilpEGohOMM6YpO0dr1XM4AmT /EQJIM
WD458Ngs05CuCpwAUXGAQOmgrVsFrrVOHTyHeVLDhe43J3GI6HCWIVOeDQzzmaO3A
M+IooRDkTHnIMaxUXphKTag5+f/smNYEhzVjZeIc8GFZ36eSI4BNGHSXFACWLU2T
hkzpXMmg50JAUhBYxgE/ fVevLUH4JPLgz869wk8gR1UB061hQGrnsx7Z05IsYahE
YjzONOSPVPJIYMLSyMovG91i+LpzQ49gIBzPu2fdLR41u5n505mG1Y4aJ70CIxMORY
hWHuctHdGdpJsgig8+1iiUwmfyCfb0ZL3ePMU+W0OzkAsyn22akK8jDBLLVZ1vOZIV
gR3Gx4QFPSk6qCMQOE58VkMUMxYVC1lzTwSeEMu66eND/AKTE+XXV/d9%bmSmWGk 7Y
8XrDKLKfmRdrlIeondVJv5mk1l2YKxBPQGeUqK5XJUa2dzH9zviEX81iYzdt4281QC
1XJI3gqwmbT+8RoOLBt4Ky0s2e2ZSZnjrL90040UsHIOYEf jwnWoLhKbkmun8GJxoB
2yCzTawVQf9/qIUXaSzcp23AV6LE1k90f79HYPW3cQJAL Jf6XBVE1xVZPkfTuC3y
VLufljs2ed/ctpHg9nuld/xHFH7t4HbmU3/ZufE1GHnsRQ3kbngA5WXerd9UzeoD
aVDJFXGrITp8env08GXYVvwWGXLL15010DuJSv1E+1yww86SNjBYUTx0r0CJjjTk2
7vIUhAYUEA+J71IeifggPDKYXnrCdUEa jbfEdek30WiLR+ChEVEp48M1a6UVTLm/
mjziwbsxm5Q1Gccmz13e32RiyrfseB+RyllmzeJtydP2IHkWK7pww9IyO1lPKOQtZs
66I1GZKgeXrWBk9QFYDX42gAy/xTfglco4dK07akhp3UzTIQyTXnt+0sOScc+Arvm/
dwClm+ZxybtOcVyad jpKWydy fAr3aTkGxX6RmHrEWr1R9BnMGPYesDs+yeVNs1Qd
Dhff/bQLwCLXdGLWwLe6kitUiyi8F3bdfPjR7R611EUVJIrBm7YLmgdxRCJI02LFLG
n09iSMNe5vmiNaKiuz fb4Dp9dgEMhmJfdsTURagfJIyqULoe08EIIozahivbzoWV
A60PAkk2D8DNTiMegX4I1Z/Zb3LPxJKAeX03Ys1YQrNSNZ3B2Z2ISBapzGzhFZfRVz
POmXhN53pDhlxkwObtkKblYA9CvP+kzgwekzCy/M1g/HbO38CV1INKzay3yg4nteh
J+v9/k7gagKmo3ZWMGk OWGBvV/GFxYhmeNd14Y65D9T1ypM/ zrXSyGoOgZgSA6HLA
gogzwwSaGwx9n/o06czE8MBUGCSgGSIb3DQEJFDEIHgYAYgRVAGIwIwYJKoZIhveN
AQkVMRYEFBfFhHvQp+92kDi14s28IvJK1lniuUMC8wHzAHBgUrDgMCGgQUgwafFeGU
n9Q1rAOUCgw+KWxk+8EECJlvgXe6ro0FAgIoAA==

————— END PKCS12————-—

6. Example Ed25519 Certification Authority

The example Ed25519 Certification Authority has the following
information:

* Name: Sample LAMPS Ed25519 Certification Authority
6.1. Ed25519 Certification Authority Root Certificate

This certificate is used to verify certificates issued by the example
Ed25519 Certification Authority.
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MIIBtzCCAWmMgAwWIBAgITHS59R65FUuWGNFHOoycON3iWesrXzAFBgMrZXAwWWNTENMASG
A1UEChMESUVURJERMASGAIUECXMITEFNUFMgVOcxNTAzBgNVBAMTLFNhbXBsZSBM
QUIQUYBFZDIINTES5IENl1cnRpZml jYXRpb24gQ0XV0aG9yaXR5MCAXDTIwWMTIXNTIx
MzUONFoYDzIwWNTIXMJEIMJjEzZNTQOWIBZMQOWCwWYDVQQKEWRJRVRGMREWDWYDVQQL
EwhMQU1QUyBXRzE1MDMGAL1UEAXMsU2FtcGx1IEXBTVBTIEVKMJjUIMTkgQ2VydGlm
aWNhdG1vbiBBdXRob3JpdHkwK JAFBgMr ZXADIQCEQUZ9YI/rkX/82DihqzVIZQZ+
RKE3URyp+eN2TxJDBKNCMEAwWDWYDVROTAQH/BAUwWAWEB/zAOBgNVHQ8BAf8EBAMC
AQYwWHQYDVROOBBYEFGuUilX26FJvkLOQTRB6TRguQuady1lMAUGAYyt1cANBAFAJr1Wo
QjzwTOph7rXe023x3GaLPMXMwQI20f+apkdG2mHOID6PE1bu3gRRQIHSw2tyS+xF
JwOouxcJyAyXEQ4=

6.2. Ed25519 Certification Authority Secret Key

This secret key material is used by the example Ed25519 Certification
Authority to issue new certificates.

This secret key is the [SHA256] digest of the ASCII string draft-
lamps—sample—certs—-keygen.ca.25519.seed.

6.3. Ed25519 Certification Authority Cross-signed Certificate
If an e-mail client only trusts the RSA Certification Authority Root
Certificate found in Section 3.1, they can use this intermediate CA

certificate to verify any end entity certificate issued by the
example Ed25519 Certification Authority.
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MIICvzCCAaegAwIBAgITR49T50AgYhF5+eBYQ3ZBZIMuujANBgkghkiGI9wOBAQSF
ADBVMQOwWCwWYDVQQKEWRJRVRGMREWDWYDVQQLEwhMQU1QUyBXRzExXxMC8GA1UEAxXMoO
U2FtcGx1IExXBTVBTIFJTQSBDZXJ0aWZpY2F0aW9uIEF1dGhveml0eTAgFwOyMDEyY
MTUyMTM1NDRaGA8yMDUyMDkyNzA2NTQOxOF owWTENMAsGA1UEChMESUVURJERMA8G
AlUECXMITEFNUFMgV0OcxNTAzBgNVBAMTLFNhbXBsZSBMQU1QUyBFZDI1INTES5IENL
cnRpZml JYXRpb24gQXvV0aG9yaXR5MCowBQYDK2VWAYEAhIFGfciP65F/ /Ngdoasl
SGUGfkShN1Ecqfnjdk8SQwSjfDB6MABGALUJEWEB/WQFMAMBAf8wFwWYDVROgBBAW
DjAMBgpghkgBZQMCATACMA4GA1UdDWEB/wQEAWIBB jAdBgNVHQ4EFgQUa6KVEboU
m+Qt BNEHPNGC5C5r JLUWHwWYDVRO jBBgWEF 0AUKTCOfAcXDKEfxCSh1NhpnHGh2 9Fkw
DQYJKoZIhvcNAQELBQADggEBAGVOx00EzgY1RKixMcztiikxxJDbmRatlpcipD1l5
1n8kiBoGhsT4£fNZJVoL0OQBa/WIMnt L+qcAk2itgZCNIeZeGk1lUL jXBAz5tkDRAF
£f/v99LEcsZTculbnJdgz35danQkp4/upG4hPkfx+nbclbsVylrITwIGOpnGhz7z3m
VCkO3DFE3Qt4w9mlvIyuMse33nmsBGXog/XZvM2JRY0iKt 0xksQgQD9uYm7MoMeH
gQs30t7EaoP j54xyWvy42run6TLUye64D94SNIB/q/wjL96bsVIKGrRn10T1lybCh
4F5HD00hQZgP15D1blrg+vskN8MSk5nuD+6z1VsugioW0+k=

7. Carlos’s Sample Certificates
Carlos has the following information:
* Name: Carlos Turing
* E-mail Address: carlos@smime.example
7.1. Carlos’s Signature Verification End-Entity Certificate

This certificate is used for verification of signatures made by
Carlos.

MITICBzCCAbmgAwIBAgITP14fVCTRtAFDeA9zwYoXhR521 JAFBgMrZXAwWWTENMASG
A1UEChMESUVURJERMASGAIUECxXMITEFNUFMgVOcxNTAzBgNVBAMTLFNhbXBsZSBM
QU1QUYBFZDIINTE5IENLlcnRpZml jYXRpb24gQXV0aG9yaXRSMCAXDT IWMTIXNT I
MzUONFoOYDzIWNTIXMJEIMJEZNTQOWFA6MQOWCWYDVQQKEWRIJRVRGMREWDWYDVQQL
EwhMQU1QUyBXRzEWMBQGAL1UEAXMNQ2FybG9zIFRl1cmluZzAgMAUGAYt 1cAMhAMLO
gDIs3mHITYRNYO+RnOedrqg5/HUQHXSPyAKaS98ito4GwMIGtMAWGA1UJEWEB/wQC
MAAWFwYDVROgBBAwWD jAMBgpghkgBZOMCATABMBS8GA1UdEQQYMBaBFGNhcmxvc0Bz
bW1ltZzS51eGFtcGx1MBMGA1UdJQQMMAOGCCSGAQUFBWMEMA4GAL1UJADWEB/WQEAWIG
wDAdBgNVHQ4EFgQUZIXjO5wdWs3mC7oafwi+xJzMhD8wHwYDVRO jBBgwFoAUa 6KV
fhoUm+Qt BNEHPNGC5C5r JLUWBQYDK2VWAOEAWVGQOWbdy 6FQIpTFsaWvG2/US2£fnS
6B+BzgCrkGQKWX1WgkTj4MEOgQL+0cFXLr7ZQ2DQUo2iXyTAu58BR6bt cCQ==
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7.2. Carlos’s Signing Private Key Material

This private key material is used by Carlos to create signatures.

This secret key is the [SHA256] digest of the ASCII string draft-
lamps—-sample-certs—keygen.carlos.sign.25519.seed.

7.3. Carlos’s Encryption End-Entity Certificate

This certificate is used to encrypt messages to Carlos. It contains
an SMIMECapabilities extension to indicate that Carlos’s MUA expects
ECDH with HKDF using SHA-256; uses AES-128 key wrap, as indicated in
[RFC8418].

MITICNDCCAeagAwIBAgITfz0Bv+bl1OMAT79aCh3arViNvhDAFBgMr ZXAwWWTENMASG
A1UEChMESUVURJERMAS8GAIUECXMITEFNUFMgVOcxNTAzBgNVBAMTLFNhbXBsZSBM
QUIQUYBFZDIINTES5IENlcnRpZml jYXRpb24gQ0XV0aG9yaXR5MCAXDTIwWMTIXNTIx
MzUONFoYDzIWNTIXMJEIMJjEZNTQOWFA6MQOWCWYDVQQKEWRJRVRGMREWDWYDVQQL
EwhMQU1QUyBXRzEWMBQGA1UEAXMNQ2FybG9zIFR1cmluZzAgMAUGAyt 1bgMhACS50
MczTIMiddTUYTc/WymEgXw8hZmlQbIz2xX2gFDx004HAMIHaMCsGCSgGSIb3DQEJ
DwQeMBwwGgYLKoZ IThvecNAQKQAXMWCWYJYIZIAWUDBAEFMAWGA1UJEWER/wQCMAAW
FwYDVROgBBAwWD jAMBgpghkgBZQOMCATABMBSGA1UJEQQYMBaBFGNhcmxvc0BzbWlt
ZS51eGFtcGx1MBMGA1UdJQQOMMAOGCCsGAQUFBWMEMA4GA1UdDWEB/wQEAwWIDCDAd
BgNVHQ4EFgQUgSmg+1i0gSyCMDXgA3u3aFss0JbkwHwYDVRO jBBgwFoAUa6KVEboU
m+Qt BNEHpNGC5C5r JLUWBQYDK2VWAOEAZzss75UzFuADP£d4hQdo5jyAQ3GvkyyvI
BdBGnWtJ1leT1lWuMaIMhilrH4vPGPd9scwiW+sqd9fG+pv3MShl+zKAQ==

7.4. Carlos’s Decryption Private Key Material

This private key material is used by Carlos to decrypt messages.

This secret key is the [SHA256] digest of the ASCII string draft-
lamps—-sample-certs-keygen.carlos.encrypt.25519.seed.
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7.5. PKCS1l2 Object for Carlos

This PKCS12 ([RFC7292]) object contains the same information as
presented in Section 7.1, Section 7.2, Section 7.3, Section 7.4, and
Section 6.3.

It is locked with the simple five-letter password carlos.

MIIKzgIBAzCCCpYGCSgGSIb3DQEHAaCCCocEgggDMIIKfzCCAvcGCSgGSIb3DQEH
BgCCAUgwggLkAGEAMIIC3QYJKoZIhveNAQCcBMBWGC1igGSIb3DQEMAQMWDGQIWS 3R
PT1lmkyMCAhS7gIICsGKkBmOnci 9VHEgxOTWy/1kKyQeF5bwsF/9gZrqUymlKtHZF
a4rSJIPUctmzgVnhGmfWOm+LEL1 7TEm9rRmUIQbDZt 4kQODG5eDk 7AdhyDnB3uZDG1W
4cAeUVXIMzGEnwtzy5TzBZzEo5nnVX74A1+PDWOwdpbv2TIriLOm29£fBT+7HVSOF
Z/95XokSwbb6mmCYeGiPpNEaoeUeuU4zrh/k+JJgDugNsU66I30wHOCFmk3aarBV
3LkEeCjKFkngzMOZgiKZu8D2hEUjsGQ9ALsRn7P+hIWNFIgjvgqgcCMTF8fLK1C/8
vYGD+HOpnn23nLeledb/qpFYx5kJ0bOK1ZolSpgUQ7BubgectUceyOgi7CjRScuv
ew7918Z2Y0ugyYoIWATOkecPMOTFtxAnl19JPX04 JBYAlwUtx7GYA1DkgZChb/0dbkv
41L+PAeJK4kVDREDQ6ch/6/h1qU8xHeNzdagEWYL6FxWDiHebASxIvZzgkLd7RVIm
dL1FXst9R9G74 jOsOWMMFmd9toyOhD0g6Gl9catOrolCVS/CKaCOCucsJfiKrlJ/
duQkt/JwcELveuOg60u2uaGKUgHMFhd3+60omk+wNBoY+0D5MmBZ /xnrVELGmzp 94
qO0f/HEfZPT6sxkYBGUP2eUA/gr/zimNG3TuGVch/MdnduuVhvAYLyhlgbA8yRm+1I/
zGCVUAghsHITTx7Fqc3tyVp/mLYUOOQuwmgAw6NhzwKZ f5N+tRODZGcgw8rZpeJA
yTxVFcjzXvoShxog7RroRINcAFwJhWI4BO2410HFE1QZeRk8vzI8WIFXnn6t42/g
J1lmV7Ba42zxPEGOY3mObKwjR6rDp6KwmmfkghpwMPU3gP2/ASVBWT1+9GIYHC5AM
9CmMSOTiQM1uW70Ra2k5ZM1wnbKNyMRb jUB/yHwwwggKvBgkghkiG9w0BBwagggKg
MIICnAIBADCCAPUGCSgGSIb3DQEHATAcBgoghkiG9wOBDAEDMA4ECOMzXMste/8a
AgIUlICCAmMgXa+g2JhTLvWs j5SKLAMninTk5uB6HhOsSDKYRIGDg/cABqQUEFxycROG
JeJuewIRkJhs fdXJi+TSRtnQOqpyVM9oRUdxcbGuCI 98 fEbLmVyr 7KF8GudTgC+b
ealjn6HYkWpv71WdvsFG8BEy6Jgi3/tPI9PgNvPCYgVVMT7yx6SX8QArcLSQkxbTsv
Ae(0iN18H89WIXOHEZ4Z2gHYyb7f0pPHrmpTGC6amt volgNRSKTFOwYeQ5Sy/9U3f
oM6bIcrOvHDksaco4+5n0zeySDETY8W4AmO1K0uC/t00TOScYGBeRhVr0DQapZGT/
Ej5LpgjX0OuosAoT3IKnMwK3C00Z8oBzcvgSpeAa/V/0OTKDpZb22yg6sEaHAPoUgb
cKRIMB6HC5mdLs3n0uPlv1ZuY¥sHu7Evt 0Uhns9pbk1JDiCgM+4SFgKTRbd6Xt8bf
GHKkWnmpv4pQL7jjzA3epP2DHyC8MJaDv1eWY7Z3t/IEtkzVxflLo8kT21ledzl2cm
uFVK9i1MW3eJuyiRyFXFPgVsuNi/HFnijXFgxzAncP7fFP5MCsOo6daiEjJjemKE
J3D+HAD60gFih/eX9V+tGl4y7/jtxCRA/54mit4sCy3LCO++1Ep9AtFwGYrDw825
uGj27a7TmE269ggGdGXdzTO9UJ8FfUsIoRPrG38Q4mhS10pTarNucWOGjkftZiKJLay
rfMREf3HYXOI/7iupfxYLK/4/FOD1jaHzAfSdQf2Bo7csPaz2HQkK/OnyO+tt68S9
PUCIEfV6Liy22tang/ jXxPFbBDK/P68MnmgR8C3PcYhPJCo/KOJR2 /8F8pVVEQd5
MIIDPwYJKoZIhvcNAQcGoIIDMDCCAywCAQAwWggM1BgkghkiGO9wOBBWEWHAYKKOZI
hvcNAQwBAZAOBAho9g0tQyYTvwICFIGAggL43SpNCoshZX3ikmK1ImOIJpS2Ah8Xv
94S/5NA8kwHtaNXpLr jYr3CyRLI3USM55uvGALtECR/Eb1ON9ze02p0gK2JPSbDr6
/100vo7U0ZNRORBZ8pUegVIWIswNWjgqvzVu5JIRmpD05X jVDKHbEFgiXAgt J9/w3q0
Qq/p/M9UrLWD93hyLNdIppWr2KR21t ImASTKEHX9dgXcTOGOKp2Gmr fGNteGL02 ]
gVKZazZyYI8gkSxhVLS9zzgflOynAkzYQsoo+GKhdAW1lfJECemAyPc3L+eeARw/SY
gld5QVwxKfYpIJd2wiiavdeRVNbWiwV7Ti+P9PtPx/hV22NNLwMhvnJcHaSS1PaOi
SJoxFJ1EJWGEsO0QwcdwM81N30oVugT5HU/edMgx9TLNTiE1g2GEg59I/RwBt CL8Dh
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0zKnUb4PU1Z81+HimV3KPI8g3cduhYaBR4HfgAhMnc+w5HXI6J3CINtAE/1221Y2
0d71+GTJfjPgzIy0hjgfbMt8uU9D%aPr2X jNOWoKRSojael6v8bLx+dFn6RMxFUS
g3nLEZ6EDpyrJfpGPm6mPgZKSXtvnHuFcbS+utkRuVAtquO7r2XpkGBIJLNVIRHU
5gLACbTj9TPcAce6RLoaYSDgOuUFKOYZMdwzhsAIOYMpyHsSUEZpQ5t JWSBY 6ENbVFEF
7+QhmDnf 6N3Bj+vxUtGS40pVsYCGbmOD 7UMS5QpUxIgVkpPrfRok0Zs/fi9sW+Xy6
eQ2Brbn3t 9C2TASORYzFbuBwuUTCgFW/rXHS61iffJpx2eAg3DCgaUAJjptSV/yzj4
vxiX1DB3fMRcpNd5Je7DoHS4axuj7SLHdpNoUHS+gQsG6yDM5BEUXWGxo/L9sGhe
XQrUnkz4m4g01lsfgTOEfDNurXx/oP0ym+B50g6nLUWvOtYZpmCVil358dIEGPP SMY
AMXhO5tIPFdYSJ3WLs0cxy5X4sXZ15wl6Pzeb9SF5topgqRUbSPDTEVr2bQUMwTbp
99FcO0Qf6cg8HXyT+8b4gKp9Wy JCBXAYJKOZIhvcNAQCcBoIG2BIGzMIGWMIGEBgsg
hkiGO9wOBDAOBAgBaMFgwHAYKKoZ IThvcNAQwBAZAOBAgNhfODEdzSrQICFFOEOCEQ
FielpeicS90SXNQjLwbN3kO81YM2HgeSZoEKJ4JSF1V1kWW3xwfu5aZKrGEYBEGM
d8renRijMUIwGwYJKoZIhvcNAQkUMQ4eDABJAGEACgBsAG8AczAjBgkghkiGOw0B
CRUxFgQUgSmg+i0gSyCMDXgA3u3aFss0JbkwgcQGCSgGSIb3DQEHAaCBtgSBszCB
sDCBrQYLKoZIhvcNAQwKAQKgWJBYMBWGCigGSIb3DQEMAQMWDgQINFcgIEMEdOUC
AhS1BDgZruEsSaBY+CmOWKR8HhH3JXh+AoMSrwkDCKytWt+MNIXBO0 jY2QZHDbN3u
Fn7qHw06MDthnKniazFCMBsGCSGSIb3DQEJFDEOHgWAYWBhAHIADABVAHMWIWYJ
KoZIhvcNAQKVMRYEFGSF4zucHVrNSgu6Gn8IvsSczIQ/MC8wHzAHBgUrDgMCGgQU
8nOYIWrnJVXEur957K5cCV3jx5¢cECIDjazkfy4FnAgIoAA==

————— END PKCS12————-—

8. Dana’s Sample Certificates
Dana has the following information:
* Name: Dana Hopper
* E-mail Address: dna@smime.example
8.1. Dana’s Signature Verification End-Entity Certificate

This certificate is used for verification of signatures made by Dana.

MIICAzZCCAPWgAWIBAGITaWZI+hVtn8pQZviAmPmBXzWEfn jAFBgMrZXAwWTENMASG
A1UEChMESUVURJERMAS8GALIUECXMITEFNUFMgVOcxNTAzZBgNVBAMTLFNhbXBsZSBM
QU1QUyYBFZDIINTES5IENlcnRpZml jYXRpb24g0XvV0aG9yaXR5MCAXDTIWMTIXNTIxX
MzUONFoYDzIWNTIXMJEIMJEzZNTQOWFA4AMQOWCWYDVQQKEWRIJRVRGMREWDWYDVQQL
EwhMQU1QUyBXRzEUMBIGA1UEAXMLRGFuUYSBIb3BWZXIWKJjAFBgMrZXADIQCy2h3h
hkaKDY67PuCuNLnnrQiHASWYpPlgFsOif85vrqOBr jCBqzAMBgNVHRMBAf8EAjAA
MBcGA1UdJIAQQOMA4wDAYKYIZIAWUDAgEWATAABgNVHREEF JAUgRJKYWShQHNtawll
LmV4AYW1wbGUWEwWYDVRO1BAWWCgYIKwYBBQUHAWQwWDgYDVROPAQH/BAQDAgbAMBOG
A1lUJDgQWBBRIA4bBabh4ba7e88wGsDOsVzLdl jAfBgNVHSMEGDAWgBRropV9uhSb
5COE0QekOYLkLmuMt TAFBgMrZXADQQODPORBZ1tzXGYUjxnoKVLICWL5xner97it5
VKXEf8E7AeAp96POPEU//2jXnh4gAT40ymWOwrgxUINT8WW/dSgC
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8.2. Dana’s Signing Private Key Material

This private key material is used by Dana to create signatures.

This secret key is the [SHA256] digest of the ASCII string draft-
lamps—-sample-certs—keygen.dana.sign.25519.seed.

8.3. Dana’s Encryption End-Entity Certificate

This certificate is used to encrypt messages to Dana. It contains an
SMIMECapabilities extension to indicate that Dana’s MUA expects ECDH
with HKDF using SHA-256; uses AES-128 key wrap, as indicated in
[RFC8418].

MIICMDCCAeKgAwIBAgITDksKNgnvupyaO2gkjlIdwN7zpzAFBgMrZXAwWNTENMASG
A1UEChMESUVURJERMAS8GA1UECxXMITEFNUFMgVO0cxNTAzBgNVBAMTLFNhbXBsZSBM
QU1QUYBFZDIINTESIENlcnRpZml JjYXRpb24gQXV0aG9yaXR5MCAXDTIWMT IXNTIx
MzUONFoYDzIWNTIXMJEIMJEzZNTQOWjA4MQOWCWYDVQQKEWRJIJRVRGMREwWDwWYDVQQL
EwhMQU1QUyBXRzEUMBIGA1UEAXMLRGFUYSBIb3BwWZXIwWKJAFBgMrZW4DIQDgMaI2
AWkKkU9LG8CvaRHgDSEY9d72Y8ENZeMwibPugkVKOB2zCB2DArBgkghkiGO9wOBCQ8E
HjAcMBoGCygGSIb3DQEJEAMTMASGCWCGSAF1AwQBBTAMBgNVHRMBAf8EAJAAMBCG
AlUAIAQQMA4wDAYKYIZIAWUDAgEWATAdABgNVHREEF JAUgGRJkYW5hQHNtaWl1lLmv4
YW1wbGUWEwWYDVRO1BAwWwCgY IKwYBBQUHAWQwWDgYDVROPAQH/BAQDAgMIMBOGALUd
DgQWBBSd303UBe+a7GCGvCdtBONOWt yPpDAfBgNVHSMEGDAWgBRropVOuhSb5COE
0Qek0YLkLmuMt TAFBgMrZXADQQOD6£7DCCxXzpnY3BwmrIuf/SNQSf//Otri7USkd
9GF+VthGS+9KJ4HTBChOZGUHIU9EgnfgdSL1UR3WUkKL7tv8A

8.4. Dana’s Decryption Private Key Material

This private key material is used by Dana to decrypt messages.

This seed is the [SHA256] digest of the ASCII string draft-lamps-—
sample-certs-keygen.dana.encrypt.25519.seed.
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8.5. PKCS12 Object for Dana

This PKCS12 ([RFC7292]) object contains the same information as
presented in Section 8.1, Section 8.2, Section 8.3, Section 8.4, and
Section 6.3.

It is locked with the simple four-letter password dana.

MITIKtgIBAzCCCn4GCSgGSIb3DQEHAaCCCmM8EggprMIIKZzCCAUBGCSgGSIb3DQEH
BgCCAUAWGgLCAGEAMIIC1QYJKoZIhveNAQeBMBwWGC1gGS Ib3DQEMAQMWDGQI ZNgH
TA2APx0CAhQXgIICgK+HFHF 6dF5gwlWM6MRCXw11VKrcYBf£651iLABPyGVIWENNVM
TTPpDLgbGm6Yd2eLntPZvJoVe5S£f2+DW4g3BZ 9aKuEdneBBk8mDJ6/Lgl+wFxY5k
WaBHTAG6LNm1 /NkM3za/fr4abKFQnu6DZgZDGbZh2BsgCMmO9TeHgZyepsh3WP4Z0
aYDvSDOLiEzerDP1OBgjYahcNLjv/Dn/dFxt0030r010TTU0QCgeHJO0og3hJt ST+
8n0iXk6gtfl/ROj6JRt/3Agz/mLMIhuxIg/5K1wxY9AwFT4oyflapNJozGgigwGi
PWVtEy3QDNvAs3bDfiNQgAfJOEHV2z3Ran7sYuz3vEOFnPfA81loWbazlydjBOP /B
0Q+s6VLbsAosnzq9jv2zZVrCDhaDAl/g70D7fY8qmaC602g5/Z3KusfMt+r9En2v81
H2vijgrpxnDIXjYuLZdrnNE/s1RtgadOGR/WQ358RG+yUmRUbHYHGNnk jn9fOGLasI
ZUV0aowivcWyF/kR7QV3VVexgqdMX6klvzSXRoJ/tnA+1l/WPWylmCJel jGOgYgSV
txtVB610mc2XP48F 7wyaQZvdAU9zfell/tHAaKKIJWBpE11TuAEKGtIP60zYJBF jH
I11tBA8fijTnug+S40vSgjtsRV/+kSEiW4F+pwESRUTYfUu7g+Ew0LYdLgkH50vE
sn0b62UFpR/E1D9%exWzohrFbIdUCbjtssXucruAgPNhW/abT0zicWubnvi+Pniow
2VxvhwoGt53Z+1kaR5%+1/GpbMgq4 7TEUYGCgKv+5GAcIxUxINZQLbACJ/MhLEYPB
eJrXz8f5CigmlwZLisYCgnuc8cGCXjNgNkUlgt zodM8xv4gecgT/zILxmJTZP2g4n
YA4yBQx5/n2G2dZC+pf3kAfbXcpOMIICpwYJKOZIhvcNAQcGoIICMDCCAPQCAQAW
ggKNBgkghkiGOwOBBWEWHAYKK0oZIThvcNAQwBAZAOBAjxuoiaSZDbnwICFH+AggJg
k2hcNYtO00+15uLgXdiNhr5Q0JkYcrHdoOwR6G5AgLmwI+TYi+P8EZUJDIJ4TJI3b4
6xv7+3pT8CcbEFf6PXcfS8/sCfM7FavV3SpLACLZbBIV520KEOCAGALZOLUIZz5mGVU
tWI2h1x587KeIv5GRPIxumDebT3Gmkkp9Q00i55hjTgn680l1SghadF805wnfODhkS
0110a3x90wkJSN1IAXfmBfj33KnT8Dc4bTfAZy1S501zCtaEqnct2Urb4PeO3LEHB
ErBsvY8HE4D7gh6P5ftXHQHAX/b3hbU8jQP1tRONIOh0SiLi//ebCeGXWQRAVJL5
+VQrhlQF5d4Kz9Zx790C36g7C2BxCQomur/FI9TT12NPzPpaEGGo61 jB6myAHNYw9
rCxbSxBvbtEt1gdnxxblY504ukgyjzK6431Bwg2+iNLOvGc902c5ELUPU9zGeLBZ
tXWvdX27a0HjusP£fDZ170C5zHiYs1FU6Tkn9A0tc424Q3d2IRTTcYnnjslVSilSr
4bRyB8zBAQOMdQrniBW++7eJm3m/EOU0Yy0noUT169m8KNIrmSspMvKS6py1YHRAT
BVAIKRIjvdtQvIdQJ+Uyr+HH5daE6golWl917b2bXj/41mvXYkJIY6W8x0km1RYhH
QJZphWlvNcrHKo46Unk48Qc/5J5tI+6UDTXFr//V34vcpQ2ktpOMAK11rBH549ef
CsGQTGog8XHPhksehEEMRmMOJDeKTVkKx8xNhbwb395yFCIxfF2NHeDLXP+JyW+nH
Iy2fnBD1yTiPF7YXyGiP JPAgK8LS8GUE+Zg2rWqrGNkwggM/BgkghkiG9wOBBwag
ggMwMIIDLAIBADCCAYUGCSQGSIb3DQEHATACBgoghkiGO9w0OBDAEDMA4ECOfT/s3Y
f5bgAgIUNYCCAvi4NaYP41lpAtuXtE022ggl9alFws j9B/rikBo601ZR/1sryJ4PJd
VGYy6NyBP jG67glJVMYiI3Hge+j66FXKXD/AaiMVD21ZmfrH935514ZUKS 9t pTJIL
QDw3e jpDEDqJUFJZJ/ybgpRAKONJhcE3B7F7+WMI8Pr70M1Fbw/7ytUCAJOLf18sIW
prUAB8f809dLiGgiWy JES5HMzSXEibS5IMRpg5x4Q28pBrT8rVYgoQSSyVkfHtU7LD1
Bm68RfBgE17jIgLdrt 2kKxHC3/1C4xXQgFNXeQ056aRp8YudVpoRwraVvVLUO3t Jk+
pflzFfmUel/JtiF1C6uf0PvC2B5h6kAZocE11LxGIDFH7£Td6dzP 7qTDbUQ+uEk3
gsgktT2pcoVnxTanvQmTCEZMI9ZKCX5/z7Gkm+z831GLDDU90oNYRSrxHrRBIvgH4w
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3aGH1vok fYOWwwwaghQOQIZFyzGVRKXsP7As1L+n4ti831TxqSUZX2qy9LpI4Tjp
5A/NLMKo3ugmHF1TLnnYUqoppe88FNY8T/LXnHpO0KTkuXFmdKJtpl/ydghl8jBk7
nfLcQFdf1R/50kysblRtaMujlhelymT7MoM8u5C8ceIO7uWX8NISB/IB+Yn2BvzZ
9LXoSia/wHjTu7UK61007WOg9qTYelilx+HsmJaOC6hpaQh6b33VWDrHIbl7¢c/47Z
tvQ9gAzgkgIhFWMRXNK+32 jFVAgXrD8ULIQHW2ip5s7W/XtmlAegrhGlnSQgJezYl
OnE/t2PDWuPeW94kROuv1fNshéplLyzYf/BaghoGCHsa/ipD86viVSZDgJ8ASVLF
eLUK3HYFMhJ+MLEZzZJffYZAOnbYoyNPNcOvc7dpbk+ZMnl1b5bDFcMCpm7+£fWOjsC
nsNNLI9ngQ1NHHCJRKGUxO5rujftbPM7R3GLT9d/u5e9YY5cX0RiDLxomFff1j2Yh
uROyX+8WzESt 981 /KmAraWKXnxOP1FEWa JtNCrnGCezDKO3xXxEHTQhECpg+2z704m7j
MIN6MIHABgkghkiGO9wO0BBwGggbIEga8wgawwgakGCygGSIb3DQEMCgECoFowWDAC
BgoghkiG9wOBDAEDMA4ECL2Bz1viW+YZkAgIUugQ4YOYE jke53NDVCFROCiUHZ 7re
£9/wPx5TgV3qzGhfR4bP2rdpiOt ShAHVK5cmUAR7+wjAJ1iYdLUQxXP JAXBgkghkiG
9wOBCRQxCh4TIAGQAYQRBUAGEWIWYJKOZIhvcNAQkVMRYEFJ3fTdQF75rsYIa8J20E
6c5a3I+kMIHABgkghkiGOw0BBwGggbIEga8wgawwgakGCygGSIb3DQEMCgECOFow
WDAcBgoghkiGO9wOBDAEDMA4ECFw78Uk8K64uAgIU+gQ4id0jRb3JyEMS5 fdpaeQR+
YEeMn+Y5KavplVD5HtgQQY9hhppbQgG4af 7KY+MT6xus 60NEQeJAESwXP JAXBgkg
hkiGO9wOBCRQxXCh4IAGQAYQBUAGEWIWYJK0ZIhvcNAQkVMRYEFEgDhsFpuHhtrt7z
zAawM6xXMt 2WMC8wHzAHBgUrDgMCGgQUzSoHpcIerV21CvCOjAe5ZVhs2M8ECCSD
kkz12MltAgIoAA==

————— END PKCS12————-—

9. Security Considerations
The keys presented in this document should be considered compromised
and insecure, because the secret key material is published and

therefore not secret.

Any application which maintains a denylist of invalid key material
should include these keys in its list.

10. TIANA Considerations
IANA has nothing to do for this document.

11. Document Considerations
[ REFC Editor: please remove this section before publication ]
This document is currently edited as markdown. Minor editorial
changes can be suggested via merge requests at
https://gitlab.com/dkg/lamps—samples or by e-mail to the author.
Please direct all significant commentary to the public IETF LAMPS
mailing list: spasm@ietf.org

11.1. Document History

11.1.1. Substantive Changes from draft-ietf-*-07 to draft-ietf-*-08
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* Apply editorial cleanup suggested during review

11.1.2. Substantive Changes from draft-ietf-*-06 to draft-ietf-*-07
* Correct document history
* Restore PKCS12 for dana and bob from -05

11.1.3. Substantive Changes from draft-ietf-*-05 to draft-ietf-*-06

* Added outbound references for acronyms PEM, CRL, and OCSP, thanks
Stewart Brant.

* Accidentally modified PKCS12 for dana and bob
11.1.4. Substantive Changes from draft-ietf-*-04 to draft-ietf-*-05

* Switch from SHA512 to SHAl as MAC checksum in PKCS#12 objects, for
interop with Keychain Access on macOS.

11.1.5. Substantive Changes from draft-ietf-*-03 to draft-ietf-*-04
* Order subject/issuer DN components by scope.

* Put cross—-signed intermediate CA certificates into PKCS#12 instead
of self-signed root CA certificates.

11.1.6. Substantive Changes from draft-ietf-*-02 to draft-ietf-*-03
* Correct encoding of S/MIME Capabilities extension.
* Change "Certificate Authority" to "Certification Authority".

* Add CertificatePolicies to all intermediate and end-entity
certificates.

* Add organization and organizational unit to all certificates.
11.1.7. Substantive Changes from draft-ietf-*-01 to draft-ietf-*-02
* Added cross—-signed certificates for both CAs

* Added S/MIME Capabilities extension for Carlos and Dana’s
encryption keys, indicating preferred ECDH parameters.

* Ensure no serial numbers are negative.

* Encode keyUsage extensions in minimum-length BIT STRINGs.
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11.

11.

11

11

11.

11

11.

12.

1.8. Substantive Changes from draft-ietf-*-00 to draft-ietf-*-01
* Added Curve25519 sample certificates (new CA, Carlos, and Dana)
1.9. Substantive Changes from draft-dkg-*-05 to draft-ietf-*-00

* WG adoption (dkg moves from Author to Editor)

.1.10. Substantive Changes from draft-dkg-*-04 to draft-dkg-*-05

*  PEM blobs are now sourcecode, not artwork

.1.11. Substantive Changes from draft-dkg-*-03 to draft-dkg-*-04

* Describe deterministic key generation
* label PEM blobs with filenames in XML
1.12. Substantive Changes from draft-dkg-*-02 to draft-dkg-*-03

* Alice and Bob now each have two distinct certificates: one for
signing, one for encryption, and public keys to match.

.1.13. Substantive Changes from draft-dkg-*-01 to draft-dkg-*-02

* PKCS#12 objects are deliberately locked with simple passphrases
1.14. Substantive Changes from draft-dkg-*-00 to draft-dkg-*-01
* changed all three keys to use RSA instead of RSA-PSS

* set keyEncipherment keyUsage flag instead of dataEncipherment in
EE certs
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