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Abstract

S/MIME version 3.1 introduced a mechanism to provide end-to—-end
cryptographic protection of e-mail message headers. However, few
implementations generate messages using this mechanism, and several
legacy implementations have revealed rendering or security issues
when handling such a message.

This document updates the S/MIME specification ([RFC8551]) to offer a
different mechanism that provides the same cryptographic protections
but with fewer downsides when handled by legacy clients. The Header
Protection schemes described here are also applicable to messages
with PGP/MIME cryptographic protections. Furthermore, this document
offers more explicit guidance for clients when generating or handling
e-mail messages with cryptographic protection of message headers.
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S/

MIME and PGP/MIME have been identified for some time. Most current

implementations of cryptographically-protected electronic mail

protect only the body of the message, which leaves significant room
for attacks against otherwise-protected messages. For example, lack

of Header Protection allows an attacker to substitute the message
subject and/or author.

This document describes two different schemes for how message headers

can be cryptographically protected, and provides guidance for
implementers of MUAs that generate and interpret such messages.

It
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1.

1

uses the term "Legacy MUA" to refer to an MUA that does not implement
either scheme. This document takes particular care to ensure that
messages interact reasonably well with Legacy MUAs.

1. Two Schemes of Header Protection

This document addresses two different schemes for cryptographically

protecting e-mail Header Sections or fields and provides guidance to
implementers. One scheme ("Injected Headers") is more interoperable
with Legacy MUAs, and is mandatory to implement and interpret. The

other, older scheme ("Wrapped Message") is described here to enable

interpretation of archived messages.

The older scheme was first specified in S/MIME 3.1 ([RFC8551]), and
involves wrapping a message/rfc822 or message/global MIME object with
a Cryptographic Envelope around the message to protect. This
document calls this scheme "Wrapped Message", and it updates the
scheme described in that document, effectively replacing the final
two paragraphs of Section 3.1 of [RFC8551]. However, experience has
shown that even the updated "Wrapped Message" form does not interact
well with some Legacy MUAs (see Section 1.2).

The more interoperable "Injected Headers" scheme of Header Protection
is introduced in this document, and is preferred over the "Wrapped
Message" scheme. In the "Injected Headers" scheme, the protected
Header Fields are placed directly on the Cryptographic Payload,
without using an intervening message/* MIME object. See

Section 2.3.4 and Section 2.5.3 for more details.

.2. Problems with Wrapped Messages

Several Legacy MUAs have revealed rendering issues when dealing with
a message that uses the Wrapped Message Header Protection scheme.

In some cases, some mail user agents cannot render message/rfc822
message subparts at all, in violation of baseline MIME requirements
as described on page 5 of [RFC2049]. This leaves all Wrapped
Messages unreadable by any recipient using such an MUA.

In other cases, the user sees an attachment suggesting a forwarded
e-mail message, which —-- in fact —-- contains the protected e-mail
message that should be rendered directly. In most of these cases,
the user can click on the attachment to view the protected message.
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However, viewing the protected message as an attachment in isolation
may strip it of any security indications, leaving the user unable to
assess the cryptographic properties of the message. Worse, for
encrypted messages, interacting with the protected message in
isolation may leak contents of the cleartext, for example, if the
reply is not also encrypted.

1.3. Problems with Injected Headers

A Legacy MUA dealing with an encrypted message that has some Header
Fields obscured using the Injected Headers scheme will not render the
obscured Header Fields to the user at all. A workaround "Legacy
Display" mechanism is provided in this document, which most Legacy
MUAs should render to the user, albeit not in the same location that
the Header Fields would normally be rendered.

1.4. Motivation

Users generally do not understand the distinction between message
body and message header. When an e-mail message has cryptographic
protections that cover the message body, but not the Header Fields,
several attacks become possible.

For example, a Legacy Signed Message has a signature that covers the
body but not the Header Fields. An attacker can therefore modify the
Header Fields (including the Subject header) without invalidating the
signature. Since most readers consider a message body in the context
of the message’s Subject header, the meaning of the message itself
could change drastically (under the attacker’s control) while still
retaining the same cryptographic indicator of authenticity.

In another example, a Legacy Encrypted Message has its body
effectively hidden from an adversary that snoops on the message. But
if the Header Fields are not also encrypted, significant information
about the message (such as the message Subject) will leak to the
inspecting adversary.

However, if the sending and receiving MUAs ensure that cryptographic
protections cover the message Header Section as well as the message
body, these attacks are defeated.

1.4.1. Backward Compatibility
If the sending MUA is unwilling to generate such a fully-protected
message due to the potential for rendering, usability,

deliverability, or security issues, these defenses cannot be
realized.
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The sender cannot know what MUA (or MUAs) the recipient will use to
handle the message. Thus, an outbound message format that is
backward-compatible with as many legacy implementations as possible
is a more effective vehicle for providing the whole-message
cryptographic protections described above.

This document aims for backward compatibility with Legacy MUAs to the
extent possible. In some cases, like when a user-visible header like
the Subject is cryptographically hidden, the message cannot behave
entirely identically to a Legacy MUA. But accommodations are
described here that ensure a rough semantic equivalence for Legacy
MUA even in these cases.

1.4.2. Deliverability

A message with perfect cryptographic protections that cannot be
delivered is less useful than a message with imperfect cryptographic
protections that can be delivered. Senders want their messages to
reach the intended recipients.

Given the current state of the Internet mail ecosystem, encrypted
messages in particular cannot shield all of their Header Fields from
visibility and still be guaranteed delivery to their intended
recipient.

This document accounts for this concern by providing a mechanism
(Section 2.3.2) that prioritizes initial deliverability (at the cost
of some header leakage) while facilitating future message variants
that shield more header metadata from casual inspection.

1.5. Other Protocols to Protect E-Mail Header Fields

A separate pair of protocols also provides some cryptographic
protection for the e-mail message header integrity: DomainKeys
Identified Mail (DKIM) [RFC6376], as used in combination with Domain-
based Message Authentication, Reporting, and Conformance (DMARC)
[REFC7489]. This pair of protocols provides a domain-based reputation
mechanism that can be used to mitigate some forms of unsolicited
e-mail (spam).
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However, the DKIM+DMARC suite provides cryptographic protection at a
different scope than the mechanisms described here. 1In particular,
the message integrity and authentication signals provided by
DKIM+DMARC correspond to the domain name of the sending e-mail
address, not the sending address itself, so the DKIM+DMARC suite does
not provide end-to-end protection. DKIM and DMARC are typically
applied to messages by (and interpreted by) mail transfer agents, not
mail user agents. The mechanisms in this document are typically
applied to messages by (and interpreted by) mail user agents.

Furthermore, the DKIM+DMARC suite only provides cryptographic
integrity and authentication, not encryption. So cryptographic
confidentiality is not available from that suite.

The DKIM+DMARC suite can be used on any message, including messages
formed as described in this document. There should be no conflict
between these schemes.

Though not strictly e-mail, similar protections have been in use on
Usenet for signing and verification of message headers for years.
See ([PGPCONTROL] and [PGPVERIFY-FORMAT] for more details. Like
DKIM, these Usenet control protections offer only integrity and
authentication, not encryption.

1.6. Applicability to PGP/MIME

This document describes end-to-end cryptographic protections for
e-mail messages in reference to S/MIME ([RFC8551]).

Comparable end-to—-end cryptographic protections can also be provided
by PGP/MIME ([RFC31567]).

The mechanisms in this document should be applicable in the PGP/MIME
protections as well as S/MIME protections, but analysis and
implementation in this document focuses on S/MIME.

To the extent that any divergence from the mechanism described here
is necessary for PGP/MIME, that divergence is out of scope for this
document.

1.7. Requirements Language

The key words "MUST", "MUST NOT", "REQUIRED", "SHALL", "SHALL NOT",
"SHOULD", "SHOULD NOT", "RECOMMENDED", "NOT RECOMMENDED", "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here.
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The key words "SPECIFICATION REQUIRED" and "IETF REVIEW" that appear
in this document when used to describe namespace allocation are to be
interpreted as described in [RFC8126].

1.8.

Terms

The following terms are defined for the scope of this document:

*

S/MIME: Secure/Multipurpose Internet Mail Extensions (see
[RFC8551])

PGP/MIME: MIME Security with OpenPGP (see [RFC31561])

Message: An E-Mail Message consisting of Header Fields
(collectively called "the Header Section of the message")
followed, optionally, by a Body; see [RFC5322].

Note: To avoid ambiguity, this document avoids using the terms
"Header" or "Headers" in isolation, but instead always uses
"Header Field" to refer to the individual field and "Header
Section" to refer to the entire collection.

Header Field: A Header Field includes a field name, followed by a
colon (":"), followed by a field body (value), and terminated by
CRLF; see Section 2.2 of [RFC5322] for more details.

Header Section: The Header Section is a sequence of lines of
characters with special syntax as defined in [RFC5322]. The
Header Section of a Message contains the Header Fields associated
with the Message itself. The Header Section of a MIME part (that
is, a subpart of a message) typically contains Header Fields
associated with that particular MIME part.

Body: The Body is the part of a Message that follows the Header
Section and is separated from the Header Section by an empty line
(i.e., a line with nothing preceding the CRLF); see [RFC5322]. It
is the (bottom) section of Message containing the payload of a
Message. Typically, the Body consists of a (possibly multipart)
MIME [RFC2045] construct.

Header Protection (HP): cryptographic protection of e-mail Header
Sections (or parts of it) for signatures and/or encryption

Cryptographic Layer, Cryptographic Payload, Cryptographic
Envelope, Cryptographic Summary, Structural Header Fields, Main
Body Part, User-Facing Header Fields, and MUA are all used as
defined in [I-D.ietf-lamps—-e2e-mail-guidance]
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Legacy MUA: an MUA that does not understand Header Protection as
described in this document. A Legacy Non-Crypto MUA is incapable
of doing any end-to-end cryptographic operations. A Legacy Crypto
MUA is capable of doing cryptographic operations, but does not
understand or generate messages with Header Protection.

Legacy Signed Message: an e-mail message that was signed by a
Legacy MUA (and therefore has no cryptographic authenticity or
integrity protections on its Header Fields.

Wrapped Message: The Header Protection scheme that uses the
mechanism described in [RFC8551], where the Cryptographic Payload
is a message/rfc822 or message/global MIME object, augmented with
a Content-Type parameter to indicate that this is the explicit
intent. (see Section 2.2).

Injected Headers: The Header Protection scheme that uses the
mechanism described in this document (see Section 2.1), where the
protected Header Fields are inserted on the Cryptographic Payload
directly.

Header Confidentiality Policy (HCP): a functional specification of
which Header Fields should be obscured when composing an encrypted
message with Header Protection. See Section 2.3.2.

Ordinary User: a user of an MUA who follows a simple and minimal

experience, focused on sending and receiving e-mails. A user who
opts into advanced configuration, expert mode, or the like is not
an "Ordinary User".

Document Scope

This document describes sensible, simple behavior for a program that
generates an e-mail message with standard end-to-end cryptographic
protections, following the guidance in
[I-D.ietf-lamps-e2e-mail-guidance]. An implementation conformant to
this draft will produce messages that have cryptographic protection
that covers the message’s Header Fields as well as its body.

In Scope

This document also describes sensible, simple behavior for a program
that interprets such a message, in a way that can take advantage of
these protections covering the Header Fields as well as the body.

The message generation guidance aims to minimize negative
interactions with any Legacy receiving MUA while providing actionable
cryptographic properties for modern receiving clients.
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In particular, this document focuses on two standard types of
cryptographic protection that cover the entire message:

* A cleartext message with a single signature, and

* An encrypted message that contains a single cryptographic
signature.

1.9.2. Out of Scope
The message composition guidance in this document (in Section 2.3.4)
aims to provide minimal disruption for any Legacy MUA that receives
such a message. However, a Legacy MUA by definition does not
implement any of the guidance here. Therefore, the document does not
attempt to provide guidance for Legacy MUAs directly.
Furthermore, this document does not explicitly contemplate other

variants of cryptographic message protections, including any of
these:

* Encrypted-only message (without a cryptographic signature)
* Triple-wrapped message
* Signed message with multiple signatures

* Encrypted message with a cryptographic signature outside the
encryption.

All such messages are out of scope of this document.

2. Specification
As mentioned in Section 1.1, this document describes two ways to
provide end-to-end cryptographic protection for an e-mail message
that includes all Header Fields known to the sender at message

composition time.

A receiving MUA MUST be able to handle both Header Protection
schemes, as described in Section 2.5.

A sending MUA MUST be able to generate the Injected Headers scheme

(Section 2.3.4), and MAY generate the Wrapped Message scheme
(Section 2.3.5).
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2.1. Injected Headers Scheme

A message that uses the Injected Headers scheme has protected Header
Fields in the Header Section of the Cryptographic Payload.

For an encrypted message that has at least one user-visible Header
Field omitted or obscured outside of the Cryptographic Payload, those
Header Fields MAY also be duplicated into decorative copies in the
Main Body MIME part of the Cryptographic Payload itself. These
decorative copies within the message are known as "Legacy Display
Elements".

Such a Legacy Display Element can be useful for a Legacy receiving
MUA that doesn’t yet understand how to interpret or display a
cryptographically—-protected confidential header. See Section 3.1 for
more details about how the ecosystem could shift so that a sending
MUA could avoid the need to generate any Legacy Display Element.

Composing a message with the Injected Headers scheme is described in
Section 2.3.4. Rendering such a message is described in
Section 2.5.3.

2.2. Wrapped Message Scheme

A message that uses the Wrapped Message scheme has a Cryptographic

Payload of a single message/rfc822 (or message/global) MIME object,
which itself contains the original message (including the protected
Header Section).

The Wrapped Message Header Protection scheme is very similar to that
described in Section 3.1 of [RFC8551]. The main augmentations this
document provides to that scheme are:

* an explicit discussion of how to obscure or remove Header Fields,

* an additional protected-headers=wrapped parameter to the Content-
Type Header Field of the Cryptographic Payload to indicate the
explicit intent, and

* a recommendation to mark such a Wrapped Message as Content-—
Disposition: inline to encourage Legacy MUAs to render the inner
message directly rather than treating it as an attachment.

Composing a message with the Wrapped Message scheme is described in

Section 2.3.5. Rendering such a message is described in
Section 2.5.4.
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2.3. Sending Side

This section describes the process an MUA should use to apply
cryptographic protection to an e-mail message with Header Protection.
We start by describing the legacy message composition process as a
baseline.

2.3.1. Composing a Cryptographically-Protected Message Without Header
Protection

Section 5.1 of [I-D.ietf-lamps—-e2e-mail-guidance] describes the
typical process for a Legacy Crypto MUA to apply cryptographic
protections to an e-mail message. That guidance and terminology is
replicated here for reference:

* origbody: the traditional unprotected message body as a well-
formed MIME tree (possibly just a single MIME leaf part). As a
well-formed MIME tree, origbody already has structural Header
Fields (Content-*) present.

* origheaders: the intended non-structural Header Fields for the
message, represented here as a list of (h,v) pairs, where h is a
Header Field name and v is the associated value. Note that these
are Header Fields that the MUA intends to be visible to the
recipient of the message. 1In particular, if the MUA uses the Bcc
header during composition, but plans to omit it from the message
(see Section 3.6.3 of [RFC5322]), it will not be in origheaders.

* crypto: The series of cryptographic protections to apply (for
example, "sign with the secret key corresponding to X.509
certificate X, then encrypt to X.509 certificates X and Y"). This
is a routine that accepts a MIME tree as input (the Cryptographic
Payload), wraps the input in the appropriate Cryptographic
Envelope, and returns the resultant MIME tree as output.

The algorithm returns a MIME object that is ready to be injected into
the mail system:

* Apply crypto to MIME part origbody, producing MIME tree output
* For each Header Field name and value (h,v) in origheaders:
- Add Header Field h to output with value v

* Return output
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2.3.2. Header Confidentiality Policy

When composing an encrypted message with Header Protection, the
composing MUA needs a Header Confidentiality Policy (HCP). 1In this
document, we represent that Header Confidentiality Policy as a
function hcp:

* hcp(name, val_in) val_out: this function takes a non-structural
Header Field identified by name with initial value wval_in as
arguments, and returns a replacement header value val_out. If
val_out is the special value null, it means that the Header Field
in question should be omitted from the set of Header Fields
visible outside the Cryptographic Envelope.

Note that hcp is only applied to non-structural Header Fields. When
composing a message, Structural Header Fields are dealt with
separately, as described in Section 2.3.4 and Section 2.3.5.

As an example, an MUA that obscures the Subject Header Field by
replacing it with the literal string "[...]", hides all Cc’ed
recipients, and does not offer confidentiality to any other Header
Fields would be represented as (in pseudocode) :

hcp_hide_cc(name, val_in) wval_out:
if name is ’Subiject’:
return "[...]’
else if name is ’Cc’:
return null
else:
return val_in

Note that such a policy is only needed when the end-to-end
protections include encryption (confidentiality). No comparable
policy is needed for other end-to-end cryptographic protections
(integrity and authenticity), as they are simply uniformly applied so
that all Header Fields known by the sender have these protections.

This asymmetry is an unfortunate consequence of complexities in
message delivery systems, some of which may reject, drop, or delay
messages where all Header Fields are removed from the top-level MIME
object.
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This document does not mandate any particular Header Confidentiality
Policy, though it offers guidance for MUA implementers in selecting
one in Section 2.4. Future documents may recommend or mandate such a
policy for an MUA with specific needs. Such a recommendation might
be motivated by descriptions of metadata-derived attacks, or stem
from research about message deliverability, or describe new
signalling mechanisms, but these topics are out of scope for this
document.

For alignment with common practice as well as the ABNF in
Section 2.3.3 for HP-Obscured, val_out MUST be one of the following:

* identical to val_in, or
* the special value null, or

* a sequence of printable and whitespace (that is, space or tab)
7-bit clean US-ASCII characters (of course, non-ASCII text can be
encoded as US-ASCII using the encoded-word construct from
[REFC20471)

The HCP can compute val_out using any technique describable in
pseudocode, such as copying a fixed string or invocations of other
pseudocode functions. If it alters the value, it MUST NOT include
control or NUL characters in val_out.

2.3.3. Definition of HP-Removed and HP-Obscured Header Fields

This document defines 2 new Header Fields used for conveying the
effect of sender’s Header Confidentiality Policy: HP-Removed and HP-
Obscured. These Header Fields enable the MUA receiving an encrypted
message to reliably identify whether the sending MUA intended to make
a Header Field confidential (see Section 6.2.3).

An implementation that composes encrypted e-mail and hides any of the
Header Fields as described in this document (for example, due to a
non-null HCP) MUST include the appropriate HP-Removed or HP-Obscured
Header Fields in the Cryptographic Payload. These two MIME Header
Fields should only ever appear directly within the Header Section of
the Cryptographic Payload of a Cryptographic Envelope offering
confidentiality. They MUST be ignored if they appear in other
places.

HP-Removed includes a comma separated list of Header Field names that
were omitted from the outer header when the message with Header
Protection was generated. The HP-Removed Header Field can appear at
most once in the Header Section of a Cryptographic Payload.
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Each instance of HP-Obscured contains a Header Field name and the
value that this Header Field was modified to in the outer header.
The HP-Obscured Header Field can appear multiple times in the Header
Section of a Cryptographic Payload.

If a Header Field name A doesn’t appear in an HP-Obscured Header
Field value, then the Header Field A was either removed (and thus
would appear in the HP-Removed Header Field) or it was copied without
any modifications to the outer header.

Syntax of these new Header Fields is defined using the following ABNF
[RFC5234], where field—-name, WSP, VCHAR, and FWS are defined in
[REFC5322] :

hp-removed "HP-Removed:" field-name-list CRLF

field—-name-list = [FWS] field—-name
*([FWS] "," [FWS] field-name) [FWS]

hp-obscured "HP-Obscured:" [FWS] field-name ": "

replacement-value CRLF
replacement-value = (* ([FWS] VCHAR) *WSP)

Note that replacement-value is the same as unstructured from
[REFC5322], but without the obsolete obs-unstructured option.

2.3.4. Composing with "Injected Headers" Header Protection

The "Injected Headers" Header Protection scheme places the Header
Fields to be protected directly on the Cryptographic Payload. Unlike
in the "Wrapped Scheme" (see compose-wrapped-message), there is no
wrapping of the message body in any additional message/* MIME part.
This section describes how to generate such a message.

To compose a message using "Injected Headers" Header Protection, the
composing MUA uses the following inputs:

* All the inputs described in Section 2.3.1
* hcp: a Header Confidentiality Policy, as defined in Section 2.3.2

* legacy: a boolean value, indicating whether any recipient of the
message 1s believed to have a Legacy MUA. If all recipients are
known to implement this draft, legacy should be set to false.
(How an MUA determines the value of legacy is out of scope for
this document; an initial implementation can simply set it to
true)
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Enabling visibility of obscured Header Fields for decryption-capable
legacy clients requires transforming a header list into a readable
form and including it as a decorative Legacy Display Element in
specially-marked parts of the message. This document recommends two
different mechanisms for such a decorative adjustment: one for a
text/html Main Body Part of the e-mail message, and one for a text/
plain Main Body Part. This document does not recommend adding a
Legacy Display Element to any other part.

Please see Section 7.1 of [I-D.ietf-lamps—-e2e-mail-guidance] for
guidance on identifying the parts of a message that are a Main Body
Part.
To build such a message, we replace the algorithm described in
Section 2.3.1 with a more sophisticated approach. The algorithm for
applying "Injected Headers" cryptographic protection to a message is
as follows:
* Let newbody be a copy of origbody
* If crypto contains encryption, and legacy is true:

— Create 1ldlist, an empty list of (header, value) pairs

- For each Header Field name and value (h,v) in origheaders:

o If h is user-facing (see Section 1.1.2 of
[I-D.ietf-lamps—-e2e-mail-guidance]) :

+ If hcp(h,v) is not v:
* Add (h,v) to 1ldlist
— If 1dlist is not empty:

o Identify each leaf MIME part of newbody that represents the
"main body" of the message.

o For each "Main Body Part" bodypart of type text/plain or
text/html:

+ Adjust bodypart by inserting a Legacy Display Element
header list 1ldlist into its content, and adding a
Content-Type parameter hp-legacy-display with value 1
(see Section 2.3.4.1 for text/plain and Section 2.3.4.2
for text/html)

* For each Header Field name and value (h,v) in origheaders:
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- Add Header Field h to MIME part newbody with value v

Set the protected-headers parameter on the Content-Type of MIME
part newbody to vl

If crypto does not contain encryption:

— Let newheaders be a copy of origheaders

Else

(1f crypto contains encryption):

- Create new empty list of Header Field names and values
newheaders

— Let hpr be an empty comma-separated list of Header Field names

— For each Header Field name and value (h,v) in origheaders:

O

O

Let newval be hcp(h,v)

If newval is null:

+

Else

+

+

Add the value h to hpr
(1f newval is not null):
Add (h,newval) to newheaders

If newval is not v:

Let string record be the concatenation of h, a literal
": " (ASCII colon (0x3A) followed by ASCII space
(0x20)), and newval

Add Header Field "HP-Obscured" to MIME part newbody
with value record

hpr is not empty:

Add Header Field "HP-Removed" to MIME part newbody with
value hpr

Apply crypto to MIME part newbody, producing MIME tree output

For each Header Field name and value (h,v) in newheaders:

— Add Header Field h to output with value v

et al.
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* Return output

Note that both new parameters (hcp and legacy) are effectively

ignored if crypto does not contain encryption. This is by design,
because they are irrelevant for signed-only cryptographic
protections.

2.3.4.1. Adding a Legacy Display Element to a text/plain Part

For a list of obscured Header Fields represented as (header, value)
pairs, concatenate them as a set of lines, with one newline at the
end of each pair. Add an additional trailing newline after the
resultant text, and prepend the entire list to the body of the text/
plain part.

The MUA MUST also add a Content-Type parameter of hp-legacy-display
with value 1 to the MIME part to indicate that a Legacy Display
Element was added.

For example, if the list of obscured Header Fields was [("Cc",
"alice@example.net"), ("Subject", "Thursday’s meeting")], then a
text/plain Main Body Part that originally looked like this:
Content-Type: text/plain; charset=UTF-8

I think we should skip the meeting.

Would become:

Content-Type: text/plain; charset=UTF-8; hp-legacy-display=1

Subject: Thursday’s meeting
Cc: alice@example.net

I think we should skip the meeting.

Note that the Legacy Display Element (the lines beginning with
Subject: and Cc:) are part of the body of the MIME part in question.

This example assumes that the Main Body Part in question is not the
root of the Cryptographic Payload. For instance, it could be a leaf
of a multipart/alternative Cryptographic Payload. This is why no
additional Header Fields have been injected into the MIME part in
this example.
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2.3.4.2. Adding a Legacy Display Element to a text/html Part

Adding a Legacy Display Element to a text/html part is similar to how
it is added to a text/plain part (see Section 2.3.4.1). Instead of
adding the obscured or removed User-Facing Header Fields to a block
of text delimited by a blank line, the composing MUA injects them in
an HTML <div> element annotated with a class attribute of header-
protection-legacy-display.

The content and formatting of this decorative <div> have no strict

requirements, but they MUST represent all the obscured and removed

User-Facing Header Fields in a readable fashion. A simple approach
is to assemble the text in the same way as Section 2.3.4.1, wrap it
in a verbatim <pre> element, and put that element in the annotated

<div>.

The annotated <div> should be placed as close to the start of the
<body> as possible, where it will be visible when viewed with a
standard HTML renderer.

The MUA MUST also add a Content-Type parameter of hp-legacy-display
with value 1 to the MIME part to indicate that a Legacy Display
Element was added.

For example, if the list of obscured Header Fields was [("Cc",
"alice@example.net"), ("Subject", "Thursday’s meeting")], then a
text/html Main Body Part that originally looked like this:

Content-Type: text/html; charset=UTF-8

<html><head><title></title></head><body>
<p>I think we should skip the meeting.</p>
</body></html>

Would become:
Content-Type: text/html; charset=UTF-8; hp-legacy-display=1

<html><head><title></title></head><body>

<div class="header-protection-legacy-display">
<pre>Subject: Thursday’s meeting

Cc: alice@example.net</pre></div>

<p>I think we should skip the meeting.</p>
</body></html>
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This example assumes that the Main Body Part in question is not the
root of the Cryptographic Payload. For instance, it could be a leaf
of a multipart/alternative Cryptographic Payload. This is why no
additional Header Fields have been injected into the MIME part in
this example.

2.3.4.2.1. Step-by-step Example for Inserting Legacy Display Element to
text/html

A composing MUA MAY insert the Legacy Display Element anywhere
reasonable within the message as long as it prioritizes wvisibility
for the reader using a Legacy decryption-capable MUA. This decision
may take into account special message-specific HTML formatting
expectations if the MUA is aware of them. However, some MUAs may not
have any special insight into the user’s preferred HTML formatting,
and still want to insert a Legacy Display Element. This section
offers a non-normative, simple, and minimal step-by-step approach for
a composing MUA that has no other information or preferences to fall
back on.

The process below assumes that the MUA already has the full HTML
object that it intends to send, including all of the text supplied by

the user.

* Assemble the text exactly as specified for text/plain (see
Section 2.3.4.1).

* Wrap that text in a verbatim <pre> element.

* Wrap that <pre> element in a <div> element annotated with the
class header-protection-legacy-display.

* Find the <body> element of the full HTML object.

* Insert the <div> element as the first child of the <body> element.
2.3.4.3. Only Add a Legacy Display Element to Main Body Parts

Some messages may contain a text/plain or text/html subpart that is

_not_ a Main Body Part. For example, an e-mail message might contain

an attached text file or a downloaded webpage. Attached documents

need to be preserved as intended in the transmission, without
modification.
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The composing MUA MUST NOT add a Legacy Display Element to any part
of the message that is not a Main Body Part. In particular, if a
part is annotated with Content-Disposition: attachment, or if it does
not descend via the first child of any of its multipart/mixed or
multipart/related ancestors, it is not a Main Body Part, and MUST NOT
be modified.

See Section 7.1 of [I-D.ietf-lamps—-e2e-mail-guidance] for more
guidance about common ways to distinguish Main Body Parts from other
MIME parts in a message.

2.3.4.4. Do Not Add a Legacy Display Element to Other Content-Types
The purpose of injecting a Legacy Display Element into each Main Body
MIME part is to enable rendering of otherwise obscured Header Fields
in Legacy MUAs that are capable of message decryption, but don’t know
how to follow the rest of the guidance in this document.
The authors are unaware of any Legacy MUA that would render any MIME
part type other than text/plain and text/html as the Main Body. A
generating MUA SHOULD NOT add a Legacy Display Element to any MIME
part with any other Content-Type.

2.3.5. Composing with "Wrapped Message" Header Protection
The Wrapped Message Header Protection scheme is very similar to that
described in Section 3.1 of [RFC8551]. The differences are outlined

in Section 2.2.

To compose a message using "Wrapped Message" Header Protection, the
composing MUA uses the following inputs:

* All the inputs described in Section 2.3.1

* hcp: a Header Confidentiality Policy, as defined in Section 2.3.2
To build such a message, we replace the algorithm described in
Section 2.3.1 with a more sophisticated approach. The algorithm for
applying "Wrapped Message" cryptographic protection to a message is
as follows:

* Let newbody be a copy of origbody

* For each Header Field name and value (h,v) in origheaders:

— Add Header Field h to MIME part newbody with value v

* If crypto does not contain encryption:
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— Let newheaders be a copy of origheaders

* Else

(1f crypto contains encryption):

— Create new empty list of Header Field names and values
newheaders

- Let hpr be an empty comma-separated list of Header Field names

— For each Header Field name and value (h,v) in origheaders:

o

O

Let newval be hcp (h,v)

If newval is null:

+

Else

+

+

Add

Add the value h to hpr

(if newval is not null):

(h,newval) to newheaders

If newval is not v:

Let string record be the concatenation of h, a literal
": " (ASCII colon (0x3A) followed by ASCII space
(0x20)), and newval

Add Header Field "HP-Obscured" to MIME part newbody
with value record

— If hpr is not empty:

O

Add Header Field "HP-Removed" to MIME part newbody with
value hpr

* TIf any of the Header Fields in MIME part newbody, including Header
Fields in the nested internal MIME structure, contain any 8-bit
UTF-8 characters (see Section 3.7 of [RFC6532]):

- Let payload be a new MIME part with one Header Field: Content-
Type: message/global; protected-headers=wrapped, and whose body
is newbody.

* Else:

- Let payload be a new MIME part with one Header Field: Content-
Type: message/rfc822; protected-headers=wrapped, and whose body
is newbody.
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* Add a Content-Disposition Header Field to MIME part payload with
value inline

* Apply crypto to MIME part payload, producing MIME tree output
* For each Header Field name and value (h,v) in newheaders:

- Add Header Field h to output with value v
* Return output

Note that the Header Confidentiality Policy hcp parameter is
effectively ignored if crypto does not contain encryption. This is
by design, because it is irrelevant for signed-only cryptographic
protections.

2.3.6. Choosing Between Wrapped Message and Injected Headers

When composing a message with end-to-end cryptographic protections,
an MUA SHOULD protect the Header Fields of that message as well as
the body, using one of the formats described here.

A compatible MUA MUST be capable of generating a message with Header
Protection using the Injected Headers Section 2.3.4 format.

2.4. Default Header Confidentiality Policy

An MUA MUST have a default Header Confidentiality Policy that offers
at least the protections provided by hcp_minimal as described in
Section 2.4.1. Local policy and configuration may alter this
default, but the MUA SHOULD NOT require the user to select an HCP.

hcp_minimal provides confidentiality for the Subject Header Field by
replacing it with the literal string "[...]". This is a sensible
minimal default because most users treat the Subject of a message the
same way that they treat the body, and they are surprised to find
that the Subject of an encrypted message is visible.

2.4.1. Minimal Header Confidentiality Policy

The most conservative recommended Header Confidentiality Policy only
protects the Subject Header Field:

hcp_minimal (name, val_in) val_out:
if name is ’Subiject’:
return "[...]’
else:
return val_in
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hcp_minimal is the recommended default HCP for a new implementation,
as it provides meaningful confidentiality protections, and is
unlikely to cause deliverability or usability problems.

2.4.2. Strong Header Confidentiality Policy

Alternately, a more aggressive (and therefore more privacy-
preserving) Header Confidentiality Policy only leaks a handful of
fields whose absence is known to increase rates of delivery failure,
and simultaneously obscures the Message—-ID behind a random new one:

hcp_strong (name, val_in) wval_out:
if name in [’From’, ’'To’, ’'Cc’, ’'Date’]:
return val_in
else if name is ’Subiject’:
return " [...]'
else i1f name is ’"Message-ID’:
return generate_new_message_id()
else:
return null

The function generate_new_message_id() represents whatever process
the MUA typically uses to generate a Message—-ID for a new outbound
message.

hcp_strong is known to cause usability problems with message
threading for many Legacy MUAs, and is not recommended as a default
HCP for new implementations.

2.4.3. Null Header Confidentiality Policy

Legacy MUAs can be conceptualized as offering a null Header
Confidentiality Policy, which offers no confidentiality protection to
any Header Field:

hcp_null (name, val_in) wval_out:
return val_in

A conformant MUA that is not modified by local policy or
configuration MUST NOT use hcp_null by default.

2.4.4. Offering Stronger Header Confidentiality

An MUA MAY offer even stronger confidentiality for Header Fields of
an encrypted message than described in Section 2.4.2. For example,
it might implement an HCP that obfuscates the From field, or omits

the Cc field, or ensures Date is represented in UTC (obscuring the

local timezone).
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The authors of this document hope that implementers with deployment
experience will document their chosen Header Confidentiality Policy
and the rationale behind their choice.

This document defines hcp_null, hcp_minimal, hcp_hide_cc, and
hcp_strong as a way to compare and contrast different possible
behavioral choices for a composing MUA. While the HCP is not
strictly a protocol element, this document creates a registry of
named Header Confidentiality Policies for ease of communication.

2.4.4.1. Expert Guidance for Registering Header Confidentiality
Policies

There is no formal syntax specified for the Header Confidentiality
Policy, but any attempt to specify an HCP for inclusion in the
registry needs to provide:

* a stable reference document clearly indicating the distinct name
for the proposed HCP

* pseudocode that other implementers can clearly and unambiguously
interpret

* a clear explanation of why this HCP is different from all other
registered HCPs

* any relevant considerations related to deployment of the HCP (for
example, known or expected deliverability, rendering, or privacy
challenges and possible mitigations)

An entry should not be marked as "Recommended" unless it has been
shown to offer confidentiality or privacy improvements over the
status quo and have minimal or mitigatable negative impact on
messages to which it is applied, considering factors such as message
deliverability and security. Only one entry in the table
(hcp_minimal) is initially marked as "Recommended". In the future,
more than one entry may be marked as "Recommended".

2.5. Receiving Side

An MUA that receives a cryptographically-protected e-mail will render
it for the user.

The receiving MUA will render the message body, a selected subset of
Header Fields, and (as described in Section 3 of
[I-D.ietf-lamps—-e2e-mail-guidance]) provide a summary of the
cryptographic properties of the message.
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Most MUAs only render a subset of Header Fields by default. For
example, few MUAs typically render Message—-Id or Received Header
Fields for the user, but most do render From, To, Cc, Date, and
Subject.

An MUA that knows how to handle a message with Header Protection
makes the following two changes to its behavior when rendering a
message:

* If it detects that an incoming message had protected Header
Fields, it renders Header Fields for the message from the
protected Header Fields, ignoring the external (unprotected)
Header Fields.

* It includes information in the message’s Cryptographic Summary to
indicate the types of protection that applied to each rendered
Header Field (if any).

An MUA that handles a message with Header Protection does _not_ need
to render any new Header Fields that it did not render before.

2.5.1. Identifying that a Message has Header Protection

An incoming message can be identified as having Header Protection
based on one of two signals:

* The Cryptographic Payload has Content-Type: message/rfc822 or
Content-Type: message/global and the parameter protected-headers
has a value of wrapped. See Section 2.5.4 for rendering guidance.

* The Cryptographic Payload has some other Content-Type and it has
parameter protected-headers set to vl. See Section 2.5.3 for
rendering guidance.

Messages of both types exist in the wild, and a compliant MUA MUST be
able to handle them both. They provide the same semantics and the
same meaning.

2.5.2. Updating the Cryptographic Summary

Regardless of whether a cryptographically-protected message has
protected Header Fields, the Cryptographic Summary of the message
should be modified to indicate what protections the Header Fields
have. This field-by-field status is complex and isn’t necessarily
intended to be presented in full to the user. Rather, it represents
the state of the message internally within the MUA, and may be used
to influence behavior like replying to the message (see

Section 2.5.8.1).
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Each Header Field individually has exactly one the following
protections:

* unprotected (this is the case for all Header Fields in messages
that have no Header Protection)

* signed-only (bound into the same validated signature as the
enclosing message, but also visible in transit)

* encrypted-only (only appears within the Cryptographic Payload; the
corresponding external Header Field was either omitted or
obfuscated)

* signed-and-encrypted (same as encrypted-only, but additionally is
under a validated signature)

Note that while the message itself may be signed-and-encrypted, some
Header Fields may be replicated on the outside of the message (e.g.
Date). Those Header Fields would be signed-only, despite the message
itself being signed-and-encrypted. Additionally, the data from some
encrypted or signed-and-encrypted Header Fields may not be fully
private (see Section 6.1 for more details).

Rendering the cryptographic status of each Header Field is likely to
be complex and messy —-—-—- users may not understand it. It is beyond
the scope of this document to suggest any specific graphical
affordances or user experience. Future work should include examples
of successful rendering of this information.

.5.3. Rendering a Message with Injected Headers

When the Cryptographic Payload does not have a Content-Type of
message/rfc822 or message/global, and the parameter protected-headers
is set to vl, the values of the protected Header Fields are drawn
from the Header Fields of the Cryptographic Payload, and the body
that is rendered is the Cryptographic Payload itself.

2.5.3.1. Example Signed-only Message with Injected Headers

A application/pkcs7-mime; smime-type="signed-data"
(unwraps to)
B multipart/alternative [Cryptographic Payload + Rendered Body]
C text/plain
D text/html

The message body should be rendered the same way as this message:
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B multipart/alternative
C text/plain
D text/html

It should render Header Fields taken from part B.

Its Cryptographic Summary should indicate that the message was signed
and all rendered Header Fields were included in the signature.

The MUA should ignore Header Fields from part A for the purposes of
rendering.

Because this message is signed-only, none of its parts will have a
Legacy Display Element.

2.5.3.2. Example Signed-and-Encrypted Message with Injected Headers

Consider a message with this structure, where the MUA is able to
validate the cryptographic signature:

E application/pkcs7-mime; smime-type="enveloped-data"
(decrypts to)
F application/pkcs7-mime; smime-type="signed-data"
(unwraps to)
G multipart/alternative [Cryptographic Payload + Rendered Body]
H text/plain
I text/html

The message body should be rendered the same way as this message:

G multipart/alternative
H text/plain
I text/html

It should render Header Fields taken from part G.

Its Cryptographic Summary should indicate that the message was signed
and encrypted. Each rendered Header Field found in G should be
considered against any HP-Removed Header Field found in G and all HP-
Obscured Header Fields found in G. If the field’s name is found in
the list of Header Field names in HP-Removed, or if one of the HP-
Obscured fields refers to the field name, then the Header Field
should be marked as signed-and-encrypted. Otherwise, the Header
Field should be marked as signed-only.

If any of the User-Facing Header Fields are removed or obscured, the

composer of this message MAY place Legacy Display Elements in parts H
and I.
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The MUA should ignore Header Fields from part E for the purposes of
rendering.

2.5.3.3. Do Not Render Legacy Display Elements

As described in Section 2.1, a message with cryptographic
confidentiality protection MAY include Legacy Display Elements for
backward-compatibility with Legacy MUAs. These Legacy Display
Elements are strictly decorative, unambiguously identifiable, and
will be discarded by compliant implementations.

The receiving MUA SHOULD avoid rendering the identified Legacy
Display Elements to the user at all, since it is aware of Header
Protection and can render the actual protected Header Fields.

If a text/html or text/plain part within the Cryptographic Envelope
is identified as containing Legacy Display Elements, those elements
SHOULD be hidden when rendering and SHOULD be dropped when generating
a draft reply or inline forwarded message. Whenever a Message or
MIME subtree is exported, downloaded or otherwise further processed,
implementers should consider whether or not to drop the Legacy
Display Elements.

2.5.3.3.1. Identifying a Part with Legacy Display Elements

A receiving MUA acting on a message that contains an encrypting
Cryptographic Layer identifies a MIME subpart within the
Cryptographic Payload as containing Legacy Display Elements based on
the Content-Type of the subpart.

* The subpart’s Content-Type contains a parameter hp-legacy-display
with value set to 1

* The subpart’s Content-Type is either text/html (see
Section 2.5.3.3.3) or text/plain (see Section 2.5.3.3.2)

Note that the term "subpart" above is used in the general sense: if
the Cryptographic Payload is a single part, that part itself may
contain a Legacy Display Element if it is marked with the hp-legacy-
display=1 parameter.

2.5.3.3.2. Omitting Legacy Display Elements from text/plain
If a text/plain part within the Cryptographic Payload has the

Content-Type parameter hp-legacy-display="1", it should be processed
before rendering in the following fashion:
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* Discard the leading lines of the body of the part up to and
including the first entirely blank line.

Note that implementing this strategy is dependent on the charset used
by the MIME part.

See Appendix D.1 for an example.
2.5.3.3.3. Omitting Legacy Display Elements from text/html

If a text/html part within the Cryptographic Payload has the Content-
Type parameter hp-legacy-display="1", it should be processed before
rendering in the following fashion:

* TIf any element of the HTML <body> is a <div> with class attribute
header-protection-legacy-display, that entire element should be
omitted.

This cleanup could be done, for example, as a custom rule in the
MUA’s HTML sanitizer, if one exists. Another implementation strategy
for an HTML-capable MUA would b to add an entry to the [CSS]
stylesheet for such a part:

body div.header-protection-legacy-display { display: none; }
2.5.4. Rendering a Wrapped Message

Some MUAs may compose and send a message with end-to-end
cryptographic protections that offer Header Protection using the
Wrapped Message scheme described in Section 3.1 of [RFC8551] as
augmented by this document. This section describes how a receiving
MUA should identify and render such a message.

When the Cryptographic Payload has Content-Type of message/rfc822 or
message/global, and the parameter protected-headers is set to
wrapped, the values of the protected Header Fields are drawn from the
Header Fields of the Cryptographic Payload, and the body that is
rendered is the body of the Cryptographic Payload.

2.5.4.1. Example Signed-Only Wrapped Message

Consider a message with this structure, where the MUA is able to
validate the cryptographic signature:
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J application/pkcs7-mime; smime-type="signed-data"
(unwraps to)

K message/rfc822 [Cryptographic Payload]
L multipart/alternative [Rendered Body]
M text/plain

N text/html

The message body should be rendered the same way as this message:

L multipart/alternative
M text/plain
N text/html

It should render Header Fields taken from part K.

Its Cryptographic Summary should indicate that the message was signed
and all rendered Header Fields were included in the signature.

The MUA SHOULD ignore Header Fields from part J for the purposes of
rendering, unless it is rendering debugging information.

2.5.4.2. Example Signed-and-Encrypted Wrapped Message

Consider a message with this structure, where the MUA is able to
validate the cryptographic signature:

O application/pkcs7-mime; smime-type="enveloped-data"
(decrypts to)

P application/pkcs7-mime; smime-type="signed-data"
(unwraps to)

Q message/rfc822 [Cryptographic Payload]
R multipart/alternative [Rendered Body]
S text/plain

T text/html

The message body should be rendered the same way as this message:

R multipart/alternative
S text/plain
T text/html

It should render Header Fields taken from part Q.

Its Cryptographic Summary should indicate that the message was signed
and encrypted. As in Section 2.5.3.2, each rendered Header Field
found in Q should be considered against any HP-Removed Header Field
found in Q and all HP-Obscured Header Fields found in Q. TIf the
field’s name is found in the list of Header Field names in HP-—
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Removed, or if one of the HP-Obscured fields refers to the field
name, then the Header Field should be marked as signed-and-encrypted.
Otherwise, the Header Field should be marked as signed-only.

2.5.5. Guidance for Automated Message Handling

Some automated systems have a control channel that is operated by
e-mail. For example, an incoming e-mail message could subscribe
someone to a mailing list, initiate the purchase of a specific
product, approve another message for redistribution, or adjust the
state of some shared object.

To the extent that such a system depends on end-to-end cryptographic
guarantees about the e-mail control message, Header Protection as
described in this document should improve the system’s security.
This section provides some specific guidance for systems that use
e-mail messages as a control channel that want to benefit from these
security improvements.

2.5.5.1. Interpret Only Protected Header Fields

Consider the situation where an e-mail-based control channel depends
on the message’s cryptographic signature and the action taken depends
on some Header Field of the message.

In this case, the automated system MUST rely on information from the
Header Field that is protected by the mechanism described in this
document. It MUST NOT rely on any Header Field found outside the
Cryptographic Payload.

For example, consider an administrative interface for a mailing list
manager that only accepts control messages that are signed by one of
its administrators. When an inbound message for the list arrives, it
is queued (waiting for administrative approval) and the system
generates and listens for two distinct e-mail addresses related to
the queued message —- one that approves the message, and one that
rejects it. If an administrator sends a signed control message to
the approval address, the mailing list verifies that the protected
To: Header Field of the signed control message contains the approval
address before approving the queued message for redistribution. If
the protected To: Header Field does not contain that address, or
there is no protected To: Header Field, then the mailing list logs or
reports the error, and does not act on that control message.
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2.5.5.2. Ignore Legacy Display Elements

Consider the situation where an e-mail based control channel expects
to receive an end-to-end encrypted message —-—- for example, where the
control messages need confidentiality guarantees —-- and where the
action taken depends on the contents of some MIME part within message
body.

In this case, the automated system that decrypts the incoming
messages and scans the relevant MIME part MUST identify when the MIME
part contains a Legacy Display Element (see Section 2.5.3.3.1), and
it MUST parse the relevant MIME part with the Legacy Display Element
removed.

For example, consider an administrative interface of a confidential

issue tracking software. An authorized user can confidentially
adjust the status of a tracked issue by a specially-formatted first
line of the message body (for example, severity #183 serious). When

the user’s MUA encrypts a plain text control message to this issue
tracker, depending on the MUA’s HCP and its choice of legacy value,
it may add a Legacy Display Element. If it does so, then the first
line of the message body will contain a decorative copy of the
confidential Subject: Header Field. The issue tracking software
decrypts the incoming control message, identifies that there is a
Legacy Display Element in the part (see Section 2.5.3.3.1), strips
the lines comprising the Legacy Display Element (including the first
blank line), and only then parses the remaining top line to look for
the expected special formatting.

2.5.6. Affordances for Debugging and Troubleshooting

Note that advanced users of an MUA may need access to the original
message, for example to troubleshoot problems with the rendering MUA
itself, or problems with the SMTP transport path taken by the
message.

An MUA that applies these rendering guidelines SHOULD ensure that the
full original source of the message as it was received remains
available to such a user for debugging and troubleshooting.

If a troubleshooting scenario demands information about the
cryptographically-protected values of Header Fields, and the message
is encrypted, the debugging interface SHOULD also provide a "source"
view of the Cryptographic Payload itself, alongside the full original
source of the message as received.
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2.5.7. Rendering Other Schemes

Other MUAs may have generated different structures of messages that
aim to offer end-to-end cryptographic protections that include Header
Protection. This document is not normative for those schemes, and it
is NOT RECOMMENDED to generate these other schemes, as they can
either have structural flaws or simply render poorly on Legacy MUAs.
A conformant MUA MAY attempt to infer Header Protection when
rendering an existing message that appears to use some other scheme
not documented here. Pointers to some known other schemes can be
found in Appendix E.

2.5.8. Composing a Reply to an Encrypted Message with Header Protection

When composing a reply to an encrypted message with Header
Protection, the MUA is acting both as a receiving MUA and as a
sending MUA. Special guidance applies here, as things can go wrong
in at least two ways: leaking previously-confidential information,
and replying to the wrong party.

2.5.8.1. Avoid Leaking Encrypted Header Fields in Reply

As noted in Section 5.4 of [I-D.ietf-lamps—-e2e-mail-guidance], an MUA
in this position MUST NOT leak previously-encrypted content in the
clear in a follow-up message. The same is true for protected Header
Fields.

Values from any Header Field that was identified as either encrypted-
only or signed-and-encrypted based on the steps outlined above MUST
NOT be placed in cleartext output when generating a message.

In particular, if Subject was encrypted, and it is copied into the
draft encrypted reply, the replying MUA MUST obfuscate the
unprotected (cleartext) Subject Header Field as described above.

When crafting the Header Fields for a reply message, the composing
MUA can make use of the HP-Removed and HP-Obscured Header Fields from
within the Cryptographic Envelope of the reference message to ensure
that Header Fields derived from the reference message do not leak in
the reply.

Consider a Header Field in a reply message that is generated by
derivation from a Header Field in the reference message. For
example, the To Header Field is typically derived from the reference
message’s Reply-To or From Header Fields. When generating the outer
copy of the Header Field, the composing MUA first applies its own
Header Confidentiality Policy. If the Header Field’s value 1is
changed by the HCP, then it is applied to the outside header and
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noted in the protected Header Section using HP-Removed or HP-Obscured
as appropriate, as described in Section 2.3.3. Otherwise, if the
Header Field’s value is unchanged, the composing MUA re-—-generates the
Header Field using the source Header Fields from the values within
the Cryptographic Payload of the reference message, as modified by
the HP-Obscured or HP-Removed Header Fields. If that value is itself
different than the protected value, then it is applied to the outside
header and noted in the protected Header Section using HP-Obscured.
If the value is the same as the protected value, then it is simply
copied to the outside header directly.

See Appendix C.2 for a simple worked example of this process.

2.5.8.2. Avoid Misdirected Replies to Encrypted Messages with Header
Protection

When replying to a message, the Composing MUA typically decides who
to send the reply to based on:

* the Reply-To, Mail-Followup-To, or From Header Fields

* optionally, the other To or Cc Header Fields (if the user chose to
"reply all")

When a message has Header Protection, the replying MUA MUST populate
the destination fields of the draft message using the protected
Header Fields, and ignore any unprotected Header Fields.

This mitigates against an attack where Mallory gets a copy of an
encrypted message from Alice to Bob, and then replays the message to
Bob with an additional Cc to Mallory’s own e-mail address in the
message’s outer (unprotected) Header Section.

If Bob knows Mallory’s certificate already, and he replies to such a
message without following the guidance in this section, it’s likely
that his MUA will encrypt the cleartext of the message directly to
Mallory.

2.5.9. Implicitly-rendered Header Fields
While From and To and Cc and Subject and Date are often explicitly
rendered to the user, some Header Fields do affect message display,
without being explicitly rendered.
For example, Message-Id, References, and In-Reply-To Header Fields

may collectively be used to place a message in a "thread" or series
of messages.
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In another example, Section 2.5.8.2 observes that the value of the
Reply-To field can influence the draft reply message. So while the
user may never see the Reply-To Header Field directly, it is
implicitly "rendered" when the user interacts with the message by
replying to it.

An MUA that depends on any implicitly-rendered Header Field in a
message with Header Protection MUST use the value from the protected
Header Field, and SHOULD NOT use any value found outside the
cryptographic protection unless it is known to be a Header Field
added in transit, as specified in Section 2.5.10.

2.5.10. ©Unprotected Header Fields Added in Transit

Some Header Fields are legitimately added in transit, and could not
have been known to the sender at message composition time.

The most common of these Header Fields are Received and DKIM-
Signature, neither of which are typically rendered, either explicitly
or implicitly.

If a receiving MUA has specific knowledge about a given Header Field,
including that:

* the Header Field would not have been known to the original sender,
and

* the Header Field might be rendered explicitly or implicitly,

then the MUA MAY decide to operate on the value of that Header Field
from the unprotected Header Section, even though the message has
Header Protection.

The MUA MAY prefer to verify that the Header Fields in question have
additional transit-derived cryptographic protections before rendering
or acting on them. For example, the MUA could verify whether these
Header Fields are covered by an appropriate and valid ARC-
Authentication-Results (see [RFC8617]) or DKIM-Signature (see
[REFC6376]) Header Field.

Specific examples of user-meaningful Header Fields commonly added by
transport agents appear below.

2.5.10.1. Mailing list Header Fields: List-* and Archived-At
If the message arrives through a mailing list, the list manager

itself may inject Header Fields (most of which start with List-) in
the message:
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* List—-Archive

* List-Subscribe

* List-Unsubscribe
* List-Id

* List-Help

* List-Post

* Archived-At

For some MUAs, these Header Fields are implicitly rendered, by
providing buttons for actions like "Subscribe", "View Archived
Version", "Reply List", "List Info", etc.

An MUA that receives a message with Header Protection that contains
these Header Fields in the unprotected section, and that has reason
to believe the message is coming through a mailing list MAY decide to
render them to the user (explicitly or implicitly) even though they
are not protected.

2.5.11. Handling Undecryptable Messages

An MUA might receive an apparently encrypted message that it cannot
currently decrypt. For example, when an MUA does not have regular

access to the secret key material needed for decryption, it cannot

know the cryptographically protected Header Fields, or even whether
the message has any cryptographically protected Header Fields.

Such an undecrypted message will be rendered by the MUA as a message
without any Header Protection. This means that the message summary
may well change how it is rendered when the user is finally able to
supply the secret key.

For example, the rendering of the Subject Header Field in a mailbox
summary might change from [...] to the real message subject when the
message is decrypted. Or the message’s placement in a message thread
might change if, say, References or In-Reply-To have been removed or
obscured (see Section 2.5.9).
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Additionally, if the MUA does not retain access to the decrypting
secret key, and it drops the decrypted form of a message, the
message’s rendering may revert to the encrypted form. For example,
if a MUA follows this behavior, the Subject Header Field in a mailbox
summary might change from the real message subject back to [...].

Or, the message might be yanked out of its current thread if the MUA
loses access to a removed References or In-Reply-To header.

These behaviors are likely to surprise the user. However, an MUA has
several possible ways of reducing or avoiding all of these surprises,
including:

* Ensuring that the MUA always has access to decryption-capable
secret key material.

* Rendering undecrypted messages in a special quarantine view until
the decryption-capable secret key material is available.

To reduce or avoid the surprises associated with a decrypted message
with removed or obscured Header Fields becoming undecryptable, the
MUA could also:

* Securely cache metadata from a decrypted message’s protected
Header Fields so that its rendering doesn’t change after the first
decryption.

* Securely store the session key associated with a decrypted
message, so that attempts to read the message when the long-term
secret key are unavailable can proceed using only the session key
itself. See, for example, the discussion about stashing session
keys in Section 9.1 of [I-D.ietf-lamps—-e2e-mail-guidance].

3. E-mail Ecosystem Evolution

This document is intended to offer tooling needed to improve the
state of the e-mail ecosystem in a way that can be deployed without
significant disruption. Some elements of this specification are
present for transitional purposes, but would not exist if the system
were designed from scratch.

This section describes these transitional mechanisms, as well as some
suggestions for how they might eventually be phased out.
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3.1. Dropping Legacy Display Elements

Any decorative Legacy Display Element added to an encrypted message
that uses the Injected Header scheme is present strictly for enabling
Header Field visibility (most importantly, the Subject Header Field)
when the message is viewed with a decryption-capable Legacy MUA.

Eventually, the hope is that most decryption-capable MUAs will
conform to this specification, and there will be no need for
injection of Legacy Display Elements in the message body. A survey
of widely-used decryption-capable MUAs might be able to establish
when most of them do support this specification.

At that point, a composing MUA could make the legacy parameter
described in Section 2.3.4 to false by default, or could even hard-
code it to false, yielding a much simpler message construction set.

Until that point, an end user might want to signal that their
receiving MUAs are conformant to this draft so that a peer composing
a message to them can set legacy to false. A signal indicating
capability of handling messages with Header Protection might be
placed in the user’s cryptographic certificate, or in outbound
messages.

This draft doesn’t attempt to define the syntax or semantics of such
a signal.

3.2. Stronger Default Header Confidentiality Policy

This draft defines two different forms of Header Confidentiality
Policy. An MUA implementing an HCP for the first time SHOULD deploy
hcp_minimal as recommended in Section 2.4. This HCP offers the most
commonly—-expected protection (obscuring the Subject Header Field)
without risking deliverability or rendering issues.

The HCPs proposed in this draft are relatively conservative and still
leak a significant amount of metadata for encrypted messages. This
is largely done to ensure deliverability (see Section 1.4.2) and
usability, as messages without some critical Header Fields are more
likely to not reach their intended recipient.

In the future, some mail transport systems may accept and deliver
messages with even less publicly-visible metadata. Many MTA
operators today would ask for additional guarantees about such a
message to limit the risks associated with abusive or spammy mail.
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This specification offers the HCP formalism itself as a way for MUA
developers and MTA operators to describe their expectations around
message deliverability. MUA developers can propose a stronger
default HCP, and ask MTA operators (or simply test) whether their
MTAs would be likely to deliver or reject encrypted mail with that
HCP applied. Proponents of a stronger HCP should explicitly document
the HCP, and name it clearly and unambiguously to facilitate this
kind of interoperability discussion.

Reaching widespread consensus around a stronger global default HCP is
a challenging problem of coordinating many different actors. A
piliecemeal approach might be more feasible, where some signalling
mechanism allows a message recipient, MTA operator, or third-party
clearinghouse to announce what kinds of HCPs are likely to be
deliverable for a given recipient. In such a situation, the default
HCP for an MUA might involve consulting the signalled acceptable HCPs
for all recipients, and combining them (along with a default for when
no signal is present) in some way.

If such a signal were to reach widespread use, it could also be used
to guide reasonable statistical default HCP choices for recipients
with no signal.

This draft doesn’t attempt to define the syntax or semantics of such
a signal.

3.3. Deprecation of Messages Without Header Protection

At some point, when the majority of MUA clients that can generate
cryptographically protected messages with Header Protection, it
should be possible to deprecate any cryptographically protected
message that does not have Header Protection.

For example, as noted in Section 4.1, it’s possible for an MUA to
decline to render a signed-only message that has no Header Protection
the same as an unsigned message. And a signed-and-encrypted message
without Header Protection could likewise be marked as not fully
protected.

These stricter rules could be adopted immediately for all messages.
Or an MUA developer could roll them out immediately for any new
message, but still treat an old message (based on the Date Header
Field and cryptographic signature timestamp) more leniently.

A decision like this by any popular receiving MUA could drive
adoption of this standard for sending MUAs.
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4. Usability Considerations

This section describes concerns for MUAs that are interested in easy
adoption of Header Protection by normal users.

While they are not protocol-level artifacts, these concerns motivate
the protocol features described in this document.

See also the Usability commentary in Section 2 of
[I-D.ietf-lamps—-e2e-mail-guidance].

4.1. Mixed Protections Within a Message Are Hard To Understand

When rendering a message to the user, the ideal circumstance is to
present a single cryptographic status for any given message.
However, when message Header Fields are present, some message Header
Fields do not have the same cryptographic protections as the main
message.

Representing such a mixed set of protection statuses is very
difficult to do in a way that a normal user can understand without
training. There are at least three scenarios that are likely to be
common, and poorly understood:

* A signed message with no Header Protection.
* A signed-and-encrypted message with no Header Protection.

* An signed-and-encrypted message with Header Protection as
described in this document, where some User-Facing Header Fields
have confidentiality but some do not.

An MUA should have a reasonable strategy for clearly communicating
each of these scenarios to the user. For example, an MUA operating
in an environment where it expects most cryptographically-protected
messages to have Header Protection could use the following rendering
strategy:

* When rendering a message with signed-only cryptographic status but
no Header Protection, an MUA may decline to indicate a positive
security status overall, and only indicate the cryptographic
status to a user in a message properties or diagnostic view. That
is, the message may appear identical to an unsigned message except
if a user verifies the properties through a menu option.

* When rendering a message with signed-and-encrypted or encrypted-

only cryptographic status but no Header Protection, overlay a
warning flag on the typical cryptographic status indicator. That
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is, if a typical signed-and-encrypted message displays a lock
icon, display a lock icon with a warning sign (e.g., an
exclamation point in a triangle) overlaid. See, for example, the
graphics in [chrome-indicators].

* When rendering a message with signed-and-encrypted or encrypted-
only cryptographic status, with Header Protection, but where the
Subject Header Field has not been removed or obscured, place a
warning sign on the on the Subject line.

Other simple rendering strategies could also be reasonable.
4.2. Users Should Not Have To Choose a Header Confidentiality Policy

This document defines the abstraction of a Header Confidentiality
Policy object for the sake of communication between implementers and
deployments.

Most e-mail users are unlikely to understand the tradeoffs between
different policies. In particular, the potential negative side
effects (e.g. poor deliverability) may not be easily attributable by
a normal user to a particular HCP.

Therefore, MUA implementers should be conservative in their choice of
default HCP, and should not require the Ordinary User to make an
incomprehensible choice that could cause unfixable, undiagnosable
problems. The safest option is for the MUA developer to select a
known, stable HCP (this document recommends hcp_minimal in

Section 2.4) on the user’s behalf. An MUA should not expose the
Ordinary User to a configuration option where they are expected to
manually select (let alone define) an HCP.

4.3. Users Should Not Have To Choose a Header Protection Scheme

This document also describes two different Header Protection schemes:
Wrapped Messages in Section 2.2 and Injected Headers in Section 2.1.

These distinct schemes are described for the sake of implementers who
may have to deal with messages found in the wild, but their intended
semantics are identical. They represent different tradeoffs in terms
of rendering and user experience on the recipient’s side, things that
a given user writing a message is not prepared to select.

When composing a message with cryptographic protections, the Ordinary
User should not be confronted with any choices about which Header
Protection scheme to use. Rather, the MUA developer should use a
single scheme for all outbound cryptographically-protected messages.
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This document recommends the Injected Headers scheme for generating
messages with cryptographic protections, as described in Section 2.
An MUA should not expose the Ordinary User to any configuration
option where they are expected to manually select, enable, or disable
Header Protections for new cryptographically-protected messages.

5. Security Considerations

This document describes a mechanism for improving the security of
cryptographically-protected e-mail messages. Following the guidance
in this document should improve security for users of these
technologies by more directly aligning the underlying messages with
user expectations about confidentiality, authenticity, and integrity.

However, many existing messages with cryptographic protections will
not have these protections, and MUAs encountering these messages will
need to handle older forms (without Header Protection) for quite some
time. An implementation that deals with legacy message archives will
need to deal with all the various formats forever. Helping the user
distinguish between cryptographic protections of various messages is
a difficult job for message renderers.

However, on the message generation side, the situation is much
clearer: there is a standard form that a protected message can take,
and an implementer can always generate the standard form. Generating
the standard form also makes it more likely that any receiving
implementation will be able to handle the generated message
appropriately.

The security considerations from Section 6 of [RFC8551] continue to
apply for any MUA that offers S/MIME cryptographic protections, as
well as Section 3 of [RFC5083] (Authenticated-Enveloped-Data in CMS)
and Section 14 of [RFC5652] (CMS more broadly). Likewise, the
security considerations from Section 8 of [RFC3156] continue to apply
for any MUA that offers PGP/MIME cryptographic protections, as well
as Section 13 of [I-D.ietf-openpgp-crypto-refresh-13] (OpenPGP
itself). 1In addition, these underlying security considerations are
now also applicable to the contents of the message header, not just
the message body.

5.1. Caution about Composing with Legacy Display Elements
When composing a message, it’s possible for a Legacy Display Element

to contain risky data that could trigger errors in a rendering
client.
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For example, if the value for a Header Field to be included in a
Legacy Display Element within a given body part contains folding
whitespace, it should be "unfolded" before generating the Legacy
Display Element: all contiguous folding whitespace should be replaced
with a single space character. Likewise, if the header value was
originally encoded with [RFC2047], it should be decoded first to a
standard string and re-encoded using the charset appropriate to the
target part.

When including a Legacy Display Element in a text/plain part (see
Section 2.3.4.1), if the decoded Subject Header Field contains a pair
of newlines (e.g., 1f it is broken across multiple lines by encoded
newlines), any newline MUST be stripped from the Legacy Display
Element. TIf the pair of newlines is not stripped, a receiving MUA
that follows the guidance in Section 2.5.3.3.2 might leave the later
part of the Legacy Display Element in the rendered message.

When including a Legacy Display Element in a text/html part (see
Section 2.3.4.2), any material in the header values should be
explicitly HTML escaped to avoid being rendered as part of the HTML.
At a minimum, the characters <, >, and & should be escaped to &lt;,
&gt;, and &amp;, respectively (see for example [HTML-ESCAPES]). If
unescaped characters from removed or obscured header values end up in
the Legacy Display Element, a receiving MUA that follows the guidance
in Section 2.5.3.3.3 might fail to identify the boundaries of the
Legacy Display Element, cutting out more than it should, or leaving
remnants visible. And a Legacy MUA parsing such a message might
misrender the entire HTML stream, depending on the content of the
removed or obscured header values.

The Legacy Display Element is a decorative addition solely to enable
visibility of obscured or removed Header Fields in decryption-capable
Legacy MUAs. When it is produced, it should be generated
conservatively and narrowly, as described above, to avoid damaging
the rest of the message.

6. Privacy Considerations
6.1. Some Encrypted Header Fields Are Not Always Private

For encrypted messages, depending on the sender’s HCP, some Header
Fields may appear both within the Cryptographic Envelope and on the
outside of the message (e.g. Date might exist identically in both
places). Section 2.5.2 identifies such a Header Field as signed-
only. These Header Fields are clearly _not_ private at all, despite
a copy being inside the Cryptographic Envelope.
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A Header Field whose name can be found in the HP-Removed or in any
HP-Obscured Header Field from the same part will have encrypted-only
or signed-and-encrypted status. But even Header Fields with these
stronger levels of cryptographic confidentiality protection might not
be as private as the user would like.

For example, even if the Date Header Field has been obscured, for
example by normalizing the timezone to UTC or rounding to the most
recent minute or hour (so that Header Field is formally signed-and-
encrypted), the MTAs which handle the message can of course record
the time that they first encountered it, which is likely to be
identical or very close to the original value of the field.

6.2. Header Fields Can Leak Unwanted Information to the Recipient

For encrypted messages, even with an aggressive HCP that successfully
obscures most Header Fields from all transport agents, Header Fields
will be ultimately visible to all intended recipients. This can be
especially problematic for Header Fields that are not user-facing,
which the sender may not expect to be injected by their MUA.

Consider the three following examples:

* The MUA may inject a User—-Agent Header Field that describes itself
to every recipient, even though the sender may not want the
recipient to know the exact version of their 0S, hardware
platform, or MUA.

* The MUA may have an idiosyncratic way of generating a Message-ID
header, which could embed the choice of MUA, a timezone, a
hostname, or other subtle information to a knowledgeable
recipient.

* The MUA may erroneously include a Bcc Header Field in the
origheaders of a copy of a message sent to the named recipient,
defeating the purpose of using Bcc instead of Cc (see Section 6.3
for more details about risks related to Bcc).

Clearly, no end-to-end cryptographic protection of any Header Field
as described in this document will hide such a sensitive field from
the intended recipient. Instead, the composing MUA MUST populate the
origheaders list for any outbound message with only information
recipient should have access to. This is true for messages without
any cryptographic protection as well, of course, and it is even worse
there: such a leak is exposed to the transport agents as well as the
recipient. An encrypted message with Header Protection and a strong
Header Confidentiality Policy avoid these leaks exposing information
to the transport agents, but cannot defend against such a leak to the
recipient.
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6.2.1. Encrypted Header Fields Can Be Inferred From External or
Internal Metadata

For example, if the To: and Cc: Header Fields are omitted from the
unprotected Header Section, the values in those fields might still be
inferred with high probability by an adversary who looks at the
message either in transit or at rest. If the message is found in, or
being delivered to a mailbox for bobRexample.org, it’s likely that
Bob was in either To: or Cc:. Furthermore, encrypted message
ciphertext may hint at the recipients: for S/MIME messages, the
RecipientInfo, and for PGP/MIME messages the key ID in the Public Key
Encrypted Session Key (PKESK) packets will all hint at a specific set
of recipients. Additionally, an MTA that handles the message may add
a Received: Header Field (or some other custom Header Field) that
leaks some information about the nature of the delivery.

6.2.2. HCP May Not Mask All Data in an Encrypted Header Field

In another example, if the HCP modifies the Date: header to mask out
high-resolution time stamps (e.g. rounding to the most recent hour)
and to convert the local timezone to UTC, some information about the
date of delivery will still be attached to the e-mail. At the very
least, the low resolution, global version of the date will be present
on the message. Additionally, Header Fields like Received that are
added during message delivery might include higher-resolution
timestamps. And if the message lands in a mailbox that is ordered by
time of receipt, even its placement in the mailbox and the non-
obscured Date: Header Fields of the surrounding messages could leak
this information.

Some fields like From: may be impossible to fully obscure, as many
modern message delivery systems depend on at least domain information
in the From: field for determining whether a message is coming from a
domain with "good reputation" (that is, from a domain that is not
known for leaking spam). So even if an aggressive HCP opts to remove
the human-readable part from any From: Header Field, and to
standardize/genericize the local part of the From: address, the
domain will still leak.

6.2.3. A Naive Recipient May Overestimate the Cryptographic Status of a
Header Field in an Encrypted Message

When an encrypted (or signed-and-encrypted) message is in transit, an
active intermediary can strip or tamper with any Header Field that
appears outside the Cryptographic Envelope. A receiving MUA that
naively infers cryptographic status from differences between the
external Header Fields and those found in the Cryptographic Envelope
could be tricked into overestimating the protections afforded to some
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Header Fields.

For example, if the original sender’s HCP passes through the Cc:
Header Field unchanged, a cleanly-delivered message would indicate
that the Cc: Header Field has a cryptographic status of signed. But
if an intermediary attacker simply removes the Header Field from the
unprotected Header Section before forwarding the message, then the
naive recipient might believe that the field has a cryptographic
status of signed-and-encrypted.

This draft offers protection against such an attack by way of the HP-
Obscured and HP-Removed Header Fields that can be found on the
Cryptographic Payload. If a Header Field appears to have been
obscured, but no HP-Obscured header matches it; or if the Header
Field appears to have been removed, but the HP-Removed header does
not include its field name, the receiving MUA can indicate to the
user that the Header Field in question may not have been
confidential.

In such a case, a conservative MUA may render the Header Field in
question as signed (because the sender did not hide it), but still
treat it as signed-and-encrypted during reply, to avoid accidental
leakage of the cleartext value in the reply message, as described in
Section 2.5.8.1.

6.2.4. Summary and Implementation Guidance

In the abstract sense, the above concerns are of course also true for
any encrypted data, including the body of the message: if the sender
isn’t careful, the message contents or session keys could leak in
many different ways that are beyond the scope of this draft. The
message recipient has no way in principle to tell whether the
apparent confidentiality of any given piece of encrypted content has
been broken via channels that they cannot perceive. And an active
intermediary aware of the recipient’s public key can always encrypt a
cleartext message in transit to give the recipient a false sense of
security.

Despite the external inferrability of some encrypted or signed-and-
encrypted Header Fields, the MUA should still strive to avoid
additional leakage of these Header Fields, as described in

Section 2.5.8.1.
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6.3. Privacy and Deliverability Risks with Bcc and Encrypted Messages

As noted in Section 9.3 of [I-D.ietf-lamps-e2e-mail-guidance],
handling Bcc when generating an encrypted e-mail message can be
particularly tricky. With Header Protection, there is an additional
wrinkle. When an encrypted e-mail message with Header Protection has
a Bcc’ed recipient, and the composing MUA explicitly includes the
Bcc’ed recipient’s address in their copy of the message (see the
"second method" in Section 3.6.3 of [RFC5322]), that Bcc Header Field
will always be visible to the Bcc’ed recipient.

In this scenario, though, the composing MUA has one additional
choice: whether to hide the Bcc Header Field from intervening message
transport agents, by returning null when the HCP is invoked for Bcc.
If the composing MUA’s rationale for including an explicit Bcc in the
copy of the message sent to the Bcc recipient is to ensure
deliverability via a message transport agent that inspects message
Header Fields, then stripping the Bcc field during encryption may
cause the intervening transport agent to drop the message entirely.
This is why Bcc is not explicitly stripped in hcp_minimal.

If, on the other hand, deliverability to a Bcc’ed recipient is not a
concern, the most privacy-preserving option is to simply omit the Bcc
Header Field from the protected Header Section in the first place.

An MUA that is capable of receiving and processing such a message can
infer that since their user’s address was not mentioned in any To or
Cc Header Field, they were likely a Bcc recipient.

Please also see Section 9.3 of [I-D.ietf-lamps—-e2e-mail-guidance] for
more discussion about Bcc and encrypted messages.

7. IANA Considerations
This document requests IANA to register the following two Header

Fields in the "Permanent Message Header Field Names" registry within
"Message Headers" in accordance with [RFC3864].
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+ + + + + +
Header Template Protocol Status Reference
Field Name
t============= t========== t========== t========== t=============== +
HP-Removed mail standard Section 2.3.3
of RFCXXXX
e t—————— t—————— t—————— o +
HP-Obscured mail standard Section 2.3.3
of RFCXXXX
o ——— o ———— o ———— o ———— o ——— +

Table 1: Additions to ’Permanent Message Header Field Names’
registry

The Author/Change Controller of these two entries (Section 4.5 of
[RFC3864]) should be the IETF itself.

This document also defines the Content-Type parameter known as
protected-headers. Consequently, the Content-Type row in the
"Permanent Message Header Field Names" registry should add a
reference to this RFC to its "References" column.

That is, the current row:

+ +

Table 2: Existing row in ’Permanent Message Header Field
Names’ registry

Should be updated to have the following values:

+ + + + + +
| Header Field Name | Template | Protocol | Status | Reference |
+ + + + + +
| Content-Type | | MIME | | [RFC4021] |
| | | | | [RFCXXXX] |
Fom Fm Fm Fem Fm +

Table 3: Replacement row in ’Permanent Message Header Field
Names’ registry
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This document also requests IANA to create a new registry in the
"Mail Parameters" protocol group (https://www.iana.org/assignments/
mail-parameters/) titled Mail Header Confidentiality Policies with
the following content:

+ + + + +
Header Description Reference Recommended
Confidentiality
Policy Name

t================= t====================== t=========== t============= +
hcp_null No header RFCXXX N

confidentiality (this
document)

F———————— +———— F————— F———— +
hcp_minimal Subject Header Field RFCXXX Y

is obscured (this
document)

o . o ————— o +
hcp_strong Remove or obscure RFCXXX N

everything but From, (this
Date, To, and Cc document)
o ———————— t——————————— t————— t—————— +
hcp_hide_cc Obscure Subiject, RFCXXX N
remove Cc (this
document)
F———————— +———— F————— F———— +

Table 4: Mail Header Confidentiality Policies registry
Please add the following textual note to this registry:

The Header Confidentiality Policy Name never appears on the wire.
This registry merely tracks stable references to implementable

descriptions of distinct policies. Any addition to this registry
should be governed by guidance in Section 2.4.4.1 of RFC XXX (this
document) .

Adding an entry to this registry with an N in the "Recommended"
column follows the registration policy of SPECIFICATION REQUIRED.
Adding an entry to this registry with a Y in the "Recommended" column
or changing the "Recommended" column in an existing entry (from N to
Y or vice versa) requires IETF REVIEW. During IETF REVIEW, the
designated expert must also be consulted. Guidance for the
designated expert can be found in Section 2.4.4.1.
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Appendix A. Possible Problems with some Legacy Clients
When an e-mail message with end-to-end cryptographic protection is
received by a mail user agent, the user might experience many
different possible problematic interactions. A message with Header
Protection may introduce new forms of user experience failure.
In this section, the authors enumerate different kinds of failures we
have observed when reviewing, rendering, and replying to messages
with different forms of Header Protection in different Legacy MUAs.
Different Legacy MUAs demonstrate different subsets of these
problems.
A conformant MUA would not exhibit any of these problems. An
implementer updating their Legacy MUA to be compliant with this
specification should consider these concerns and try to avoid them.
A.l. Problems Reviewing signed-and-encrypted Messages in List View
* Unprotected Subject, Date, From, To are visible
* Threading is not visible
A.2. Problems when Rendering a signed-and-encrypted Message
* Unprotected Subject is visible
* Protected subject (on its own) is visible in the body
* Protected subject, date, from, to visible in the body
* User interaction needed to view whole message
* User interaction needed to view message body
* User interaction needed to view protected subject
* Impossible to view protected subject
* Nuisance alarms during user interaction
* Impossible to view message body
* Appears as a forwarded message

* Appears as an attachment

* Security indicators not wvisible
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* User has multiple different methods to Reply: (e.g. reply to
outer, reply to inner)

* User sees English "Subject:" in body despite message itself being
in non-English

* Security indicators do not identify protection status of Header
Fields

* Header Fields in body render with local Header Field names (e.g.
showing "Betreff" instead of "Subject") and dates (TZ, locale)

A.3. Problems when Replying to a signed-and-encrypted Message
Note that the use case here is:
* User views message, to the point where they can read it.

* User then replies to message, and they are shown a message
composition window, which has some UI elements

* If the MUA has multiple different methods to Reply: to a message,
each way may need to be evaluated separately

This section also uses the shorthand UI:x to mean "the UI element
that the user can edit that they think of as x."

* protected subject is in Ul:subject (and will leak)
* protected subject is quoted in UI:body

* protected subject is not anywhere in UI

* message body is _not_ visible/quoted in UI:body

* user cannot reply while viewing protected message

* reply is not encrypted by default (but is for normal S/MIME
sign+enc messages)

* unprotected From: is in UI:To
* TUser’s locale (lang, TZ) leaks in quoted body

* Header Fields not protected (and in particular, Subject is not
obscured) by default
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A.4. Problems Reviewing signed-only Messages in List View
* Unprotected Subject, Date, From, To are visible
* Threading is not visible
A.5. Problems when Rendering a signed-only Message
* Unprotected Subject is visible
* Protected subject (on its own) is visible in the body
* Protected subject, date, from, to visible in the body
* User interaction needed to view whole message
* User interaction needed to view message body
* User interaction needed to view protected subject
* Impossible to view protected subject
* Nuisance alarms during user interaction
* Impossible to view message body
* Appears as a forwarded message
* Appears as an attachment
* Security indicators not wvisible

* Security indicators do not identify protection status of Header
Fields

* User has multiple different methods to Reply: (e.g. reply to
outer, reply to inner)

* Header Fields in body render with local Header Fields (e.g.
showing "Betreff" instead of "Subject") and dates (TZ, locale)

A.6. Problems when Replying to a signed-only Message
This uses the same use case(s) and shorthand as Appendix A.3.
* Unprotected Subject: is in UIl:subiject

* Protected Subject: is quoted in UI:body
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* Protected Subject: is not anywhere in UI
* Message body is not visible/quoted in UI:body
* User cannot reply while viewing protected message
* Unprotected From: is in UI:To
* User’s locale (lang, TZ) leaks in quoted body

Appendix B. Test Vectors
This section contains sample messages using the different schemes
described in this document. Each sample contains a MIME object, a
textual and diagrammatic view of its structure, and examples of how
an MUA might render it.
The cryptographic protections used in this document use the S/MIME
standard, and keying material and certificates come from
[I-D.ietf-lamps-samples].
These messages should be accessible to any IMAP client at
imap://bob@header—-protection.cmrg.net/ (any password should

authenticate to this read-only IMAP mailbox) .

You can also download copies of these test vectors separately at
https://header-protection.cmrg.net.

If any of the messages downloaded differ from those offered here,
this document is the canonical source.

B.1l. Baseline Messages
These messages offer no header protection at all, and can be used as
a baseline. They are provided in this document as a counterexample.
An MUA implementer can use these messages to verify that the reported
cryptographic summary of the message indicates no header protection.

B.1.1. No Cryptographic Protections Over a Simple Message

This message uses no cryptographic protection at all. Its body is a
text/plain message.

It has the following structure:
text/plain 152 bytes

Its contents are:
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MIME-Version: 1.0

Content-Type: text/plain; charset="utf-8"
Content-Transfer-Encoding: 7bit

Subject: no-crypto

Message—-ID: <no-crypto@lhp.example>

From: Alice <alice@smime.example>

To: Bob <bob@smime.example>

Date: Sat, 20 Feb 2021 10:00:02 -0500
User—-Agent: Sample MUA Version 1.0

This is the no-crypto message.

This message uses no cryptographic protection at all.

is a text/plain message.

Alice
alice@smime.example

March 2024

Its body

.2. S/MIME Signed-only signedData Over a Simple Message, No Header

Protection

This is a signed-only S/MIME message via PKCS#7 signedData.

The

payload is a text/plain message. It uses no header protection.

It has the following structure:

application/pkcs7-mime [smime.p7m] 3852 bytes
(unwraps to)

text/plain 204 bytes

Its contents are:

Content-Transfer-Encoding: base64

Content-Type: application/pkcs7-mime; name="smime.p7m";

smime-type="signed-data"
Subject: smime-one-part
Message—ID: <smime-one-part@lhp.example>
From: Alice <alice@smime.example>
To: Bob <bob@smime.example>
Date: Sat, 20 Feb 2021 10:01:02 -0500
User—-Agent: Sample MUA Version 1.0

MITILFwYJKOZIhvcNAQcCoIILCDCCCwQCAQExDTALBglghkgBZOMEAgEWggFABgkg
hkiGO9w0OBBwGgggExBITIBLU1JTUUtVmVyc21lvbjogMS4wDQpDb250ZW50LVR5cGU6
IHR1eHQvcGxhaW47IGNoYXJzZXQ9InV0Z2i04Ig0KQ29udGVudClUcmFuc2Z1lcilF
bmNvZGluZzogN2JpdAOKDQpUaGlzIGlzIHROZSBzbW1tZS1vbmUtcGFydCBtZXNz
YWd1LgOKDQpUaGlzIGlzIGEgc2lnbmVkLWIOubHkgUyINSUIFIG11c3NhZ2Ugdmlh
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IFBLQIMjNyBzaWduZWREYXRhLiAgVGh1DQpwYX1sb2FkIGlzIGEgdGV4dCOwbGEp
biBtZXNzYWd1LiBJdCB1lc2VzIG5vIGhlYWR1ciBwcm90ZWNOaWOuLgO0KDQot LSAN
CkFsaWN1DQphbGljZUBzbW1ltZS51eGFtcGx1DQggggemMIIDzzCCAregAwIBAgIT
Dy0OlvRE510rOQlSHoe4 9NAaKt DANBgkaghkiGOwOBAQOFADBVMQOWCWYDVQQKEWRJ
RVRGMREWDwYDVQQLEwWhMQU1QUyBXRzEXMC8GA1UEAXMOU2FtcGx1IEXBTVBTIFJT
QSBDZXJ0aWZpY2F0aWOuIEF1dGhveml 0eTAGFWwOXOTEXMJAWN jUOMThaGA8yMDUy
MDkyNzA2NTQxOFowOzENMASGA1UEChMESUVURJERMA8GA1IUECXMITEFNUFMgV0cx
FzAVBgNVBAMTDkFsaWN1IExvdmVsYWNIMIIBI jANBgkghkiGOwOBAQEFAAOCAQSA
MIIBCgKCAQEAMpUp+0ovBouOP 6AFQJ+RpwpODxxzY60n11J53pTeNSiJlWkwtw/cx
Qg0t4uD2vWYB8gOUH/CVt2Zplc+auzPKJ2Zu5mY6kHm+hVB+IthjLeI7Htg6rNeu
Xg50/TuTSxX5R1I1EXGt8p6hAQVeA50Z2afHg4b97enV8gozR0/Nkug4AkXmbk7T
HNc8vvijMuUJanZ/VmS4TgDgX jWShplcI31lcvvBZMswt41l/0HIvmSwapS60QcAx3We
ag0yCNjlvovV9yu/3DjcYbwiW21Jf5NbMHbM1LY4X5chWENELbkN6hQury/zxnlsukg
n+fHbgqvwDhJLAGFpW/ JA/EB/WI+whUpgt QIDAQAB0AGVMIGSMAWGALIUJEWEB/wQC
MAAWFwYDVROgBBAWD jAMBgpghkgBZOMCATABMB4GA1UdEQQXMBWBE2F saWN1QHNt
aWwlllmV4YW1wbGUwWEwWYDVRO1BAWWCgYIKwYBBQUHAwWQwDgYDVROPAQH/BAQDAgUg
MBOGA1UdDgQWBBSiUOHVRDYAKRV8ASPw546vzfN3DzAfBgNVHSMEGDAWgBSRMISS
BxcMp/EJKGU2GmccaHbOWTANBgkghki1iGO9wOBAQOFAAOCAQEAGUl40JyxMpwiWpAy 1l
OVK6NEbM11gD5H14EC4Muxqlu0gq2XgXOSBHI6DEX/4LDsfx7£SIus8gWVY3WgMeu
OA7IizkBD+GDEu8uKveERRXZncxGwy2MfbH1Ib3U8QzTjgB8+dz2AwYeMxODWg90o
pwtA/1TOkRg8uuivZfg/m5£fFo/Qshl1HNaaTDVEXsU4Ps98Hm/3gznbvhdjFbZbi4
0Z3tAadR1ES5K9J1QaJYOnUmGpfB8PPwDR6chMZeegSQAW++0IKgHrg/WEh4yiuPf
gmMAVX2hZkPpivNJIYdTPUXTSO7K459CygbgG+sNOo2kc1nTX18 5RHNrVKQK+LOYWY
1Q0+hWDCCA88wggK30AMCAQICEzdBBXntdX9CgaJdcOvT4as6baqdcwDQYJKoZIhvcN
AQENBQAWVTENMASGA1UEChMESUVURJERMA8GA1UECXMITEFNUFMgV0cxMTAVBgNV
BAMTKFNhbXBsZSBMQU1QUyBSUOEgQ2VydGlmaWNhdGlvbiBBdXRob3JpdHkwIBCN
MTkxMTIwMDY1NDE4WhgPMjA1MjASMjcwNjUOMThaMDsxDTALBgNVBAOTBE1FVEYx
ETAPBgNVBASTCExBTVBTIFAHMRcwWEQYDVQQDEwWS5BbG1 jZSBMb3Z1bGF JZTCCASIw
DQYJK0ZIhvcNAQEBBQADggEPADCCAQOCggEBALTO0iehYOBY+TZp/T5K2KNIOS5HwWYE
+E3wP6XTvyl6WWyTgBKILCOWIZ2 juwdRr JFBSXkk 7pWp jXwsA3ASGOtz0FpfgyC70
xSVCF7q4WHWZW1eYXFK1QHJID73nQwXP968+A/3rBX7PhO0DBbZnfitOLPgPEwWjTtL
dg0VQQ6Wz+CRQ/YbHPKaw7aRphZ063dKvIKp4cQVtkWQH1 6syTjGsgkLcLNau5Lz
DQUdAsGV+SA03nBAWCRYV+I65x8Kf4hCxgamjv3d/2NKRuOBXnDe/N+iDz3X0zEo0 ]
0fgXgg4SWcCOnsGllyyXt1TL270I6ATKRGIWiQVCCpDtcONT6vdJI45bCSzsCAWEA
AaOBrzCBrDAMBgNVHRMBAf8EAJAAMBCGA1UdIAQQOMA4wDAYKYIZIAWUDAGEWATAe
BgNVHREEF zAVgRNhbG1 jZUBzbW1tZS51eGFt cGx1MBMGA1UdJQQMMAOGCCsGAQUF
BwMEMA4GA1UdDWEB/wQEAWIGWDAJBgNVHQ4EFgQUU/bMsi0dBhIcl64papAQ0yBm
ZnMwHwYDVRO jBBgwFoAUKTCOfAcXDKExCSh1NhpnHGh2 9FkwDQYJKoZIhvcNAQEN
BQADggEBAHOJojanzgmgaSN3/gqgSQ4cbbmdj/R40BEPr+gXT+xii1dfZ2iLNwYyTn
euK6AChwKfnNvOFb81V1iffRTF/KtmVEDMR/sYegAH83KM5p3el21Vh40HhyIOgN
uz50ShNaACSioQ23WxHGVy9vsdVinbhsplrWgINQ2WbpCmK+20Mh20Y10Z/wvXMt
9cG6jbMvcdH4z0I0OvgbmrYkKTM/RCGnumghxwYToj1l0yD5Gs4D2IJCw+£X50Dxh5
2MbNRYXTus2ZPRPM8JXNQC4GWv4km3M4rKnJDd6hnoQ9rNeozIcBVyybQYjfrgg4
DRvw9Ksk220H4ConlB8f7R7s1LM2cSYxggIAMIIB/AIBATBSMFUXDTALBgNVBAOT
BE1FVEYXETAPBgNVBASTCEXBTVBTIFAHMTEWLWYDVQQODEYhTYW1wbGUgTEFNUFMg
ULINBIENlcnRpZml jYXRpb24gQXvV0aG9yaXR5AhM3QQV57XV/QqmiXDr0+GrOmgnX
MAsGCWCGSAF1AwQCAaBpMBgGCSgGSIb3DQEJAZELBgkghkiGO9wOBBWEWHAYJK0OZI
hvcNAQKFMQ8XDTIXMDIyMDEIMDEWM1owLwYJKoZIhveNAQKEMSIEIESMi+9/LULD
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fGjj+6US0VNLFxbzvyVJ0wzwnTS114DyMAOGCSgGSIb3DQEBAQUABITIBACJHeayB
U11C4GdcgdojTUjoely6UIbrSg/aKZgAkCB8DwgOhdUl0giun6WKI/TxM51zpRvL
UsNBGmgknPBMFhvwX6KCrwEFkOp0j5Y5DZ2gX30deiQiGTUV3NiwZGTrKJI3JkyymFO
HGbe5Thrg3inRLVfilEulZewadsnJhKfnEq9£fS09icTJ501PDAH6MZbW6hpYmU3F
KBk2gJINgJX6bo60rCogu3wXDjO0wxngEXmeNDH5/+L9UVZur+EWzviUc8Ldd/kP3L
DO071ivs10bAWe8Tbw7NjuP8Z1Vvzcvj3nXWzZzxh2ymDIOvyJA+t OLHQvsN/ fbdW

fC6Pm51fEkabbmw=

.3. S/MIME Signed-only multipart/signed Over a Simple Message, No

Header Protection

This is a signed-only S/MIME message via PKCS#7 detached signature

(multipart/signed). The payload is a text/plain message.

header protection.
It has the following structure:

multipart/signed 4191 bytes
text/plain 224 bytes
application/pkcs7-signature [smime.p7s] 3429 bytes

Its contents are:

MIME-Version: 1.0

Content-Type: multipart/signed;
protocol="application/pkcs7-signature"; boundary="052";
micalg="sha-256"

Subject: smime-multipart

Message—-ID: <smime-multipart@lhp.example>

From: Alice <alice@smime.example>

To: Bob <bob@smime.example>

Date: Sat, 20 Feb 2021 10:02:02 -0500

User—-Agent: Sample MUA Version 1.0

--052

MIME-Version: 1.0

Content-Type: text/plain; charset="utf-8"
Content-Transfer-Encoding: 7bit

This is the smime-multipart message.

This is a signed-only S/MIME message via PKCS#7 detached

signature (multipart/signed). The payload is a text/plain

message. It uses no header protection.

Alice
alice@smime.example
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--052
Content-Transfer-Encoding: base64
Content-Type: application/pkcs7-signature; name="smime.p7s"

MITIJ4AYJKoZIhvcNAQcCoITIJOTCCCcOCAQEXDTALBglghkgBZOQMEAGEWCWYJK0OZI
hvcNAQcBoITHp jCCA88wggK30AMCAQICEW8tJbOROZAKzkJUh6HUPTQGirQwDQYJ
KoZIhvcNAQENBQAWVTENMASGA1UEChMESUVUR JERMA8GALIUECXMITEFNUFMgV0Ocx
MTAVBgNVBAMTKENhbXBsZSBMQU1QUyBSUOEgQ2VydGlmaWNhdGlvbiBBdXRob3Jp
dHkwIBcNMTkxMTIwMDY1NDE4WhgPMJjA1IMFASMjcwNjUOMThaMDsxDTALBgNVBAOT
BE1FVEYXETAPBgNVBASTCExXBTVBTIFdHMRcWFQYDVQQODEwW5BbG1 jZSBMb3Z1bGF j
ZTCCASIWDQYJKoZIhveNAQEBBQADggEPADCCAQoCggEBAJGVKEqLwal jj+gBUCEk
acKTg8cc20tJ9Z2Sed6U3jUoiZVPpMLcP3MUKtLeLg9r1mAfID1IB/wlbdmadXPmrsz
yidmbuZmOpB5voVQEiLYYy31i0x7Y0qzXrl6udP07k0sV+UdSNRFxrfKeoQEFXgOa
Gdmnx40G/e3plfIKM0dPzZLoOAJF5m500xzXPL74zFCWp2f1Z2kuE4A6141koaZXC
NSXL7wWTLMLeNf9Byb5ksKqUugEHAMAI nmoNMg jYOVEVEcrvOwid 3GG8FtpSX+TWz
B2zNS20F+XIVnzRG5DeoULg8v88Z5bLpIJ/nx26r8A4SSwIBavVv4wPxAf11PsIVK
arUCAWEAAaOBrzCBrDAMBgNVHRMBAf8EAJAAMBCGA1UdAIAQQOMA4wDAYKYIZIAWUD
AgEWATAeBgNVHREEF zZAVGRNhbG1 jZUBzbW1tZS51eGFt cGx1IMBMGA1UdJQOMMAOG
CCsGAQUFBWMEMA4GA1UdJDWEB/wQEAWIFIDAJBgNVHQ4EFgQUo1NB1UQ8gCkVEAE j
80e0r83zdw8wHwYDVRO jBBgwFoAUKTCOfACcXDKExCShINhpnHGh2 9FkwDQYJKoZI
hvcNAQENBQADggEBAIFJeKCcsTKcFgOMpTryujRGzJdYA+R9eBAuUDLsatbtKt14F
zkgRy0g31/+Cw7H8e30iLrPIF1WN1gjHr jgOyIs5AQ/hgxLvLir3hEUV2Z3MRsMt
JH2x9SG91PEM046gfPnc9gMGH JMTglgvaKcLQP5UzpEYPLror2X4P5uXxaPOLIZR
zWmkwlRE7FOD7P£fB5v94M5274XYXW2WAuKGA7QGnUZROSvSYkGiWDplThgXwfDz8
AQ0enITGXnoEkAFvvjiCgh64P1hIeMorj36pgLl90oWZD6YrzSWHUZz1F00 juyuO£fQs
am6hvrDTgNpHNZ015f0URzalSkCvi 9GFmNUPoVgwggPPMIICt 6ADAgGECAhM3QQV5
7XV/QamiXDr0+GrOmgnXMAOGCSgGSIb3DQERDQUAMFUXDTALBGNVBAOTBELIFVEYX
ETAPBgNVBASTCExXBTVBTIFAHMTEWLWYDVQQODEYhTYW1wbGUgTEFNUFMgUINBIENL
cnRpzZmljYXRpb24gQXvV0aG9yaXR5MCAXDTESMTEYMDA2NTQXOFoYDz IWNTIwOTI3
MDY1INDE4WJATMQOWCWYDVQQKEWRJIJRVRGMREWDWYDVQQLEwWhMQU1QUyBXRzEXMBUG
A1UEAXMOQWxpY2UgTG92ZWxhY2UwggEiMAOGCSgGSIb3DQEBAQUAA4 IBDWAWGGEK
AOIBAQCO09InoWDgWPk2af0+StijSNORSK/hN8D+10780ullsk4ASvSwjsCNo7sHU
a4xQU15J06VgY18LANWORjrc9BaX4MguzsbFXBe 6uFhlmVpXmFxSpUByQ+950MF z
/evPgP96wV+z4TtAwWW2234rTiz4DXMIO7XYNFUEOLs/gkUP2GxzymsO2kaYWTut 3
SryCgeHEFbZFkB4urMk4xrIJC3CzWruS2Q0FHbBL fkgKNS5wXVgkWF £iOucfCn+IQ
saqpold3f9jSkbtAV5w3vzfog8919MxKI9H614KuUE1InAtJ7BtZcs17dUy9u9COgE
ykRiVokFQgqQ7XNDU+r3SeOWwks 7AGMBAAG jga8wgawwDAYDVROTAQH/BAIWADAX
BgNVHSAEEDAOMAWGCMCGSAF1AwWIBMAEWHgYDVRORBBCWEFYETYWxpY2VAC21pbWUu
ZXhhbXBsZTATBgNVHSUEDDAKBggrBgEFBQcDBDAOBgNVHQ8BAf8EBAMCBSAWHQYD
VROOBBYEFLv2zLItHQYSHJeuKWgQENMgZmZzMB8GA1UdIwQYMBaAFJEwW jnwHFwyn
8Qk0ZTYaZxx0dvRZMAOGCSqGSIb3DQEBDQUAA4IBAQBzial2p86poGkjd/4KkkOH
G25nY/0eNARD6/0F0/sYonX2doizcGMk53riugAocCn5zbzhW/Jvdyn30Uxfyrzl
RAzZEf7GHggB/NyjOad3pdpVYeDh4ciNKjbs+aEoTWgAkogENt 1sRx1cvb7HVX524
bKZaloPTUN1Im6QpivtgDIdgGJIdGE8L1zLfXBuo2zL3HR+MICDr40pg2JCkzP0Qhp
TpoIccGE6IOTsg+RrOA9iCQsPnl1+Tg8YedjGzUWFO7rNmTOTzPCVzUAUBlr+JJtz
OKypyQ3e0Z6EPazXgqMyHAVcsm0OGI364I0A0b8PSrINt jh+AqJ5QfH+0e7NSzNnEm
MYICADCCAfwCAQEWbDBVMQOWCWYDVQQKEWRJRVRGMREWDwWYDVQQLEwWhMQU1QUyBX
RzExXMC8GA1UEAXMOU2FtcGx1IEXBTVBTIFJTQSBDZXJ0aWZpY2F0aWOuIEF1dGhv
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cml0eQITNOEFeellf0Kpolw69PhgzpaplzALBglghkgBZQMEAgGgaTAYBgkghkiG
IWwOBCOMxCwYJK0ZIThvcNAQcBMBWGCSgGSIb3DQEJBTEPFwOYMTAYMJjAXNTAyMDJa
MC8GCSgGSIb3DQEJBDEiBCDAKJYhgVAHhprkzEWP 6PweksoYhj5ULTLbcfQ9Tu3C
zDANBgkghkiG9wOBAQEFAASCAQCJe818STb4M4utvQsdcQEHOCZR7I38uLS5TSZFE3
11KmD9PuCDuV3GIkfdmzZISKRuffBlelxaNc2av/0Qogr70aFF485DAONVAEIQ7ah
t 94pwgAE4yvXXWKMFQkK1d1ltnMXbnHADKWUOYC+BQkgd/5J3zg4ESeMwOUm0+b3C
GDaUBTIJhHfu9sglt7jXa7PbzQEfemYZORPI14/uZSs86SLkPVNGUpWb4mN601CO
2h/U45Cpg80y3900NMOVNpoa+nsTu5yOFc34pMIvijwCIyIOYPaDnvwOFYgr200p7
cdOgFcSJ8g7I+Tx2yg60VW8tAT7UBki1ifc37UUuVbnOsgeVB3

--052--

B.1.4. S/MIME Encrypted and Signed Over a Simple Message, No Header
Protection

This is a encrypted and signed S/MIME message using PKCS#7
envelopedData around signedData. The payload is a text/plain
message. It uses no header protection.

It has the following structure:

application/pkcs7-mime [smime.p7m] 6720 bytes
(decrypts to)
application/pkcs7-mime [smime.p7m] 3960 bytes
(unwraps to)
text/plain 239 bytes

Its contents are:

Content-Transfer-Encoding: base64

Content-Type: application/pkcs7-mime; name="smime.p7m";
smime-type="enveloped-data"

Subject: smime-enc-signed

Message—-ID: <smime—-enc-signed@lhp.example>

From: Alice <alice(@smime.example>

To: Bob <bob@smime.example>

Date: Sat, 20 Feb 2021 10:03:02 -0500

User—-Agent: Sample MUA Version 1.0

MITITXAYJKOZIhvcNAQcDoIITTTCCEOkCAQAxXggMOMIIBhATIBADBsMFUxXDTALBgNV
BAOTBElFVEYXETAPBgNVBASTCEXBTVBTIFAHMTEWLWYDVQODEYyhTYW1wbGUgTEFEN
UFMgUINBIENlcnRpZml jYXRpb24gQ0Xv0aG9yaXR5AhMPLSWIETMXSs5CVIeh7300
BogOMAOGCSgGSIb3DQEBAQUABIIBAHMNSO2IdHZghpStRAKWAgv3WQtCaxYUhXTJ
AmWVONBvy5u7gilyKnpgY7CcJ4T5bA681WNos414D2bsiLDGtMAUEynCKe jeKp+r
rS6BU+1I3QAruW8v4xxFHmYtOdgeltVliuws7atc8fXnUlgcfpnOD+IvLOdwkrJBs
00AePTxgKmi3pUkSoZ4FVk fXINkM3KK1Xsqgf5VFJV21r/AY+3w5V5sFkengnXvée
kKAZWUVMZ5G1ii1iLzCk5412rGO3Wi5oClcYgkbmnKndm2MvcwE0osO48N6XTviW9geENpP
v9stPxvIpAPIHD4miuwWA2K1UPBVLh717XwjDwAO8MGsRCzHP 64wggGEAgEAMGwWW
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VTENMASGA1UEChMESUVURJERMA8GA1UECXMITEFNUFMgV0cxMTAVBgNVBAMTKENh
bXBsZSBMQU1QUyBSUOEgQ2VydGlmaWNhdGlvbiBBdXRob3JpdHkCEZBB8ROAPhiY6
HGLS64Mv1sDXhpQwDQYJKoZIhvcNAQEBBQAEggEAdOn jKorhe+/ 7PA3sZPAMGBAG
bQ1RDW3HF8/5y41d+ZCHw02YeGKvc40T1T04SsY8zdOhNBhJRaQgRkK+5HKOOPgV
ADA6a90U36FAYNIOZn8veG4rH1b/vIWHVAxWbOW69Liymia3fBz650/6E1yX/GAbS
m+KPtKx9cvSFCazv95M4C3Girn8LkAswtmwR+deEp7tYPdjHky7TOkdXpV/z0Ee9
Ht ji1LeqUD+mvV3CJIkIbywsUBRsZ0iLA8BI9WoIsvcpYDUlbiaxMkoOrWlUFh2VSd
J6+TF1IWI0dSZMT7xUF1YefRDAIXNF+HCcRNDbO58ucu8iIMxVIg+LNBEY4AN70XmE jCC
EC4GCSgGSIb3DQEHATAIBglghkgBZOMEAQIEEMyuzbDBN6TVv2WSNg2aSZ5WAghAA
nglHK1EGKfDdd9BKbpZgRggsSUEEBAGSgAC4v0Ugu6eD+ukLBk+TZzGuLHF j1vB3
/Nkoéomjvdxakp/x23yGk7zc6bzmHduR27avvu9zZf8fdeNMkwBeuB47WIXEnQKmlt
y6I7vVEJJE4CEVFOVDIFH7B2wpo5pogs0N3vIt /Gr2vAO2NjRosgGUHTRDXybQlY
KZKOCw2G0+vB1CYCP9YeM5gG7vQONir jQdVP JOK+4NOEHY 8 JZHQZvu7dR2P02/Q1S
5p8wcYPSRLsWRdaPaBDnfkDTWaaQYUcm9091iydoYUI5Xg33Lz jGh0UMDg0vouQ/1
AqQj7zwHXfHJIVKJI381SQC8fL88/TaCkouGMAwW/dHCUQYOB5v4JlsSaYBo8ojaPIIk
T6PYuFUo01lghi56h21sKNsuhnYSR8c8rZMg3 jIKDkmd jOpNpn6kevulBHeNnH1wK
WPBiMx4CAapizF jeVmbgnFb jNBdw2k055bPgXrHMoG5/hHC85JV/IgCF0uvQgoyY/
kG2eT180pJ3dF3/1JnHsn6wB50UDPYAQXt 9bpAgtNNdOiCyd5Gd3guQOCAfvpBOO
IkMPH2K8xsvgk6cUncEtrbSColrldePnQhiTiwyAmJevan++mvjUuBRPN1grXH4v
AeCR28K+htOxC/55a0ONcLX6FhppX0OMR0O9j4nlwlWvvXfmmOBo3eyaYgLAatmIdl/
1g17gk0JQBw2zzZHgEmM1URQh50r/6DvStMj2AS jGgt sPPhBQKO+CaIlTceLhuRNyw
cH3tSLeGmhMjO01lDT6gmB/d3PFcLjUx8DwWCwYsshDY3Z215GrzIgl jgZvmz jBxaCul
VPGA3 JWMOWBAJt XhAP7uYCe5qjbTLIL6EqIo8RQ17zrXxP 7etwS jbAFbTUKBxxik
AZKPAGOTFsO03cVhUBmSzoMupgiUAieTOOS43iP9JeXLFHONN+cAlo71Jx/gEcL68
1ENpSaWRVOONBtF 6vipNIEh7eNOMCA/ fTipRR7Pz+g20KQLUZPNkVxUTi7P joSPb
bfKpK0xbHgqao40mJdNvX61ng73PsQnJGadYu6DnMvVG70TibcsA3aoh3jreblvLO
mzpATxg4blQFCOCjxqd8FKRxQZ1ync5cO5E3EhY1VXWOpil7wiW/a2Ca7S81iT3+Rw
bVNd2A01JgS6r+NsvgIXQTjxA6RNzP3K1IorkuhgenNbgqgdffskHz5uD72AXQc9J
OfxGIFAgnIbNrOu+pvj3WVqILZTHFdDvvXPGza5/D3tnoWb83 82 9T8px1TGK3m2
GVFm4CyJIxdzDrOcfXznRO31YkNeTAO1lSySFOyhTHAZIOU81YaUT/2P4y28Fc/ 79w
ofFZSqVz+J2QCoGbZfbWs j8RbrcaPYzP jOcBWtUxPyCniOMf/41if+GxLv1F8a7DI
onHVJIg5w+LolRKcvPpRIrg/w7wrwFOhEehyQré6a/8WbiAOSMMRsgj3+9atQViPFDb
QChAtGHglTMWysVVGod4S30hkiOspls6tOFCIb8QIL2DY1DSbg/wtnNbWAOBXyt £
tR1IbhQRIOytm7mhNO1k fW+dWXOPgzofRG/ zvaKIGoufnmgJpbk4RR4r+KHUZ3xDP
2URkSh5Qrf9yZ7wE791QKomGSZygvX1Tp8TzicUWpeTOQBOIHXsCg2JBTykU3g3m/
SVINY160P60ClvVAZRNXQgs6TQ8PEgGPsE323VDCpgAngsAS5zg5zeZjjEK8p+2Zy
HWjcaWfltop6+19Tt/5chnAmCk4wS120Lkisu7£0zBIM8UzQCOyVrJ4L1A/MD73Q
KE1zP92087ZfJnnNjpBb4A/EcBTmhVxbjS1C4cT6URO8pvOcfhSgFni 9eMhImQOmS
0XST/O0NkVegBmC6b72fATGQb09Iv02pyV/2w5W04gCNCVvIWBN8kmQQLEEhkDaOmzD
0YxGkgfbTO00ORxsC2fa8VnRuc8FyRIWFO9gWn80OTNhnVHbd3DPfsoTHN15v7dsGDz
0a0OnVMmwSmMAF fzQStA9gC+0OPeBPXBCKNXA1Y7/7ruO0GpUWIhSHKkOC227QtbTAH
LJAUAW1bBIPA3gNJQDkmGQaefVFJIDV8xn9v/1RuVxegh4N8QIK1U9IPz7+wec81S/
4cXz/JT01u/0oGpcSE86jzarGMh/ik30vckGLVH7g7TdT5BdOYyZZa6PcinfkT1T]
rj/SMsHH3alXNipnSnb+50dEIQUJIksSgQYEInFgV2MIPBONY3YAQO7Z2ArF/f0SEf
hRKQwIYHOgrv0ObeRAOC5182tvvKrZ5j0g6gtt¥Z8PacoD9DnaXJjNGKJ01l jwNsmV
v1Px7G8yOuxx2qUuTBbgr8 jHg7XR9/UaYEuvmDs1QZpnuDMOrxuRPufI1nWvzvd7
wxWd588£fI3XOXmE9ZA2/kg5ug57xpoRL1Ph/sVqVysjO9ruYTU7uHz 629 jFeg5mF 4
1Ipa80hPVJIyC4gDtKLgF8Jb8VVKb4kdbTph6+pcRwngl j6pEZg4G8FvquntzNnlo
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8ydpnyZVV/bu+PyTMYg8YtkcEVvIk70b9gBI3UhKELIPfRI/t/q0XM2C63a+c93 7
YpMSCnb/wOlpy 9Ws5VMCISKsDYQLAKwN ] j/aYWiHfgyghXGSY8/KDL18Yyzfqgz2n
zaOUaFMS7TMvHS jTe6Cv0zIY¥Yvht 8P 6gOmXVVvEOLJI1VWUh+g3ccXnW5EHg4CgIbCI
dm5iN3a+01IejFQSZvEFW4kB/RWNsOiyBextmOxxyAmu7xGayLzul /bzBFT5XrQwv
sb524bG0Ys6zcKA5zjnkQY215aGztAXFuMkI2nRiUsve5ARm/KQhb12NGthQu++2
r807AnZGdjhGlz4h5XfR/VvmjuMF/LxdgIJG31VC37u/3431gNbIOWybUorzFaeg
rvnSDvMr fzMdZ /KRLTBhVUCO9KF j1hn4L7FdfpWz3LbcW5Kn+uIU6EsRkbdOwdRPN
mEPhgjT/+PD+msMoxtCOkaPtgRgB39I5jnIgPBAO81KtObHttmZoZegD5+N2uTyK
WB+tC1CctNGGYfCR+YAUMTo jhoulFSwiJIBTTE7QmSueulmrEuCYvxUdEUA7RtTd
LO1Abt 0SO05WURWUOPNDFroYbYPE jX5VEOFbUS jHhzEZF5WQ3cy+/EqMkxk7/47dh
ux/J9UXXJITyT4Sh8KNZOPh381cV1igIO/Ms4Nn859zwafCAKBZxn6ZgFQbBmxZWu
D8ejB8KEfXUIUp9H6WSPWvxJI2XW8BYO1lUUuZFIE6vvZunm55eYvotkhjOFTag6CzOH
CaUZfwJ6bEWreih41WFghnRL1ZhRptnfQhnsKKVUqJW0 jiaGZNZC+4 jVCOr+36bo
W9e6LYfkemtKEMer/nrdgviW9LXo2CaL4BNgReK+T4ZkQbyob/2/ADN3mYe+ETBEF 8
m71bfEIx73e87xNY2mWhvNMALl/hZ041T1JQdPySNwi5VIYE2/cS+6UuLfOVIyxiNG
DpixiwTJroJ6GeKOtBn/K5eCgxKoF3gKiH98DnHINV1otBej74998NG6ATNS jpaz
C46LiTIpMZpTx91EyasuT6eDW+1EGa6EWy1lC7x7z5)jwaNlgD2mM1NpnSm8L10oB3
vvcwP60GoLgyu50+M0C+hYxrNuyCG2aoX6bvzdFrh9DyL18LEErVdOP j9r/hOMtB
PJzmiDgHIYazZv6+uyarr jfRG6dO+kCZDtzuAy/HEU+UXCuv27i99gkEyeMcasQSp
DkRIvnVJIQlO1l£fMx/ttIGyyUbTH/ j1BmLQOcc+hrBeGGTYyKM5N6eB5WCukYSkfva
6p7zGiKUER1py0ZmcO4BN3UgPR6P 9pJbJ0cNhpCTx7/pKa90gDpT8+MalRxanOLK
mskKwQpnkJf+2ays9Rv0oYtbNfVzJJPrT8iVglD3aFwmCopOMl/kW5sYFAPpFGsH
byzTzg3F jwOAQ5UOG5Qq8EpsA1AJ3hy/5Vv40avVizAoJz2£Z2XnQ9Bw001lud/outL
ZbRUEC72vJewbIAS11zdJ7RL1pSMvB48/cA2dgeXgqgfnvnAsMzgOI1laF1VID9H4m
/KtMJfKPkagrka9lwFwLECu207ziht HnRbkkWlrswgA4SyumWfR5AEGW/sZ8g9LA
rugrt/sE6SpyYi5zzYL9/VvNT61kQVy7UhUgcasQU+1CLVuaplAk4uvRso88wXYKn
SSQXesmy5m6eYOIevOmyUMQzzfwKswT497j/7hrHsECtzpyCOP0/8zBgGH8f/wglr
/sZ/0+sZNu819qUaJhHSFIEx/CQKuHYv5ez6aT3BAtmPn0iWrFVzna30go8XAL68
eDwN690m821kDO2LFkKZrBzn/1dyZs/dT61QYpsmhxJzoluZzW/sYFeOCX6fWs7n
fcrz9yMIDKv]j70JrZp5jPRgGhFKHMgo5xh39TmeTsQFp2B8ULGDI9YK6YEgSEaGbyL
3BpUJZN/713jmWYHzGVEQfx7vP3SaZBMZ4GSCoeBT2grQoUDe575H7UDJIsmRVJI04
bO7iTWPZ1LdIC+oifedAhGhCoum+tApUY j+3BHz1xIAZJIMCGARqgyKcnvijwS5WvVu3
fDna+4xJdNsOYK1uBkr6N9FBDfmQIuneIsQHAM71ZfucdlFenZhylzNreqgls9QO
NncRN11ltgmT2gmERXw8/HwcwN JR8FWrwbCCApsMgAZO0xWaRxpEct51nGNbBpplEn
BrMafVecUlQgwal jchA5Zi0uazxizilPr9/ecaX93aa2u+60psyPgdadxwDeV1Do
4dg2NrDgQMFo3I1IcADeZECEgPx8PVOtYjEeFZYsSEOk3Q0mcti+RuRj/rNTaXQ2Xw
VkgL1BG8POkxwOpVIKVyevcPtUD5StS1Txfp4gBF1EY/yrGCHy36g2mboBcRyYQry
oBnsvoEfrIE8FEz1rOJVM+HN2udrKVJZzEPySf1ZvbDzxINcgDu09r3UO+L+ymW5
9/ncHCMyoaOKbQ08g9i8VsGchL2FF5Q066g7I8U9%u7R7V4Fz8RvLOzs6bB/Oh7+29
0dTWreRYp9/82pQ0VSuvkWYiSPwiy37spaE8uALDSMvZOS3CqOwGI+o45ulBP /a6
dgalPv1kThe8/a25+FqiQP6boCsNI9wgA+T3v3kRFibzFEtygX8C6Vu795PpycZl4
/RGFTm2Df/U38DN/m1NhGgM6gMQr1YuSPieFJ+0/ctzGpSasS835d+DkQVvS3zT3/
SEpybkOZrgf6erhNTVa80nr3ZNdt 9QyNUCmwxpYVvV2exwoVEicIjOgCxwehySLW5
UprvrRNgHOOOBMH+UmSggBfT7/ome jxHgAJz5WC1/P+DiQ/dZcBK10CRh1ZkocLB
WVpunKTMuLygSgNG87nzXAgFCLYQRWeCQONcItSbJ4aed+sJIY¥YxmEmM2UzyKAk9eXI
dCzZ/5fHOtmMD1645r/v9eSjezd7EAd6MhGladuViNm9D129sIzKcUu3zfZAgBlzFK
1RzPS3IUeM2VEJbK9AOWEQ==
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B.1.5. No Cryptographic Protections Over a Complex Message

This message uses no cryptographic protection at all. Its body is a
multipart/alternative message with an inline image/png attachment.

It has the following structure:

multipart/mixed 1406 bytes
multipart/alternative 794 bytes
text/plain 206 bytes
text/html 304 bytes
image/png inline 232 bytes

Its contents are:

MIME-Version: 1.0

Content-Type: multipart/mixed; boundary="c39"
Subject: no-crypto-complex

Message-ID: <no-crypto-complex@lhp.example>
From: Alice <alice@smime.example>

To: Bob <bob@smime.example>

Date: Sat, 20 Feb 2021 12:00:02 -0500
User—-Agent: Sample MUA Version 1.0

--c39
MIME-Version: 1.0
Content-Type: multipart/alternative; boundary="05a"

--05a

Content-Type: text/plain; charset="us-ascii"
MIME-Version: 1.0

Content-Transfer-Encoding: 7bit

This is the no-crypto-complex message.

This message uses no cryptographic protection at all. Its body
is a multipart/alternative message with an inline image/png
attachment.

Alice

alice@smime.example

--05a

Content-Type: text/html; charset="us-ascii"
MIME-Version: 1.0
Content-Transfer-Encoding: 7bit

<html><head><title></title></head><body>
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<p>This is the <b>no-crypto-complex</b> message.</p>

<p>This message uses no cryptographic protection at all. Its body
is a multipart/alternative message with an inline image/png
attachment.</p>

<p><tt>-- <br/>Alice<br/>alice@smime.example</tt></p></body></html>
--05a--

--c39

Content-Type: image/png
Content-Transfer-Encoding: base64
Content-Disposition: inline

1VBORWOKGgoAAAANSUhEUgAAABQAAAAUCAYAAACNiIRONAAAACEIEQVR42uVTOxbA
MAgS739n03TpRw20dgpbfARQE jOywiwYnCtkDKnbcLk66sglT+zt 9cidkE+6KwkZ
sgrzfcgVMpL2jo0447gYDpeArk+OnJHKIhAfTPRicihAf5YJrw7vijvOZWRWM/uli
vdPf1QZ2kDD9xppd8wAAAABJRUSErkJggg==

--c39--

B.1.6. S/MIME Signed-only signedData Over a Complex Message, No Header
Protection

This is a signed-only S/MIME message via PKCS#7 signedData. The
payload is a multipart/alternative message with an inline image/png
attachment. It uses no header protection.

It has the following structure:

application/pkcs7-mime [smime.p7m] 5249 bytes
(unwraps to)

multipart/mixed 1288 bytes
multipart/alternative 882 bytes
text/plain 258 bytes
text/html 353 bytes
image/png inline 236 bytes

Its contents are:

Content-Transfer—-Encoding: base64

Content-Type: application/pkcs7-mime; name="smime.p7m";
smime-type="signed-data"

Subject: smime-one-part-complex

Message—ID: <smime-one-part-complex@lhp.example>

From: Alice <alice@smime.example>

To: Bob <bob@smime.example>

Date: Sat, 20 Feb 2021 12:01:02 -0500

User—-Agent: Sample MUA Version 1.0
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MIIPHwYJKoZIhvcNAQcCoIIPEDCCDwwCAQEXDTALBglghkgBZOMEAGEWGGVIBgkyg
hkiG9wOBBwGgggUSBIIFNU1JTUUtVmVyc21lvbjogMS4wDQpDb250ZW50LVR5cGU6
IGl11bHRpcGFydC9taXhlZDsg¥m91bmRhcnk9I jMzZSINCgOKLS0zM2UNCk1JTUUL
VmVyc21lvbjogMS4wDQpDb250ZW50LVR5¢cGU6IGL1bHRpcGFydCO9hbHR1cm5hdG12
ZTsg¥m91bmRhcnk9ImUwYiINCgOKLS11IMGINCkNvbnR1bnQtVH1IwZTogdGV4dCOw
bGFpbjsgY¥2hhcnN1dD0idXMtYXNJjaWkiDQpNSULIFLVZ1cnNpb24 6IDEUMAOKQ29u
dGVudClUcmFuc2Z1lcilFbmNvZGluZzogN2JpdAOKDQpUaGlzIGlzIHROZSBzbWlt
ZS1lvbmUtcGFydCljb21wbGV4IG11c3NhZ2UuDQoNClRoaXMgaXMgYSBzaWduzZwWot
b25s5eSBTL01JTUUgbWVZc2FnZSB2aWEgQUEtDUYM3IHNpPZ251ZERhdGEUICBUaGUN
CnBheWxvYWQgaXMgYSBtdWx0aXBhcnQvYWx0ZXJuYXRpdmUgbWVzc2FnZSB3aXRo
IGFuIGlubGluZQ0KaWlhZ2UvcG5nIGFO0dGF jaGllbnQuIE10IHVzZXMgbm8gaGVh
ZGVyIHByb3R1Y3Rpb24uDQoNCiOt IAOKQWXPpY2UNCME saWN1QHNtaWl1lLmV4AYWlw
bGUNCi0tZTBiDQpDb250ZW50LVR5cGU6IHR1eHQvaHRtbDsgY2hhenN1dDOidXMt
YXNJjaWkiDQpNSULIFLVZ1cnNpb24 6 IDEUMAOKQ29udGVudClUcmFuc2ZlcilFbmNv
ZGluZzogN2JpdAOKDQo8aHRtbD48aGVhzZD48dG10bGU+PC90aXRsZT48L2h1YWQ+
PGJvZHk+DQo8cD5UaGlzIGlzIHROZSA8Y j5zbWltZS1vbmUtcGFydCl jb21wbGV4
PCO9iPiBtZXNzYWdA1lLjwvcD4NC jxwP1RoaXMgaXMgYSBzaWduzZWQtb25seSBTLO1J
TUUgbWVzc2FnZSB2aWEgUEtDUyYM3THNpPZ251ZERhdGEUICBUaGUNCnBheWxvYWQg
aXMg¥SBtdWx0aXBhcnQvYWx0ZXJuYXRpdmUgbWVzc2FnZSB3aXRoIGFuIGlubGlu
ZQOKaWlhZ2UvcG5nIGF0dGF jaGl1lbnQuIE10IHVZzZXMgbm8gaGVhZGVyIHByb3R1
Y3Rpb24uPCOwWPgOKPHA+PHROPi0tIDx1ci8+QWxpY2UBYnIvPmFsaWN1QHNtaWwll
LmV4YW1wbGU8L3ROP jwvcD48L2JvZHk+PC90dG1lsPgOKLS11MGItLQOKDQot LTMz
ZQOKQ29udGVudClUeXB1lOiBpbWFNnZS9wbmcNCkNvbnR1bnQt VHIThbnNmZXItRW5 j
b2Rpbmc6IGIhc2U2NAOKQ2 9udGVudClEaXNwb3NpdGlvbjogaW5saW51DQoNCml1W
Qk9SdzBLR2dvQUFBQUSTVWhFVWABQUFCUUFBQUFVQOFZQUFBQO5pU jBOQUEFBQWNE
bEVRV1IOMNVWVE94YKENCk1BZ1M3Mz1uTzNUcFJ3MjBkcXBiZkFSUUVgT313aXdz
bkNO0aORLbmJjTGs2NnNxbFQrenQ5Y¥21ka0UrNkt3aloNCnNncnpmY3FWTXBMMmpv
MDQON2dZRHB1QXJrK09uSkhrSWhBZ1RQUm1 jaWhBZ jVZSnJ3N3Z2gdjBaV1JXTS91
bGkNCnZkUGYxUVoyaOREOXhwcGQ4dOFBQUFCS1JVNUVyalOpnZ2c9PQOKDQotLTMz
ZS50tDQggggemMIIDzzCCAregAwIBAgITDY01lvRES510rOQlSHoe4 9NAaKtDANBgkg
hkiGO9wOBAQOFADBVMQOWCWYDVQQKEWRJRVRGMREWDwWYDVQQLEWhMQU1QUyBXRzEX
MC8GA1lUEAXMOU2FtcGx1IExBTVBTIFJTQSBDZXJ0aWZpY2F0aWOuIEF1dGhveml 0
eTAgFWOXOTExXMJAWNjUOMThaGA8yMDUyMDkyNzA2NTQOxOFowOzENMAsGA1UEChME
SUVURJERMASGA1UECXMITEFNUFMgV0cxFzAVBgNVBAMTDkFsaWN1IExvdmVsYWN1
MIIBIjANBgkghkiG9wOBAQEFAAOCAQS8AMI IBCgKCAQEAmMpUp+0ovBouOP 6AFQJ+Rp
wpODxxzY60n11J53pTeNSiJlWkwtw/cxQqgO0t4uD2vWYB8gOUH/CVt2Zplc+auzPK
J2Zu5mY6kHm+hVB+IthjLeI7THtg6rNeuXg50/TuTSxX5R1I1EXGt 8p6hAQVeA507Z
2afHg4b97enV8gozR0O/Nkug4AkXmbk 7THNc8vviMUJanZ/VmS4TgDgXjWShplcI3
lcvvBZMswt41l/0HIvmnSwapS60QcAx3Weag0yCNj1lVvIVIyu/3DjcYbwiW21Jf5NbMH
bM1LY4X5chWENEbkN6hQury/zxnlsukgn+fHbgqvwDhJLAGFpW/ JA/EB/WI+whUpg
tQIDAQABO4GVMIGSMAWGA1UJEWEB/wQCMAAWFwYDVROgBBAWD jAMBgpghkgBZQMC
ATABMB4GA1UJEQQXMBWBE2F saWN1QHNtaWl1lIlmV4YW1wbGUWEWYDVRO1BAwWwCgYI
KwYBBQUHAwWQwDgYDVROPAQH/BAQDAgUgMBOGA1UdDgQWBBSiUOHVRDYAKRVE8ASPwW
546vzfN3DzAfBgNVHSMEGDAWGBSRMI 58BxcMp/EJKGU2GmccaHbOWTANBgkghkiG
9wOBAQOFAAOCAQEAQgU140JyxMpwiWpAylOVK6NEDbM11gD5H14EC4Muxglu0g2XgX0
SBHI6DfX/4LDsfx7£SIus8gWVY3WgMeuOA7IizkBD+GDEu8uKveERRXZncxGwy2M
fbH1Ib3U8QzT jgB8+dz2AwYeMxODWg9opwtA/1TOkRg8uuivZfg/m5fFo/Qshl1HN
aaTDVEXsU4Ps98Hm/3gznbvhdjFbZbi40Z3tAadR1E5S5K9J1QadYOnUmGpfB8PPwWD
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R6chMZeegSQAW++0IKqHrg/WEh4yiuP fqmAvX2hZkPpivNIYdTPUXTSO7K459Cyq
bgG+sNOo2kc1lnTX185RENrVKQK+LOYWY1Q+hWDCCA88wggK30AMCAQICEZzdBBXnt
dX9CgaJcOvT4as6aqdcwDQYJKoZIhvcNAQENBQAWVTENMASGA1UEChMESUVURJER
MAB8GA1lUECxXMITEFNUFMgV0cxMTAVBgNVBAMTKEFNhbXBsZ SBMQU1QUyBSUOEgQ2Vy
dG1lmaWNhdG1lvbiBBdXRob3JpdHkwIBcNMTkxMT IwMDY 1NDE4WhgPMJAIMJASMjcw
NjUOMThaMDsxDTALBgNVBAOTBELlFVEYXETAPBgNVBASTCEXBTVBTIFAdHMRCWEQYD
VQODEwW5BbG1 jZSBMb3Z1bGF JZTCCASIWDQYJK0oZIThvceNAQEBBQADggEPADCCAQOC
ggEBALT0iehYOBY+TZp/T5K2KNIOSHWr+E3wP 6XTvyl 6WWyTgBKILCOWI2 juwdRr
JEBSXkk7pWp jXwsA3ASGOtz0FpfgyC70xsVcEF 7Tq4WHWZW1eYXFK1QHJID73nQwXP 9
68+A/3rBX7PhO0DBbZnfitOLPgPEWjTtdg0VQQ6Wz+CRQ/YbHPKaw7aRphZ063dK
vIKp4cQVtkWQHi16syT jGsgkLcLNau5LZDQUdAsGV+SA03nBAWCRYV+I65x8Kf4hCx
ggmjVv3d/2NKRu0BXnDe/N+1iDz3X0zEojO0fgXgg4 SWcCOnsGllyyXt1TL270I6ATK
RGJIJWiQVCCpDtcONT6vdJ45bCSzsCAWEAAaOBrzCBrDAMBgNVHRMBAfSEA JAAMBCG
A1UJIAQQOMAAWDAYKYIZIAWUDAGEWATAeBgNVHREEF zAVgRNhbG1 jZUBzbW1tZS51
eGFtcGx1MBMGA1UdJQQMMAOGCCsGAQUFBWMEMA4GA1UJDWEB/wQEAWIGWDAJBgNV
HQ4EFgQUuU/bMsi0dBhIcl64papAQ0yBmZnMwHWYDVRO jBBgwFoAUKTCOfACXDKEx
CSh1NhpnHGh2 9FkwDQYJKoZ I hvcNAQENBQADggEBAHOJo janzqmgaSN3/ggSQ4cb
bmdj/R40BEPr+gXT+xiidfZ2iLNwYyTneuK6AChwKEfnNvOFb81V1iffRTF/KtmVE
DMR/sYegAH83KM5p3e121Vh40HhyI0gNuz50ShNaACSi0Q23WxHGVy9vsdVEinbhs
PlrWgINQ2WbpCmK+20Mh20Y10Z/wvXMt 9¢cG6 jbMvcdH4z0I0OvgemrYkKTM/RCGnu
mghxwY¥Toj1l0yD5Gs4D2IJCw+£f£X50Dxh52MbNRYXTus2ZPRPM8JXNQC4GWv4km3M4
rKnJdDd6hnoQ9rNeozIcBVyybQY jfrgg4dDRvwIKsk220H4ConlB8f7R7s11LM2cSYx
ggIAMIIB/AIBATBSMFUxXDTALBgNVBAOTBEIFVEYXETAPBgNVBASTCExXBTVBTIFdH
MTEwLwWYDVQQODEyhTYW1wbGUgTEFNUFMgUINBIENlcnRpZml JYXRpb24gQXv0aGoy
aXR5AhM3QQV57XV/QqmiXDr0+GrOmgnXMAsGCWCGSAF1AwQCAaBpMBgGCSgGSIb3
DQEJAzZELBgkghkiGO9wOBBWEWHAYJK0ZIhvcNAQkFMQ8XDTIxXMDIyMDE3MDEwWMl ow
LwYJKoZIhveNAQKEMSIEIMhGVzAX/S4dUwgkoOcb+oa+gXfmEqw2Iz+svSKpWzC+
MAOGCSgGSIb3DQEBAQUABI IBAGENM3MMhWZVJdAN1nl fSk3mhNk6E+LFoOgG4ailz
e+HEQjN6bKft 5zulMCgh 7NKRpRmMDCEE 9RXDGKGYQIBKBE60d/04101BY/xpPu9G5
XnUTHN3MmqubrTSP3xxU5A0zL817XmkB68VXKBQ2YpfcXBFGbuv1c6FXkbh2QtRX
UgBZEp+GSxG700UVJIRa97t 6wblUdMwaQlONrtBsmrO46bThv4cgrlGBvz8tGEHWR
4HbS/Rp+6JNASOKIfZ0OPQxy2b4M4braYg3f1n4g3dDHENOX1iUcwG8FiB9XQo18+D
fdkZwTVUODHWjSVAIREobdPI2wdpnGxS/ABl1VuiYpcebido=

B.1.7. S/MIME Signed-only multipart/signed Over a Complex Message, No
Header Protection

This is a signed-only S/MIME message via PKCS#7 detached signature
(multipart/signed). The payload is a multipart/alternative message

with an inline image/png attachment. It uses no header protection.

It has the following structure:
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multipart/signed 5234 bytes

multipart/mixed 1344 bytes

multipart/alternative 938 bytes

text/plain 278 bytes

text/html 376 bytes

image/png inline 232 bytes
application/pkcs7-signature [smime.p7s] 3429 bytes

Its contents are:

MIME-Version: 1.0

Content-Type: multipart/signed;
protocol="application/pkcs7-signature"; boundary="452";
micalg="sha-256"

Subject: smime-multipart-complex

Message—-ID: <smime-multipart-complex@lhp.example>

From: Alice <alice(@smime.example>

To: Bob <bob@smime.example>

Date: Sat, 20 Feb 2021 12:02:02 -0500

User—-Agent: Sample MUA Version 1.0

——452
MIME-Version: 1.0
Content-Type: multipart/mixed; boundary="ac5"

—-—acb
MIME-Version: 1.0
Content-Type: multipart/alternative; boundary="813"

--813

Content-Type: text/plain; charset="us-ascii"
MIME-Version: 1.0

Content-Transfer-Encoding: 7bit

This is the smime-multipart-complex message.

This is a signed-only S/MIME message via PKCS#7 detached
signature (multipart/signed). The payload is a
multipart/alternative message with an inline image/png
attachment. It uses no header protection.

Alice

alice@smime.example

--813

Content-Type: text/html; charset="us—-ascii"
MIME-Version: 1.0
Content-Transfer-Encoding: 7bit
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<html><head><title></title></head><body>

<p>This is the <b>smime-multipart-complex</b> message.</p>

<p>This is a signed-only S/MIME message via PKCS#7 detached
signature (multipart/signed). The payload is a
multipart/alternative message with an inline image/png

attachment. It uses no header protection.</p>

<p><tt>-- <br/>Alice<br/>alice@smime.example</tt></p></body></html>
-—813--

—-—ac5h

Content-Type: image/png
Content-Transfer-Encoding: base64
Content-Disposition: inline

1VBORWOKGgoAAAANSUhEUgAAABQAAAAUCAYAAACNiIRONAAAACELIEQVR42uVTOxbA
MAgS739n03TpRw20dgpbfARQE jOywiwY¥nCtkDKnbcLk66sglT+zt9cidkE+6KwkZ
sgrzfcqgVMpL2jo0447gYDpeArk+OnJHKIhAfTPRicihAf5YJrw7vjvOZWRWM/uli
vdP£10Q0Z2kDD9xppd8wAAAABIJRUSErkJggg==

——ac5--

——452
Content-Transfer-Encoding: base64
Content-Type: application/pkcs7-signature; name="smime.p7s"

MITJ4AYJKOZIhvcNAQcCoITIJOTCCCcOCAQExXDTALBglghkgBZOMEAGEWCWYJKOZI
hvcNAQcBoITIHp jCCA88wggK30AMCAQICEW8tJbOROZAKzkJUhG6HUPTQGirQwDQYJ
KoZIhvcNAQENBQAWVTENMASGALUEChMESUVURJERMASGA1UECXMITEFNUFMgV0cx
MTAVBgNVBAMTKFNhbXBsZSBMQU1QUyBSUOEgQ2VydGlmaWNhdGlvbiBBdXRob3Jp
dHkwIBCcNMTkxMTIwMDY1INDE4WhgPMJjAIMJASMjcwNjUOMThaMDsxDTALBgNVBAOT
BEIFVEYXETAPBgNVBASTCExXBTVBTIFdHMRcwEQYDVQQODEWSBbGL jZSBMb3Z1bGF j
ZTCCASIWDQYJKoZIhvcNAQEBBQADGGEPADCCAQOCggEBAJQVKfqLwal jj+gBUCEk
acKTg8cc20tJ92Sed6U3jUociZVpMLcP3MUKtLeLg9r1mAfID1B/wlbdmadXPmrsz
yidmbuZmOpB5voVQfiLYYy3i0x7Y0qzXrl6udP07k0sV+UdSNRFxrfKeoQEFXgOa
Gdmnx40G/e3plfIKMO0dPzZLoOAJF5m500xzXPL74zFCWp2f1ZkuE4A6141koazXC
N5XL7wWTLMLeNf 9Byb5ksKqUugEHAMd1nmoNMg jYOVEVEcrvOwd 3GG8FtpSX+TWz
B2zNS20F+XIVnzRG5DeoULg8v88Z5bLpIlJd/nx26r8A4SSwIBavVv4wPxAf1iPsIVK
arUCAWEAAaOBrzCBrDAMBgNVHRMBAf8EAJAAMBCGA1UAIAQOMA4wDAYKYIZIAWUD
AgEWATAeBgNVHREEF zAVgRNhbG1 jZUBzbW1tZS51eGFt cGx1MBMGA1UdJQQOMMAOG
CCsGAQUFBWMEMA4GA1UdJDWEB/WQEAWIFIDAJBgNVHQ4EFgQUo1NB1UQ8gCKkVEAE j
80e0r83zdw8wHwYDVRO jBBgwFoAUkTCOfAcXDKExCSh1NhpnHGh2 9FkwDQYJKo0ZI
hvcNAQENBQADgGEBAIFJeKCcsTKcFqOMpTryujRGzJdYA+R9eBAUDLsatbtKt 14F
zkgRy0g31/+Cw7H8e30iLrPIF1WN1gjHr jgOyIs5AQ/hgxLvLir3hEUV2Z3MRsMt
JH2x9SG91PEM046gfPnc9gMGH jMTglgvaKcLQP5UzpEYPLror2X4P5uXxaPOLIZR
zWmkwlREF7FOD7P£fB5v94M5274XYxW2WA4uKGA7QGnUZROSvSYkGiWDplJhgXwfDz8
AQ0enITGXnoEkAFvvjiCgh64P1lhIeMorj36pgLl90WZD6YrzSWHUZz1F00juyuO£fQs
am6hvrDTgNpHNZ015f0URzal SkCvi 9GFMNUPoVgwggPPMI ICt 6ADAGECAhM3QQVS
7XV/QamiXDr0+GrOmgnXMAOGCSgGSIb3DQEBDQUAMFUXDTALBgNVBAOTBEIFVEYx
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ETAPBgNVBASTCExXBTVBTIFAHMTEWLWYDVQQODEYhTYW1wbGUgTEFNUFMgUINBIENL
cnRpZml j¥YXRpb24gQXV0aGo9yaXR5MCAXDTESMTEYMDA2NTQOXOFoYDZIWNTIWOTI3
MDY 1NDE4WJATMQOWCWYDVQQKEWRJRVRGMREWDWYDVQQLEwWhMQU1QUyBXRzEXMBUG
A1UEAXMOQWxpY2UgTG92ZWxhY2UwggEiMAOGCSgGS Ib3DQEBAQUAA4 IBDWAWGGEK
AOIBAQCO09InoWDgWPk2af0+StijSNORSK/hN8D+10780ullsk4ASvSwjsCNo7sHU
a4xQU15J06VgY18LANWORjrc9BaX4MguzsbFXBe6uFhlmVpXmFxSpUByQ+950MF z
/evPgP96wV+z4TtAwWW2234rTiz4DxXMIO7XYNFUEOLls/gkUP2GxzymsO2kaYWTut 3
SryCgeHEFbZFkB4urMk4xrIJC3CzWruS2Q0FHbBl fkgKNSwXVgkWF £iOucfCn+IQ
saqpold3£f9jSkbtAVSw3vzfog8919MxKI9H614KuUEInAtJ7BtZcsl17dUy9u9COgE
vkRiVokFQggQ7XNDU+r3SeOWwks 7AgMBAAG jga8wgawwDAYDVROTAQH/BAIwWADAX
BgNVHSAEEDAOMAWGCMCGSAF1AwIBMAEWHgYDVRORBBCWEYETYWxpY2VAc21lpbWUu
ZXhhbXBsZTATBgNVHSUEDDAKBggrBgEFBQcDBDAOBgNVHQS8BAf8EBAMCBsSAWHQYD
VROOBBYEFLv2zLItHQYSHIeuKWgQENMgZmZ zMB8GA1UdIwWQYMBaAFJEwW jnwHEwyn
8Qk0ZTYazZxxodvRZMAOGCSgGSIb3DQEBDQUAA4IBAQBzial2p86poGkjd/4KkkOH
G25nY/0eNARD6/0oF0/sYonX2doizcGMk53riugAocCn5zbzhW/JvdYn30Uxfyrzl
RAzZEf7GHggB/NyjOad3pdpVYeDh4ciNKjbs+aEoTWgAkogENt1sRx1lcvb7HVX524
bKZaloPTUN1Im6QpivtgDIdgGJIdGE8L1zLEfXBuo2zL3HR+MI9CDr40pg2JCkzP0Qhp
TpoIccGE6I9Tsg+RrOA9iCQOsPnl1+Tg8Y¥edjGzUWFO07rNmTOTzPCVzUAuBlr+JJtz
OKypyQ3e0Z6EPazXgqMyHAVcsmOGI364I0A0b8PSrINt Jh+AqJI5QfH+0e7NSzNnEm
MYICADCCAfwCAQEWDLDBVMQOWCWYDVQQOKEWRJRVRGMREWDWYDVQQLEWhMQU1QUyBX
RzEXMC8GA1UEAXMOU2FtcGx1IExXBTVBTIFJTQSBDZXJ0aWZpY2F0aWOuIEF1dGhv
cml0eQITNOEFeell f0Kpolw69PhgzpgplzALBglghkgBZQMEAgGgaTAYBgkghkiG
9wOBCQOMxCwYJK0oZIhvcNAQcBMBWGCSgGSIb3DQEJBTEPFwOYMTAYMjAxNzAyMDJa
MC8GCSgGSIb3DQEJBDEiBCBWwnNBPNNMORN+JIXFvMbZIJ5PtgEBkyDbOtULlAr5RuGl
LjANBgkghkiG9wOBAQEFAASCAQBRPXYX1iiCEQ/lshkbhpH566H65wAf9rZbGn+r+
08vLTFSs84ER/EAHGhePmVDiObJS+nXIC7Sa5Y+tUe8JitKPXBQ20Dg2+3tN7tY5
G398yv+LnmYMMf91dlnlyPnQuijsEfPSLXYNToa0gBgplDThm/pfn6RbbOgpZjYr9
fdcNdErDgl5+CKaf8R/JDW+hiLyvDOKCpXucWLHblokt1Jpld4dkkaA4dwu9Idh9fK
G1N20s+dBXoytH/G6K8NhOh3Qaf31MP1R60gkvIVJI3j97Is3/Z2G4gqH5qWQIHLv2
WLSxDhkYmZ+dYSCyfIauNkg7alwauSpZj82elFA7HdAyZmNpO

--452--

B.1.8. S/MIME Encrypted and Signed Over a Complex Message, No Header
Protection

This is a encrypted and signed S/MIME message using PKCS#7
envelopedData around signedData. The payload is a multipart/
alternative message with an inline image/png attachment. It uses no

header protection.

It has the following structure:
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application/pkcs7-mime [smime.p7m] 8690 bytes
(decrypts to)
application/pkcs7-mime [smime.p7m] 5426 bytes
(unwraps to)
multipart/mixed 1356 bytes
multipart/alternative 950 bytes
text/plain 293 bytes
text/html 388 bytes
image/png inline 236 bytes

Its contents are:

Content-Transfer-Encoding: base64

Content-Type: application/pkcs7-mime; name="smime.p7m";
smime-type="enveloped-data"

Subject: smime-enc-signed-complex

Message—-ID: <smime—-enc-signed-complex@lhp.example>

From: Alice <alice@smime.example>

To: Bob <bob@smime.example>

Date: Sat, 20 Feb 2021 12:03:02 -0500

User—-Agent: Sample MUA Version 1.0

MIIZDAYJKoZIhvcNAQcDoIIY/TCCGPkCAQAxXggMOMIIBhAIBADBSMFUXDTALBgNV
BAOTBEL1FVEYXETAPBgNVBASTCEXBTVBT IFAHMTEWLWYDVQQODEYhTYW1wbGUgTEFN
UFMgUINBIENlcnRpZml jYXRpb24gQ0Xv0aG9yaXR5AhMPLSWIETMXSs5CVIeh7300
BogOMAOGCSgGSIb3DQEBAQUABIIBABSTX0iCIIIIxehywh5/tdFM72iw946N60zZE
mkIjlx+ShPweKrmTgPxaZbNgZpMdyNetgSXTn5H1 ZwUAXOKE+EPp301kveWwxBAM
/Umzr/ODGiYLHWORWh+cPwjo0OIH0o8IJzmF 9FWMr 7CKYhvbSZn3AFuERRfEccwH9
xsbB+X50g5bu0Mn3y8KdX7XOFVbgAgFugqgWp j6mK2AsyWS0zRKnGNd72rELJjEzCv
RZgBFAecaxdJd2RXKKwLmJIg5EL/VmKuyN6TgtmtwvzGCKc5YywdhVrP2IvQTyel0
+paj8dFQb3WIAGOUCdw8r5CoawAZdYMvVZ/v0ixYIkQid7fsOE+AwggGEAGEAMGWW
VTENMASGA1UEChMESUVURJERMA8GA1UECXMITEFNUFMgV0cxMTAVBgNVBAMTKENh
bXBsZSBMQU1QUyBSUOEgQ2VydGlmaWNhdGlvbiBBdXRob3JpdHkCEzZB8ROAPhiY6
HGLS64Mv1sDXhpQwDQYJKoZIhveNAQEBBQAEGGEAFLvNVKTKKAXPN6g5xL1w/ 700
5NQsODVNx jJuCAOXWm9zsyhH8tYGANVvzktxXkn0JV4gl9TEu4MisuhcIhgdyrSsh
4epi0ZxbyM/YTnhHvidwttazZg07tNVF6eafyuecDKLV8/WF+AGSVIWeO0xPumEni3w
GADvkwmcO2mDZ0/ad/u7Jv143F//Id/IG/A0y/yBgrWg4pH7BPwplW/ rXbnwlEEm
8an56+5f/m8teqgXaiRMVQgMaKGCmXHyD3Ud21Rgc4 jwsNOVCpzabK9DSDPcxwV1l
H+PPUtza/Ux7yNgJlgm816e851uQjvpf+HliioHpNKCQ+eh6mHOBgLJKJkket jCC
Fd4GCSqgGSIb3DQEHATAABglghkgBZOMEAQIEEGaAUNdPZs2K03fcnadXCvfaAghWw
gfOkEcGM1xiJegJud4TKQPvtUK jed4+xRba0xUUS1TzhXrDk9tk2J8zdmnQglvRW54
r/xHOTLM7ny0unGI3ow8lpyUV7g/LFmW9kiaoTnhNcEebgqgSk09dEHIrEqIpQoQ9
1GjuFwlc7uf9vMzb72TdAEhFIOVwboM5hmLt oADvQeH4AsDKfbPvkrFPPNDB7Rj4
QCh2Pil1elLH+3+78XvJONdcZw5KyVFIAa29v1SYTjPNriFn+rKPzxjk/cQc/zHSH
DLZOCRHVJZKX6z+0IVAqQ/DYUJfhm4zz4LRSReQfdyChRHDVv4V1dFT2uagqtBPP5C
6Cc8Ad/SQUfk84wns2/+pKocqa69tVTIok3Y4+1nDcvg8jzkdPDOcednWdY jhOvQz
0gXaJYF1yVuQV8A3IUFV7uX7JCuo6m/PIQIiH23dE7fkGXCP1IwA19BZj002bol0
ZbQgka+Csxk/S/1BiJ5hfdsU6t0k7JZwSNQXHgGrCp71lboS1jxOEfiKQVjo+ynyE
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LmUM0z0Zz2eUdsUILQtmFs9r0AvBrW8PcF79ITIOQR+X4QEJ6Ztz32zAgj409g0Fmm
fCrhJTUMcVZyeqLUTpyLWDBKgV+jm5dA7TWR8CLSNgEsmt yQRTabkPv8a0DNpgMl17
fCN3bIs6VdsiQXdhwwH8U8pcdZSINVNb2nNbUrFW1U6Z0x160DGQKmMSKxuUd0Uzi
xKe2v0DM15Ty JRekBPhoZC3Mwgf7Ud6vDoBk4Evhlx jv8MAKASLOght fvv4xP/eP
L514V3EnZtRy4hnW060tcDOOdWW2PXPYFPxNOz7UEdKk1h jomBGF1Wt 1QrPzMO5x
0/m4NezYVWINWkgPmCUyz+bDzQgIdWXGXGAe JNBJIsssEvS8eH1Rs7V27U£0Q9c2k
/KaDn/Wf15RfoIiT1RfoU4F jBoig6IXkerP1Km+SzHHNZozF15M684ulz/PPpo29
Pziu9WRIDPsSWYmS8RK/XzutHplr7vDInwCdrManEI811C7z/3/FgwA7RIIJI6GNhn
GVD+PUBULWXEIPHQU58y 7KwBeXtNX/09rPul3Nt 2HOINyYhhINgX5AyTpG1lONrFJ
TzP3rrgvglLS1mg644pBLfJagaxcAJENYoZ7GTOYgWrT6WzVM6t 92VpfCoO0WyOSRy
uy+16De9bJWDVWPy+RciW5UyN7YuCWxe /vYCcAiL55Lv2Z200m3zmE101bJ7/ZgwtA
k7yABCQQUQPRBC2ENchLv8JdYWIACX9JI1G/dTmyI10LNAGb20UGX0d7 6mGa jwT+
a50F6z+HYxd2KehL1+W7wYrUxfZ21Utk6rACIVDS5b+36nE1lmgTTnSOw9z9mAZ0+8+
hRcBQ9I0JOB3YMAi41epbcGGVEAFh9k0OSY+9bYy7Lri0OHoQEaDZ0aQxfl/12UEA]
P83AjgaswVVKBINVvFpgdndeh6Y/sTr9eAYE2+Y1PGGH9Z8fzbD7+CgL78sbpaMCP
7cgM9UHRILY8yOIEL13fME/JF1pR3NMG3LQ9dohsgv18Z11JABy8+228103g5ZjBy
xJXKkWAXBATYx210bdalyoTQnWcN1OPaCatCv4P4P8L0SoCj3DrEblrK9pCUIJ1oM
PEl1AoPDJIgYrEP02d3TunL2gJwAJEYy0asaONMvvA3eSdC8kzM+NP5gYH1 6gREvVDQ
WbU2LRSCKwu4 Tt HRRI20gKW1r9x4Z2gyZH7UvVnIZVGz2buta7ssQ+PLDwIXemtFh
31laYmNYrssJ71nd3WwXvS5MxWa/OBwPpDS20IRWOOGMAYKWpQzgFJb/gWEf4/rSikK
KSeCOgIb9UXL31AX7eA++TRO9mblzEoIr1BebF+MwX8EzQbYRtbvezL3xhXeulTsS
JUUBS0Z7gF/2A1jMgrTJjkIQGNuVLhLxexaQJr0GLAwW1K21 jOxXK6bGh+JUW12HcT
Ms71ef811J1fHrS7mTzgAAreAsUrUs30WBByMwsvRyMMgNuwRJr4Ax1 jF/5HBNPI
bdx9X6Dz51azBBQb78S2hxLwrGLffbheyYJO6CwMeMlepsV/VvCuKfakVGINs4dyg
17DHBQrHXekU6XzCgCRARC288zwDpRSxqubQYGchpewg9ZBK/SyulFRw/AjJQowNS
ONati1kKD5N8UZAaf/iLznbZG+bXF4esrMpUm8MYlacow7/A6IyQBioGEaAh6UOSWwW
sQz+6KO6RNneu5+PvGt18rGGmV jdevtTZSTT//d1lJyREItmsyHkY5cHMugzz8FAh
Yy2ez/q7sbll2P7YFY6TXRc4AFIIEVooK6LbsHggzwciBhc80Ue7bg+T60uFYECBW
1hNwzGLbt jkOlui/1jbgBRAYkbbgciWj337ZRjzbea8NeaoYYQo2ZHMIHKMK 7mgsS
z6E0XGz++vz83pdsh/ZHF/18150gvGZjG99KvpDy62Z3PxSAASBOxx403wpUEd4B
+8RBIN4I+9xPKmgBFQOx2/gLY3jgLc81lWGp80oP1jZHDCYv4ArMPnFZk4k+gpYu65r+
Iwy8HIYDzsUNJPxZwHo1GX9BQKt+/X4p0aqLE04G5gP10TrnsL5CMAWGyphpPz0U
3b69yGFwpL/Fj2NZ3LxD6b+fFsVccoqrEz70WPpgfB4NAVVVXLT jI4GkMCHApLhr
466UrQvoEG1lVzAPbxVo/2qgVal+cTc8XvIY3s/kKLcHnsOvC60ICVKM1IENPQLv42s
K+gg2NZpM3RHyeplbHe+rPzUeOIOMCSUluVQxp6HghEivLX9D4WUlAsaut 747uMy
fugRllvaTmgVHpcO6Bdc/104TiyAXvZYYh+Uv9U8YZPckNZCH15y4sJITVXQGQhLN
KzQzFNX3mcgFYBW7xzr0fLSGaQxC1lgQ6SPaOcUKp2 jShAInPMB131i16Mz0S009BW
9SgnXDcgaiGQWeM4VY1gHuuQmKj4WitLUOUe5A1zZDTPMNOJvUnh99brfVET jien
gNHRtdvrXwt+N2baVRn0GFt j66ebu/rAzqTNZsA5p/F+APdUzxUDrPfhlWYrzzSQ
8DX1RMCTLLRzafCVXLV3xNbWnrfFPX4i1kT+roGTRjYgPvOyDUtvrIt7HKFnZoLl
mLkk4aul/TQgJ72Ne3+wYYsMvOwrHbF8NLmsgyAJSEgW1+FUUBx65319H6C1iABOF
8YVvz7ShgSwhxGllroER11wJLAXclLWgR65rvkCYVCH7bIHU7kvQoyIZXaLslAnh
rBNh1850H8RmMBfNXNPbt 6Hh+2KknmaP CkMXxEWKNrLmGseoTJ1l/okRunut+DW3FXI
ashoguanB05zVngb+r+jzAwWFRGVY30Cgeepb0gBwQDyeZBCCWD3Mr /1wXnB7540h
/zZMURXTNtwZUOh2gqcJd3X1pi0S12mNvLSmIyxzZv2dYDolmPwJHptP7tBiKnsZoHM
wbCEUA21JsHRLDXXyC82AtttZv2auF1lpO6Ne2H/en8Y+z8MRDG7gBI48IDGK3E j
EOhl1VdxVhWvEuavw83TVpvdKo0Q7rVRC1IhHSttat1lz8TxnKRxIRvxXC+{fJ2xGx1Pv
onlaYRg5tL/jIujIGVHHeSeqB8lyiwJ2dFfYd1I3VaCSObVBwVbDKVR1i1HskeSB
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WGT7hyhS0SDnhO9MVHW0z30JWnxxXfg4dBOCOVOWLsTqZmObncxxBZBRO60kSY8RL
S9mY¥paSeHL129h30IKecjiXhhsA3UI60yIS7VS9dzLEOWS53ttUSMLiHhXnYANyS5U
eqar+811uxtB90CjunOgqtgkHOu4Ch+1nAUjdmz7cUPXLwgPgwr/WqJxORTnpGL10
hEumGFYF3h/XIuW3bNCqjAutco8B38s0kGBipd0XCg+Rr60S31US2//mnrglEO5K
VtKVK+NxfcWkpzczLFOIxGLwHs Sqg3He2QgGovkRRKCZEO /bBghvbvAeZYZ1012/
clB4eYdplzzJ7s3hKPwg678LBRXT3Fs4a9BpgEnvUot 6WfgOsP/zsszS247EjWra
w+OAKgdhSOILeuaxfpHRR2FEDYVU+yBdwJ jHYzp3knXDDsSEALaUnMAbOIhZ3A79hY
tCSmzEhXfHAOdpwOwgVoL8VpvumZna/GZES84USuPEHbES5eeX/ 6BLNIx3606FXkB8
waoUUNuiHpPMQObz3cLxZZxXN2TGrmmUbpId9+CPfymRGQ9sgBTShxg+tZ7Fz03vSM
WB7Vv+uxhCfBOy45MPX05vVAaxIENAQRabGPty 7TWqZepGXNd jwC5PaKDPuG699WD
22BOPA8sJ7TLgG]/yJI8Azk10pl5DUr+Kr5gDSwi+j8jt3hhzeFUpQ+9aFmxblIVE
WO1lKg5VXLVscZZ13J7hpbG62BmnlEMPY7pV6B+PkbxWkXaT8b+GW80VSzW2uulOcl
Fedl9AGzjYP1FPfRAt ZkHgpMfgbtk 60SNkGx/9mjs50YRIORCMy2PCKiMh3tPYC
10nyJymV6x58UBLtRNbjaUD+rCiueaS5hEUv04xdKB37XJ1OECNT/Z8A+DQGLpLby
U7GHTCTMzNLOwWMibhfc2FRfC2q/MazZC4N/IrBOEWAXDIm7GDH1kUOaHL9ADC9vyg
xz44m/CTcf5ETE4d/ rEm7FEFnzVtBPbd1Ghi3EXhQ7WCRylo jRPokt dKNvePxSQ1
fVemwRsBA9 JfLTwIzS/ASUTQohDpYaaqvV97aUNn9psRuFblwgGUx0I/XuCUdbFxa
zuM9a7 jxDByOVyTn43GINFO1nK+/R3zX1cYmOCVvF4+QUNZIOUEPONVE9CJb68StH
gAeV4HIRBg3/jU+8PRHTyUz1Qf 7vRXKiDMIlnrTlbelccIJTWxUt ybEKECersUX+zv
Ybv2/w339RJIrY0+Bc2VJIt QuB6DX7p2HTQyfvaZzTgN80ZLAkKkBI/xk4WC6VCc+h7£fm/
v5¢cqgIjJdJdjO0SES2VoyPOcu/rJ06+gg7v+OHHehmhkehuQNsLnX1dAgGJyiFKcvw4C
+NrQ2IT8uJ54Q+ytrAMr8GDV7F6cHb9BuUyTT1ubQEP1L5EwWCEFWUESEV3A4quit9
t1r3jEuPBc3fqyIcmDNKP58gS0ZP03m/ fJEW1LX6yROIEKrSXZD6PbUYgNT+qZD+
Rh1NUJ6dIpd+xxA837NxUOnkrJQ3uvOVvURBKVV2000XzDVKRtAIEY8aVic6ZAXIX
ZHgkikEiFxgNcMxiO4agsE7gqwCKvpg6llM+xxXFs5Pugqoj7vL1ihzCjoABgne5SE
yBkYqU20U7uoIvWSwVdtwgX1Th/adN5t01nl1HWcMHBooh04nfpMrhci80i/XYTAOQ
new3JLMwZXEBZh1kZ62ZZt1PA68K9f6XkSTad+bx+s3iVOK4ARmLt 7VC88+1Kspsn
/pnDEBfBCQhGD07YeKUJBbJ3RPdR16rsj54PRsZk0OA12MoQZJ6PnzfI6EHsQXNad
PnYFB6ZGrselayA9QgibkRFMKGRSakkB+fgl2M36RB8Ce0766iMoc5qc8n5gz0oH
BBlfTiAHTGU+6AhEGUSki1fLZaehBcp5yD12I5I51c0X786Zjdm4oGbGg4gbIleyul
OLx8vkbI9L3ZvkLgZAvnlr2dZKOxyNew jOQwEFGOS5ErbK7qpgD6TC5VZCiTLIKs1N+B
13/UjwSwcO0Lt3P7dep80DySMgxKYDQJOGNBFA6kwdZzT1aXREQUFHukwn6£fnl0kX
1p/2K+0YUsA40E9gLOCWEMWCNMYRQykOgqpgWWIykrM14e fXkQxSAATQPOWEW/uxs
POB4rVeZStpz09cielEO0tVcoipItpNvVQTENAC/p4Eg2bw2dW+VdA6NB/HwobsPY3
YRox1LGrfjOLH7Rg0gg3pI0D2u9qo3A72Z95vkGULTEFOBYkIf9/SFOEWNSJARND
BOBA51Mrg3S9gwJEOYoA4KuFgLmpbmQglK3bdi9M9aDK3hgQgLgWSGB4TF00WuaG
1kKQSPvZH0dZGt YxCInNDth5BplMhVmS05mlr/uRKAVjdSq3MKj/20/Nm7P28dRt
O+w7rvRINTpS fiWbstkwtBnheOkyX9usXUlqigTIUsA1XqglaG5g5grDpGo9Ijgyali
ShQJ7cLOtGFIJ1lkZgG/ fT+jbINSNke5uvMLF9/chmmR2SZEHoultahe8J2/97H+H
L6epMyb4QYeHOJTLDLEbyz8bvouA8ydhOHbMj6Vr80x9af+UulFhDtJs57goehgS
/SB1jJIGOMw10kHhLpK8gOk9i+NZOO5N+GiB1lVgusHDy jsUHnxk 3mM8hoRggpk xAW
TmgZagmEO9gk 7PEct110AgrwdTSIBOWHIudg9cV1yFilkkI2kt JEZPD/i8uZg0O5n
pdévdw/XJuPopVn5nwJIxOwQy1RKDNSOUaWRasZc31+16D4eywDgDesSLaBmXUlU1
dbbtKO140nAEwWQliyE+Q7JABttILJ8aDSe jBvP5gUvKPBl1iDLWAXMRI8ruJeMdbE
/6qCA6YAC5v/UXREKCZBgSYsO0aEgQD1YKZEIMhn64NDgpdiCX4gwe/sCawTcX1E5r
XLgnSSpfLbIexggQ46MalBLGpIChiGO2bwlIZmlGGOXgpOmKNG6FP00OsSnwwg9D2J
nquParO4ILWbL9aWBcA6EIkcer/COfWGidtazmT j5MXkD831Y3cozRuC9dYLO+4R
FXsWzvgQeXiaulz8iQsgxKUj2DcPT2k6j/gzSXz/M5xapjl3Bk6VHIKOR194 /smT
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gJjGIvWONYdZ jv5J3130Q0wWCLIT/ZgdgIFW82 jfmGvoe2zu/00XnVIFP4Lbrdrtv6
1f54Hr/h8jgJoRnBGAh3doQIGdgLiZZDPt+GWMxreYAk1 6mbXpugnd 9bP8G75ZKg
5Azp5xgNcm/rPGYEp+9iQJSggoz+dgGiQO0u371K+i0/A00zJ845NW82hoUye0C+X
DB60kbbYCgGmPou7bBVaUINQQJRUTNGd/Yr1EaOQVScMZ09FN2hjx6V1z jdMUvTe
XXpJ2C5R14kxHY6pw8mInAg9ja7jmY2e7xaNA4cwRNT JbH7J5uZFNEC2kS£4Z07V
k7MOX+zDe285FfVBS2+97yAlL3xal j1E4DZVFOw+3dKD+W2bg4r0Yhds/wxYH+M5
GU9zLrHEbwOGsPwUr50w9isSu+o9SKeOCEtWrzHz1£JInH26woPOObWy+kkG2cunPN
T5e+0OPw9K3MgBkNZ9YG6Ce9ULghO65f4LISAwDSsMG13eNhgzMPLtCJZAP8K7dEL
80c3POYONSB81gloyxDwHKJz0S/HMwrancUO5V9abkZuYhsOGW+1K jswd+cPh5Y8
HoL3GF+0OAopbYYesvIWgzh0/MtYYUoI3kPvUd4vdWNHEbtH]1 fSALDs5pukAE9ny8
0GhNtdoH04cV1vDmpyfbLcDTwi+UJ5tT1VQOMGLUFo/CxDVIvIWjXhJdd7kSt+7+K1L
YPzrT6ggMFrLAOkYRIa5K/n99%wp2aYab7/DkwfpEjZI=

B.2. Signed-only Messages

These messages are signed-only, using different schemes of header
protection and different S/MIME structure. The use no Header
Confidentiality Policy because the hcp is only relevant when a
message is encrypted.

B.2.1. S/MIME Signed-only signedData Over a Simple Message, Wrapped
Message

This is a signed-only S/MIME message via PKCS#7 signedData. The
payload is a text/plain message. It uses the Wrapped Message header
protection scheme.

It has the following structure:

application/pkcs7-mime [smime.p7m] 4319 bytes
(unwraps to)

message/rfc822 inline 642 bytes
text/plain 228 bytes

Its contents are:

Content-Transfer—-Encoding: base64

Content-Type: application/pkcs7-mime; name="smime.p7m";
smime-type="signed-data"

Subject: smime-one-part-wrapped

Message—-ID: <smime-one-part-wrapped@lhp.example>

From: Alice <alice@smime.example>

To: Bob <bob@smime.example>

Date: Sat, 20 Feb 2021 10:04:02 -0500

User—-Agent: Sample MUA Version 1.0

MIIMcAYJKoZIhvcNAQcCoIIMYTCCDFOCAQEXDTALBglghkgBZOMEAGEWGgKZBgkyg
hkiG9wOBBwGgggKKBIIChk1JTUUtVmVyc2lvbjogMS4wDQpDb250ZW50LVR5cGU6
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IG11c3Nhz2UvemZ jODIyOyBwecm90ZWNOZWQtaGVhZGVycz0id3JhcHB1ZCINCKNY
bnR1bnQtRG1zcG9zaXRpb246IGlubGluZQOKDQPNSUIFLVZ1cnNpb24 6 IDEUMApPD
b250ZW50LVR5cGU6IHR1eHQvcGxhaW47IGNoYXJzZXQ9InV0Zi04IgpDb250ZW50
LVRyYW5zZmVyLUVuY29kaW5nOiA3Ym1O0CIN1YmplY3Q6TITHNtaWl1lLWOuZS1wYXJ0
LXdyYXBwZWQKTWVzc2FnZS1JRDogPHNtaWllLWOuZS1wYXJ0LXdyYXBwZWRAbGhw
ILmV4YW1lwbGU+CkZyb206IEFsaWN1IDxhbGl jZUBzbW1ltZS51eGFtcGx1PgpUbzog
Qm9iIDxib2JAc21pbWUUZXhhbXBsZT4KRGF0ZTogU2F 0LCAYMCBGZWIgMJAYMSAX
MDowNDowMiAtMDUWMAPVc2VyLUFNZW5001iBTYW1wbGUgTVVBIFZ1lcnNpb24gMS4w
CgpUaGlzIGlzIHROZSBzbW1ltZS1vbmUtcGFydCl3cmFwcGVkIG11c3NhZ2UuCgpU
aGlzIGlzIGEgc2lnbmVKLWOubHkgUy9NSUIFIG11c3NhZ2UgdmlhIFBLQ1IMJNyBz
aWduZWREYXRhLiAgVGhl1CnBheWxvYWQgaXMgYSB0ZXhOL3BsYW1uIGl1lc3NhZ2Uu
IE10IHVZZXMgdGhlIFdyYXBwZWQgTWVzc2FnZQpoZWFkZXIgcHIvdGVjdGlvbiBz
Y2h1bWUuCgot LSAKQWxpY2UKYWxpY2VAc21lpbWUuZXhhbXBsZQggggemMIIDzzCC
AregAwIBAgITDyO01lvRE510rOQlSHoe4 9NAaKtDANBgkghkiGI9wOBAQOFADBVMQOwW
CwYDVQQOKEWRJIJRVRGMREWDWYDVQQLEWhMQU1QUyBXRzExXMC8GA1UEAXMoU2FtcGx1l
IExBTVBTIFJTQSBDZXJ0aWZpY2F0aWOuIEF1dGhveml 0eTAGFwOxXOTEXMFAWNjUO
MThaGA8yMDUyMDkyNzA2NTQOxXxOFowOzENMASGA1UEChMESUVURJERMASGAIUECxXMI
TEFNUFMgV0cxFzAVBgNVBAMTDkFsaWN1IExvdmVsYWNIMIIBI jJANBgkghkiGOwO0OB
AQEFAAOCAQ8AMIIBCgKCAQEAmMPUp+0ovBouOP 6AFQJ+RpwpODxxzY60n11J53pTeN
SiJ1lWkwtw/cxQg0t4uD2vWYB8gOUH/CVt2Zplc+auzPKJ2Zu5mY6kHm+hVB+Ithj
LeI7Htg6rNeuXg50/TuTSxX5R1II1EXGt8p6hAQVeA50Z22afHg4b97enV8gozR0O/N
kug4AkXmbk 7THNc8vvjMUJanZ/vVmS4TgDgX jWShplcI31lcvvBZMswt41l/0HJvmSw
qpS60QcAx3Weag0yCNjlVIVIyu/3DjcYbwiW21J£5NbMHbMILY4X5chWENEbkN6hQ
ury/zxnlsukgn+fHbquvwDhJLAgFpW/ JA/EB/WI+whUpgtQIDAQAB04GVMIGSMAWG
A1UJEWEB/wQCMAAWFwYDVROgBBAWD JAMBgpghkgBZOMCATABMB4GA1UJEQQXMBWR
E2FsaWN1QHNtaWllImV4YW1lwbGUwWwEWYDVRO1BAWWCgYIKwYBBQUHAWQwWDgYDVROP
AQH/BAQDAgUgMBOGA1UdDgQWBBSiUOHVRDYAKRVB8ASPw546vz fN3DzAfBgNVHSME
GDAWgBSRMI 58BxcMp/EJKGU2GmccaHbOWTANBgkghk1iG9wOBAQOFAAOCAQEAGUL 4
0JyXxMpwWpAy1OvK6NEbM11gD5H14EC4Muxglu0g2XgX0SBHI6DEX/41LDsfx7£SIu
s8gWVY3WgMeuOA7IizkBD+GDEu8uKveERRXZncxGwy2MfbH1Ib3U8QzTjgB8+dz2
AwYeMxODWqg9opwtA/1TOkRg8uuivzZfg/m5fFo/QshlHNaaTDVEXsU4Ps98Hm/3gz
nbvhdjFbZbi4o0Z3tAadR1E5K9JiQaJYOnUmGpfB8PPWDR6chMZeegSQAW++0OIKgH
rg/WEh4yiuP fgmAvX2hZkPpivNJIYdTPUXTSO7K459CygbgG+sNOo2kc1nTX185RH
NrVKQK+LOYWY1Q+hWDCCA88wggK30AMCAQICEzdBBXntdX9CgadcOvT4asbagdcw
DQYJKoZIhvcNAQENBQAWVTENMAsGA1IUEChMESUVURJERMAS8GALIUECXMITEFNUFMg
VO0cxMTAVBgNVBAMTKFNhbXBsZSBMQU1QUyBSUOEgQ2VydGlmaWNhdGlvbiBBdXRo
b3JpdHkwIBCNMTkXMTIWMDY1NDE4WhgPMJAIMIASMIcwNjUOMThaMDsxDTALBgNV
BAOTBE1FVEYXETAPBgNVBASTCEXBTVBTIFAHMRcWFQYDVQQODEWS5BbG1 JZSBMb3Z1
bGFjZTCCASIWDQYJK0ZIhvcNAQEBBQADggEPADCCAQOCGgEBALT0iehYOBY+TZp/
TS5K2KNIOSHwr+E3wP6XTvyi 6WWyTgBKOLCOWI2 juwdRr JEFBSXkk 7pWp jXwsA3AS5G
Otz0FpfgyC70xsVcF 7Tq4WHWZW1e YXFK1QHJID73nQwXP 968+A/3rBX7PhO0DBbZnE
itOLPgPEWITtdg0VQQ6Wz+CRQ/YbHPKaw7aRphZ063dKvIKp4cQVtkWQHi 65y TG
sgkLcLNau5LZDQUdsGV+SA03nBAWCRYV+I65x8Kf4hCxggqmiv3d/2NKRuOBXnDe /
N+1iDz3X0zEoj0fgXgg4SWcCOnsGllyyXt1TL270I6ATKRGIWiQVCCpDtcONT6vdJd
45bCSzsCAWEAAaOBrzCBrDAMBgNVHRMBAf8EA JAAMBCcGA1UdIAQOMA4wDAYKYIZI
AWUDAGEWATAeBgNVHREEF zAVgRNhbG1 jZUBzbW1tZS51eGFtcGx1MBMGA1UdJQQOM
MAOGCCsGAQUFBWMEMA4GA1UJDWEB/wWQEAWIGWDAJBgNVHQ4EFgQUuU/bMsi0dBhIc
164papAQ0yBmZnMwHWYDVRO jBBgwFoAUKTCOfACcXDKExCSh1NhpnHGh2 9FkwDQYJ
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KoZIhvcNAQENBQADggEBAHOJo janzamgaSN3/ggSQ4cbbmdj/R40BEPr+gXT+xii
dfZ2iLNwYyTneuK6AChwKfnNvOFb81V1iffRTF/KtmVEDMR/sYegqAH83KM5p3el?2
1Vh40HhyI0OgNuz50ShNaACSioQ23WxHGVy9vsdVEinbhsplrWgINQ2WbhpCmK+2oMh
20Y10Z/wvXMt 9cG6 jbMvcdH4z0IOvg6bmrYKKTM/RCGnumghxwYToj10yD5Gs4D21I
JCw+£f£X50Dxh52MbNRYXTus2ZPRPM8JXNQCAGWv4km3M4rKnIDd6hnoQ9rNeozIcB
VyybQYjfrgg4DRvwIKsk220H4ConlB8f7R7s11LM2cSYxggIAMIIB/AIBATBsSMFUx
DTALBgNVBAOTBE1FVEYXETAPBgNVBASTCEXBTVBTIFAHMTEWLWYDVQQODEYyhTYW1lw
bGUgTEFNUFMgUINBIENlcnRpZml jYXRpb24gQXvV0aG9yaXR5AhM3QQV57XV/Qgmi
XDr0+GrOmgnXMAsGCWCGSAF1AwQCAaBpMBgGCSgGSIb3DQEJAZELBgkghkiGOw0OB
BWEWHAYJKoZIhvcNAQKFMQ8XDTIxXMDIyMDE1IMDQwMlowLwYJKoZIhveNAQKEMSIE
IPno+5X5nFLPT0g5vegHgVP40V2 /uzd4xPnLikghgYIvMAOGCSgGSIb3DQEBAQUA
BIIBAKGT7Ng53TFMHU6ciIcQ9Tgg987YPEVAIJJI23U+60DXrXSrrmcZCqgd2ZTyhdn
£f5Wc8vBoCI9t zZRBoQplO0WMS3WyQQkkWYY+ovPyDgcEt31iixC0aVRWIZoDig5SiWRS
1B9CUcsKueu0IGlxmdvCmI/wrODkDEgiSV0Z+d2cs/I+0S1FSNVosffsd4JhkTxi
2dD5BMCfal0zaS96GPadv47p30izmSO9u2TIBCceD94k6iThG0j19rdeUmOunTKlb
0dz6Y1T1Vrb+s+nYGQUtOWWGUl08540CYjWuTi2Twz1BIONrrMM6xR+T8JAXITkXx
vKwjALlETt 2Nvp0OgVR9izIeeiO0=

B.2.2. S/MIME Signed-only multipart/signed Over a Simple Message,
Wrapped Message

This is a signed-only S/MIME message via PKCS#7 detached signature
(multipart/signed). The payload is a text/plain message. It uses
the Wrapped Message header protection scheme.

It has the following structure:

multipart/signed 4562 bytes

message/rfc822 inline 672 bytes

text/plain 256 bytes

application/pkcs7-signature [smime.p7s] 3429 bytes

Its contents are:

MIME-Version: 1.0

Content-Type: multipart/signed;
protocol="application/pkcs7-signature"; boundary="8a8";
micalg="sha-256"

Subject: smime-multipart-wrapped

Message—-ID: <smime-multipart-wrapped@lhp.example>

From: Alice <alice(@smime.example>

To: Bob <bob@smime.example>

Date: Sat, 20 Feb 2021 10:05:02 -0500

User—-Agent: Sample MUA Version 1.0

-—8a8

MIME-Version: 1.0
Content-Type: message/rfc822; protected-headers="wrapped"
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Content-Disposition: inline

MIME-Version: 1.0

Content-Type: text/plain; charset="utf-8"
Content-Transfer-Encoding: 7bit

Subject: smime-multipart-wrapped

Message—ID: <smime-multipart-wrapped@lhp.example>
From: Alice <alice@smime.example>

To: Bob <bob@smime.example>

Date: Sat, 20 Feb 2021 10:05:02 -0500

User—-Agent: Sample MUA Version 1.0

This is the smime-multipart-wrapped message.

This is a signed-only S/MIME message via PKCS#7 detached
signature (multipart/signed). The payload is a text/plain
message. It uses the Wrapped Message header protection scheme.

Alice
alice@smime.example

--8a8
Content-Transfer-Encoding: base64
Content-Type: application/pkcs7-signature; name="smime.p7s"

MITJ4AYJKOZIhvcNAQcCoITIJOTCCCcOCAQExXDTALBglghkgBZOMEAGEWCWYJKOZI
hvcNAQcBoIIHpjCCA88wggK30AMCAQICEWS8tJbOROZAKzkJUh6HUPTQGLirQwDQYJ
KoZIhvcNAQENBQAWVTENMASGA1UEChMESUVURJERMASGAIUECXMITEFNUFMgVOcx
MTAVBgNVBAMTKENhbXBsZSBMQU1QUyBSUOEgQ2VydGlmaWNhdGlvbiBBdXRob3Jp
dHkwIBCcNMTkxMTIwMDY1INDE4WhgPMjA1IMJASMjcwNJjUOMThaMDsxDTALBgNVBAOT
BEIFVEYXETAPBgNVBASTCExXxBTVBTIFdHMRcwEQYDVQQODEWSBbGL jZSBMb3Z1bGF j
ZTCCASIWDQYJKoZIhvcNAQEBBQADggEPADCCAQoCggEBAJqVKEqLwal jj+gBUCEk
acKTg8cc20tJ9Z2Sed6U3jUociZVpMLcP3MUKtLeLg9r1mAfID1B/wlbdmadXPmrsz
yvidmbuZmOpB5voVQfiLYYy3i0x7Y0qzXrl6udP07k0sV+UdSNREFxrfKeoQEFXgOa
Gdmnx40G/e3plfIKMOdPzZLoOAJF5m500xzXPL74zFCWp2f1ZkuE4A6141koazXC
N5XL7wWTLMLeNf 9Byb5k sKkqUugEHAMd1 nmoNMgjYOVEVEcrvOwd 3GG8FtpSX+TWz
B2zNS20F+XIVnzRG5DeoULg8v88Z5bLpIlJ/nx26r8A4SSwIBavVv4AwPxAf11iPsIVK
arUCAWEAAaOBrzCBrDAMBgNVHRMBAf8EAJAAMBCcGA1UdIAQOMA4wDAYKYIZIAWUD
AgEWATAeBgNVHREEFzAVgRNhbG1 jZUBzbW1tZS51eGFt cGx1MBMGA1UdJQQMMAOG
CCsGAQUFBWMEMA4GA1UdDWEB/wWQEAWIFIDAJBgNVHQ4EFgQUo1NB1UQ8gCkVEAE j
80e0r83zdw8wHwWYDVRO jBBgwFoAUkTCOfACXDKExXCSh1NhpnHGh2 9FkwDQYJKoZI
hvcNAQENBQADggEBAIFJeKCcsTKcFqOMpTryu jRGzJdYA+R9eBAUDLsatbtKt 14F
zkgRy0g31/+Cw7H8e30iLrPIF1WN1gjHrjgOyIs5AQ/hgxLvLir3hEUV2Z3MRsMt
JH2x9SGI91PEM046gfPnc9gMGH jMTglgqvaKcLQPS5UzpEYPLror2X4P5uXxaPOLIZR
zWmkwlRF7FOD7P£fB5v94M5274XYXW2W4uKGA7QGnUZROSVSYkGiWDpl JhgXwfDz8
AQ0enITGXnoEkAFvvjiCgh64P1lhIeMorj36pgLl90WZD6YrzSWHUZz1F00juyuO£fQs
amb6hvrDTgNpHNZ015f0URzalSkCvi 9GFmNUPoVgwggPPMIICt 6ADAgGECAhM3QQV5
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7XV/QamiXDr0+GrOmgnXMAOGCSgGSIb3DQEBDQUAMFUXxDTALBgNVBAOTBEIFVEYx
ETAPBgNVBASTCExXBTVBTIFAHMTEWLWYDVQQODEYhTYW1wbGUgTEFNUFMgUINBIENL
cnRpZml jYXRpb24gQXV0aGo9yaXRSMCAXDTESMTEYMDA2NTQOxXOFoYDZIWNTIWOTI3
MDY 1INDE4AWJATMQOWCWYDVQQKEWRJRVRGMREWDWYDVQQLEwWhMQU1QUyBXRzEXMBUG
A1UEAXMOQWxpY2UgTG92ZWxhY2UwggEiMAOGCSgGS Ib3DQEBAQUAA4 IBDWAWGGEK
AOIBAQCO09InoWDgWPk2af0+StijSNORSK/hN8D+10780ullsk4ASvSwjsCNo7sHU
a4xQU15J06VgY18LANWORjrcI9BaX4MguzsbFXBe6uFhlmVpXmFxSpUByQ+950MF z
/evPgP96wV+z4TtAwW2Z234rTiz4DxMIO7XYNFUEOLls/gkUP2GxzymsO2kaYWTut 3
SryCqgeHEFbZFkB4urMk4xrIJC3CzWruS2Q0FHbBl1 fkgKNSwXVgkWEF£iOucfCn+IQ
saqpold3£f9jSkbtAVSw3vzfog8919MxKI9H614KuEInAtJ7BtZcs17dUy9u9COgE
ykRiVokFQggQ7XNDU+r3SeOWwks 7AGMBAAG jga8wgawwDAYDVROTAQH/BAIWADAX
BgNVHSAEEDAOMAWGCMCGSAF 1AwIBMAEWHgYDVRORBBCWEYETYWxpY2VAc21lpbWUu
ZXhhbXBsZTATBgNVHSUEDDAKBggrBgEFBQcDBDAOBgNVHQ8BAf8EBAMCBSAWHQYD
VROOBBYEFLv2zLItHQYSHIeuKWgQENMgZmZ zMB8GA1UdIwQYMBaAFJEwW jnwHEwyn
8Qko0ZTYaZxxodvRZMAOGCSgGSIb3DQEBDQUAA4IBAQBzial2p86poGkjd/4KkkOH
G25nY/0eNARD6/0F0/sYonX2doizcGMk53riugAocCn5zbzhW/JvdYn30UxfyrZzl
RAzZEf7GHggB/NyjOad3pdpVYeDh4ciNKjbs+aEoTWgAkogENt1sRx1cvb7HVX524
bKZaloPTUN1Im6QpivtgDIdgGIdGE8L1zLEfXBuo2zL3HR+MICDr40pg2JCkzP0Qhp
TpoIccGE6I9Tsg+RrOA9iCQOsPnl1+Tg8Y¥edjGzUWFO07rNmTOTzPCVzUAuBlr+JJtz
OKypyQ3e0Z6EPazXgqMyHAVcsmOGI364I0A0b8PSrINt jh+AqJI5QfH+0e7NSzNnEm
MYICADCCAfwCAQEWbDBVMQOWCWYDVQQOKEWRJRVRGMREWDWYDVQQLEWhMQU1QUyBX
RzEXMC8GA1UEAXMoOU2FtcGx1IExXBTVBTIFJTQSBDZXJ0aWZpY2F0aWOuIEF1dGhv
cml0eQITNOEFeellf0Kpolw69PhgzpaplzALBglghkgBZOMEAgGgaTAYBgkghkiG
9wOBCOMxCWwYJKOZIThvcNAQcBMBWGCSQGSIb3DQEJBTEPFWwOYMTAYMJAXNTAIMDJa
MC8GCSgGSIb3DQEJBDEiBCALOMrQogvVsAh7w8dZ49veRaAFhTQ49VmGVz+leTbz
t JANBgkghkiG9w0OBAQEFAASCAQA/I JjhMNKkM+NpI3wGfQyDC1EMkiUG5SQ88JC0zcC
Xaz46K27ncQh+PWIOTChvi9VIOVRIEVKx7sh0dBnjhogrMTH3V1ImZPgyL2HdsfLvXa
WHMHQOMbTnsZH8+kgOLdOZG/ zbQMgR3sSv992f6ShxZNdazwGSf5s7Hs6+an6yy24
VtIghT5xHHVMEfDLUVW4 sXwRugWKohiW+cjZ216SQ5zP14KJIBpriMWv8A/4sdv5aC2
ImraEATJ1gIse53X6XPDt/+9BsXOrvbIvXRIbgMJBK8gIz6a072n/dvmlfHjdBXv
9t75zgN+0821RiUiSbBoaB3FP0s13prszZ4QRr3Yv7vpv/HOR

--8a8—-

B.2.3. S/MIME Signed-only signedData Over a Simple Message, Injected
Headers

This is a signed-only S/MIME message via PKCS#7 signedData. The
payload is a text/plain message. It uses the Injected Headers header
protection scheme.
It has the following structure:
application/pkcs7-mime [smime.p7m] 4234 bytes

(unwraps to)

text/plain 239 bytes

Its contents are:
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Content-Transfer—-Encoding: base64

Content-Type: application/pkcs7-mime; name="smime.p7m";
smime-type="signed-data"

Subject: smime-one-part-injected

Message—-ID: <smime-one-part-injected@lhp.example>

From: Alice <alice@smime.example>

To: Bob <bob@smime.example>

Date: Sat, 20 Feb 2021 10:06:02 -0500

User—-Agent: Sample MUA Version 1.0

MIIMMgYJKoZIhvcNAQcCoIIMIzCCDB8CAQEXDTALBglghkgBZOMEAGEWgGgJIbBgky
hkiG9w0BBwGgggIJMBIICSELJTUULVMVyc21vbjogMS4wDQpDb250ZW50LVRYYW5Z
ZmVyLUVuY29kaW5nOiA3Ym1O0DQpTdWIgZWNOOiBzbW1ltZS1lvbmUtcGFydClpbmpl
Y3R1ZAOKTWVzc2FnZS1JRDogPHNtaWl1LWO9uZS1wYXJOLWluamVjdGVkQGxocC51
eGFtcGx1Pg0KRNIVbTogQWxpY2UgPGEF saWN1QHNtaWl1ImV4YW1lwbGU+DQpUbzog
0m9iIDxib2JAc21pbWUUZXhhbXBsZT4NCkRhdGU6IFNhdCwgMjAgRmViIDIWMIEg
MTA6MDY6MDIGLTAIMDANC1VzZZXItQWdlbnQ6IFNhbXBsZSBNVUEgGVmMVyc2lvbiAx
LJANCkNvbnR1bnQtVH1wZTogdGV4dCO9wbGFpbjsgY2hhcnN1dDO1idXRmLTgiOyBw
cm90ZWNOZWQtaGVhZGVycz0idjEiDQoNClRoaXMgaXMgdGhlIHNtaWl1LWOuZSlw
YXJO0LWluamVjdGVkIG11c3NhZ2UuDQoNClRoaXMgaXMgYSBzaWduZWQtb25seSBT
L01JTUUgbWVzc2FnZSB2aWEgUEtDUyYM3IHNpZ251 ZERhdGEUICBUaGUNCnBheWxv
YWQgaXMg¥SBOZXhOL3BsYW1uIGl1c3NhZ2UuIE1O0IHVzZZXMgdGhlIEluamVjdGVk
IEh1YWR1cnMNCmhlYWR1ciBwem90ZWNOaW9uIHNjaGVt ZS4NCgOKLS0gDQPBbGL
ZQOKYWxpY2VAc21lpbWUuZXhhbXBsZQ0KoIIHp jCCA88wggK30AMCAQICEWS8tJbOR
0ZdKzkJUh6HUPTQGirQwDQYJKoZIThvcNAQENBQAWVTENMASGALUEChMESUVURJER
MAS8GA1lUECXMITEFNUFMgV0cxMTAvVBgNVBAMTKFNhbXBsZSBMQU1QUyBSUOEgQ2Vy
dGlmaWNhdG1lvbiBBdXRob3JpdHkwIBcNMTkxMTIwMDY1NDE4WhgPMjAIMJASMjcw
NjUOMThaMDsxDTALBgNVBAOTBE1FVEYXETAPBgNVBAsSTCEXBTVBTIFdHMRCWEQYD
VQODEw5BbG1 jZSBMb3Z1bGF JZTCCASIWDQYJK0oZIhvcNAQEBBQADggEPADCCAQOC
ggEBAJqVKfgLwaljj+gBUCfkacKTg8cc20tJ9Z2Sed6U3jUo0iZVpMLcP3MUKtLeLg
9r1mAfID1B/wlbdmadXPmrszyidmbuZmOpB5voVQfiLYYy3i0x7YO0gzXrl6udP07
k0sV+UdSNRExrfKeoQEFXg0aGdmnx40G/e3pl fIKMOdPzZLoOAJF5m500xzXPL74
zFCWp2f1ZkuE4A6141k0aZXCNSXL7wWTLMLeNf 9Byb5ksKqUugEHAMd1nmoNMg jY
OVEVECrvIwd3GG8FtpSX+TWzB2zNS20F+XIVnzRG5DeoULg8v88Z5bLpIJ/nx26r
8A4SSwIBaVv4wPxAfliPsIVKarUCAWEAAaOBrzCBrDAMBgNVHRMBALfSEAJAAMBCG
A1UJIAQQMA4wWDAYKYIZIAWUDAGEWATAeBgNVHREEF zAVgRNhbG1 jZUBzbW1tZS51
eGFtcGx1MBMGA1UdJQQOMMAOGCCSGAQUFBWMEMA4GA1UdDWER/wQEAWIFIDAJBgNV
HQ4EFgQUo1NB1UQ8gCkVEfAE j80e0r83zdw8wHwYDVRO jBBgwFoAUkKTCOfACXDKEx
CSh1NhpnHGh29FkwDQYJKoZIhvcNAQENBQADggEBAIFJeKCcsTKcFgQMpTryujRG
zJdYA+R9eBAuDLsatbtKt 14FzkgRy0Og31/+Cw7H8e30iLrPIF1WN1gjHr jgOyIs5
AQ/hgxLvLir3hEUV2Z3MRsMt jH2x9SG91PEM046gfPnc9gMGH IMTglgvaKcLQP5U
zPEYPLror2X4P5uXxaPOLIZRzWmkwlRE7FOD7PfB5v94M5274XYxW2WA4uKGA7QGn
UZROSvSYkGiWDplJhgXwfDz8A0enITGXnoEkAFvvjiCgh64P1hIeMorj36pgLl9o
WZD6YrzSWHUz1F00 juyuOfQsgmb6hvrDTgNpHNZ015f0URzalSkCvi 9GFmNUPoVgw
ggPPMIICt 6ADAGECAhM3QQV57XV/QqmiXDr0+GrOmgnXMAOGCSgGSIb3DQERDQUA
MFUxDTALBgNVBAOTBE1FVEYXETAPBgNVBASTCEXBTVBTIFAHMTEWLWwYDVQQODEyYHhT
YW1wbGUgTEFNUFMgU1INBIENlcnRpZml jYXRpb24gQXvV0aG9yaXR5MCAXDTESMTEY
MDA2NTQxOFoYDzIWNTIwWOTI3MDY1INDE4WJATMQOWCWYDVQQKEWRJIJRVRGMREWDWYD
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VQOLEWhMQU1QUyBXRzEXMBUGA1UEAXMOQWxpY2UgTG92ZWxhY2UwggEiMAOGCSgG
SIb3DQEBAQUAA4IBDWAWGgEKAOIBAQCO9InoWDgWPk2af0+Sti jSNOR8K/hN8D+1
0780ullsk4ASvSwjsCNo7sHUa4xQU15J06VqY18LANWORjrc9BaX4MguzsbFXBe6
uFh1mVpXmFxSpUByQ+950MFz/evPgP96wV+z4TtAWWN2Z34rTiz4DXMIO7XYNFUEO
1s/gkUP2Gxzyms02kaYWTut3SryCqeHEFbZFkB4urMk4xrIJC3CzWruS2Q0FHbB1
fkgKNSwXVgkWFfiOucfCn+IQsagqpold3£9jSkbtAV5w3vzfog8919MxKIOH614Ku
ElnAtJ7BtZcsl7dUy9u9COgEykRiVokFQggQ7XNDU+r3SeOWwk s 7AgMBAAGjga8w
gawwDAYDVROTAQH/BAIWADAXBgNVHSAEEDAOMAWGCMCGSAF1AwIBMAEWHgYDVROR
BBCWEFYETYWxpY2VAc21lpbWUuZXhhbXBsZTATBgNVHSUEDDAKBggrBgEFBQcDBDAO
BgNVHQ8BAf8EBAMCBsAWHQYDVROOBBYEFLv2zLItHQYSHIeuKWgQENMgZmZ zMB8G
AlUdIwQYMBaAFJEwW jnwHFwyn8QkoZTYaZxxodvRZMAOGCSgGSIb3DQEBDQUAA4IB
AQBzi1aI2p86poGkjd/4KkkOHG25nY/0eNARD6/0F0/sYonX2doizcGMk53riugAo
cCn5zbzhW/Jvdyn30UxfyrZ1RAzEf7GHggB/NyjOad3pdpVYeDh4ciNKjbs+aEoT
WgAkogENt1sRx1cvb7HVX524bKZaloPTUNIm6QpivtgDIdqgGJIJdGE8L1zLEXBuo2z
L3HR+M9CDr40pg2JCkzP0Qhp7poIccGE6IOTsg+RrOA9iCQsPnl1+Tg8Yed jGzUWF
07rNmTOTzPCVzUAUBlr+JJtzOKypyQ3eo0Z6EPazXgMyHAVcsmOGI364I0A0b8PSr
JINt Jh+AgqJI5QfH+0e7NSzNnEmMYICADCCAfwCAQEWbDBVMQOWCWYDVQQKEWRJRVRG
MREwWDwWYDVQQLEwWhMQU1QUyBXRzEXMC8GA1UEAXMOU2FtcGx1IEXBTVBTIFJTQSBD
ZXJ0aWZpY2F0aWOuIEF1dGhveml 0eQITNOEFeellf0Kpolw69PhgzpgplzALBglg
hkgBZQOMEAgGgaTAYBgkghkiGOwOBCQOMxCwYJKoZ IThvcNAQcBMBwGCSgGSIb3DQEJ
BTEPFwOyMTAYMJjAXNTA2MDJaMC8GCSgGSIb3DQEJBDEiBCBWJ1HsKaiXvrMR26xS
/Wrb+5CS85FLWuHRUKM8 5dkUFTANBgkghkiGOwOBAQEFAASCAQBE/g/trAYogNeF
90D6esBshX+oPQp8AhmTNr5mdEi+YCHaui04z941PIGHWPGGI220clyl1C68bMs T
HPlaumvé6zhot Jym50tJH1InD0cOxegMSP+/htEgb/YmOTs1tGL5W6MRDE2Qpk+ZT+
skuKKBT98a/VQGEmyIZSTJIVISmiapvYDbIBA+KPUFZ0Yd/vMtT jgldRBzadE9byX
010GDNMBigOeDeVcfU2j/rb3UELEJqSpiTqEST/JIglPvZHr+En2Z0PfMA7BKjTm
s1/sczGLBObDAJzt00G70U83zowcKn0JINse2cKU2eQMAENtuahfaXzVrmbfsW665
Mrfom9Z/

B.2.4. S/MIME Signed-only multipart/signed Over a Simple Message,
Injected Headers

This is a signed-only S/MIME message via PKCS#7 detached signature
(multipart/signed). The payload is a text/plain message. It uses
the Injected Headers header protection scheme.

It has the following structure:
multipart/signed 4487 bytes

text/plain 258 bytes

application/pkcs7-signature [smime.p7s] 3429 bytes

Its contents are:
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MIME-Version: 1.0

Content-Type: multipart/signed;
protocol="application/pkcs7-signature"; boundary="fle";
micalg="sha-256"

Subject: smime-multipart-injected

Message—-ID: <smime-multipart-injected@lhp.example>

From: Alice <alice@smime.example>

To: Bob <bob@smime.example>

Date: Sat, 20 Feb 2021 10:07:02 -0500

User—-Agent: Sample MUA Version 1.0

——fle

MIME-Version: 1.0

Content-Transfer-Encoding: 7bit

Subject: smime-multipart-injected

Message—-ID: <smime-multipart-injected@lhp.example>

From: Alice <alice(@smime.example>

To: Bob <bob@smime.example>

Date: Sat, 20 Feb 2021 10:07:02 -0500

User—-Agent: Sample MUA Version 1.0

Content-Type: text/plain; charset="utf-8"; protected-headers="v1"

This is the smime-multipart-injected message.

This is a signed-only S/MIME message via PKCS#7 detached
signature (multipart/signed). The payload is a text/plain
message. It uses the Injected Headers header protection scheme.

Alice
alice@smime.example

—-—fle
Content-Transfer-Encoding: base64
Content-Type: application/pkcs7-signature; name="smime.p7s"

MITJ4AYJKOZIhvcNAQcCoITIJOTCCCcOCAQEXDTALBglghkgBZOMEAGEWCWYJKOZI
hvcNAQcBoITIHp jCCA88wggK30AMCAQICEW8tJbOROZAKzkJUh6HUPTQGirQwDQYJ
KoZIhvcNAQENBQAWVTENMASGA1UEChMESUVURJERMASGA1UECXMITEFNUFMgVOcx
MTAVBgNVBAMTKFNhbXBsZSBMQU1QUyBSUOEgQ2VydGlmaWNhdGlvbiBBdXRob3Jp
dHkwIBCcNMTkxMTIwMDY1NDE4WhgPMjA1MjASMjcwNjUOMThaMDsxDTALBgNVBAOT
BE1FVEYXETAPBgNVBASTCExXBTVBTIFdHMRcwWEQYDVQQODEWS5BbGL jZSBMb3Z 1bGF j
ZTCCASIWDQYJKoZIhvcNAQEBBQADgGEPADCCAQoCggEBAJQVKfqLwal jj+gBUCEk
acKTg8cc20tJ9ZSed6U3jU0iZVPpMLCcP3MUKtLeLg9r1mAfIDIB/wlbdmadXPmrsz
yvidmbuZmOpB5voVQfiLYYy31i0x7Y0qgzXrl6udP07k0sV+UdSNRExrfKeoQEFXgOa
Gdmnx40G/e3pl fIKMOdPzZLoOAJF5m500xzXPL74zFCWp2f1ZkuE4A6141koazXC
NSXL7wWTLMLeNf9Byb5k sKqUugEHAMA1 nmoNMg jYOVEVEcrvIwd 3GG8FtpSX+TWz
B2zNS20F+XIVnzRG5DeoULg8v88Z5bLpIlJd/nx26r8A4SSwIBavVv4wPxAf1iPsIVK
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arUCAwWEAAaOBrzCBrDAMBgNVHRMBAf8EAJAAMBCGA1UdIAQOMA4wDAYKYIZIAWUD
AgEWATAeBgNVHREEFzAVgRNhbG1 jZUBzbW1tZS51eGFt cGx1MBMGA1UdJQQOMMAOG
CCsGAQUFBWMEMA4GA1UdDWEB/WQEAWIFIDAJBgNVHQ4EFgQUo1NB1UQ8gCKVEAE j
80e0r83zdw8wHwWYDVRO jBBgwFoAUkTCOfAcXDKExCSh1NhpnHGh2 9FkwDQYJKo0ZI
hvcNAQENBQADGGEBAIFJeKCcsTKCFqQMpTryujRGzIdYA+RIeBAUDLsatbt Kt 14F
zkgRy0g31/+Cw7H8e301iLrPIF1WN1gjHrjgOyIs5AQ/hgxLvLir3hEUV2Z3MRsMt
JH2x9SG91PEM046gfPnc9gMGH jMTglgvaKcLQP5UzpEYPLror2X4P5uXxaPOLIZR
zWmkwlRF7FOD7PfB5v94M5274XYxW2W4uKGA7QGnUZROSvSYkGiWDplJhgXwfDz8
AQenITGXnoEkAFvvjiCqh64P1hIeMorj36pgLl9oWZD6YrzSWHUz1F00 juyuO£fQs
aqm6hvrDTgNpHNZ015f0URzalSkCvi 9GFmMNUPoVgwggPPMIICt 6ADAgGECAhM3QQV5
7XV/QamiXDr0+GrOmgnXMAOGCSgGSIb3DQEBDQUAMFUXDTALBgNVBAOTBEIFVEYX
ETAPBgNVBASTCExXBTVBTIFAHMTEWLWYDVQQODEYhTYW1wbGUgTEFNUFMgUINBIENL
cnRpZml jYXRpb24gQXvV0aG9yaXR5MCAXDTESMTEYMDA2NTQXOFoYDZIWNTIWOTI3
MDY1INDE4WJATMQOWCWYDVQQKEWRIJRVRGMREWDWYDVQQLEWhMQU1QUyBXRzEXMBUG
A1UEAXMOQWxpY2UgTG92ZWxhY2UwggEiMAOGCSgGSIb3DQEBAQUAA4IBDWAWggEK
AOIBAQCO09InoWDgWPk2af0+StijSNORSK/hN8D+10780ullsk4ASvSwjsCNo7sHU
a4xQU15J06VgY18LANWOR jrc9BaX4MguzsbFXBe 6uFhlmVpXmFxSpUByQ+950MF z
/evPgP96wV+z4TtAwWW2234rTiz4DxXxMIO7XYNFUEOLls/gkUP2GxzymsO2kaYWTut 3
SryCgeHEFbZFkB4urMk4xrIJC3CzWruS2Q0FHbBl fkgKNSwXVgkWEF£iOucfCn+IQ
saqpold3f9jSkbtAVSw3vzfog8919MxKI9H614KuUEInAtJ7BtZcs17dUy9u9COgE
ykRi1VOkKkFQggQ7XNDU+r3SeOWwk s 7AgMBAAG jga8wgawwDAYDVROTAQH/BAIwADAX
BgNVHSAEEDAOMAWGCMCGSAF1AwIBMAEWHgYDVRORBBCWEYETYWxpY2VAc21pbWUu
ZXhhbXBsZTATBgNVHSUEDDAKBggrBgEFBQcDBDAOBgNVHQS8BAf8EBAMCBsSAWHQYD
VROOBBYEFLv2zLItHQYSHIeuKWgQENMgZmZzMB8GA1UdIWQYMBaAFJEwW jnwHEwyn
8QkoZTYaZxxodvRZMAOGCSgGSIb3DQEBDQUAR4IBAQBziaI2p86poGkjd/4KkkOH
G25nY/0eNARD6/0F0/sYonX2doizcGMk53riugAocCn5zbzhW/JVdYn30Uxfyrzl
RAzEf7GHggB/Ny jOad3pdpVYeDh4ciNKjbs+aEoTWgAkogENt 1sRx1cvb7HVX524
bKZaloPTUN1Im6QpivtgDIdgGJIdGEf8L1zLEXBuo2zL3HR+MI9CDr40pg2JCkzP0Qhp
TpoIccGE6I9Tsg+RrOA9iCQsPnl+Tg8YedjGzUWFO7rNmTOTzPCVZzUAUBlr+JJt z
OKypyQ3e0Z6EPazXqMyHAVcsmOGI364I0A0b8PSrINt Jh+AqJI5QfH+0e7NSzNnEm
MYICADCCAfwCAQEWbLDBVMQOWCWYDVQQOKEWRJRVRGMREWDWYDVQQLEWhMQU1QUyBX
RzExMC8GA1UEAXMoU2FtcGx1IEXBTVBTIFJTQSBDZXJ0aWZpY2F0aWOuIEF1dGhv
cml0eQITNOEFeellf0Kpolw69PhgzpaplzALBglghkgBZOMEAgGgaTAYBgkghkiG
9wOBCQOMxCwYJK0oZIhvcNAQcBMBWGCSgGSIb3DQEJBTEPFwOYMTAYMjAXNTA3MDJa
MC8GCSgGSIb3DQEJBDEiBCA6Rhu8s2iPcyWQk+TNKhP9ZHJI9+wulWjsMpAF 1NXCE
JDANBgkghkiGOwWOBAQEFAASCAQB4QMAYf42dnAe1BRb2NotiixNgdjdSpVK75af6
oND3UjdCWcd4bPbrfTZMQOKpO0FBPoOft 91w2 fWNgXwKbhD1cL3RWUmMUgqOzcNbI3XT
86VIWp79p+KwM/+SyDdfgudIRGjbs/tmKaBvaH89a8SvuxhNxq/pxgDzpy/JWC8Er
AUDTbKrNVsYD+MfzMy9BOT1K2YLKoQ6rVONIn2nXbWle+Ztv0a/getNKAEAP+5hE
OQkg50RxUP9pI5kQINdU6zgCNhRJmdlwnMxn45K+hfY8cxwwemFn94PgDGpPG4mB
yRXQP j+50yduWiHRMLXG1+fs4tgxHZXN+WaUHvS IDgNXK3r j

——fle—-
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B.2.5. S/MIME Signed-only signedData Over a Complex Message, Wrapped
Message

This is a signed-only S/MIME message via PKCS#7 signedData. The
payload is a multipart/alternative message with an inline image/png
attachment. It uses the Wrapped Message header protection scheme.

It has the following structure:

application/pkcs7-mime [smime.p7m] 5737 bytes
(unwraps to)
message/rfc822 inline 1689 bytes
multipart/mixed 1584 bytes
multipart/alternative 946 bytes
text/plain 282 bytes
text/html 380 bytes
image/png inline 232 bytes

Its contents are:

Content-Transfer—-Encoding: base64

Content-Type: application/pkcs7-mime; name="smime.p7m";
smime-type="signed-data"

Subject: smime-one-part-complex-wrapped

Message—-ID: <smime-one-part-complex-wrapped@lhp.example>

From: Alice <alice@smime.example>

To: Bob <bob@smime.example>

Date: Sat, 20 Feb 2021 12:04:02 -0500

User—-Agent: Sample MUA Version 1.0

MIIQhwYJKOZIhvcNAQcCoIIQeDCCEHQCAQExXxDTALBglghkgBZOMEAgEwWggawBgkg
hkiG9wOBBwGgggahBIIGnU1lJTUUtVmVyc21lvbjogMS4wDQpDb250ZW50LVR5cGU6
IG11c3NhZ2UvemZ jODIyOyBwcecm90ZWNOZWQtaGVhZGVycz0id3JhcHB1ZCINCkNv
bnR1bnQtRG1zcG9zaXRpb246IGlubGluZQOKDQPNSUIFLVZ1cnNpb246IDEUMApPD
b250ZW50LVR5cGU6IGL1bHRpcGFydC9taXhlZDsgYm91bmRhcnk 9T jFkNyIKU3Vi
amVjdDogc2lpbWUtb251LXBhcnQtY29tcGxleCl3cmFwcGVkCk11c3NhzZ2UtSUQ6
IDxzbW1ltZS1vbmUtcGFydCl jb21lwbGV4LXdyYXBwZWRALGhwLmV4YW1wbGU+CkZy
b206IEFsaWN1IDxhbGl jZUBzbW1ltZS51eGFtcGx1PgpUbzogQm9iIDxib2JAc21p
bWUuzZXhhbXBsZT4KRGF0ZTogU2FO0LCAYMCBGZWIgM jAyMSAxXMjowNDowMiAtMDUwW
MApVc2VyLUFNnZW500iBTYW1wbGUgTVVBIFZ1cnNpb24gMS4wCgot LTFKNwpNSULF
LVZ1lcnNpb246IDEUMApDb250ZW50LVR5cGU6IG11bHRpcGFydCO9hbHR1cm5hdG12
ZTsgYm91bmRhcnk9I jOxMyIKCi0tNDEzCkNvbnR1bnQtVH1wZTogdGV4dCOwbGFEp
bjsg¥2hhcnN1dD0idXMtYXNJjaWkiCk1JTUUtVmVyc2lvbjogMS4wCkNvbnR1lbnQt
VHIhbnNmZXItRW5 jb2Rpbmc6IDdiaXQKClRoaXMgaXMgdGhlIHNtaWllLWoOuZSlw
YXJOLWNvbXBsZXgtd3JhcHB1ZCBtZXNzYWA1LgoKVGhpcyBpcyBhIHNpZ251ZClv
bmxS5TIFMVTULINRSBt ZXNzYWd1IHZpYSBQSONTIzcgc2lnbmVkRGFOYS4gIFROZQpw
YX1sb2FkIGlzIGEgbXVsdGlwYXJ0L2FsdGVybmF0aXZ1IG11c3Nhz2Ugd210aCBh
biBpbmxpbmUKaWlhzZ2UvcG5nIGFO0dGF jaGl1lbnQuIE10IHVZZXMgdGhlIFdyYXBw
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ZWQgTWVzZCc2FnZSBOZWFkZXIKcHIVAGV jdGlvbiBzY2h1bWUuCgot LSAKQWxpY2UK
YWxpY2VAc21lpbWUuZXhhbXBsZQotLTQxMwpDb250ZW50LVR5cGU6IHR1eHQvaHRt
bDsg¥2hhcnN1dD01dXMtYXNjaWkiCk1lJTUUtVmVyc21lvbjogMS4wCkNvbnR1bnQt
VHIhbnNmZXItRW5 jb2Rpbmc6IDdiaXQKCjxodGlsP jxoZWFkP jx0aXRsZT48L3Rp
dGx1PjwvaGVhzZD48Ym9keT4KPHA+VGhpcyBpcyB0aGUgPGI+c21lpbWUtb251LXBh
cnQtY29tcGxleCl3cmFwcGVKPC9iPiBt ZXNzYWd1LjwvcD4KPHA+VGhpcyBpcyBh
IHNpZ251Z2ClvbmxS5IFMvTUINRSBt ZXNzYWA1IHZpYSBQSONTIzcgc21lnbmVkRGE 0
YS4gIFRoZQOpwYX1sb2FkIGlzIGEgbXVsdGlwYXJO0L2FsdGVybmF0aXZ1IG11c3Nh
Z2Ugd210aCBhbiBpbmxpbmUKaWlhZ2UvcG5nIGFO0dGF jaGl1lbnQuIE10IHVZzZXMg
dGhlIFdyYXBwZWQgTWVzc2FnZSBoZWFkZXIKcHIvdAGVjdGlvbiBzY2h1lbWUuPCOw
Pgo8cD48dHQ+LS0gPGJIyLz5BbGl jZ2Txici 8+ YWxpY2VAC21pbWUUZXhhbXBsZTwv
dHQ+PCOWP jwvY¥m9keT48L2h0bWw+Ci0tNDEzLSOKCi0tMWQ3CkNvbnR1bnQtVH1wW
ZTogaWlhZ2UvcG5nCkNvbnR1bnQt VHIThbnNmZXItRWS5 jb2Rpbmc6IGJIhc2U2NApPD
b250ZW50LURpc3Bvc210aWouliBpbmxpbmUKCMm1IWQk 9SdzBLR2dvQUEFBQUSTVIWHhE
VWABQUFCUUFBQUFVQOFZQUFBQO5pUjBOQUFBOQWNEFbEVRV1IIOMNVWVE 94YKEKTUFn
UzczOWS5PM1RwUNncyMGRxcGIMQVJIJRRWpPeXdpdl luQ3RrREtuYmNMazY2c3FsVCt 6
dD1jaWRrRSs2S3drWgpzZ3J6ZmNxVk1wTDJIqbzAONDAnNnWURwWZUFyaytPbkpIallo
OQWZUUFJpY21oQWY1WUpydzd2anYwWldSVO0OvdWxpCnZkUGYxUVoyaOREOXhwcGQ4
dOFBQUFCS1JVNUVyaOpnZ2c9PQoKLS0xZDctLOggggemMIIDzzCCAregAwIBAGIT
Dy0O1lvRE510rOQ1SHoe49NAaKtDANBgkghkiGOwOBAQOFADBVMQOWCWYDVQQKEWRJ
RVRGMREwDwWYDVQQLEWhMQU1QUYBXRzExXxMC8GA1UEAXMoU2FtcGx1IEXBTVBTIFJT
QSBDZXJ0aWZpY2F0aW9uIEF1dGhvcml0eTAGFwOXOTEXMJAWN JUOMThaGA8yMDUy
MDkyNzA2NTQxOFowOzENMAsGA1UEChMESUVURJERMASGA1UECXMITEFNUFMgV0Ocx
FzAVBgNVBAMTDKFsaWN1IExvdmVsYWNIMIIBI jANBgkghkiGO9wOBAQEFAAOCAQSA
MIIBCgKCAQEAMpUp+0ovBouOP 6AFQJ+RpwpODxxzY60n11J53pTeNSiJlWkwtw/cx
Qg0t4uD2vWYB8gOUH/CVt2Zplc+auzPKJ2ZubmY6kHm+hVB+IthjLeI7Htg6rNeu
Xg50/TuTSxX5R1I1EXGt8p6hAQVeA50Z2afHg4b97enV8gozR0O/NkugdAkXmbk7T
HNc8vvjiMUJanZ/VmS4TgDgX jWShplcI3lcvvBZMswt41l/0HIvmSwgpS60QcAx3We
ag0yCNj1VvIV9yu/3DjcYbwW21Jf5NbMHbM1LY4X5chWENEbkN6hQury/zxnlsukg
n+fHbqvwDhJLAGFPW/ jA/EB/WI+whUpqt QIDAQAB04GVMIGSMAWGALUJEWER/wQC
MAAWFwYDVROgBBAwWD jAMBgpghkgBZQMCATABMB4GA1UJEQQXMBWRBE2F saWN1QHNt
aWllImV4YW1lwbGUWEwWYDVRO1BAwWwWCgY IKwYBBQUHAWQwDgYDVROPAQH/BAQDAgUY
MBOGA1UdDgQWBBS1UOHVRDYAKRV8ASPw54 6vzfN3DzAfBgNVHSMEGDAWgBSRMI58
BxcMp/EJKGU2GmccaHbOWTANBgkghki1iGO9wOBAQOFAAOCAQEAQGUl40JyxMpwiWpAy 1
OVK6NEbM11gD5H14EC4Muxqlu0g2XgXOSBHI6GDEX/4LDsEx7£SIus8gWVY3WgMeu
OA7IizkBD+GDEu8uKveERRXZncxGwy2MfbH1Ib3U8QzTjgB8+dz2AwYeMxODWg90
pwtA/1TOkRg8uuivzZfg/m5fFo/Qshl1HNaaTDVEXsU4Ps98Hm/3gznbvhdjFbzbi4
0Z3tAadR1E5K9JiQaJYOnUmGp fB8PPWDR6chMZeegSQAW++0IKgHrg/WEh4yiuP £
AmMAVX2hZkPpivNIYdTPUXTSO7K459CygbgG+sNOo2kc1nTX185RENrVKQK+LOYWY
10+hWDCCA88wggK30AMCAQICEzdBBXntdX9CgadcOvT4as6agdcwDQYJKoZIhvcN
AQENBQAWVTENMAsSGA1UEChMESUVURJERMA8SGALUECXMITEFNUFMgVOcxMTAVvBgNV
BAMTKFNhbXBsZSBMQU1QUyBSUOEgQ2VydGlmaWNhdGlvbiBBdXRob3JpdHkwIBCN
MTkxMTIwMDY1NDE4WhgPMjAIMjASMjcwNjUOMThaMDsxDTALBgNVBAOTBEIFVEYx
ETAPBgNVBASTCExBTVBTIFdHMRcwEQYDVQQODEWSBbGL jZSBMb3Z1bGF JZTCCASIw
DQYJK0ZIhvcNAQEBBQADggEPADCCAQOCggEBALTO01ehYOBY+TZp/T5K2KNIOS5HwWY
+E3wP6XTvyi6WWyTgBKIOLCOWIZ2 juwdRr JFBSXkk 7pWp jXwsA3A5GOtz0FpfgyC70
XSVCF7gq4WHWZW1eYXFK1QHJD73nQwXP968+A/3rBX7PhO0DBbZnfitOLPgPEwWjTt
dg0VQQ6Wz+CRQ/YbHPKaw7aRphZ063dKvIKp4cQVtkWQH1 6syTjGsgkLcLNaub5Lz
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DQUdsGV+SA03nBAWCRYV+I65x8Kf4hCxgqqmiVv3d/2NKRuOBXnDe /N+iDz3X0zEoj
0£fgXgg4SWcCOnsGllyyXt1TL270I6ATKRGIWiQVCCpDtcONT6vdJ45bCSzsCAWEA
AaOBrzCBrDAMBgNVHRMBAf8EA JjAAMBCGA1UdIAQQOMA4wDAYKYIZIAWUDAGEWATAe
BgNVHREEFzAVgRNhbG1 jZUBzbW1tZS51eGFtcGx1MBMGA1UdJQQMMAOGCCsGAQUF
BwMEMA4GA1UJDWEB/wQEAwWIGWDAJBgNVHQ4EFgQUuU/bMsi0dBhIcl64papAQ0yBm
ZnNMwHwYDVRO jBBgwFoAUKTCOfAcXDKEfxCSh1NhpnHGh2 9FkwDQYJKoZIThvcNAQEN
BQADggEBAHOJo janzamgaSN3/ggSQ4cbbmdj/R40BEPr+gXT+xiidfZ2iLNwYyTn
eUK6AChwKEnNvOFb81V1iffRTF/KtmVEDMR/sYegqAH83KM5p3e121Vh40HhyI0gN
uz50ShNaACSio0Q23WxHGVy9vsdVEinbhsplrWgINQ2WbpCmK+20Mh20Y10Z/wvXMt
9¢cG6JbMvcdH4z0I0vgbmrYKKTM/RCGnumghxwYToj10yD5Gs4D2IJCw+£X50Dxh5
2MbNRYXTus2ZPRPM8JXNQC4GWv4km3M4 rknIDd6hnoQ9rNeozIcBVyybQYjfrggd
DRvwW9Ksk220H4ConlB8f7R7s11LM2cSYxggIAMIIB/AIBATBsSMFUXDTALBgNVBAOT
BE1FVEYXETAPBgNVBASTCExXBTVBTIFAHMTEwWLWYDVQQODEyhTYW1wbGUgTEFNUFMg
UINBIENlcnRpZml jYXRpb24gQXV0aG9yaXR5AhM3QQV57XV/QaqmiXDr0+GrOmgnX
MAsGCWCGSAF1AwWQCAaBpMBgGCSgGSIb3DQEJAZELBgkghkiGOwOBBWEWHAYJKOZI
hvcNAQkFMQ8XDTIxXMDIyMDE3MDQWMlowLwYJKoZIhvcNAQKEMSIEICsRogMUJrt S
GAERSFiPMhgWk+9misjv48XcSNJIJBKUJ5MAOGCSgGSIb3DQERBAQUABIIBALJCPpfEK
FQ+M1YQIuTcVEHr/K/w/8ht4pOy4BmEE+gq3yZUBAThT37DxdZUXRZ JUB52FdsWed
agkt3DjtFzJdwRiDSteChrjrA/0jbFVOuvV/9VBmOVGGfodRTovS+6wH+yINAXHSWI
P1lGXmPcDFAtN5wr69zBNCX5mKUbbwcavVX41S7/fmcD1BNSQ45fx+RrXRhMX/vG2A
tgu0lLuRSCvGgzh719968R5D30bELZwUi8uSOpv13XqgqThZC5Q4NMg68UNgNb/ /0T
PuaglMOvhWhSkTNK jbtv2P /MifHWXj9TYHkRCc915k707LgWi3yWNFR7tpv0O07n0+
hTEzoJRFKuxJ1Q4=

B.2.6. S/MIME Signed-only multipart/signed Over a Complex Message,
Wrapped Message

This is a signed-only S/MIME message via PKCS#7 detached signature
(multipart/signed). The payload is a multipart/alternative message
with an inline image/png attachment. It uses the Wrapped Message
header protection scheme.

It has the following structure:

multipart/signed 5653 bytes
message/rfc822 inline 1747 bytes
multipart/mixed 1642 bytes
multipart/alternative 1002 bytes
text/plain 310 bytes
text/html 408 bytes
image/png inline 232 bytes
application/pkcs7-signature [smime.p7s] 3429 bytes

Its contents are:
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MIME-Version: 1.0

Content-Type: multipart/signed;
protocol="application/pkcs7-signature"; boundary="aa9d";
micalg="sha-256"

Subject: smime-multipart-complex-wrapped

Message-ID: <smime-multipart-complex-wrapped@lhp.example>
From: Alice <alice@smime.example>

To: Bob <bob@smime.example>

Date: Sat, 20 Feb 2021 12:05:02 -0500

User—-Agent: Sample MUA Version 1.0

-—aa?d

MIME-Version: 1.0

Content-Type: message/rfc822; protected-headers="wrapped"
Content-Disposition: inline

MIME-Version: 1.0

Content-Type: multipart/mixed; boundary="a30"

Subject: smime-multipart-complex-wrapped

Message—ID: <smime-multipart-complex-wrapped@lhp.example>
From: Alice <alice@smime.example>

To: Bob <bob@smime.example>

Date: Sat, 20 Feb 2021 12:05:02 -0500

User—-Agent: Sample MUA Version 1.0

--a30
MIME-Version: 1.0
Content-Type: multipart/alternative; boundary="844"

——844

Content-Type: text/plain; charset="us-ascii"
MIME-Version: 1.0

Content-Transfer-Encoding: 7bit

This is the smime-multipart-complex-wrapped message.

This is a signed-only S/MIME message via PKCS#7 detached
signature (multipart/signed). The payload is a
multipart/alternative message with an inline image/png
attachment. It uses the Wrapped Message header protection
scheme.

Alice

alice@smime.example

—-—844

Content-Type: text/html; charset="us—-ascii"
MIME-Version: 1.0
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Content-Transfer-Encoding: 7bit

<html><head><title></title></head><body>

<p>This is the <b>smime-multipart-complex-wrapped</b> message.</p>
<p>This is a signed-only S/MIME message via PKCS#7 detached
signature (multipart/signed). The payload is a
multipart/alternative message with an inline image/png

attachment. It uses the Wrapped Message header protection
scheme.</p>

<p><tt>—-— <br/>Alice<br/>alice@smime.example</tt></p></body></html>
——844—-

--a30

Content-Type: image/png
Content-Transfer-Encoding: base64
Content-Disposition: inline

1VBORwWOKGgoAAAANSUhEUgAAABQAAAAUCAYAAACNiIRONAAAACELIEQVR42uVTOxbA
MAgS739n03TpRw20dgpbfARQE jOywiwYnCtkDKnbcLk66sglT+zt 9cidkE+6KwkZ
sgrzfcqgVMpL2jo0447gYDpeArk+OnJHkIhAfTPRicihAf5YJrw7vivOZWRWM/uli
vdP£1QZ2kDD9xppd8wAAAABJRUSErkJggg==

--a30--

-—-aa?9
Content-Transfer-Encoding: base64
Content-Type: application/pkcs7-signature; name="smime.p7s"

MITIJ4AYJKoZIhvcNAQcCoITIJOTCCCcOCAQEXDTALBglghkgBZQOMEAGEWCWYJKOZI
hvcNAQcBoITHp jCCA88wggK30AMCAQICEW8tJbOROZAKzkJUhG6HUPTQGirQwDQYJ
KoZIhvcNAQENBQAWVTENMASGA1UEChMESUVUR JERMA8GAIUECXMITEFNUFMgV0Ocx
MTAVBgNVBAMTKENhbXBsZSBMQU1QUyBSUOEgQ2VydGlmaWNhdGlvbiBBdXRob3Jp
dHkwIBcNMTkxMTIwMDY1NDE4WhgPMjA1MjASMjcwNjUOMThaMDsxDTALBgNVBAOT
BE1FVEYXETAPBgNVBASTCExXBTVBTIFdHMRcWFQYDVQQODEwW5BbG1 jZSBMb3Z1bGF j
ZTCCASIWDQYJKoZIhvcNAQEBBQADGgEPADCCAQoCggEBAJGVKEqLwal jj+gBUCEk
acKTg8cc20tJ9Z2Sed6U3jUoiZVpMLcP3MUKtLeLg9r1mAfID1IB/wlbdmadXPmrsz
yidmbuZmOpB5voVQEfiLYYy31i0x7Y0qzXrl6udP07k0sV+UdSNRFxrfKeoQEFXgOa
Gdmnx40G/e3plfIKMO0dPzZLoOAJF5m500xzXPL74zFCWp2f1Z2kuE4A6141koaZXC
NSXL7wWTLMLeNf9Byb5ksKqUugEHAMAI nmoNMg jYOVEVEcrvOwid 3GG8FtpSX+TWz
B2zNS20F+XIVnzRG5DeoULg8v88Z5bLpIJ/nx26r8A4SSwIBavVv4AwPxAf11PsIVK
arUCAWEAAaOBrzCBrDAMBgNVHRMBAf8EAJAAMBCGA1UAIAQQOMA4wDAYKYIZIAWUD
AgEWATAeBgNVHREEF zZAVGRNhbG1 jZUBzbW1tZS51eGFt cGx1IMBMGALUdJQOMMAOG
CCsGAQUFBWMEMA4GA1UdJDWEB/wQEAWIFIDAJBgNVHQ4EFgQUo1NB1UQ8gCkVEAE j
80e0r83zdw8wHwYDVRO jBBgwFoAUKTCOfACcXDKExCShINhpnHGh2 9FkwDQYJKoZI
hvcNAQENBQADggEBAIFJeKCcsTKcFgOMpTryujRGzJdYA+R9eBAuUDLsatbtKt14F
zkgRy0g31/+Cw7H8e30iLrPIF1WN1gjHr jgOyIs5AQ/hgxLvLir3hEUV2Z3MRsMt
JH2x9SG91PEM046gfPnc9gMGH JMTglgvaKcLQP5UzpEYPLror2X4P5uXxaPOLIZR
zWmkwlRE7FOD7PfB5v94M5274XYXW2WAuKGA7QGnUZROSvSYkGiWDplThgXwfDz8
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AQ0enITGXnoEkAFvvjiCgh64P1hIeMorj36pgLl90oWZD6YrzSWHUZz1F00 juyuO£fQs
am6hvrDTgNpHNZ015f0URzalSkCvi 9GFmNUPoVgwggPPMIICt 6ADAgGECAhM3QQV5
7XV/QamiXDr0+GrOmgnXMAOGCSgGSIb3DQERDQUAMFUXDTALBGNVBAOTBELIFVEYX
ETAPBgNVBAsSTCExXBTVBTIFdHMTEwWLWYDVQODEYhTYW1wbGUgTEFNUFMgULINBIENL
cnRpzZmljYXRpb24gQXvV0aG9yaXR5MCAXDTESMTEYMDA2NTQXOFoYDz IWNTIwOTI3
MDY1INDE4WJATMQOWCWYDVQQKEWRJIJRVRGMREWDWYDVQQLEwWhMQU1QUyBXRzEXMBUG
A1UEAXMOQWxpY2UgTG92ZWxhY2UwggEiMAOGCSgGS Ib3DQEBAQUAA4 IBDWAWGGEK
AOIBAQCO09InoWDgWPk2af0+StijSNORSK/hN8D+10780ullsk4ASvSwjsCNo7sHU
a4xQU15J06VgY18LANWORjrc9BaX4MguzsbFXBe 6uFhlmVpXmFxSpUByQ+950MF z
/evPgP96wV+z4TtAwWW2234rTiz4DXMIO7XYNFUEOLs/gkUP2GxzymsO2kaYWTut 3
SryCgeHEFbZFkB4urMk4xrIJC3CzWruS2Q0FHbBL fkgKNS5wXVgkWF £iOucfCn+IQ
saqpold3f9jSkbtAV5w3vzfog8919MxKI9H614KuUElnAtJ7BtZcs17dUy9u9COgE
ykRiVokFQgqQ7XNDU+r3SeOWwks 7AGMBAAG jga8wgawwDAYDVROTAQH/BAIWADAX
BgNVHSAEEDAOMAWGCMCGSAF1AwWIBMAEWHgYDVRORBBCWEYETYWxpY2VAC21pbWUu
ZXhhbXBsZTATBgNVHSUEDDAKBggrBgEFBQcDBDAOBgNVHQ8BAf8EBAMCBsSAWHQYD
VROOBBYEFLv2zLItHQYSHIeuKWgQENMgZmZzMB8GA1UdIwQYMBaAFJEw jnwHEFwyn
8Qk0ZTYaZxxodvRZMAOGCSgGSIb3DQOEBDQUAA4IBAQBzial2p86poGkjd/4KkkOH
G25nY/0eNARD6/0F0/sYonX2doizcGMk53riugAocCn5zbzhW/Jvdyn30Uxfyrzl
RAzZEf7GHggB/NyjOad3pdpVYeDh4ciNKjbs+aEoTWgAkogENt 1sRx1cvb7HVX524
bKZaloPTUN1Im6QpivtgDIdgGJIdGE8L1zLfXBuo2zL3HR+MICDr40pqg2JCkzP0Qhp
TpoIccGE6I9Tsg+RrOA9iCQsPnl1+Tg8YedjGzUWFO7rNmTOTzPCVzUAUBlr+JJtz
OKypyQ3e0Z6EPazXgMyHAVcsm0OGI364I0A0b8PSrINt jh+AqJ5QfH+0e7NSzNnEm
MYICADCCAfwCAQEWbDBVMQOWCWYDVQOKEWRJRVRGMREWDWYDVQQLEWhMQU1QUyBX
RzExXMC8GA1UEAXMOU2FtcGx1IEXBTVBTIFJTQSBDZXJ0aWZpY2F0aWOuIEF1dGhv
cml0eQITNOEFeellf0Kpolw69PhgzpaplzALBglghkgBZQMEAgGgaTAYBgkghkiG
9wOBCOMxCwYJK0ZIThvcNAQcBMBWGCSqGSIb3DQEJBTEPFwOYMTAYMjAxXNzZA1IMDJa
MC8GCSgGSIb3DQEJBDEiBCDVCBOZJKngosmsBz3B31if2Er1YiRyR1KnTpWbe6ANO
fzANBgkghkiGO9wOBAQEFAASCAQB6Xc+YUIEUCQF3vglzTP41u/ JEG330+bc5jw7D
VLUbKQ+ATI6c6602LAgMwX17VuBdbgHecf59trY2F47Wr8N1lcbTcAg0jN54tgrhri
8cL4YzS8YGHOVLrDdwilChjsON1+t5nQ8Rya+rdGgseEOTK38P/K28cnU3udgT jb
6E/QcopIllnlaaji+x5gqjRHglOYt9tbASF1L9vgagu7Zfo9w55tZ2Ie9cESnVZpud/1
+zgsKDfj4ndnMDFzrUtXztY2elf/YBEVISIVtY+ZeYuldtGhPpvk/N3koxZ1lyL2Z
mrPQemzZ0C2bIet7T1vv71FCUtUObdyHoHBVXI70hbCmGmak3

-—aa9%-—-

B.2.7. S/MIME Signed-only signedData Over a Complex Message, Injected
Headers

This is a signed-only S/MIME message via PKCS#7 signedData. The
payload is a multipart/alternative message with an inline image/png

attachment. It uses the Injected Headers header protection scheme.

It has the following structure:
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application/pkcs7-mime [smime.p7m] 5700 bytes
(unwraps to)

multipart/mixed 1614 bytes
multipart/alternative 950 bytes
text/plain 293 bytes
text/html 388 bytes
image/png inline 236 bytes

Its contents are:

Content-Transfer-Encoding: base64

Content-Type: application/pkcs7-mime; name="smime.p7m";
smime-type="signed-data"

Subject: smime-one-part-complex—-injected

Message—-ID: <smime-one-part-complex—-injected@lhp.example>

From: Alice <alice(@smime.example>

To: Bob <bob@smime.example>

Date: Sat, 20 Feb 2021 12:06:02 -0500

User—-Agent: Sample MUA Version 1.0

MITQbQYJK0oZIhvcNAQcCoIIQXjCCEFoCAQExXDTALBglghkgBZOMEAgEwWggaWBgkg
hkiG9w0BBwGgggaHBIIGg01JTUULtVmMVyc21lvb jogMS4wDQpTdWJIgZWNOOiBzbWlt
2S1vbmUt cGFydC1 jb21wbGV4LWluamV jdGVkDQpNZXNzYWd1LU1EOiA8c21pbWUL
b251LXBhcnQtY29tcGxleClpbmplY3R1ZEBsaHAuUZXhhbXBsZT4NCkZyb206IEF s
aWN1IDxhbGljZUBzbW1ltZS51eGFtcGx1Pg0KVG86IEJVYiA8YmIiQHNtaWwlllmv4
YW1wbGU+DQPpEYXR10iBTYXQSIDIWIEZ1YiAyMDIXIDEYOjA20jAyICOWNTAWDQPV
c2VyLUFnZW500iBTYW1wbGUgTVVBIFZ1cnNpb24gMS4wDQpDb250ZW50LVR5¢cGU6
IG11bHRpcGFydC9taXhlZDsgY¥m91lbmRhcnk 9T jM5NSI7IHByb3R1Y3R1ZC1loZWEk
ZXJzPSJ2MSINCgOKLS0zOTUNCk1JTUUtVmVyc21lvbjogMS4wDQpDb250ZW50LVRS
cGU6IGl1bHRpcGFydC9hbHR1cm5hdG1l2ZTsg¥m91bmRhenk 9T jkwNyINCgOKLS05
MDcNCkNvbnR1bnQtVH1IwZTogdGV4dCOwbGFpbjsgY¥2hhcecnN1dDOidXMt YXNjawki
DQPNSU1FLVZ1lcnNpb24 6 IDEUMAOKQ29udGVudClUcmFuc2Z1lcilFbmNvZGluZzog
N2JpdAOKDQpUaGlzIGlzIHROZSBzbW1tZS1vbmUtcGFydCl jb21wbGV4LWluamVj
dGVKIG11c3NhZ2UuDQoNClRoaXMgaXMgYSBzaWduzZWQtb25seSBTLO1JTUUgbWVzZ
C2FnZSB2aWEgUEtDUyM3TIHNpZ251ZERhdGEUICBUaGUNCnBheWxvYWQgaXMgYSBt
dWx0aXBhcnQvYWx0ZXJuYXRpdmUgbWVzc2FnZSB3aXRoIGFuIGlubGluzQ0KaWlh
Z2UvcG5nIGF0dGF jaGl1lbnQuIE10IHVzZXMgdGhlIEluamVjdGVkIEh1YWR1cnMg
aGVhZGVyDQpwcm90ZWNOaWOuIHNjaGVt ZS4NCgOKLS0gDQpBbGl jZQOKYWxpY2VA
c21pbWUuZXhhbXBsZQO0KLS05MDcNCkNvbnR1bnQtVH1wZTogdGV4dC90dG1lsOyBj
aGFyc2V0PSJlcylhc2NpaSINCk1JTUUtVmVyc2lvbjogMS4wDQpDb250ZW50LVRy
YW5zZmVyLUVuY29kaW5nOiA3Ym1O0DQoNC jxodGlsP jx0ZWFkP jx0aXRsZT48L3Rp
dGx1PjwvaGVhzD48Ym9keT4NCjxwP1lRoaXMgaXMgdGhlIDxiPnNtaWl1lLWOuzZS1lw
YXJOLWNVbXBsZXgt aW5qZWNOZWQ8L2I+IG11c3NhZ2UuPC9wPgOKPHA+VGhpcyBp
cyBhIHNpZ251ZClvbmx5IFMvTUINRSBt ZXNzYWA1IHZpYSBQSONTIzcgc2lnbmVk
RGFO0YS4gIFROZQOKcGEF5bGO9hZCBpcyBhIGl11bHRpcGEFydCOhbHR1cm5hdG12ZSBt
ZXNzYWd1IHdpdGggYW4gaW5saW51DQppbWFnZS 9wbmcgYXROYWNobWVudC4gSXQg
dXN1lcyB0aGUgSW5gZWNOZWQgSGVhZGVycyBoZWEkZXINCnByb3R1Y3Rpb24gc2No
ZW11LjwvcD4NCjxwP jx0dD4tLSA8YnIvPkFsaWN1PGJyLz5hbGl jZUBzbW1tZS51
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eGFtcGx1PC90dD48L3A+PCI9ib2R5P jwvaHRtbD4NCi0tOTA3LSONCgOKLS0zOTUN
CkNvbnR1bnQtVHIwZTogaWlhZ2UvcG5nDQpDb250ZW50LVRyYW5zZmVyLUVuY2 9k
aW5n0OiBiYXNINJONCkNvbnR1bnQtRG1lzcG9zaXRpb246IGlubGluZQOKDQppVkJP
UncwS0dnb0FBQUFOU1VOoRVVNQUFBQ1FBQUFBVUNBWUFBQUNOaVIwTkFBQUF jRWXE
UVZSNDJ1V1RPeGJIBDQPNQWATNzM5bk8zVHBSAdz IWZHFwYmMZBULFFak95d213WW5D
dGtES25iY0xrNjZzcWxUK3pO0OWNPZGtFKzZLd2taDQpzZ3J6ZmNxVk1wTIDJqgbzAO
NDAnWURwZUFyaytPbkpIa0loQWZUUFJpY21loQWY1WUpydzd2anYwWldSV00vdWxp
DQp2ZFBmMVFaMmt ERD14cHBkOHdABQUFBQkpSVIVEFcmtKZ2dnPTONCgOKLS0z0TUtL
LOOKoITHpjCCA88wggK30AMCAQICEW8tIJbOROZdAKzkJUh6HUPTQGirQwDQYJKoZI
hvcNAQENBQAWVTENMASGA1UEChMESUVURJERMA8GALUECXMITEFNUFMgVO0cxMTAvV
BgNVBAMTKENhbXBsZSBMQU1QUyBSUOEgQ2VydGlmaWNhdGlvbiBBdXRob3JpdHkw
IBCNMTkxMTIWMDY1NDE4WhgPMJA1IMJASMjcwNjUOMThaMDsxDTALBgNVBAOTRBELF
VEYXETAPBgNVBASTCEXBTVBTIFdHMRCcWEQYDVQQODEWSBbG1 jZSBMb3Z1bGF JZTCC
ASIwDQYJKoZIhvcNAQEBBQADggEPADCCAQoCggEBAJgVKfgLwaljj+gBUCfkacKT
g8cc20tJ92Sed6U3jUo0iZVpMLcP3MUKtLeLg9r1mAfID1IB/wlbdmadXPmrszyidm
buZmOpB5voVQfiLYYy3i0x7Y0qzXrl6udP07k0sV+UdSNREFxrfKeoQEFXgOaGdmn
x40G/e3plfIKMOdPzZLoOAJF5m500xzXPL74zFCWp2f1Z2kuE4A6141k0aZXCN5XL
TwWITLMLeNf9Byb5ksKqUugEHAMd1nmoNMg jYOVEVEcrvIwd 3GG8FtpSX+TWzB2zN
S20F+XIVnzRG5DeoULg8v88Z5bLpIJ/nx26r8A4SSwIBaVv4wPxAf1iPsIVKaruC
AWEAAaOBrzCBrDAMBgNVHRMBAf8EAJAAMBCGA1UdIAQOMA4wDAYKYIZIAWUDAGEwW
ATAeBgNVHREEF zAVgRNhbG1 jZUBzbW1tZS51eGFtcGx1MBMGA1UdJQQOMMAOGCCsG
AQUFBWMEMA4GA1UdDWEBR/wQEAWIFIDAdBgNVHQ4EFgQUo1NB1UQ8gCkVEAE j80e0
r83zdw8wHwWYDVRO jBBgwFoAUkTCOfAcCXDKExCSh1NhpnHGh2 9FkwDQYJKoZIhvceN
AQENBQADggEBAIFJeKCcsTKcFgOMpTryujRGzJdYA+R9eBAuDLsatbtKt14FzkgR
y0g31l/+Cw7H8e30iLrPIF1WN1gjHr jgOyIs5AQ/hgxLvLir3hEUV2Z3MRsMt jH2x
9SG91PEM046gfPnc9gMGHjMTglgvaKcLQP5UzpEYPLror2X4P5uXxaPO0LIZRzWmk
wlRF7FOD7P£fB5v94M5274XYxW2W4uKGA7QGnUZROSVvSYkGiWDplJhgXwfDz8A0en
ITGXnoEkAFvvijiCqgh64P1hIeMorj36pgLl90oWZD6YrzSWHUZz1FO00 juyuOfQsqméh
vrDTgNpHNZ015f0URzalSkCvi9GFmNUPoVgwggPPMIICt 6ADAgGECAhM3QQV57XV/
QgmiXDr0+GrOmgnXMAOGCSgGSIb3DQEBDQUAMFUXDTALBgNVBAOTBEIFVEYXETAP
BgNVBASTCExXBTVBTIFAHMTEWLwYDVQODEYhTYW1wbGUgTEFNUFMgU1INBIEN]1cnRp
Zml JYXRpb24gQ0XvV0aG9yaXR5MCAXDTESMTEyMDA2NTQxOF0oYDZzIWNTIwWOTI3MDY1
NDE4WJATMQOOwCwYDVQQOKEWRJRVRGMREWDWYDVQQLEWhMQU1QUyBXRzEXMBUGA1UE
AXMOQWxpY2UgTG92ZWxhY2UwggEiMAOGCSgGSIb3DQEBAQUAA4 IBDWAWGgEKAOIB
AQCO09InoWDgWPk2af0+StijSNOR8BK/hN8D+10780ullsk4ASvSwjsCNo7sHUa4xQ
U1l5J06VgY18LANWORjrc9BaX4MguzsbFXBe6uFhlmVpXmFxSpUByQ+950MF z /evP
gP96wV+z4TtAWW2Z34rTiz4DxXMIO7XYNFUEOLs/gkUP2GxzymsO2kaYWTut3SryC
geHEFbZFkB4urMk4xrIJC3CzWruS2Q0FHbB1 fkgKNSwXVgkWFfiOucfCn+IQsaqgp
01d3£9jSkbtAVSwW3vzfog8919MxKI9H614KuUE1nAtJ7BtZcs17dUy9u9COgEykRi
VokFQggQ7XNDU+r3SeOWwks 7AgMBAAG jga8wgawwDAYDVROTAQH/BAIWADAXBgNV
HSAEEDAOMAWGCmMCGSAF1AwWIBMAEWHgYDVRORBBCWFYETYWxpY2VAcC2lpbWUuZXhh
bXBsZTATBgNVHSUEDDAKBggrBgEFBQcDBDAOBgNVHQS8BAfS8EBAMCBsSAWHQYDVROO
BBYEFLv2zLItHQYSHJIeuKWgQENMgZmZzMB8GA1UdIwQYMBaAFJEw jnwHFwyn8Qko
ZTYaZxxodvRZMAOGCSgGSIb3DQEBDQUAA4TIBAQBzial2p86poGk jd/4KkkOHG25n
Y/0eNARD6/0F0/sYonX2doizcGMk53riugAocCn5zbzhW/JvdYn30UxfyrZ1RAzZE
£f7GHggB /Ny jOad3pdpVYeDh4ciNK jbs+aEoTWgAkogENt1sRx1cvb7HVX524bKZa
1oPTUN1Im6QpivtgDIdgGJIdGE8L1zLEfXBuo2zL3HR+MOCDr40pg2JCkzP0Qhp7pol
ccGE6I9Tsg+RrOA9iCQsPnl1+Tg8YedjGzUWFO7rNmTOTzPCVzUAUBlr+JJt zOKyp
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vQ3e0Z6EPazXgMyHAVcsmOGI364TI0A0b8PSrINt Jh+AqIS5QfH+0e7NSzZNnEmMMYIC
ADCCAfwCAQEwbDBVMQOwCWYDVQQKEWRJRVRGMREWDWYDVQQLEWhMQU1QUYBXRzEx
MC8GA1UEAXMOU2FtcGx1IExXBTVBTIFJTQSBDZXJ0aWZpY2F0aWOuIEF1dGhveml0
eQITNOEFeellf0Kpolw69PhgzpgplzALBglghkgBZQMEAgGgaTAYBgkghkiG9wO0OB
COMxCWwYJK0ZIhvcNAQcBMBWGCSQGSIb3DQEJBTEPFWwOYMTAYM jJAXNZA2MDJaMC8G
CSgGSIb3DQEJBDEIBCC84gf/+no5vabErXhHIk1XELMONWgO9BUh8E1IM78W5uS5TAN
BgkghkiG9wOBAQEFAASCAQB+g8bulwucKfPrBoXxKP7ZaJ/ifg8Y4Axf84ANNIXC
+NWzThUSgql2Fn9cdSv08580DrWDSndd/zwgab0TgQZ+64atwiQ7bVTDkG8qgeT+
I/R1I8jGOCUTpkKcK34t0OYbmhkc7/2BLITc3qOAXuN+1rsWVL2NF8LEFGhORbfzRu
WEVgAMy fA09DRr1PeFDoDQnjAGti37M8/WvitXixxOAevVmMFUWbpnFiwdvSwdrt0
CKquQINYbFAVx0awxLUOJFghIgW10+£fU4jgQDukUVSKFiwl/dK+7j1ZC6sCXEf3Ys
oHRhxgY/bSsgXnlDUWSDjhae3HnlZuoVXLJIDHGCd60oSR

B.2.8. S/MIME Signed-only multipart/signed Over a Complex Message,
Injected Headers

This is a signed-only S/MIME message via PKCS#7 detached signature

(multipart/signed). The payload is a multipart/alternative message
with an inline image/png attachment. It uses the Injected Headers

header protection scheme.

It has the following structure:

multipart/signed 5580 bytes

multipart/mixed 1672 bytes

multipart/alternative 1006 bytes

text/plain 312 bytes

text/html 410 bytes

image/png inline 232 bytes
application/pkcs7-signature [smime.p7s] 3429 bytes

Its contents are:

MIME-Version: 1.0

Content-Type: multipart/signed;
protocol="application/pkcs7-signature"; boundary="f91";
micalg="sha-256"

Subject: smime-multipart-complex—injected

Message—-ID: <smime-multipart-complex—-injected@lhp.example>
From: Alice <alice@smime.example>

To: Bob <bob@smime.example>

Date: Sat, 20 Feb 2021 12:07:02 -0500

User—-Agent: Sample MUA Version 1.0

--f91

MIME-Version: 1.0

Subject: smime-multipart-complex—-injected

Message—ID: <smime-multipart-complex-injected@lhp.example>
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From: Alice <alice@smime.example>

To: Bob <bob@smime.example>

Date: Sat, 20 Feb 2021 12:07:02 -0500

User—-Agent: Sample MUA Version 1.0

Content-Type: multipart/mixed; boundary="099"; protected-headers="v1"

--099
MIME-Version: 1.0
Content-Type: multipart/alternative; boundary="9%9a5"

--9ab5

Content-Type: text/plain; charset="us-ascii"
MIME-Version: 1.0

Content-Transfer-Encoding: 7bit

This is the smime-multipart-complex—-injected message.

This is a signed-only S/MIME message via PKCS#7 detached
signature (multipart/signed). The payload is a
multipart/alternative message with an inline image/png
attachment. It uses the Injected Headers header protection
scheme.

Alice

alice@smime.example

--9ab5

Content-Type: text/html; charset="us—-ascii"
MIME-Version: 1.0
Content-Transfer-Encoding: 7bit

<html><head><title></title></head><body>

<p>This is the <b>smime-multipart-complex—-injected</b> message.</p>
<p>This is a signed-only S/MIME message via PKCS#7 detached
signature (multipart/signed). The payload is a
multipart/alternative message with an inline image/png

attachment. It uses the Injected Headers header protection
scheme.</p>

<p><tt>-- <br/>Alice<br/>alice@smime.example</tt></p></body></html>
-—9a5-—-

--099

Content-Type: image/png
Content-Transfer-Encoding: base64
Content-Disposition: inline

1VBORwWOKGgoAAAANSUhEUgAAABQAAAAUCAYAAACNiIRONAAAACEIEQVR42uVTOxbA
MAgS739n03TpRw20dgpbfARQE jOywiwYnCtkDKnbcLk66sglT+zt 9cidkE+6KwkZ
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sgrzfcgVMpL2jo0447gYDpeArk+OnJHkIThAfTPRicihAf5YJrw7viv0ZWRWM/uli
vdP£1QZ2kDD9xppd8wAAAABJRUSErkJggg==

--099--

-—-£f91
Content-Transfer-Encoding: base64
Content-Type: application/pkcs7-signature; name="smime.p7s"

MITJ4AYJK0OZIhvcNAQcCoIIJOTCCCcOCAQExXDTALBglghkgBZOMEAGEWCWYJKOZI
hvecNAQcBoIIHp jCCA88wggK30AMCAQICEW8tIJbOROZAKzkJUhG6HUPTQG1irQwDQYJ
KoZIhvcNAQENBQAWVTENMASGA1UEChMESUVUR JERMA8GALIUECXMITEFNUFMgV0Ocx
MTAVBgNVBAMTKENhbXBsZSBMQU1QUyBSUOEgQ2VydGlmaWNhdGlvbiBBdXRob3Jp
dHkwIBcNMTkxMTIwMDY1NDE4WhgPMJjA1IMJASMjcwNjUOMThaMDsxDTALBgNVBAOT
BEIFVEYXETAPBgNVBAsSTCExXBTVBTIFdHMRcwWEQYDVQQODEWSBbGL jZSBMb3Z1bGF j
ZTCCASIWDQYJKoZIhvcNAQEBBQADGGEPADCCAQoCggEBAJGVKEqLwal jj+gBUCEk
acKTg8cc20tJ9Z2Sed6U3jUoiZVpMLcP3MUKtLeLg9r1mAfID1IB/wlbdmadXPmrsz
yidmbuZmOpB5voVQEfiLYYy31i0x7Y0qzXrl6udP07k0sV+UdSNRFxrfKeoQEFXgOa
Gdmnx40G/e3plfIKMO0dPzZLoOAJF5m500xzXPL74zFCWp2£f1Z2kuE4A6141koazXC
NS5XL7wWTLMLeNf9Byb5ksKqUugEHAMAI nmoNMg jYOVEVEcrvIwd 3GG8FtpSX+TWz
B2zNS20F+XIVnzRG5DeoULg8v88Z5bLpIJ/nx26r8A4SSwIBavVv4AwPxAf1iPsIVK
arUCAwWEAAaOBrzCBrDAMBgNVHRMBAfS8EAJAAMBCcGA1UAIAQOMA4wDAYKYIZIAWUD
AgEwWATAeBgNVHREEF zAVgRNhbG1 jZUBzbW1tZS51eGFt cGx1MBMGA1UdJQOMMAOG
CCsGAQUFBWMEMA4GA1UdDWEB/wWQEAWIFIDAJBgNVHQ4EFgQUo1NB1UQ8gCkVEAE j
80e0r83zdw8wHwWYDVRO jBBgwFoAUkTCOfACXDKExXCShINhpnHGh2 9FkwDQYJK0OZI
hvcNAQENBQADggEBAIFJeKCcsTKcFgOMpTryujRGzJdYA+R9eBAuDLsatbtKt 14F
zkgRy0g31/+Cw7H8e30iLrPIF1WN1gjHrjgOyIs5AQ/hgxLvLir3hEUV2Z3MRsMt
JH2x9SG91PEM046gfPnc9gMGH jMTglgvaKcLQP5UzpEYPLror2X4P5uXxaPOLIZR
zWmkwlRE7FOD7P£fB5v94M5274XYxW2W4uKGA7QGnUZROSvSYkGiWDplJhgXwfDz8
AQ0enITGXnoEkAFvvjiCgh64P1hIeMorj36pgLl9oWZD6YrzSWHUZz1F00 juyuO£fQs
am6hvrDTgNpHNZ015f0URzalSkCvi 9GFmNUPoVgwggPPMIICt 6ADAgGECAhM3QQV5
7XV/QamiXDr0+GrOmgnXMAOGCSgGSIb3DQERDQUAMFUXDTALBGNVBAOTBELIFVEYX
ETAPBgNVBASTCExXBTVBTIFdHMTEwWLWYDVQODEYhTYW1wbGUgTEFNUFMgULINBIENL
cnRpZml jYXRpb24g0XV0aGo9yaXRSMCAXDTESMTEYMDA2NTQOxXxOFoYDzZIWNTIWOTI3
MDY1NDE4WJA7MQOWCWYDVQOKEWRJIJRVRGMREWDWYDVQQLEwhMQU1QUyBXRzEXMBUG
A1UEAXMOQWxpY2UgTG92ZWxhY2UwggEiMAOGCSgGS Ib3DQEBAQUAA4 IBDWAWGGEK
AOIBAQCO09InoWDgWPk2af0+StijSNORSK/hN8D+10780ullsk4ASvSwjsCNo7sHU
a4xQU15J06VgY18LANWORjrcI9BaX4MguzsbFXBe6uFhlmVpXmFxSpUByQ+950MF z
/evPgP96wV+z4TtAwWW2234rTiz4DXMIO7XYNFUEOLls/gkUP2GxzymsO2kaYWTut 3
SryCgeHEFbZFkB4urMk4xrIJC3CzWruS2Q0FHbBL fkgKNS5wXVgkWF £fiOucfCn+IQ
saqpold3£f9jSkbtAVSw3vzfog8919MxKI9H614KuEInAtJ7BtZcs17dUy9u9COgE
vkRiVokFQgqQ7XNDU+r3SeOWwks 7AGMBAAG jga8wgawwDAYDVROTAQH/BAIWADAX
BgNVHSAEEDAOMAWGCMCGSAF1AwWIBMAEWHgYDVRORBBCWEYETYWxpY2VAC21pbWUu
ZXhhbXBsZTATBgNVHSUEDDAKBggrBgEFBQcDBDAOBgNVHQ8BAf8EBAMCBSAWHQYD
VROOBBYEFLv2zLItHQYSHIeuKWgQENMgZmZ zMB8GA1UdIwQYMBaAFJEw jnwHEwyn
8Qk0ZTYaZxxodvRZMAOGCSgGSIb3DQEBDQUAA4IBAQBzial2p86poGkjd/4KkkOH
G25nY/0eNARD6/0F0/sYonX2doizcGMk53riugAocCn5zbzhW/JvdYn30UxfyrZzl
RAzZEf7GHggB/NyjOad3pdpVYeDh4ciNKjbs+aEoTWgAkogENt 1sRx1cvb7HVX524
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bKZaloPTUNIm6QpivtgDIdgGIdGE8L1zLEfXBuo2zL3HR+MICDr40pg2JCkzP0Qhp
TpoIccGE6I9Tsg+RrOA9iCQsPnl1+Tg8Y¥edjGzUWFO07rNmTOTzPCVzUAuBlr+JJtz
OKypyQ3e0Z6EPazXgqMyHAVcsmO0GI364I0A0b8PSrINt Jh+Aqd5QfH+0e7NSzNnEm
MYICADCCAfwCAQEWbDBVMQOWCwWYDVQOKEWRJRVRGMREWDWYDVQQLEWwhMQU1QUyBX
RzExXMC8GA1UEAXMoU2FtcGx1IEXBTVBTIFJTQSBDZXJ0aWZpY2F0aW9uIEF1dGhv
cml0eQITNOEFeellf0Kpolw69PhgzpaplzALBglghkgBZQMEAgGgaTAYBgkghkiG
IwOBCOMxCwYJKOZIThvcNAQcBMBWGCSQGSIb3DQEJBTEPFwOYMTAYMjAxNZzA3MDJa
MC8GCSgGSIb3DQEJBDEiBCDzzjU%zkYamvSgCO5SwewF4LgTekLa4P8khUZ1HRNkO
GzANBgkghkiGO9wOBAQEFAASCAQCFAaiWOMVy2tnagCpthNu6sAL22/BBu2BS5XY0
vTH4 /MtLzU41Sokfcs8lgpXmE852prfBZfyoBiOtKZF6TkW59XP1Ex4TEBZ+pFwb
MaJdbZ5Ki12GpgKib2sEKbaNHaUYOH+vixz3NP61lo2Izras33cwdZ7FE24gs3zTAA
IWYTF8rtPhXVWOrFLumBOF8LgGKPTh4mjWrAEcagqgmscisibxTJI5yp5DJIhHME 9Xv
/HVi910JJ5B1YOQOL/ JWPxQorYJAP 62HWEEZzz2z7/GE24hm4 3pK8uHT5DPHiG+gZZL
35qcfe8j50JVLTG2wcRH/aKhat12MMnPFManJGwugLv4rwg5s

——f91-—-
B.3. Encrypted-and-signed Messages

These messages are encrypted and signed. They use PKCS#7 signedData
inside envelopedData, with different header protection schemes and
different Header Confidentiality Policies.

B.3.1. S/MIME Encrypted and Signed Over a Simple Message, Wrapped
Message With hcp_minimal

This is a encrypted and signed S/MIME message using PKCS#7
envelopedData around signedData. The payload is a text/plain
message. It uses the Wrapped Message header protection scheme with
the hcp_minimal Header Confidentiality Policy.

It has the following structure:

application/pkcs7-mime [smime.p7m] 7540 bytes
(decrypts to)
application/pkcs7-mime [smime.p7m] 4580 bytes
(unwraps to)
message/rfc822 inline 783 bytes
text/plain 321 bytes

Its contents are:

Content-Transfer-Encoding: base64

Content-Type: application/pkcs7-mime; name="smime.p7m";
smime-type="enveloped-data"

Subject: [...]

Message—-ID: <smime-enc-signed-wrapped-minimal@lhp.example>

From: Alice <alice@smime.example>
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To: Bob <bob@smime.example>
Date: Sat, 20 Feb 2021 10:08:02 -0500
User—-Agent: Sample MUA Version 1.0

MIIVVAYJKOZIhvcNAQcDoIIVrTCCFakCAQAxXggMOMIIBhATIBADBsMFUxXDTALBgNV
BAOTBEL1FVEYXETAPBgNVBASTCEXBTVBT IFAHMTEWLWYDVQQODEYhTYW1wbGUgTEFN
UFMgUINBIENlcnRpZml jYXRpb24gQ0XvV0aG9yaXR5AhMPLSWIETMXSs5CVIeh7300
BogOMAOGCSgGSIb3DQEBAQUABIIBAHTNZ5TSanffgtWAgtooMtA/krAJvMnVSghb
3dWk1l5izranm5gH2EdFCxvdagudbsboapU7GH208sZ+Hr7Exui AFRSoQMS/wgOgW
Vt fwjKSoKYgQb0/ jxCKMtDGgfz1lp5gBgNAz 7GLEKC/P+PgqYNHJIrwX2ddr1HJ100G
6ut7Q7Jgsv03UIxS09IZ+KwsnxuPko5AuveAifbOyN5zNA/yNGWrdVsLFboz5sD1Q
uyI/cWctTDCLvoyVEtBRKIWRUJ1IHMgB8AlFOoT2pBRMFCEXX1INKOIG2x1Dc/K8K2g3
LTFEoderXpcOY1S9WuXuEGWpYFu//Pgt 0kmAacfbp8DbF /KLOkO0wggGEAGEAMGWW
VTENMASGA1UEChMESUVURJERMA8GA1UECXMITEFNUFMgV0cxMTAVBgNVBAMTKENh
bXBsZSBMQU1QUyBSUOEgQ2VydGlmaWNhdGlvbiBBdXRob3JpdHkCEzZBB8ROAPhiY6
HGLS64Mv1sDXhpQwDQYJKoZIhveNAQEBBQAEGGEAPLsAF0Kyueyd/ofoyTKriNDH
mh/Nr7KhbigQDRZpJ40SL2QR5Tkt 95RZ2F cHOMP8QVROCMPDfIY7tXXVxdaCewju
gBEWSTrDCSLsBaONZOhFvMUedl1VgMLZuy j9RFumYCfg6MX jvS2yLskPCvdZI6urd
n7P10+Izs8yKSZzkYuxY3Zu94pA7uedC1lTP8hS3LB6JeZWSQIVA4ZLZ2/9JD+0Tn
0EX6zx8fySJCZwcIoWewcn6KSmSekQ7XRevkOxj7FWvJ4UBlQeo/triWa25Y/034Q
BoBvnOSiMm+64zARzVIimgIHTRmMZ /HCZdeEcM6Ci/+0xRs7a05pPEKCRtREtPQ52zCC
E04GCSgGSIb3DQEHATAdBglghkgBZOMEAQIEEIdKwwRA9368gAMYMmSuUOLgAghJdg
05DVvWWOFJ4IGaliqule+CXt+BhOUMV7FaAia3k+cV581Ig3yTmhX8bZpRLBGM2Hz
yb65FDoCFgzmilBH2rirDi/ewjO0yO0rXunHg4dWvNxllalabmeWec2kdG3vUir8BzX
b9gqVNGn2NNkOUWkPtrdOhalGjRVAfF+hzgdU3GTmBRsEt zaOgRKg0OBfxa8Fa8Q8n
1TIjYA6HV4AbGzWTg6Pd+ns JZHLv1LcoY5fHh6Z7ZFWJI/0oxxRTXBCYurOgFz+YPtod
p/0h7yiBEDLOTFPCAvVZQ+9d1K/SK43somD j66P1BwNm8gi5K6MIMxpXgXvJIkGMYu2
X1sfp2NH3pzHe6raO//jdBoSnHN/gPeeyJeGpPe311l/FIJmBEWX+ZW10b2Q9/hyvs
SSkfEHkypV539+WK43CIMASFCLC1z1Zxv/0SBIS3CWz 90t psXk1yXKJo8QZVI6Gd
pnOpzdDuEzx/xLrBDDkWMs3UW13xf/1gHznnU6Sv14VE/Q8Rmbx5wsveQunECnaT
J7Ay+p3RuywANEfFBjz1MwiW0zkl/zH2£5vdGyIjjUhJoHDDTs2xNe2KpCpc2ZvIw
rglLXVb+1lep+Qc53Un99tKCAALOH3ApCa8lXpWVBZR1zfpike6Jc5T8EYpeEjLyDr
w3JQcR4JAg/5dwiSXX88GzfwIQQg28CCTWX9moVevQAH/y8ZbALaiCHzfoGEXVND
I3r/e6ebWYf1JJKUEPGQeUU3IBUT4ZQY+S/ZPvPkhDUBho/2Gk5zIZiAS+YRRyXO
IUOYk jpOBtnd+sKngQYE1wCItzG9hOVecuddU5ud JkXTSquflDwIt5GYR+4EQW8nN
vnrbeRvCUgiy6GOkPFEVFOFVyLD141dVAJy jPOsP1G3QGTEhBtALI1RZEQUS jvtk4
IHm2agYKnt IFcC/wq9KGX jiKBfwhg9mFvyESYFaj8pJcIbgPzyez/+WSRTV6LAMA
sbwiCXbeJVezAF1lb5yd0aBjHCDE2gq7KR4ccTksf0n4Z6Kt2WXir5yd2StKecJ4slb
5P2MchRjPSDM6091/5sU0ItLjelNgeVYUzvN494kV3s7rCNfuyywOgRoMIHGWL j1
rvIdVGKZ0vJhaV/WjxznFKsZuOUG+zQz1lka3LGriTQHIR6cVrSi7XmlCLrKDR70M
mN5S1Fg9UwW0TZ5K56IJQ6MI jUez IwONSFDwynw86LVLM33cvV21Fy7/4X1MkIRYU
vSgwDSmvxLTrdaUNNThIamtC3LtTwZ91XjnjgmIXHAQ7JS3¢cX9cIsNTBGOYCT6VS
taxyzv33pjwL2GU+3C6GfTzGnPGOBYyONnAWpiKxbECz3fuUmGlEwyBYeyLcta7ZE3
y70fthpvFggdvt2Q2fpMFemnc6d5hdi3KBrTh2YpyFRgpE91HjtGoB/iB+StrTclS
W2MeGn+p 9EKIMpMg+JubFN3VxOmLFVvZL1FQFRvIemZmt WYJLkQz3¢c3PSge9Q0rZP
hEv4WgV1U3jz2L10xMMAQlvO65tgZIAUDVUOOVLESbusbp7/kk/boNimArS2pY1lF
1IWIk7GR2c316QDrVE2FGLEIxmit YscRPyiyFS36dI+iWu5B+tbvEfp8ZjIgwA93
BueKKNalKOG5JbOAbBrErm0018/g7auxPthuRWo3hax+Y7ESVNTf£5tniEmluP j1B
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/A2wfORT141sE4CQpMVgWufaOUZ+syc00w6Xu/JINVYGxpU2X9mMbSVzv3ZJ4pZ0
AV1ICVEVLp7bt5XZR2k01Pa3PXU21jChliWshgt 1XxtdQSZFPYxIt jcOVIJT7X608S
ByNO6PYQ/piOG6RaJ7DGKI5xtz8sxbYKW50D1iU6IF31EuVPCXfWKG2tkslaLfKL
dXDiDwlP5ZmDMhLnyzsMzrjcdrlvj3hOE2rGb030l/cfmAD7LWsetaXnSTOus18Y
ksvaKwIffgFbu98nxLMbwXjLBAX/FTagi+3NJ881KbnI+2ayPwPFqEQZsISWS5N/w
I1lrjcKDTxfZ/nvICwDdKnB813pJWoMk0/SMONYEMANMMFexG2Nf JRwhUAxLpy2Ma
nTr2fRycolz2VyoUmI5909NNDHrOtEt sBR/LcPOENY9tRIN7Wbpokt j1Z21s9uYxJ
ng5QDXtINO077yCdhzbPpdx5eEQEx8jUC4eqIuFiINusUILf+jzErtAS4Dr3P+HJjH
1ZXU/k1xwxngMgG9FdEPNO0807J0YVY jpaZVaRZWwaK jkypcmehYxXg5£fx9UIYxm
gbTIMF7u8uK4SR0128fEigIvInts2XEYfOOWFglA2TgpTh7q/I3JyuWS52KYCtFOk
40xiQuxiC+/58aZycbjLfP6e+pYsB1BQiBamlfJceZuCTW2vn5sjuvCdSqgi5k02g
hgzUSnlduCblT7QqZ9KjDZ1EIN2fgmA2RVxeaFZ5EXVXVJA6CIAL70yW/G1lA4P jm
hojv+slDVEXxHoaFCOLutvBEFxMf9I6efhei hKbGM3mCXWplzMKcqWgl9KIJT9raf
N9SrtHuhC2JwEgRvvn/XQN29NCr2GbhsCtmayGkmgD/c4vgN4noukUolvuNVE4Wh
1GPwju657zAHJT6qRelp7BgE81Cpf8aNeWWK1xBu/H1AryRMKKWRXm8x2baOs /L2
CokiV3GM7ip9Uf8hF5aML8 fLOyNMMpHyk3h+rhsnt JKOA/0sF4gysk8WyhBnD8Qw
1hJdkVoc81NkGNxIrlgVFE jQ79fScPfe30IveHHrs7BpEABdcZDf4NSrCZVStw0AX
YdQ9RJYbTiDHprs7s07D9DV3VEVinlNg3rMtoPgxb7HKv+Sa72+110Jeu+lzVQax
Uy9EapOeTELAWOgsSSMxgn65VMaLgd3E7ThUr0Kp8RIwp+mEcJ0c6AzdYLnfpyD6
1cl2ENgtL/Q8FG/0tahkp0Th7TkVcjpJdzuVNpijvkIxhuA7dlxIkKaLHx jkxCiuw
OoVTEfdW8Yt+R89SnkPcx81+ArlpkCaC8V4K9UGC2FIz9W40dHFUFajTnycgUWMybf
A7D1UNAeJBNJRFE1iSgPulYr2mooi4+hV2LIMjLxs/aHWKTMah3K3mTVyoltAwVt
+2kMIagtWKQi5xr3AwlP8GKE0I9F10sza4Bl1kWK3eDovCy2HGL17R3HIGgWnDxt 02T
KM/HTywrUl3gMwxdke jYgV/4RWQeOISFBBAemnwINdAquKkKrOOQiuHFxGx140Y1jja
1/sRUtS3pecm5x+CHCYHST1ImAk+1kWLAELwdAd4atsyrKn7SivuzCgz3/pi0kEd
ZBkxh7WmzAn49FMg21S51S68skCN14LH+315uxs2PiTtxtm+h8D+Fsc9G+Wnjp593
CyPHQxQ08xSqCrVupdxeuimnlI+ONnl1JUpZh906VRS/LA7A27xW0a9hkGx5VOACQ
J141i+gpcsW5jP3JVV21plpgXgkt ROgMbgUOU7Qvst3ZRQueiLJb9Ujdvhx4KcJS1
g6 jrELJOXTHkz4N+RZyMn7JJALwWBB/gag5biD1HjvEYKWnrpLL+fBj5KPrfaDK8I
AvKMhm3PdbsAw6gieAntacTzE/1vFsORPUv1Zr9JFJ3C+E6ScztrMvBCCgK947Zst
WVJjcWVVKmd1ARSMPE1Q/S090zfHBRTkMaFNXA916yUfQlbl1E8TNDHIDO+CS+6U2Pt
01Pay22gExWsnkuU0OmCUDkrzKUROIMQ1YPTf+zD1gHPZ0OBCHHF sCNxcE3YKpK4s4
y4HAE80CVWo3II/rpOHAQIb3gEMI1AH41 jtX0Z6F£Ih0i0nltPJCIEMIOE1mV jpZ
fi0YsXjTw4QgDiQF2w88sIV200v/bvCydBTwd3Q0YgDLLMGEf099XJREaPhXeKKNE
noNSNV/xR30PwONWoWpTSPZnYioxFOY1knpUIRVEbgW48B9KMUoXrawIZPGSWO+U
Ib3H1DxwlcWEpPkC4GB/G7UYeZS0Z4XKcgStEdAn50SSkX0v7DwogIl 7etmUhuspNGn
Po/HL1PR4g9JF6jPtYgscKmOEjF4H4C6QR3Frdz8FQeITOMz+9/6rAgY jtCbaQN1
I2zn8gkKQfmbKC9jYTRgyg/T+IGbSvZPuWVrkOmMrv6eK8uQCySuDpfPS9KmIT/0Ln
1GtUtycME+riNw4Tc4SjOP2VVOFEX4rfiGaybVy05BUcZVahbmL2CebxLyoT8uE/
D3/wl96tyWYwNADDGYXdH63Sdws9FJVINT6I60Z6£fAiDspAlPO/wr/S/yTiFHDIw
h33jzSj2GOtWGiDFMLULXztFG6BTTDVdygBhAg9AgGhLUPLHZctNvyFmIVNUXD jvzG
1ViFJVfkuoj3YLMeLwrD6vtATct 5GUQfKK4sagGwZ80egMMSxb0yViB1l1SglEsrRd
nQP5vA+1INUQrR2n/L4mG5ZdJL1Eh/dRpBbRN8szKMXtGIuLx0LIYV15rnFChbBMN
H1U4fbHFiHdX41FTOiurCxvya6dNboLwm/29gQY64dzbj5kTQpxz/UmBN/8AwdvOf
NAkb97d3/CsEli/soZowZMghez JWUKs/hhL7/KBIcXiTG+2aXKs3etryNJRiyCOW
ehkEpOvhHA6IX4y9VmorT2vI9vee7hlGaOWekbl 62EpukuD+dCCay+FRLP1 jU6wgD
Q0Cgv/T7kybANL4jcZI4Rf3joE/yB/mr8Ygd+5ATFHNMOVhdm+RKrOQchuy+lhrre
ImjLtoeQs4d8bUT6T/WcX+xGG1lZ7krfiYwIQ90gHCc1lVgAUsYFi3eQOtsHdliyOLm
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AW8Mr/azSkSWgyggL7dd0KGC/a007GcrygAQeQt SFBIXvb3xR1S0HgownwgCTdZs
IgWrM8BkESGpywMrSi3bsfkuKnTX01Fuso0g7Kn3VQEOkTCE£SRUuUnNOT81NYLA+MV
JsSWgB7uYX8AXFhWM+MANGIuOFk+IeLwtCEfWfk01YCLn47NUahQsMPo5/4N0CeiWa
SFmwu8CY5UCLCPCW5tD+2zP/mRt LM9Xd9 joS8LXF2gRUAKEzOCIpy+qy 9YkCuMgPd
PNx1lcqg3rcLzlgMopCmrDO5xR/LkUuY3I017kf29Hb4HZ/nX11l/p9tK10J+gOiQI9
ZFRxgQoxLQOsN50xA7D/w/5mBSDuRda6am2yifmdvw jsARsSZiSSYICY8Q5yEc5C+H
BhK6gMC0u82Y158VijgqrJRgvQalujMN8+CS8+4K1iK3giZU6PE4mqoBMmNy 9Mg4zQ7
z0jgOm/DYvPz5/AMk8Z/ JRF8PQEffb0JcfE40ksKQyja81lN1TIsqdslvYQdITz1f
ghmVxuDfcXURzz7vQLGcezLOe6cKbPtt6S700AvvtJ jpJOrdwphSmJIN94BG/9DYn
f00Qz9hUbboUgfRVeUWfStMEr++fciSexJVyAj+kgObAadrhstvijM871PFLLfY19
EZFMrV3ymygWYc/pLKWW7VEXKxmH JMAG2tm6 9LCpPWxsw/rmUaVBVe2 jycb2FLHL
8sw3ecNWoFsCd9fucBGtmgPEiWrOnrIVj6I4mPd7tCXZQEhaN7sLz9hX61Td9Ybg
3WO1lYSWzaBZyxJDuxXbZ4Zd2t4T43PRJoVvOW1IFACatQ021xz0IgluloY1ls0eMXHO
FF554e0r4J7SceENGOcOv1IarFDPYzPmNoMMthvb9+7N4agmgJTBJH/SwBalbeDBI
7TyN/SZwHb8 juuXO01l fmuBDOofTWWS4nkPi3Z+vUMUVVELQP2Th4dmlmP6f4H2akns j
OrMFPM3C97UY6Azyvb7RYb/VrUcnM7kiYjYM1irfRSYJD/vVYwxfGjlruSFYw7Sb
+1avQ0+g9XDTVytovy4dxr7302goBJcUK35kD1z/2E2CLeFBXEQu/PmY jOoSvpv3f
YOvWsQsCgBfZIGAlYbQjPeHJIISVsJg8pa/BkKCCulVgvnuyQoCAbawv81ltMB6sh
L66GARK9zc8G4dcrlt jaxAp6/LW+taetP04yRNhBLXAJd10/61ldyaEkyLRk23dWN
VMr38oup6w4drhFwiWt 8Py+b48djfgRzglcdgrxx4B+glsecEaojx3SgBriytofYhT
alzNXHz1tgSPV5202s2DPGk jOy9ZCI JX85WRW6KZ1e6aTITXE3 jzDJIdt sAnp/ J£7
0SODZMAxOhh7ELKqrGO0xP92IYhlsf+OhpubGI juBAP0o8L0JaQ0SmSWKUWEF8XrzX
HCzu+MtnQ+6Lf7ctJ15XQINENSpEWSHPFpXGL2IRFA1/EgvIk750C4JQ1kW3D1/s
R93ikylznWBF7PDQWREqI9BuU0S53ENUx/1BdsXxJ/AxF5hz8tFe50nK5fZ+iYHbhPV

B.3.2. S/MIME Encrypted and Signed Over a Simple Message, Injected
Headers With hcp_minimal

This is a encrypted and signed S/MIME message using PKCS#7
envelopedData around signedData. The payload is a text/plain
message. It uses the Injected Headers header protection scheme with
the hcp_minimal Header Confidentiality Policy.

It has the following structure:

application/pkcs7-mime [smime.p7m] 7435 bytes
(decrypts to)

application/pkcs7-mime [smime.p7m] 4498 bytes
(unwraps to)

text/plain 333 bytes

Its contents are:
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Content-Transfer—-Encoding: base64

Content-Type: application/pkcs7-mime; name="smime.p7m";
smime-type="enveloped-data"

Subject: [...]

Message—-ID: <smime-enc-signed-injected-minimal@lhp.example>

From: Alice <alice@smime.example>

To: Bob <bob@smime.example>

Date: Sat, 20 Feb 2021 10:09:02 -0500

User—-Agent: Sample MUA Version 1.0

MIIVbLAYJKoZIhvcNAQcDoIIVXTCCFVKkCAQAxggMOMITIBhAIBADBsMFUxXDTALBgNV
BAOTBELlFVEYXETAPBgNVBASTCEXBTVBT IFAHMTEWLWYDVQQODEYhTYW1wbGUgTEFN
UFMgUINBIENlcnRpZml jYXRpb24gQ0XvV0aG9yaXR5AhMPLSWIETMXSs5CVIeh7300
BogqOMAOGCSqGSIb3DQEBAQUABIIBAE4 JHF jgjveL+vIbAAHC/TgYkDO1hFkL1WZh
gSxqglgjfdwieoJudnfk5t9F091LxUqgrgFCOoR7TMTdOMJIhgmcsb9G8ncJoWsNsO
EZ5Fdt /rrxHgt jXJodVbrk0BOJ7LIGVEzQBPFAwKEg4 9vP 6+sVp+CGmByXvdlA54
ueZCKs6SK2QMzodplndws4IXm7BIadsvGub6huNEIS51Ne+NS19gAGe j+oJdn0i5vsa
S/2H/0fxS81sIBfY/QYRr8AAbL41bF1tWRWEQgix+kORh1tIPP4A7Jo5a+fA92ZCT
HpFER/cZBLpalp2M+HVBa jOUgASwWsSA/Y30Y7Sj3kXgE37Rva0l IwggGEAGEAMGwWwW
VTENMASGA1UEChMESUVURJERMA8GA1UECXMITEFNUFMgV0cxMTAVBgNVBAMTKENh
bXBsZSBMQU1QUyBSUOEgQ2VydGlmaWNhdGlvbiBBdXRob3JpdHkCEzZBB8ROAPhiY6
HGLS64Mv1sDXhpQwDQYJKoZIhvcNAQEBBQAEggEAEBY72g8b9DsTrdlACEAgiB5r
W6FQ6Bugd6UDLrGOmyCSZ1KoCmPUxpb3veBdbYTr jSIuhkMYq0/ZUQ7JVS4 jgFMe
4dHUShBT3CKJj63FQ]/fT4G7xFKuRnyfk7fpeaGBR/1UsvQ+0yViHQgf4JAG60GEKO
R70yMOROcZznSFT/Em585/5Ig2dxsg2X+fQUPeHWIsSRRNDZOMMIhQGwoOtDI1lvy
OO1AGV2FP0p92iYQSzJ7VgJAViKHYoXDZTrGInL9uygiIJeaOgvw6£2 JWLK4j04cl
1DNnQ4KYhWgIaPp5njGCKEiqgssMGI j+TkkIY1ludeGy6dEK6f+Nogc7Lot £z7YDCC
Ej4GCSgGSIb3DQEHATAdBglghkgBZOMEAQIEEPLJki1A1 TOk6hIdMM2eSX0zyAghIQ
VZdGIB8O0ZwU7vWIZenIr6HSnwSw6yJIJDWDA6K6bteA6gxZ4LMCFXNpNxHS5VFIowK5S
PgneUhXG3FUR88453uLLUD11Y1ynMwvcbHOGGPOIn+tcPOVQHkFpmJk7gbmcl£5Y
JOSWMVVAYDGqgiDMgBAPp2YdgNv603h+RYItALY6rebm/0FbQglnSRduwh8oB1lnX
BOhV/LwC4CsqgvRo8SigWxGOMMhrJeV2127uugEmOIAG6ENpQ7yGiKJHxZ+eaVEiDmy
bhz93jPZCVH5gL+7cBE2LVT JDrF8H+JIDpTC+uQ5YJzGCaxubDbHay2R66Y+qfSylo
EDXv1il/aX2ygXViRyxhkPteHBCt5MtwgnfgaiOkrk76mx1JIBeBQ7KrwPi8USOHV
LXnQxj8tVVts4bt TIbNRh8WPAdnhc/elcokASMaEZIB/0ix6hvhR2/AxIIXEOn+5
HOHzJ96UhFBstBf71mIwMzwW/127zYIzNGK9r90kUhK5psMMkR5U1 6evSDPMO3rT
gKJJwfLHOnKvml2kp+Knn8QDoiHgAmjyt zrBwgZrpklgqgFFTG8Zz633BpPLwgb3s
j3tSaGrNv0dfFG1HgGsgahfXtvvFpNF j4zR9zx7TUNQASXTRXZ51NVt 6 9CnKkvuYp
45t00cAZkYQhTGENU9s+GD82VvFXKYN6PL60Ryef3fVvAZIOFOtYOwSx1yf8TZxoMIY
GGM4Unagsty6YmFgqgMO4do+bF2G1bFXYI/2MXa34jz0tnExGOgZ6bsfi/5KYZIia
+w26I000yv58j0Jy+CQ6MEx57+9WOwhx2t0OcYeyv1SM2ER6edHO0 j2bMgzt GO9+UJ
APUNG6Hg/NUJ1uiBNg7e7nnDHFS9gyiHabg7GI2yilnEebZe32jw90Syulv/SyAsx
47m70KZAukwI3h/9W4iS8LICEShGUJIt SKE5Bnp/m2iiX9B61SdgT6nwVWEJ+671v
6wonwAn2CDGDOsvXNoMTktDt4dBNb11gLC/CgtupTXSosPovX8vgpb4VdzK2arCL
ec8EIaJmGVRWOxyI/w+EkcYIzBAOUDIt+fAIHLzZ50XKPFFs2rGHrmneOsWtToCcJ
L30gpz2QXV8/teUQ5vxF+11nF95vIBDeiZrEY2eAIPZwhdaCVe/EkzdxeE2Tx+cg
JIoVTA/anwMUxmgIRPKdIEMevgiUe/tedpIm+aXhy3VIN1IDk+AnGAHvInh705Zx2
zmmhRUJ20L1sOLxHkC/bMz6EOVMiE1WsThxds3EW9booNO6wCjZ6GUKnSvOj8S1
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ac5kAAomzErAUisWkbsQ+1NCysgNGEowSWgOG4703Cz jcCMDoAfwCv/K7JVpHRVYV
zosGCOLXLQHITMO9gT2PMN4D5HPavNCGAxKQz5mIsovndj6BMJI7Hgvht PixWrLNKO
N4yQMc6NUUDn1J7h+PNquTt zZRMgSURk /L/baNF5txyv5m6TgIHBfs1nMrfRBEvuUI
3sgpW+9aers/0vMhl1LOLAWO09kCE5+nkgQ/I8ZFaLIFvdRM+AkvbVaQN8li+Ew2z
lef/AeyodX1ofNkmFTgxyP+F+ZrB3Z2F3/Z22m0d27379QyCXviiNrBvOE1BXzadwd
TgcyILwgQaqFlgEx2d4R/sdYoZLu95R9iLezeZmzYi2KLXmm/WGTzB2gzWOWINQE
k0+b7Jqgd4qVIIBeQOUrRFBZvVwWVDQ+cXfWZt31ij6jo8h0iHG+LXH1Q/sIKSmCZKK
XV3U5%2241i0CCWEenuA69XN60VIONISQRBIiWt r5vjNUIS8AAG01gCYgGZ5VkQzxi
fh4YIBk0OYOnzVIbKKvei4mNDYNdAv2 rWWuSFSUp3MfgPf1Wt35sSapBXPgUNLujS
7J127ZGPeiV6iB7xibbLsIQQT jroktQrP7qgGvKpSu2Q6yQ0sJd5zgrQmyVzzhKEo
V11wAMYDEOO4vxNHSHpz 6m4B0+ey 71t H8MpeXHk5cyQYAh+dnOu5uR96FWRM6Fp
G3gPC/0mS2PytJGT7KfQOkOKElwlzt /ypg/iAKsuaMBx70HLUVR+BiQYFTdA3YO/72
y6c4u7BarWgnlFVLjnNQ4aodZzyoDgh/D1uEdkF5AkJb0jNjP8DQAp+78E+Zs0O40K
C65HWQdfag2gNt Tvm90RMEQjK7K4vXneBviWLahp74vouNNaZSS9ImAAQQ/1YEDIdk
rJxa5hnjgB4+m63U0IgqZhO06Yzuv4AlkVtp+BdYcCjurlOhviWwyg4k2FwEFs1laROh0d
1dO1MirNC/rSnXcVagvonmS28Ykg61SE95r7CHtbUIKIGcsOe+AcSGX+mpJdwLYgr
1gNV5PZZ/mFX69QwcDVRrzmDBL10MW41GQOup0£f/S6RXTJWlnTvoJOmcm9J7/Bgn
nRhkYcd8C/4g//H3XndKdxyojr7KV3UY7iL/KPHI6pIVIT7h/HgPJTAuecdXIXWt9
Yr/Srk7R48cpglxdFvaaDWe3Q30LtNeilL5czscnLubAT6LBstJPTeQE6vnag6oNOJ
BUOZOkiCLLIE6WelCUzwQjBzUAWVWH12uTuFJZdPyVt 94VpWeBEP3daeCwnJaOgF
krgkYLC3qySMLK240y6X8wWESNuJdjTEPn30t6/D5CzLIF0SugIwd7GeswWfIvbgl6
477JiTCvpZ+M65LFmLn+20PB4xh/hyzNe0gs+9212zd94M02TxZdk6LRaNwI2ynel
2Wv0Eg+JEJgilnIP1ljd5KhJLou9BwBKciZTGu60gCe IWY 8pKs fLFvMdxkUs41xvN
03FRhQ1UZPs1VzMabkP/NRb8DOpEedyPiY7viPlefnU4 jX6jP++E jwbr8vI8K5NK
zB3tC+1MfZa8YTb4zuEIz4ept++/At60Uaz29D0zhPzckILTsHxogdbudSpC/RQ/
dJKYTYu3XM1EYCUf9fRDaowY jPTHirNgFzgF/Gv7tAr/1EOT/5SeMNrKaDCngh27
BzE92JTTjgkIjyQKo39JTODNbcxViUX41EIH17E7tzY7Kaaphousgdjo/mBm4SCu
ncHK+mEBQ+2IGm8EaR1zTHqQUGPXwwY5hsv4QMFezLQCFAlsghlvAl/IpPIpESV+n
EvIgZCr+RLFWnX4m9mEOKH jK+yTds+GspclBWBby3pQUaWFQa36zSfA6LkmOvuFv
OC8YKHKDZdtIrhPTD7elGooz4yGZc9//xiU018HrulHiCnsbQjSHaln+EFk9qgzxj
hRSI/4iyfn6mDgwFfgIlt39GGA4Jk1leeb871bwTBhATbBkGWGhKVkeRT8xp+dR1Cj
S4IsUDbU30rS50SbJ/fRYPVB68nQONCC8pE2HGITLopAnRY 9kKiJ1pnMNWRMORV 7
axH3BppdTvAcqaOOXFAtTUJR11SrJ2XzYQ4Gz0aA6Y4VijEu2lViapjg8Z2d2ehtVE
XfJjyc9vQSrv5AUuUCRIQRAt26s5VveM0c9wWODONXLgL5pimKUmMPClp/0oD6VvWASEN
uGgx1XF/Y0gk9200AIF jey7xiQELWIPObl7ukxi6TBayeZMttgdy/OrVgMZMoM/p
PWYnTHfog+c6iuHc9HBcBlkUpK9crvl1iKaNo9UgHvEIg87FkGkLRvol/c49VnRLb
Vm2IImWCOS4TyQxWrdo+iBEN1tYAOOvpCHwW4wrz9gqzCGEbl fvHhFHSMnOVOTJAGY
Rv3W7KrYhIYrLRouWtm6pROyvXt sGK2b7wlCn9afoWBsqOyx1AF fSwMpplXIA4rJ
6gbROFIKgCA6XVGQQroYtdUihp+Ie9EmQuoesyzg30f2T/ehNil9aZgmeh9rNuSM
PkGIfa/gMaXYiX1pECSNgRaPeUkt655B424KedP4A1p5eDkKKAWHOASPM5NnZ3LIp
WvK6pBZy4wy9ivoTR8WQUtyqf36yEOJLAVF8r5h+UjR2RGg2e0S/sbSyU9SKWshp
2agwKQnzGBOOS8K8IP1ELINP45st zpXYFcXxgezUwwRzyWqC+hKSRPNJP4CX JAdS ]
z0ex0sEoe+5laknet +MPWkQ1wGRgzkrgbiWb1l5SFpbM1Qt fv56YUTe25hlgmu8ik
cRBVOPVIi5As0Jpgc8cw/q/1lmmC7ha73V22W5s97y2B2aSn457eXZjIJ6tROp6WPE
g5PDDJj1vD11iZP4NgM/uyllFbyiO0gvW+TZiha7YQIWATaG3EF+0QTzBuHJADH+M3
4RfT92fV7Euyal+/nNxChd47Hlex6v8fxvN46aAuYLv+GVVKC5Sa/QQX3IwBgXBwa
Vb/57a8+dgonQpvr6g8F jdymapGR4kCDVzXNACgAuogMRcuO6wJII+Z jgmvNHTwIx
03ASdCVgk8FZaR8hAOMKSDexsliIvzEzWnckwVdGsulszxlLmnhTiAxJZygh5GJ9
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SYEV5exBe9E4tpAV2fKt zLK3b439ZK25JVCE4ZDY7M/4kPBQ9caFQzx5AiE5PuSB
URZbMFLK4wldwmfM3B31RsR1gHxr3D7X7£fp7/92+fkcM7F6kGwoR3YZ+cXbVrdYP
IJbepUoDIzoLXwCO0/5KjivV1t/VVGrL5SKcQ+QEob9D1hP614jevV6KYqOQXEWT7R
r79EnzkKGqgb41HjP902ylagv8+RgLQnnad4cpiySi4SX3delojbntyet 06Rg2EDY
062yLHGAYRrOs+gxV3DPAWKnMbXa+Ae0C8D+MzJCk9ZJZNnNTRzeJ+bVBypVC5wO
0E40uXA3iltcgrjQgr3yg691/aj9sPoT5ybE90+pdYccHOVO3beX0S+xZUUpcyqq
V1iZINAOxf4y+P7FgPh7+gvrfKYIh+SJMcxk1Dxs04zA4M/aE7QhxjivEpi7ngr9
+0v/VV6X+pCFPMFx1a9TpE1iUG81LsdGCHSzedABgWFgOM7rsPuX/5gNNOs2rdti
TtZu39pRWZ4+HXwXgKnMPk3Kx 61 5PMLEWOP1M7NV+pLLRiwS5C/8wORWnzB1lth6g
ngX4mN3euezQmTrZAoFDOSEymL jLhOoMLIMEUDBp 9k /4pQTE74VMW7ZwjYxz9¢cDS
sAWa3+sk4c28sAmTdVB8hNLtSey+NgAS5hRj/bvVEiKNLvuilkbwlseIzgqgd4OHnrgqg
60gAaZ0bNxZ5PYbY5T2hVA2+tgja9FGILCvEFr0Dg7w76VeAui ShgmpQVmw Y rHmz
TgYYYvCZRTn71eHmITO7j7MGTRnyfgcZNmM/0lJya8vss8tiusS4DkGNigg3J2Vk
KjueAgBo+3uY¥Ymzgm5gKSbNfXrkDTZJCxj41ZYZtoldCCHUADSQOVQ8QoZ7ICWT7yN
4sMnogOGL63m70aqc49831iHk9sK1ZoBOrrkBglQVNN+ZWE1SgE2ASfen+tnvFKeJ
T2WWtgQtK7NhYVP fWFOpzOlMoBEwJaLoMVokYW3I1Cp2joriszqu2ALAmMgGTULC/
dafVABUvHUOErPhHmlpOyVcifF6496mspG2pRxEb3hhHkOmgl JwrVkk37gMUuMTJ
Npr2r0galtYT+Hzmsw4ZMG4209fUEyAvsNfF2VeanmBJRAxHs1BwMHDEyxrkYvcE
R+FMtAIVKNQyDTQZOWkdy3knwDgfz2TJI3M5guMP0O9zdQLN1ckEDa7nn831Ct jimw
1ujtTS5NORYIpkt 0Xb9ZZKAsnxvn5L1Sfz2dC9VFeoIn/amkVAVazZXz9viWY8V5Ae4
UD6f19EhvZ2SbDCk4uRWCE/1i5LcjKOYyGwLOtTY2HCfgqjmfpdaHDENJKwikIx1Y1ly
I5421BKwM1aQuVPYzBUgN3Abd5CaRnletDax+i1N2 jyg+dj+x5NQDBsWJ9IJUOXT
nMDScnH1YW3CeuL+WBcBozV1tZaO2RKSDCpmlz4TGTAGHYMoek8PGW8/ZBTIMCh
7Y1gg54IRMIhO5JS+MTbp4MWaR570XxKrc/09PyDD1EzhIpixAOHGDE4LIO718Pt
M33AKEIWZjG71lmnCnURJu5YNA9Q1hBgjshd7tHAZI57I8UwdX/GrH/ jGm3Zd0L38
xPfZpa9QSr2Fs/f54Z2je/G+9vK543k5PY26PckeSxVFrAcleLNRRXuUPODHVc5xxX
pwJj+ARVU023gb2bn2j3Rk8u41Z+mtOg4¥YmLc506a0M034HTgrc4 jiHUOHy2nekJV
PBbOU/BFBYUFHNn+M1h6yRtgQjVKmC880/aBb5u7MgrOsQ6cvNgHfs3A12HgjBxga
+vBLWEHtHYgBOeZRdAIeQwA==

B.3.3. S/MIME Encrypted and Signed Over a Simple Message, Injected
Headers With hcp_minimal (+ Legacy Display)

This is a encrypted and signed S/MIME message using PKCS#7
envelopedData around signedData. The payload is a text/plain

message. It uses the Injected Headers header protection scheme with
the hcp_minimal Header Confidentiality Policy with a "Legacy Display"
part.

It has the following structure:

application/pkcs7-mime [smime.p7m] 7670 bytes
(decrypts to)
application/pkcs7-mime [smime.p7m] 4674 bytes
(unwraps to)
text/plain 423 bytes

Its contents are:
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Content-Transfer—-Encoding: base64

Content-Type: application/pkcs7-mime; name="smime.p7m";
smime-type="enveloped-data"

Subject: [...]

Message—-ID:
<smime-enc-signed-injected-minimal-legacy@lhp.example>

From: Alice <alice@smime.example>

To: Bob <bob@smime.example>

Date: Sat, 20 Feb 2021 10:10:02 -0500

User—-Agent: Sample MUA Version 1.0

MIIWHAYJKoZIhvcNAQcDoIIWDTCCFgkCAQAxXggMOMITIBhAIBADBsMFUxXDTALBgNV
BAOTBElFVEYXETAPBgNVBASTCExXBTVBT IFAHMTEWLWYDVQQODEYhTYW1wbGUgTEFN
UFMgU1INBIENlcnRpZmljYXRpb24gQXV0aG9yaXRSAhMPLSWIETMXSs5CVIeh7500
BogOMAOGCSgGSIb3DQEBAQUABITIBAAT7f0ZVLOCKGXTAGMEgr24xmXk+R9+1tBvxo
VVCOFR62j6F3bEqRPggJoL/HYhvhbCluNzS46201GUESTn6dUOsFnAtHvpm/aggs
ywEJIsWc/£zzIyEN9wQ5X+2BWMOSofTEikdGaUUz/ fub8KpV3ZHmpO+boNOMRWy s 5
gOR9GFt+iv5LEdghvaymsdFs/gKAZBZo28ffE4DsanZEVmYufMriwoyRt ygnHD4A
hmihNTH5ZCdeUUSZXb0w/UP9TW1Q9C3m663fywaSlzUNaol4dgEpTcto76D/FohGk
s9IMZ4vFcBgGWzH7GIWIFWE4VRCQONiWC4H8y+wIgfIDE9d4isEMwggGEAgEAMGwWwW
VTENMASGA1UEChMESUVURJERMASGA1UECxXMITEFNUFMgV0cxMTAVBgNVBAMTKENh
bXBsZSBMQU1QUyBSUOEgQ2VydGlmaWNhdGlvbiBBdXRob3JpdHkCEZBSROAPhiY6
HGLS64Mv1sDXhpQwDQYJKoZIhveNAQEBBQAEGGEASY3CY6TZFO/11DvnkC jzRwpZ
S+1JJ7S/t7cPtxZxd8ZVVAMNMVEVYkcXsCNbvUrTy2BlVEWYKuPOOVEXQVHhK4PP
Yg230YseIXVnsP7glDMS/ZS+ptGBIXV2ZzgBt7I9jgMLC7£512NQwDns0720S1z1
MOIztg+Ccy8131W1F5k40P1I60y6PLV5RgM7v5CGr4RmMGBZBiv2rQPY1£SSGVAQ+
Xnl6CHJ1i/70f9tEXEfXGREJRzx/1IKF jz+JdROE4gptu/wXNjw6bTVIPx6FmEfOhnD
8XUZA60BJN14Hi31LHzY1rhKQG+90owD4tsTcOcdIh7B8ZsMy2G8MgOmWWHTWgTCC
Eu4GCSqGSIb3DQEHATAABglghkgBZOMEAQIEEFmrLeGX3dF7S0czv6nMLXWAghLA
C3wQFKe2rnY/Rc4LgupEDeMg9p39XhDQIEYeYvcNiPuRCOietAnYPfAegOQlhsZh
Nd87LpWCt §7360kRwUXhQyoVEdr8YJRIBBgOYC56WyHut kdWAFsCXrHhJAeHdg4dy
5XAdOPX9McvgKmdeDCfanXMWNs28G/sVIfwAlo6Tg4COw7glDXVJIhYqyZnX2tvDH
u5XM4EMVezY3F1dh7rs+NTNQ3ziFs/48dzIVPLmOZj/0X902pcnhzU2gyE2ciPtR
t8p/hWw2bdllp5+ZH4Ma/Cmaz+48GrRn3TgQzSwl/Qt I+x6h6RBGSVTRO/NTEVIWQ
t9Sa0ClC+SxmEtHCPWEWLDNnf979+I9ZGkgsrrjasoTKZAieq6KeTBB9FyabeyyG]
VADEx7 jmKt pJpGvb0pBv18xxWKD7hjX2f3gbgFKrwuToayXLXCwlhYnX3UQ4L7cH
t7h5T5m3pIehG8+HYNFOGVvt1QaFTLzibQ1lfgU8hdDQQkVhPDkPyCbLI3nFZ8HHID
V5dxxd602t 60NeBJQUKMAzOxnfsygBhw89fobdskQnOPOBv17PCSLrzGMvvE1WUg
wamSi94s7V6gFfUmbe7YYdZELl/VEEawzaw/eZ+wHb JjVXQkpEZ388cFHMdHONnkhUG
SFobdwBYQj8vV4hxRTuoM9V7Zav58S1MuS4z286MUKCE2VIZ/9+XgkvmZMu/G+G7A
td574PgjRaFrOuLUEQHRRZgcgUP+5t roXLRgcJITYdZB6IJKAENGlikBF 6Bs12Fv2
XxXU5089L53X87Q60yycSuzUUwhaVQbx4voWjnoR/Wcgo5bE9+moXhXHkFYOajDs
UAORrQGVC+NaaVwpQMQu jvZUOYQJJaRiZc5kALA8TZ8c2W9s3j4L4pDDmQcrgBp7
BVABnNDh7rNwFqrsp5Tt 91JkaA7A3JcMhTnxvWQCbe3e8 jbgj50FfROVIZ ju7md/
NwT5rzrSVOAHpgUGEalM6u+zN5YU1Am9%aisFYy9s0dl j6uzGTP++UfSI6mIPX5HZ
THHVExQmVC jVgQwpi1 fT8sOA8GBWUb9w513+BXhJroFJkgELcna6RHiRasndr5£fdK
ssqW/DRjs+05WINfHhnXW6 fBpXGeG7tUua0j26vVa00ViWwkpudP9jiH8qw/tc/ff4v
5aNwO81MZ5XjKDnRNIkS41SFTUsYDYhxpnQiIS4PRpbpr3GLKLmMId+viWsg+MV0OxZ
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u4UM375UCidngrtagqg/pgrQKdMW7zd6S019eRSmMOQbGVI703Cipr4+6uC+Hv/MHQ
GTCxM/6+uTgESnsngQuSN85zt /zs7HagRGSOozZwfakUuxpgyGQ3C5W7IJMsbQ2HM
KFwQuYh//ClmSX9AZU7Fp0i7sKPp6C211ErUeWUgyViDrwFRi6F2f0nDHNr5bmXy
QCsJdVvRIZxCQpWtz7/iFP1lEP68dNsGZsz1lnXjgwXycst36IRdPks4A3WEx1H2Ifn
BrLKgglFUhJhE7dgo4KrvJ3zWIhMoyeQf6roKdxmcECrzigftrVRP5C7++3Jqj5U
VEDeof6JedRUPL1rXv0TYjzwta+PUhyGFbDIU6CskSQo08+Rj3USuYGSUPsbv2bE6u
1uOPZYpYNKgBy1lPsoHZZIRbzmeTit41D1ehWANRF jCwsGjdMUTd8yca9zWr915sX
ghWA3V1ijz8CHW3DQMSO2o0bmvDwGnOmnHoxv jWWcexoTuT6AfTBw04XITh5UAgexI
e5FS/2RzsqgbY¥91a2WhGerXdrB2EIWs02xaQvExyuo6JJEyk+8IsBgmgRr7mS11Id
H35SzbjwXkPK36si16vgsbDs/pONIVrWEIDLLCj9YZTagqyyUSkXNZssfQQdHGssE
kX/pWS+81l1ldXcbQxamf1XENYHuovkX96nTg7a8 jxP62FROfbz3CfcNSAmu3bdGGR
CsQQfW9o996D18+xtbHuks801cdW4lnnavjg+SChb7mZroFuDSeS96poK+g84uXPdM]j
1TAPgXxHDuvi880nUeuwdnM4 j5nAInHGSNn1BOUBZPQTRN+MVGKHgMycl+Rh1Klkm
Dijwrzf1GBkMbt iPgKLAInsyHwOTnY{fBgQ5MhlY+jnH4MaT8t 3Fm3hzmkiZ2m4u+3W
AXeS5uznfU8p6Sbm5UvXIITRQbBowGD3/6cz04ymk JGwwAEYUy jUNOt 1bjLa+8Lu
g/zvJI8EWud3a0az7ThFFVY0ZQTR4CympFQUNtT71szCRL931Ca2RLD+LZst8wCoJ6
vdrHmCsuuXoNnoDE+Ox0CNGRZI9t6SleqzENwLpY//X3Gna/iLEdWzgo9V91DZQj
WVxuPB6YLr1WYoClG4ZB8LANalt3iGnLGSdzmWDY5ajrAEiaPDe/6ApPbHkuhB7/
£16S11je2MijlHIn8x3NLamw7gGJeY¥dg91lnsr+5UbhU+3+xtIUScT+7ncviWgflaz
Dib+Xv5ss/GIh3AwYdgx48mgd8/ERfgA9dbr1SiHk3KD/0R5t 9cU8VF0449vbODy
1E9s2tyRU95zkArMudoHKvoiB5gBazMPNnTEE3AKNbr 6HDZwP 9EAkpSkdclZXg5pW
SVELQVvAVLtkG7Ujwr0GEfDDasCMk/g2EFAROVPDhcPUAIivHx9Q2BMCX0ZeP jeKc
x0y/iTWnwCwtvlbadizD8McGgQRkFnIez jKnsGDkJkuTxuigBitDNMIm7hKR2N7r
nbYcfPEJ+PorfaaelLIFThe jzpBW38NgjPJay+APZ/r3fWNgb40Z/5pB4viBttLx4
ZHEqf/82CA/hNKoYDucEx91JwB4CBniJDPE9]j//Ncr20M0DJYziFgpb6g4+9KNsn
Zz2HIkYvy2DL1lgxzyCxgcZsmZIBahX2ID0zsGo8hZ524yyubAG820CwWKE6glOcFEFv
ONVGNtH4/GGzQ6PEjeadiibzVYJJPBeaqpitIMiVdwu8Ar+yS7a0lp8RS51XxBIV
L770y02DGgwU3J6BquiWeuiO05BK+4AsKVSMhsQgz5glkrKZpMOUviGb0O31Cx+SsNd
pLev1ECSZgkhjC/XaiHeoHRAUGA8Vo9LcntNjcfIJKRXBE/gQ7HI9nB1C7gqIf2FngI
y23th7XSrUA8R8xHi+AWWYyHS8g+WeTx3w5yDh5ey411gOR5SpNvuYOgBgZhix1lsV
agmPUcoULPsxeIyQYKQg42fcb60hJrtw+gYB4x7RPDQkX2bEA9TgaXIOYPnQnxen
mkAlITIE7VSHKhPdDpQ6NBueQDmMwby3UbgjttiHXt ffUmgZPTfE7G98Nfpqg/8Styg
RNPunCjOSUIbIrdMTUbyHOKLMg6kcHIEXu9NgdY71BLDMo8daledY28n/sdgrzDI
03GESE jBV6KY js9g0zPGhUMNXM5t +pst 2LbzFpVOA+rONMzy021bED8Vc0skQt Gz
H401liksszmlCy2zFUXt2Y4kzmO8FCD+vfeTD/2QestE9geJOL3P0YQAGQOntB/WEE
2T2J/ERLNLgwZzB+WQcBmHIrIgOEJ+LaWzHF 7cJRgkH7b4wui4WsxpD1B1T j3Xsv
JVIfXsRSUrvCT7QBXcbHCENCPOlETMv6/0owEysVPYEnym7zc6L5e9krLDoJCYOWR
wENraaPluDZy7PA6NIiKknhAR/MxnpQEl1XF5Bhil111+1hWOKNooHjiJgHQrxkA38
0SrQRciYbzVsBSjiUEgqZ+ksD0IeCQg4MzkwV+3WhQ2Y38pKeTNIDsR1weO5UsXXb
c8cOnFaWoSsAP15G5TSqiywgOMEZ /K4sqb4H+FBrgXtAzxzRIMCWKWOsu2WsM60+
YEQxXZ5%xBL/GmTLVCMR+DIOVIBA9fnKdjk1gqvTbOWK/RF1eAyMvIWO1W79B+Z1Ro36
0m5xGBns9Im5Q06doBefeSIXmCBo3krhxznDD/RG85psnlxOugVJuAl8ciWXnz8t8pZ
uuyNZc59Sw67IQ0311vI1lS5Ta90LcroATUGBSAFRk jgZAkvDF+9LaWeIalkxFocgF
UPCDVaxdupakvrw4+pLukG2C6e+GUODgv76Bnx8xfPrPSafG9whqgi3wrzg3dWIah
kUFnkhaE4tZH5ek1f0JYBneStouSN8Yf6M6gEOTsgFWo9EIOiUWASBOHhS6bfTCu
ErglbHO+JOKrf07HoKCScBx2cnlQJUO6GNET23bnUg4Zg2DDMdox/2780cQ8gmgum
4cpayWMHVTMgFz1Inl++nl13n8EVB1KJEONPNFs1YnRHYRk1z2x6§B1iYXbfPJx je
PSx1gAL2w+hr/gi3NXnkKnz57h08weIgwF jf+cvF84sMThgf4Kr7r3iRd1XtY63C
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mmlYKZ31iJVZEULSRnCGXs01la6x9DVgP5a/EurYPWglzvxXp5sCvgIxdfIc0IGIjg
ncOXHSK4V0ezr0vRzL3rINxh8WOuvkcfgthdf1S9aeYS5S/8YEYTDAXf9BK/PcHt
tN6SX8EPYpHDtPatkS5vHQG4cfdGQG572644D01SNs+bKsmjb2KFPMaEyoDCW5pN
ue86Wkzk7ArN3HK6tq/HSqrSU4tUBObViI4trOxbNsPDFmcbJ3RIfcKKIVGKE jGD
t0eh30x4vdNkiW+5La75VAPGD70x40zqgHT+6K20NHf rAgRcecBBAbwIdCRuUPPHS8u
+m5kNdTo8cvF3BR6pVOx4rYn2T2uZazZPZ6JhMsRRwHbYDsoMEWBmrhGcHMnrVXKa
hnygPpIl0z5REF1IWS1iNMpX/35RG7dODm6TeK+Wtpl 6qdSLOso3Kd0Bge jEULM1B
DMefqY+0dE3Pts7J3UXPw8pn0H6ARrZn0leuFeHVxMPJU3GPss/1B5Y+xtT2zrVh
J+ouAdHOtXx7VnOwpYi5P91UEd1BOG4ez6eBc3BMVi5Mol1Q0gp5Jr6eHrOUI1DEg
+G2HD2jrl/ClhWcPUJSEZqgH3hkhQ251iJxBd0016F5W7NQ2MLaDeE2/xGZ50BBPB
stf0dFsoohdVtIM61a0IVeZ+TviAh4I1JoHZrmiMRIpZ7vGN1Idjg7z6xMAYYtCL
piJl0n2/rr66+GS7pQcoVOuFAyBnblEglHrJTfDBy6BAgA46Fe03npuCYpiBGoOFR
4T791+nN85fE+JzuEunyl82ui/gqtR+PQWeNV/0iV8wmhCez8g2zDmuLwfNcAjJtI
xXQSOVHLOPNt2XA40jadWv8YzHAnEHASMVOgxm7g7TVeT8Ez866jn93fwOKol7shfZ
9Y7TyDCRIcg8hAi/kEM8eRL0OG2/Lgbl jMH1HHTZuguE3DYf+LhGXkcvmmwzpAlZO
vLSKYRWObJBU7ag95frd4LptxD0nVizXyteyTYRyyjceeqcPNiegdc4omYxalmU9oU
BZ1p+2eM3AVLiW9+J/UmMWE1M+0AjKiJ7C20jNda2ap/eCLQUsVOHUNQKLz8uawn 9
zVJiD40xcpahlF99YhzGTdkUf4vSSaoG7J2glyl2kto6eWS3SawEnm93gJAVDQFK
I91T7QKgJd305eN9WVuv9+uQBgZHBUfMgbaeGtlycTfasOD5P4y52hP536£7+3S9f
bjyLRnXj2Pzpj+fr5XfkbsMU2tecChJsqoED7EhTeymOg000t252dORqgQxb4 7Woy
xRH140jusIM+HWXCMMPRPYsSHESSG2+MulIM11ZN50fSEUuswoFaboO/sszal/Xf+
S5rhPpGO9YC+I9ZWYyotI18HQbf1C6hylXTuWQo8bU2IsuXCNH6GAIMIIUuTKhLGk+
+RAhVNCg9AlabcvuAYCDFnngY/b78DIENgg5cmSnC+1740SV3TdxVIVEmMz8oCgrt
2UMbnsxrgmTW6gDLZdF0bda4854ATI3SQ0G3UUUTTkg8+/E2HOVXKBSPKPKIMi 9md
mlRE/xKUvsb/Rtw2A0YjDEyciwi4 jCc+nyv6ACbhWO1l7vI9FpcHAL8QRD8BxT02S9
bB5J72cU1BLec3z6p7ij¥xn9G9GzyHbOR8kbTcwUnFsP8/LGhN9L.x911/2Y66t/2
7GtZkv6oxcttKPN4xDfSdub6Ymvjh/2EjvyvitWTXCMmbVTrkLu4DXeBW3SUYawjxi
8UVT441E600K669K33yNnj9g+YtuUWm/vx90IICcv8njy44W/tLS74wXasF6TInB
OdZBONVb1lcA5gCgkMyY961BkTe0h0P59gQjU2¢cxuUEsVcIFhEUsR6jJ5IGpPJASMr66
HqUKznyG28I+Khru69SZnyewyvKMsnlCrMSMTsIDn7viZmB7nDbwhSITm7t3ksfP
/weh7b31c9dglmb6Pi89Z2Z1hCCSA/VcipLT0SwbjvG6s7Z20JX10en7Y¥xr+09RxghB
sfFSWHHhwX juVC3uQyRMtF5PN4HGOSFI4t SqfWnK4ScVVEKX1SxKTIRJOkkyZTgn
49yvnToOV6/ViCIEeub6qd/rU7H6I/01STI060W+hjgghO9CcHz98fHO1CoWK9+0a

B.3.4. S/MIME Encrypted and Signed Over a Simple Message, Wrapped
Message With hcp_strong

This is a encrypted and signed S/MIME message using PKCS#7
envelopedData around signedData. The payload is a text/plain
message. It uses the Wrapped Message header protection scheme with

the hcp_strong Header Confidentiality Policy.

It has the following structure:
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application/pkcs7-mime [smime.p7m] 7735 bytes
(decrypts to)
application/pkcs7-mime [smime.p7m] 4712 bytes
(unwraps to)
message/rfc822 inline 878 bytes
text/plain 319 bytes

Its contents are:

Content-Transfer-Encoding: base64

Content-Type: application/pkcs7-mime; name="smime.p7m";
smime-type="enveloped-data"

Subject: [...]

Message—ID: <73a42f8e-8f5a-5c62-b982-82ace766fd32@1lhp.example>

From: Alice <alice@smime.example>

To: Bob <bob@smime.example>

Date: Sat, 20 Feb 2021 10:11:02 -0500

MITIWTAYJKOZIhvcNAQcDOIIWPTCCFEF jkCAQAxXggMOMIIBhATBADBsSMFUXDTALBgNV
BAOTBE1FVEYXETAPBgNVBASTCExXBTVBT IFAHMTEWLWYDVQODEYhTYW1wbGUgTEFEFN
UFMgU1NBIENlcnRpZml jYXRpb24gQXvV0aG9yaXR5AhMPLSWIETMXSs5CVIeh7500
BogOMAOGCSgGSIb3DQEBAQUABIIBAIYa30enGvm2 £fxVDHCD1/mOK+GOpkvIp9vgH
9ielXt9FsGcfZkoibmsDh/Td2ZLZXWyP3RCOcgvwu3eOM6IEbbWhFVAdgkfJ4kla
wlfIpe+ECDsja7I4rP2F1lellPelgQO0yw+pmG/epN9Ga9FVvEKhDTHMO0Zr11mNjIO
FRuTtU+G6A+hQJrCz+DVh/3ub7P1DBomlG+bL8PIcgSzVwigtcOHh905uzZWb8ypd
CE7R4SzQfX6u2/I/9K7FgZ9pSp8zZpi5WvcBudvSgeLgTL08mm+7AMAYHE1dOO5y
B5GFc9fTTV8ByIleLzvFK4x18EnFeQNVtcpoIuJ+BxAihm30ahwwggGEAGEAMGwWW
VTENMASGA1UEChMESUVURJERMAS8GA1UECXMITEFNUFMgV0cxMTAVBgNVBAMTKENh
bXBsZSBMQU1QUyBSUOEgQ2VydGlmaWNhdGlvbiBBdXRob3JpdHkCEZBSROAPhiY6
HGLS64Mv1sDXhpQwDQYJKoZ IThvcNAQEBBQAEggEAhRCWAPYit+JqyCépl+Y2mEOrR
Lz1SUeCZ72cLwSS2GXyl4YE86WIYQPgF5IHUymy Twt nqy JKZB2DUP4 jOCQOOUHJIQ
cEVy+uO07¢cYIp/K1lbZY3mKy5EQkdlo6gpO0YJdmIs03z0QfzYb/5FxBBIhudMgB5U0
t2kPTnlgFsLbo5c4FTnCzVBezJRyA1Gw/tQeZU2Rfe8xySKkKEUOOVUKIVI96X1RR
UNPGVg072/V4w/Yr0oF0ZT36RZAW54hhccAS1t7VZ0ivV8z09xsgS05xvs5dleRzz
DcaFCz+bvtACJsjt/UIf4PP1jar9bL9BYoKzI8ypgzxfsMISYiQziKpEWoaJdSDCC
Ex4GCSgGSIb3DQEHATAABglghkgBZOMEAQIEED3mgLx7/mUQlV1YWlLnecdmAghLw
+3jeehg0xxQt505VAsKJIcy0+00ggRrelnh0/2cQRSFmMJHKOhTtWzY7H6P /0Ayw6iG
KvS1ATb7J+tV21T4UJEZzr9abvMIGwZ2wDNZAHUYWv7hKVurivVh/NLsDDFeJXGJVP
XJ01lsaqgeGsyx4UJImjV3alsjtgeEzcU8Dz0TAS5133v1FNXR+HB44Se jg3zHWLPw+2
MMc7WiNZeIcovrOKRS8RAUBER74EawkBsNoAG+itMPIr+iTjXD1AJNOADfz2SBi7p
zPMS5ypb70F0xnLwme3MS60MSkV5Q0g211DVzDR4vEqgLWk jN/fUOei/90ERrY6Cx
Dwt6xloy+cIi6DmMKBiVnblM1UdWhGsgmaA6LVIZKm4BFXPxZ 9HIRG8JIXgRWBXRO
1H6x%x3jdjkVzyPnB0jeGInCRBz5vPp4GFUhXPulwJzuOjVdvMecqrciyF/sN/RfgGo
KmZ2Y061KAt0aijTPWeDprUeE3BgEQODWY jySWTsnAdgPBCT3XPpUV62nhb9Tu5/
P459Trn6R0OLapKmeKdTSj6QC+pnDLe7dMIynjzirX+EfkFJVSiy/PgsnQlA8vRut
1CtmYTF3GAtBd4K58whmTBLBzyuJ1XKNmmZ/OvfalVZ/+Zsz+vNdgvurE+Gev2kO
PGn+OBtx35F 7 JoWW/HVgzhySOztE9/erD/1mAc5Gi+YH5pv1iT7QLtow3x4srGHv
TBugWvLVdIkzufB8k7I1DyMGYrAP70BK20gKd2J4QgDot 85YmwPephof+R9SzU2 j
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PyahZrlxwglLbuw8Qhv7pad040Y+A£f55ZVktcqV62T4PaYy30c+gTOSEfcNEf7BoR2
alsaoX+0QVuL7SQolltzETElbliyZj5Z24DUWxygmrz4fJHKmO9YubT6ge4nlCTF's
NrRcris570kgf2EjIs4VHzpN3bsbMG1Owr51b1KXT4E jBO7LFeNppze7Az9Vg3aM
ZoLQ5YMG/OFDYOVIOHgjg9zgoRw2X5KaXC8Fzm/hiSqRVNtnQTXtQaVbSWUo3voP
BX+0zL7U9EGyg3/ZwSLHsteGIoDGA59cFYaG75GTFeR618r97ETk jxmxs YbMTyRN
8HfSx3kQpm4ODyviWgaXZuWM+uzSQuTMXro84RtndNGUryVsQItzw8cCTzwlejwj4
IMCI92mTKgXkc5ShYU+TiKTchBUznGj27hk1Fmss4YC/V2Q2X5TzdF j601cuyP 9QH
zB1lYkAgx1l+wXuyr4Q08iYy2JN4eC+LQitnzHI1EANrnQ06quwQPtDt4qyrF11u7VNS
wF84SvB7KsJaj6ft5FvsPjafdp5z8Yg585ytPwLQ8+0s0£JC3G0sIzngpdPx/13d
+4MV39BoENEB3AJe3UHtafueBgmwsZGlpslgcX/Cnrrkrcywi 8t fKEVXRaAERzKwO
D41TD4R3R1w5dugTfVI8c8gSDR84UNW+XZ8e 9aXRKPkkQGSvEquuTDz77ed+0Y5+g
2hselk2svSQFnkH+OWAcCGZy4RarI6CoovVbgqaByGnwB3G6R3rzitT6g6bo9kV+aps
sOnBanfidyEoYUVw9eo03cqlnjo63eT61a0cl6DgDROISDSVLZPCBt2xBh9D1KV+b
6kvyLO08/HIDIQHPnsKwoGaQMXkgl5kAx0aDxKp00IFxalUU42cxKMyEmrfzFx7D ]
CXH/++jrGD51788PaAfS1L73WAlQafbExqQedtii8gPrjCyVo3/XsIcciz1TJIDW2
OOfINJUrCW53bLkxn5xA40FX7z0BGzwvNygBfhnUlPDEthU61g4MU25UY/tnFPgK
2GjtgQrOVpFlitYCJXWcFoEFWYCy774wU6 juHT4nDuKpCLXuJcnyzRLbmRnQpO81
skocHISmRHtDYfeyzioGlgGG8wC0Oc8IX3wrXHX8LSnjkQYf4mPiClzbZWXSA8Pe+
xwWxV7EvU4maXQBIWUshvL85WAfXABKw+cvg/dt00dCt8yz2vz44gf6BNt625jMJI3
SW7Bc/4FfH5W+uzZV8uuXChFs7aWVW/rWAcB6saT5KoOm3EhrxXxdGJeeuOP05xJ0O
UR8hsj95Icad4yP2mtnh7kKrTXtv7/MsRsJKgLWrhaeSDf2XBv1luolV31F/mFYmaZz
gdvAyxbL6rY5dl jH2moP4TxjvaA6V331FYCecnv/e5UZQBILEAWEZYYAAUTWgN2p
/B85JP1/yB5BP5pzmf4zM3ye64BKsmjN4xwsFkHUKg5whYiKQ+/BhL2x+Jsu8iY2
7y10AwMh1BFADE5D jFsufeoul j8P3wpPMF3FVsv4hgkQH17zZiNtyaga9qg+zSz7Q
omgiUOJMcV3LSXnjkf8GhygqwEuliZDmnl1HBMy 90ASCAbTIfHa9bBG5TJzDnNtUiC
FHNcdERJw28fod0FPvZQaQuvN+sLJOtmaycsOnIkGUjgxu/GYRR2hBPo6QEUWXAG
PaGbRSMSLoMg65AEk4XKCsTrEQUWve JYnIi9G8J8fubpLoHZ7THQUBttthmah3S/A
s/yRcqqUz/83X0Juf/0ybwGDGRGS4YO3Mng9H60owu3F2h3BwAS jK/ /nflxm7AvpO
RxskZ/s6dMLJIJWA9+g/uacJozJa5d5Ey6yY2TKR8/T143/b31aJF j1rfRcXLPBJ/
AJQK60RODNFMmMJIKIF 66xB6g8wF2pumwve8XW/BK+c7baEInl SnMgHeqpoACrk9IBZ
Y+hM+2Pygq8kK2hvwr4eG5C14z1JSwrT55SNbSY281i JUEJNESdAQzgyl£3vgO3Key
PTCAyPZ1nZa/lttJOkiHwdSg5Z2dxxRWCS5WZKv+9bHdgQgamEyNgasTalkdjeriZN
POMxHCVUBUggzpF90c/GOIx5F2P9f9cRVE5eHACIGNn9noZgCrLsJOVMtRWByY /dCa
3eS1++nDt0O//2DHkUHLJAIZ1fcbgE/4BG9z071HZhOP/Lu9thTQOmut1W8s1rl1XQ
LYe9hz90PTVDsVxNF28k8YKuivkBic+9twl2H4pFyBhJy j8+mhXm/dbkg2ivrRYJ
0tP8vrLfTbT5kocdUYzpauQR5K7PAM+pNfo6vpOLN+ODgVk903£f0Yogk 7GmENOYU
wXC3tP1djOSQhNCiH6YdM]1 jREZzY01Yf4uShpBimeyS+WauFcNu2Misbo3e+4x3zA
3DyNYJKgj591NEbZAONd8pQ22qgvBpsKyZTIav9ldItnTsORY8XTvXmY j+wYt/OwB
/1/G8jrnXetyASXo0gARxWKO2+dpn+lwaz4ml 981luqyl3fwpb6F5X3vimLQTSgIy0
RCgx0zZZBQxX7fFrT+erTGjtovMMXaLwepMgrB6aGAF611Ku6bQ0c9/RpYK+tegt
R4ZgLYg4Acmam3X4mRmX9XZCTWJIzYIFuJRQw7 /vFPBz3dsrtt /F+j8ggLF+NLM2B
yEZMUYJImr £+jU8PxL4mMHI5UXLJKvhZ/LyNG3jbTXT9jQeK3AQIHCUpXkFhbmrVRm
LOMXiFg4gGWm9OPgAweg3fYO6TEy11aIJyDNNeI1ld9vWCiNG/tgH5NoczSUSbOPSw
11WCNMJR1JHA jWGHQuAN/seBE3gCFftDU6UgZVAGHOWE3z6nVzAzrmfR/LwelkU4
T+WwUYBi0CMZn44ecVwA4n3GL1aWgGcKo+g66jUfTtng2IIn8dm84QtW7RDM4LKu
10fBOmM42+RzL7IYO1ZPgzAccfAOiFb/yOekTLaktgrksv5P8PkNkgGFBFDrMc5Sbr
VTOZVVDiZcvQZ6kviwlHAOyHEoGSgM/ YPcHvUGjof4khig9XXzwFamWwlknjNR/Lx
NwCDMKTzXEbiuGya/NZP6dKazZhSCHMME1Y12TVgS9+q45eY3J0hHiKnjMrEQP/j/
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txu2pggDedURVXNsT6R+R/MI1csUoRJag3zVxzTadghdZdsw88WO/0IzTIIZmQwd
v3nDIYOZwVwcL50n jKgeMDK8Tr5BHBJIDAV8QZO0pVtki7/EgJ28ddySuaxgt zzYMX
sb1eBNjSIjgx0a3kl48jnf6V7PgqVy5m/20PcQmly/3gqt178b8N2cNBzBavyAKnUM
68dCfQ35iCnVUIfIwfnUVhNKiiKAGM1/6GBAN4aUggdlLg4BBgJIMU%9aYRObiepXc
YVKXWJO jsKOaHKTWWT jaWi2DEn3h6PkLidZm2ZMm5RISWX5H5Qj4Sh7NCcATBZNNnS
bBOgTrBj4ygNhnPWSt TQOygKTVZ9beT+GLsJIGD9xI6vejirodj/Vw3sYTYuigmCM
ufMS8n8P2IB/DjVU/GE2+dZ5mL33sUbjHIHI6J6+1XISEI2F6YILoCK4Ax7gBpOVr
S5BacDYcAwfgbI45ZurXWax¥2ij7zHg9mupavujjwveyIMuLfKHR1 63xXxEkFX67Z0z
udaCFQZ/8udWiAVcyQKTypzfNxz117azpUwT7E2IEpPF/zDVpeo7K2W4 fHgrG+1p
INc5f7flrrbr109/V7dMTmgocF jjaOmHOvpVV1kpKoscVEoEeSx4 1nMmyPyJKEDP
INDak1B9tt/t3g+vEQkJKPKojFQlYzcHS41+z4aJ+4ccU0+3K5tfrungA9LCevnY
+R/RH+TIGXGMWOWWW jgmKIP1lhoD8JmUK9t YCOJHWBOKL7hxf13sIgql/BpNGRZ10oG
40HdzmxYZW6HQVWQtUYFxD0a20ZtBp2 rRxJmHUB2gK+Wd0t 2 /HXxQelJjaWlYQaF
nNmee7PTMk1bCBYr4cJzmOCEfTtHAAHN] jrzY55BCHntWekYhk5GpzaMttu+4BsW2
1SruprdxY1lzrZkUYGNXLgUO/hmVCasYJSShypw/y8ZGpFI6uEzHYOgokOakWFLe7
7SNOPdxP3abKrRIROINFV5YC1hvjSnEStZZxk2Jv14j593dO0CWROB/y6+P16954
jSp+il/FOp4l1IpAt22NZgwCljMg89aTnK79THy+SSj4S5J/2h7QaS3vIXdGKmj0Jd
msVwgavzK2amj4InTp5/dT5nMAA+GgvVvE/8+W/NNc3yTSG/D3M5re7p2Jof7Ueol
Kja5Sytmef5+0t 6£hwQhiI7nUZC0dgCXg4ZNKR7T4CHa9WB1YUOENrGr+Xi2Y7F5
nJ16NC+K2jcYxf027VINA3xaOhtwg9pioeYaZmgErIRhm/8R26ganjVK8Zx 9AmxK
sn25U99AmTe iMNxwMRFFQC363YrcdX6kz/YV81DvEvISeJ7psPY1CkTVJ+0OUNn9T+
PauBE+VH+Df/CAJF2yJyEMr+M+QZiXgxBI5SpGC91DRQV1IEzZkOKwbs0d1lGlQroafw
KbJh6WiJufkFOnInX8FFCIUKF7f3WoqrbGGXm+rgdGCthmxvv1T/vEuPSEhJyzX4
PAS52Y6LUOGg23V1ibFQWZVtZ/SYG7gZ4mT41iYak7bA/g5NGLB14DCstHKkWRB480Y
bd/v/1ix9e118Pno0ximWIATI 9vHbZgAMCpM jKMumYiSh3UuaxfN3Wv5dU6eUbQ0Ozo0
W7yrSBHi4Tk8tbelXjdKHg0Q9I0NHbxBMIZYO7NC8gTM/VRUNOROWZk jo9yzmu/xN
CDANA2mBeFwoab6gkhUOahSLAgfCcHYKNOyvOJHTYULBkfGG7Dvp5N1 j5M0oDhJo5
0CP7VXrZUyYDUbGzZWS/JTH+VroILUH6exoyHIJzrwTRGQEZMECAOV5/r6£GYQdx
UMWrAAuh2/IEDketRdcfnRZLvIjmagJj24wF jcuaigGzF1lYj8VWvEjnlhZDUDpZOS
aO0SEBBTr70i8iryKiT+fvaoo/SMm9fu+Rgatl147jO4FcZYHaDjOGE7KBEQe6FR8
S6jqCH+/IbfDXj/scyQAyE/PxCW2BJIsihktnMXqz7D7+8C0JYiQpXw8VegGob60V
ROfYbKpIR55mRpxI9th+PhEhggRgvM7sf1Byaw5K15s/+M43RPzL3hDd1gDRGEFz5
JKEYDNArBSzxUCrRfGU8q/OrapWmI JAFAMcHIMSh73X6SmLMTsHIniSCQlnmbZUQ
uWND/WSArv0OcT19TpVRWgPYZwQQFPE88x0DwcIagz0DFpWgE/4ccx9uyQwizZeSb4
K2cpbyDrYxdTciH30Ha9+w+7/2XK/AfEgSBMtoYIkdNS5yNggR7NLhjc3MzaHLhQx
WGDSsxoEctMaRW2aXUTpzIviwAM0z3Z/aF29DnihMhTWC88s+rizg5abnNNToDQ/
1RUfcGKmV48N5Qrtr6UstwDgEFYMgLGNngR3WNTQYZM+4Ei1AVeVecZyjOayQj7hF8
4vGVhj7am2+BDuVCY4r9wLu9n0VCniC2wOAf jmIET 7RmuhoebdVxm5DzogO07bAr
1xhMnax1jhzQkS9T+wygwTBVedEJPb4HOEMa+E38XjO0610XHh/F3DplyhW+RD30U
JWwrH8KIx1e+RNOR3zmkr8I5RFaIWWY81Qk6YgJdvbsKjgCSPg+/hQ4cL6ulaGxkdT
gkBgMWgKsJFrcQst2zUg4 6wBjHIJF+k1lcfkvp7dMOn/CbmiAZ1kVTGMgHkrzBz46
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B.3.5. S/MIME Encrypted and Signed Over a Simple Message, Injected
Headers With hcp_strong

This is a encrypted and signed S/MIME message using PKCS#7
envelopedData around signedData. The payload is a text/plain
message. It uses the Injected Headers header protection scheme with
the hcp_strong Header Confidentiality Policy.

It has the following structure:

application/pkcs7-mime [smime.p7m] 7605 bytes
(decrypts to)
application/pkcs7-mime [smime.p7m] 4630 bytes
(unwraps to)
text/plain 331 bytes

Its contents are:

Content-Transfer-Encoding: base64

Content-Type: application/pkcs7-mime; name="smime.p7m";
smime-type="enveloped-data"

Subject: [...]

Message—-ID: <27139e00-e05f-581d-a339-d2bd43bd0f42@1lhp.example>

From: Alice <alice@smime.example>

To: Bob <bob@smime.example>

Date: Sat, 20 Feb 2021 10:12:02 -0500

MIIV7AYJKoZIhvcNAQcDoIIV3TCCFdkCAQAxggMOMITIBhAIBADBsMFUxXDTALBgNV
BAOTBE1FVEYXETAPBgNVBASTCEXBTVBT IFAHMTEWLWYDVQQODEYhTYW1wbGUgTEFN
UFMgUINBIENlcnRpZml jYXRpb24gQ0Xv0aG9yaXR5AhMPLSWIETMXSs5CVIeh7300
BogOMAOGCSgGSIb3DQEBAQUABIIBAHD jf6b8nYADPVM7 jm6£i20/h20vJISvpXabk
JPChxwLJIxY3a33r0viWwEanKZo/k1lfbkxXa7w+FgqMEEM/3EsktY3BgsTBDC+vN2Dx
1/hX9wBNi2D3emIJnmwEv8vOmNxGeg+P+vZN7WjM6kqgqVrUgEyfyRkzMolo8YNaFgB
F/b9ss3PJYUEKN+k+01i1Pyi3GIxPwlKoYyO4LXX4QQhTFOI je7b9U0Zk6ze0z1gZ
sBQjrOnh2bKeSENwgaS+61RvS1FKwelulyE1OuUUvx46WQXVJI4czZmdnSORWO+nD
XbSo3Um6£fzwO7Aggbw82gHcg7sGhQWhbA4F2Ud2aM8p+zviUEn8wggGEAgEAMGwWwW
VTENMASGA1UEChMESUVURJERMA8GA1UECXMITEFNUFMgV0cxMTAVBgNVBAMTKENh
bXBsZSBMQU1QUyBSUOEgQ2VydGlmaWNhdGlvbiBBdXRob3JpdHkCEZBB8ROAPhiY6
HGLS64Mv1sDXhpQwDQYJKoZIhvcNAQEBBQAEggEARXtsiPCj7/mfzszkuZz4d+30YF
Q2pPbJbLfhl6xEI171WNKwmLMtWS100Q40 jmxw+W2/yJCMtUbIr1gXWO1lkW071n0
ATgO9WCN99ipuScfQ7mfBl1AsCelAoxbEzGtrNX3IInAk590N21SK1tH4hd3UCULLlo
So5A8AEJOdYnzb/Wgl6lnlwOvAITIousVa335bEoAMco4rS4TitZKYdFnD4PS6tB/
8hUlvet84cSYgoFT7Bxz7TfnP+JksrSGrUK6dgWiFPIJbbQHtNKmzpSM25VEmlgHV
hPX7Z3HJiYpkGaYVmu8 9MbX52WeBrHj0BgMAk3ufG2exNOVXUI7 jO0burMpZ+tzCC
Er4GCSqGSIb3DQEHATAdBglghkgBZOMEAQIEEPVMKX3d5Gy0duoR8bP £3G6AghKQ
Lg¥YpvTxH6buu+cekW2Pe2RA6 JN+IBCcBJ+6cxCkvOPPnwwCJ69Zx1tM1cIVpUkuT
2TBdnTeSqCD68rvmVVJuwagJIxQKiTOVRpXNT j+jUssmuMMiAOWIf£/M5FFQAGJIhg
d0JadL7CjudaHYu/4aw4Xk3Mmw26Ptp2DYCzr316UksQwHW+ONDPX+BEfsc41Q73]j

Gillmor, et al. Expires 2 September 2024 [Page 112]



Internet-Draft Cryptographic MIME Header Protection March 2024

eup790jAX1+111wilpoPQrsB6oTtxulr2z8J99L6t4ZUT7TWHN1UH6ukEeYmOjWIpD
9UDOVD7JZCAKSLE+YbDuoYuQ9vFEF jMnDmvZoyH5WAVSYsPSQS1MOoyVXEhKugQUIF
aKcp/fgngecmtN9ko8QmVCvZpR7Jju84Dhc3Bpf/Y0malQzgpu5IYcPmrnany2x+k
hDQaRsrJzkE/dOUJ7djUHuUyeSucC9gj9Y7chd4RtWUJCKhsQs1BpFmAyCjd287CXh
a03YYgl/Z308D8ZrghJI3xmmHt 1ThCH+1SOBQNPZrPCOSrDkU4+BAwW/0GPVypqgYUal
WJbk4xP4gi9EtLOHZz8 jOhMrgFlgMthbicK+kkHti3bA/xWM5I25N9mvDY jHHrhu j
ORcPBngxro6ZGrxvBYhXt SOGEn5RbxCeS71ZtAKS5XcrALSDV/mur+Ehp3NulTDj2
2GSNuneGWgYMMT8dvEG/UKmt 50dmOockk/x7UBMI3TX0DQUxrJDF sUVUrlgbZwuE
5K161ZsNxoazUi/cUaEv1ZHXNIGKMOwXNATMcbcHbbxxhd5+2d/PJWmTbWK7Tde?2
Bir54zdAo0907j0/0AfT06NnuQsVAM2LDr3PNEQ4aRLJZzIDSA8IrQVZWB5wQBWS 7Ms £
2+CKkYwaWunIJODVUQVSg72bQ8xzTINhuwfXI1ekPECI2B8yaaZzeLT31fctGzvMg
jodeOtgynMwWQOBrmHVwlyHlagt IJAJEXVLIRc7 jOWv1glrHE4QOmO3EOLEMQwWmMUHS
DA5SW20DPAUH3733S32Mgl31XastFG407kZU6vVHZ3HBt rBUmYHcK7Madx7/FYYEdL
tUabanlBEYunHFs6srH1ti1if3v1iIX9UCqoruSGyUfwlNSXpIXEE1bQOMigNu9Vgmx
8nAg51UoxS7TALAy+xn9uG0JH4JbTptWIghnaDJfUQfHWBKTNQmMZLE1Iy+Dz+BvA
GXT+V6Ay7dg0Z034+NNVsnDa9rMgW/C8uDoCgADb4+JIVQ2pwZgmk i 8FPHpXDKM7V
HX19hK8WGNYPmF ot 2aNujTRIBIVWF JhUCNp jgcO0xhzbTv3V5DTOmCuXkrQHe7JjB
eRIBGVUs5KS jB2KegldfeFJSIz5zAEZYNeTkQVhAGd6r/OmY jOYJIN63eXQCubOLf
g9200k8k65cB171HZ96£J9gTDAf JA3LKanV5RUAWaTQUCg00jGgNclE4pCXa2G3au
VN9iES00s9wbsE2ZR8Hk7ys1l1gFQklo2drgeKFHS5pKI4bhmkMjeLIa2t zR6AxrnK
JKxIO6fpCAAVWXEIMRpuJ5YrQBgChE97AgfaNwE2CeSOkO4FYIXeOm6iK4iCF10G
XxG1R8uNt+0D/Z+60DUGi10gzH8GY jbl jDbLHN4q00hZaNiB9eCbP2Hx5ighKA72Wg
nGaUCQTTwS2N+Xty/u9HGXKK9 jDWBrgqTo5YhT7TQOMiwjRAZSQR114VBjyAQANTi
ECS7wsAul jtRPChIW/JIaX1gDCTBg8hirddXSqgklp9ZmC1lNmOtP707c8zxRhRii
NcgZOwC3DG7asJZGXQWoje/df9XTOgIlucxmndRwmID6y3BQ7gqCge8TubbnDHbUL
cAinpK16k327c3I0D54wlC+BNhwt RgtGTC3CXMsmEBgQ4 £ IJDyvM+sLSNS+rxMhYR
KOWrOlGT7I30NHSTJUQ+T/vuOm+blur0ziYTNnLcWYtPYwV812hDkuHSkeEXb7p+
HBJE87Wt IHOYPM5QZSqWBTFAUMTPD/+3n/w3UgFg+xsg58QyNFU4007+u33ttYda
+UXtpud4iReGCHS4Ay151t57xFZMsXHVaTz7bQ3pBe6sEiXWPO9uu2J1GZ7b0ON7gWN
HEWmJkp511T/Ouhmil fxwdCQFM2oJdvitqgt8h3ex5gqAndhHgipUFI43AaSAj68Lab
wQb67bSkJL2pMbGWTOFNkKb/Rf506ytV16S9CZI+62Es002vE9b6c7udQkgmdZiWe
GQkKzxPROghsComJ0h81djW9BUg3qit10z36GKDHU3PkmjyPlrTFamByceF1Bk7g
FLASGnS22UQzPS0iPpNJrsHxr80e9LgvMB+ehs74gDeQiULdowlcnlLwRb1JJTkc
Qy3Cpoib5Vev/MIV+02Kh3R5L86U/RSEBLXqby8dQISbEGUxIMe387kI2BjgDKVIR
ypOOGUBTnegpeBkzh7Wz01713a6BC4sunMgkd6GmrD12V0/AWCNDBU7S17W4AIQy j
sSNzMIeCEOgCVAQ4cI5ANygSFKwgbzcECBr70jbx3zsjOsXgSNvuzKz j4iQOnbmvN
rUhvnU0algDozNXT+jsRUctKu/OYwp+MnporZrdMktt4KZ/E3LPWnLYOtUBcWgen
KY5ea9X7rPuonsl1LgMEMrLsn0OGWQ3sDRw42vIPN+tmJUoeDTgfaW6knY9xvT7238
rl1HcX6bgLLyQdB15H9XOPEDiwH8dwYuHMlexpUw/oJ2g+gDladMmboi 7UYmaBTWn
t1sFSUAmMwKt+H5kT1ivROg72KwY9Katr j5WBcfZWdcPaPlogsF1sb41UzVc6Nwrp
MVjU+£41i6I1N13UXtAKcgwzUPR/QCQIWEPC40InSCeXnnmUFg/R7aM1uPVJOR370
5yoIy4T5p0H2I0jiu01lNk7g5Mt4GulRXVx+mfDf8xytnh/QcODMGER7HKFGPrHnf
YeOfjorSCNfoadJkzwRe+S8ISMJTOKDSEJIHXhESHYMv100YG3bbvp6181lFFhIqgz
EzkJKm6QSF4ucQFQBHhxoyPOOck1lo/X02YSmEty76cNdgmOXDbgESRY0dvexX/Q7
01N17uNs+sCX/B5GXek4cSX404DpETAerxHSQ+RTt0uBGXdMal1MzXYzvVSwEulw
DZ5gk3U6013u4d2ybyXb6FdJE6Xa2HECqY+8r jt Ap6kH2DWT3+ZI+c8nRdA6c6gN9
PDQU1+IkggGBl10TW+Y112fvOqdFar6K3sNHRby4dNG208KuUuEYT/8ugX0vubsioz
PuXFdGMGTtYdwlkDDH2 jNot0LivJ83jCsHYHKho2tepBY03k50/c5+/0UAeDDLed

Gillmor, et al. Expires 2 September 2024 [Page 113]



Internet-Draft Cryptographic MIME Header Protection March 2024

BKj18gSXmSuxbdoNd6bOcR+8MavjblUj+FUJX5rfeYaam2hGeOEUzy7xUTFgIsFDb
3FWos60UdW6Je2nBEgit j9Imt pOK1pQV/+HtGQOb52VZ+VrfEhQAhb7AaeHTo3s1E
19m6p+61WTomxSefzXVKHayZ/MOVedRHba7aHrZoy 6wg+QkpWGWzGmt r6RFoXJtg
P1oLaAGIMgRhpDJ11tJIMrbyY53Nn2GIQJKz5pzyx5Q3Q6RzHVYBb0g2n8wYsmVOH
GzT/PMBUc6QCcfWANTIpQooRuIDLOp3iuNO+1CU4cDi5hi J6MWKEyabsMgqwIMWEXS8
9YWG8jOfHOcyDaHh8L/kcv8kS7ZkeyULPrJg0LYGECWU JhBuHRmjiAGlw/ 6XddgyY
MKeSedAqYlk6aWbfgz6P3R8g8tnooRT+SSgafEf6FTL1oRghcpebR3Cxac0f27GY
6s5WyMCMpgS5605eUExkDH1gcY7en+SvrgJd53FbgGiEtX06F0/0XSTn+zgiCmJAa
nF1hCWkY7mgfFhlRfwBa8acf2zC6H8KVpohS4ysfpildCSvnl44YkXt0g4blAlRF
Dv8/7nY1Exe8PbAve8ZMWco/ymkk63Jd566Xc+wWNTOKRYWPA20twc2DADreliK6H
Lh7rkX6ECiN3BouQjsSszZvK1UH3aUfGpXzR3QAP1LG7FBAI9VnRv6+xplu7eSbV
xPQvaCQL4wpvglesafxBe3820rtkl jN8QkPVBHaUWbyg/MGr1B9AzaW4MoxdyTiSH
401XVci3ed7dMCdOpQodyXiYzRGqUCALXbQt 9uF JATEfWNQfpYkEJ/Deqg6mEGmAC
OYt8WhZ11YQGzOAt jbdjJtVbc8sge9C4c9g040UMQObBKeXCFn6BM60ZDam6AAUMA
gUflzf/yuIuUl3g4GJE8tQH4AP J3W/b6VDBcbgPkoSoqg8Yeqq3qU/DVuKMdxUa4n
Mus4uc4ltp50DHUOr+/850IURWIrW8Kg5+uEduYAmw88k 6s8EHdmEcr08mladayR
m3pRn jAMN5vgrhg3Q403gXFv0ykwHjC2WO JmZI1iK8cAmMUGL 8HOJAbACLYD5zHNIG
PbQB45HCP0OGVPhD 9psTA6eRkpGgt xhDzwvFwZgYOYrDTIURWvhy £01VIM41ic4wD
coosKQViJ0GlpavFtNg5gD4sEbgfSfdwir/91lw+wewdfV9Jj2i0b1l2FcUSEf2sqgpv
cB6m06b3ZyRICWABALI1YL6Ef/VVY1omR60muzBhIP2jZgVgl 9DNh4ybgAHk jhHex
Z9EgQiKt1HmleD1sxtNKvIWDkILMAIRmnx frXkgWEsVw4kNSvx71kcjOd6nYUt5ye9
ITIyIHxemsnbu7hEdWoaOba7pTmQy6I91C0O065PcLvwU1lC8aTP5m7IY7Ug+RUlreVvVs
1KcXieD/dXZ1k+TsC5UnCr4YjvCKLKhzSFJIXxEBD0o72BrcHemHONC8gqgvT68i0gny
GwsFYI6H4m1ZDUvJIvMg2AGNgK8P1lp8gcviBhZ5rTlci2PugR+MTkV+F8X55sCtHL
NVZ8Icbct0f20Ud6hC29sKwc2T4mL2L1+aBxa+K69g00ovkcoeEuQhp7Qq4GUT£F
v1jG18AQn3MgDjK1gz2EoRfpV/1dPut Jj9AE/6HNJIJ+EA53Gt t HHHMT I TkaMpfR
RPRihuaXChirgsUjlo0/7/xSCh/N3YZqpfQjgsxVIUtYOaVviWXRR1KkZUByuc5dg
rZ0xjjkZazZKEfvwfffsI1/bjUeROKAPPRrRDN90kOuRSa 6 jMgwEp2rUtgbJLiNrE
Bd+WT9deckx1CA7KayNNnV4iaesg03rfB+D+vZg6NSvG64fBQR+Z3acg+EH/F349
299gbFU4XpaCtcP6u8/dDRKAXyhXy828ccNWJ376U3MGp0f2yv69hQxHZPOHH2Yf
MnpzSL+rvM3W71mdCCBe5ROHIEhUSCA3IgCOCqWnW9Oi1i1UJ1hI3YUaceTAUTmagAx
AFEYkeFBrIXuFtPOJlpCFOhiKiv+ErAel8JsjbR4Uf2aQC7t70£30555N577Kj5k
e8ACBNxpQeltSYgxPtFmCHZpvSoca9cls3dBXUlGhhhMt IgWOEfzMIb3Yal/J6Ex
NS2hKchgPCdXTUbRg5N140y£3QLMaTFCNUj4F9QiKJF 6GkYpbH7WWuiGAkZQ3Sfk
VZYAoVx4Jpu2plETEqkpgP/y+ZCEYEJ87aBCEffr 6KMZV5Dph2Prgk 61 GWQGPxh1H
b9yF430TnrNhHvICmxveNRhRVNWNmMGPCNggTmzZYCsxEKauBaz 6wE7RVC3/zrrjD
1F970wVwlJZzKXDWidcNhfZhRAOfYA4PwribzPsPQLOR3C jLoguFBg/0+rdjs55d
405UFNk7h2C1lnpA8IN1dnmIt LCTd600QWLCO91S31lonmdYoBICIgbrrDW+1GiS4Ss
PWHB9IgpnieX1l+wbEGgtdPPe3+ePW/gOZTGnRvGvZeZbvHaqrCUoGsgldBjwLBvDO
BAHWRFavH2mj9QTxr2bZMNtO35pfh0TnQ+cY¥nvtX60GuZFIM6LRydzWVurzZXBlLo
v1Q8PvIjPUEPAZx1k2gSRKreV97NQU1Qkn jdcXXxVQCef6J4g5Y86Cv1DPZRESOU
1xfNL1pfhQQyOQ7xjM2LCDkM2 /06HH jmgpyiHOF6sg/Fk1AYysK201oKgFQdi3dC
109V8L/2Z03jZcA5gr0GWc0/Hu2T7cMeK8MNvOsRpI 9dUQY5P1nQ203Ea/vj2qvPy
Z1lowlvZxNCYyml7+3AcsWG+W6Z270DIJwlaOz2HAHIiwPk1H/U4VItFqJ+Q000FmiWek
tZkFcKcbivE2E/sBQ2fGnmf0ZF7fAx9D2CMXmog38hJeoBasdfLCjIU30+S1lonlB
IdveWlnxpigFuyF198kJDuWcRXEIFJk5Bt 8yG4KWyD+4R04NK/CPS56AyPoB/2CD
1mLZUeWYYGrgFER375gyRnCgPDAircopx0XiEh5Z2Gox3ml7/QdkHXvV8kx55NLGzZ
dNVeRNDadBm/10IBkWpeQ2CMnudJHsSIGD1fYtC6N4k9cBBIHfh8dItE6BYuDCzcas
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B.3.6. S/MIME Encrypted and Signed Over a Simple Message, Injected
Headers With hcp_strong (+ Legacy Display)

This is a encrypted and signed S/MIME message using PKCS#7
envelopedData around signedData. The payload is a text/plain
message. It uses the Injected Headers header protection scheme with
the hcp_strong Header Confidentiality Policy with a "Legacy Display"
part.

It has the following structure:

application/pkcs7-mime [smime.p7m] 7845 bytes
(decrypts to)
application/pkcs7-mime [smime.p7m] 4806 bytes
(unwraps to)
text/plain 420 bytes

Its contents are:

Content-Transfer—-Encoding: base64

Content-Type: application/pkcs7-mime; name="smime.p7m";
smime-type="enveloped-data”

Subject: [...]

Message—-ID: <fdccb76a-49ed-50c5-9030-e4aeb83d7f04@1lhp.example>

From: Alice <alice@smime.example>

To: Bob <bob@smime.example>

Date: Sat, 20 Feb 2021 10:13:02 -0500

MIIWnAYJKoZIhvcNAQcDoIIWJTCCFokCAQAxggMOMITIBhAIBADBsMFUxXDTALBgNV
BAOTBELlFVEYXETAPBgNVBASTCEXBTVBT IFAHMTEWLWYDVQQODEYhTYW1wbGUgTEFN
UFMgUINBIENlcnRpZml jYXRpb24gQ0XvV0aG9yaXR5AhMPLSWIETMXSs5CVIeh7300
BogOMAOGCSgGSIb3DQEBAQUABI IBAGXrH1WNm/k3nn8sEvr1INxWi6vNIdWkgNKBk
uyHpuWbmQxgdsC41i0rQBkO0W4X0aDduSyYwt4uzggfbI1gJQORnFfNt 5D jO0t x+Waxs
/UuKOFp80oCFZ4pJQVyX41idSfWvbg6J3iTIAOCPHBogIE4y8mMuByXh97VK5IGKvXcC
RDYnE9vsYJYOHpm//52UvUcNa7Peldmrv/eJ0k jxAW7pa/64ni9T5gP 8BKHgvcIm
YFYS6zy4UMJRNEft J1GNZa6QE1lsy207BIZI3Vp3I1nvBCZI/Y6IHYN/Z3dKLG+Yp
eRhvtvF+PO+YeOLjm+076hCIkJIx8qqg3EYLV8dbbthK1aDgNO2swggGEAgGEAMGwWW
VTENMASGA1UEChMESUVURJERMA8GA1UECXMITEFNUFMgV0cxMTAVBgNVBAMTKENh
bXBsZSBMQU1QUyBSUOEgQ2VydGlmaWNhdGlvbiBBdXRob3JpdHkCEZBB8ROAPhiY6
HGLS64Mv1sDXhpQwDQYJKoZ IhvecNAQEBBQAEggEALVIWhI9+bVLKFMdyg+QNilmn
gFxMKKidulH5s3NmRCYn9/nu82R8k+r4+FeVv+mrITIHI0rG6v8pJZDFUDKG270V ]
v+ZmgsJLTuV1xsS8p6s0i/1sdoHC/GBLUffalroOJhRJI90a0SYnM5b9h4hWxYFi2
ai+WG6mgK7A5/LN10OWSem+aWzWNJjoDNDzLAcPapv7ZjeKAS5loyIutbbllLgkta8t
b+hBmyREyCb/Qh0xS5ikztPggD02n39erubT09E0YzvGo7RTmb1DwnH1kW44Sd1j
wqVIwWR1X40IDLKMvPAd717j7wEplmgAHCWVRMTs6Elc jNm+CezS309S5+6CjkQSzCC
E24GCSgGSIb3DQEHATAIBglghkgBZOMEAQIEECNM/ iph7panVLTQt INOBe 6AghNA
Q02zwm6jSmU3103mCT10e8vTtf9fspgytooplI5ZgNbllggiz4jdvAbgYVo5nnw2
arDhE1C1ZaLGxTnRCOXQbC/bltBmQepeQsOYizTI j+LdcZLN+M3AymhRPXWcOH5Nn
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wibbdCxS9+0OPPOB+QGfHI5bSynkzdmD5vIiNuVGFm4FQOPNN3ZuPxID/OpVTZLAL
E9JIN1SRdAxiyZFDPNAltduk3GVRuSt4Upb3X/jfTeb6FhgD JFKCx4D1WypmTR9Ivba
B/+DiM9xrEryOmv+5eauxR6Swoclp5NR1 JSWHCbD7g8viF2dVAOlge fOm4 +WwMbu
YbhJjIDZt fWbNcYKtRnGOB33gSS6+K4Z0aPy0q/ACNzi/8srbxY+JRgIgimXxMCJW
y2hmPPct8YYx8333wLs/psld/zLowShPRg7Fsnj0HXDP1AKYbW6 ja72ER8sDONSL
KpZ9JaHclgk 9FWCBSZ jgM+cChupgg74LYakwM+leXncSuNs8uMcazYgqrgM/nrigE
gIQ03jYOPBVNmMmM2SAGOdLslexex9KIB86w8zNJKYuZl7C7I0iicM1kEGL17UO0+Wu4dVvV
XmYgLW1E9QOmF+LFgXFQlhBbpfkRUu73us8VCyLN8aaM8Tkgean5cvvCO2LFCySfp
hhQIPKgNx7ccULAUatdK5siORW1IHg94dZW5FBn8 7RgXKLoUYuck/NZs9r2t SkKCd
VUuE9090GEQwhWvcZYiZz90sPY4NkhMHQ2Mz8FeVPmgEmMzR1InPJRBgt 9t 11d8UfMa
xzMEfNZru7RRMP4 6WvpOy21iGvCUIDwaoz9tY2+Q/06BYrOn3Fdd+HRIK3PXQERJnW
UGcZtWCuaR3/ughENO7RkhD78sLGXe9Fzqgj+CT6XxPRECtmd4SDSE9SpZTKB7rnr
fK7+Y2wUf8Za0fZjigtmfoLCiG+58fPGX1lcrpgDbI+ilmXo/YaiEeLr40Ifa6R8Z
POx7Qni6iVHLFHV2xUurrYWOMgtysGlZV73kGMkIdfZul jygg2aytx5JvrKk4X1lY
nnS5+N7yX91I7pDj+k7kFJIpDG6zEDiHYyMtOLgEARvVIB8a68+6+0I0/QTi/t4aE87jz
xfQNWWBDxOgkJtvV7437P7D8RKJI5fKpoarCD9ha0/WkZhI0zoCEO9Ii33x/Ww2n+
gbpfgiV10FarBUwm2Ch2zCgF9n3xYHcedJz05UDgjn01i/obgYVYwOLHikI1Lg764
hy7xiuD8v24dOPpLBbVBgZnVIn++QsIy7UgkD0zCl3IexTSXIwCj73Jp21Nkyho0
NIZRo/SJ/0otAG/gMzA60/hip6tklgqo94Kul/y2XtdTc2NyKGxwWN31B8XnBIKDOO
V3d/eCDvmDFmloOkHBtaa5Z2qg7c4uy6blVet YoqOoQSSIDECTKMNcQh1aG3V/kyCy
ddK8cKLDVPNXzjZVYYsL7/0ATa+iwjR6UpHzLEpU6BQWpPzkc6rgi60ornd5iYNIT
9Dyxi1BWz41NVg4XyY+C8iFMiTcS1l/+wocjrV4/rReyDX8/f£7IMubpwtxC5Joe92
bwrkHg0imSBZv10iZBVjORNvV/QKD4 jZhf JMDTbGTuMllowR6QiywOvgWXN1 jbjP2
R/HCWFEe jJ8HWYWTRORUEBIGFnxPsDmv2EZEF944hp7Ic2JtI1M/eKc0r3VGnPIr7
g8L/4kMA1bEObbyCKaSTskVD9+81+dNxWpP ICArAut ROOammgmwBQOmjsyfdCRaCX
Cu+P3HoDV11s+Nu6PfoZGjEBboaphvAkvRbboH521615uw98EXbX/1suBj+xpBeS
4ChlG/He6/z/et6zfnewQ7VvVemUwi3g5xIFMCMr6/w3u031UgPug6CgMZt 7wSid4
78SPQO3EmUeAtottuaKyW38pUiyfzZ7ZpBVuPCEIMXRIOH1IB3ccuGNJdtUcPu6UBiL
77Zrkkg0ahBF25NNuTTt zx 7reETt +LfQXQ11 jxYO7qfoNalVkJy6Z2UJ570ITorgow
sU3/W9sIujanCYHtJVHInHNnFYFasbzkS7XRi/mrPx/P3R2f0FQW/LBJ2CMcaFxMK
JkpfZVBxHgHmv+g4UFnyECawrxDXoRuasd2F 9AvB+YgkDLLxdHsbBiCnpjjetZyV
DSv5D1prl9jrfbggb90aQvVigeCzZxt 1WXV2nx6UvU8ZVEmIPb202eBiPK16GYyGNi
cSdQYzylKNR4Ge0sN1iCYOipwAYrwcDmcTO9S3A9EaTqy5gh9DeCualhMpOMrRde I
X7KKs5Q/8kSeLG2e3FgK+tX0HBDVJOXPV56NdAwHWtuysW6ep8I6HAMQZLG5e25MLQ
UWkSt jI9%90t11X57ZbKxwyb5FLXR3dsg0RD200oDQxIgxulErogz6QSgk413I3c4Llc
YnE/ni5a0F jbSk/GozWoTfE/11FRKIJETL25KwMS07x6jZSnOQVKFR/z/gNdv0zsi
MEpeExLkPt8PYVCLHJI3RNILEGZBnWyYPt £2+SAZJNZ16GlUIbOX1CZxdJfQYPOM7
LNmRFOeBtydwhnyyjm3e/ub+BgtCDJICtYZZLntmZLbFIfFDoTUeLX2Yz8uwRvkKo
tZY2yd42PYbiP3ShlxmIWrY1llzlnmFRg8ack/00osUxwmu3QOAC1k7Uzn00gqdC95
X0KZ5C2UMD90/+/2v/bFohGg7FZH/kFjRUoJHgzG03dYS5fsr7sUQ2n4 i 8gmNWkF
cQhNIsaCEYrXQcIaUOUY jn34GN2UcSt JCXENINOLWvXc+ri72fTVFbO/oHEPdOLe
gJUNg+HrBGZvDdjLvXh8+XaGYXhwD8sJR3ZnI jmLINSExrUztL61Y8PxviOTnntP
AEXrJjxMX41WzZ4dGQiGko4GDmcQOxz6XS9gRe6V06szDcD1WMoBK6XZYFSeogUvk
Frw5zloccx5dwlGNI81jubEjlfzIKyyEvbkSGFKh+KoSP24u+rNDRSpTXvgrZcTc
8iBC1dbgQrOfppXVEV8/PSJEM12J3a5BFK1IWtHHgF4uvhUaYSc8/126bW20e78Co
bFgTaclus602iHkyd8a5rnA9TOzN/21Mh3Kxt1ddglbIAPvrHrAfMEp4LtBQQD 6P
ztbsFjaFJ38ErhFfyUNIFm8RpcLWES51MTKHkhdg4hFgfYa30D0QAHeTmtMydniy
sB1VaSFiihGPdz0Jc5DH3ctkW5z5PoKcjGO+zInaT4ZQbIxQeXFofn2wOD6bEbk/
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REar3MAKFvpYGVHrtRLnVhBtvzF5YB16DDm7CASuwdOuUlg3WZixz5T1IN1 IxQEwWC
9giATZgkns5KMzd6HUzCrSCXRLKS5pyDI+0wDglkNEL/Z j5esdBV70XtBE/PwxM5/
WQJEhHmM1BDokH4AWFQ2P /MUg017DEZ ju64uB8ecXgMMYV2IdLZUp4YqoStSIk8j7/6
hYBrI5LmC/Ix7h0UZzbJF681i7NgV15jrlraF12SEk/CCuAu28xtT8r74egOAwNbo
z1i/FeWIvtXL3Yhf8JH/ixoq7VIDucmaeFNTa67z3AZnLvpBluzevUUln2/oHmgAD
c9nGegB6z50qY¥xugQuSQgMbwwt cYw9aT3vu9Kp+gkxgDPfeegVIFPWSodXD+WBWg
+wQD/alscbM90ET2jjYenlkbiwGbrlwYgPaLSlhm/PaSDCE7bAVjNhtm3m/PeThT
C700maXsSiQGJIYU3JcRGP1 jHAAIWQOME1sCimBfMFrv93VkImOLdbeFeCunPeV/ jA
Jmv10Cp0jBZMbFrng3P+kCJIggVMO5t0ZzclvIFQu7FhgFOXAdC2S2RWy f4F7uY jD
SfIize%9a56bglabgNitpEQDNLMDcPEdPXUNve3aWTZxm/b6GsgD jw3xdXF7fHwHy
OH1HB5iZnKrIWEKEQ39v7kDALxKN1S2QjOq67dK0BsJ1lfsgeXndO+aiVEiX+Ba8V9
79w6+pbA31cZMxmE4ANX 7wwBDSH38ApMr1Xxyi5RNSCT7IYa4cLxmHVHYWWm8TCtA
N/vyBGrMGWZWavUUVdwk+LdU3P1uyOXR4KzegQan9N4FQk5UJt17hyVEL8RSocom
3ggxb6kplTS1VVi6jEBiMVav3iIl+2L0OMgLsoyfmlWD3RYkvh5+IMLXSotgyHRVE
U4ba+gCxZ16vURbj13x14JMO01isTCXBKpIINr3eul0QO0PQ6rNbgx7Hp8GjIx4sXJIK
IgtRP7k1960vtSqMb8b8P31l/mwgqvB78UlawDr7CPgxeEII511BlzcXIULstXNjvK
X4P073MAonSLwx 7mNY9xKDRuUPtDWULAgi5pXgs25MY0ihsN6STEfIOB+TTCIWLQVT
/5UVL3MitLxttN2Xx2ml3K1M+hmeOihrgBKZhgZIRrxMSde5auXU1lRgqlcNO9VOBrI
kQDKJIN7ep0p8012R8Yga6jeOvohm+GUOV/GJjCx0ilT90CEfhkAAB4XPPFCYELPGYE
9JAe/NOkoTGE4LBzBVGERgBa0580XgQ0Bdt 4tEVsZMdCAFWyBgjdic3smHV7TCNp
2UFw3fgFKGb1QetyuQkF1gdLCXf0USP1KpAOG2 jh7cerGQZsXZxnW47wf1Ndgw5s
9GR/NPdZgU0VZbJUN2mcFz4G9ZH529P 6 FDCpBJHN jyt wEkk SPF5FGKiThyufN9d4
rwNnswfum0xd+iDDVcw62233XsiABn7cTdIinAMgVFkabnyjerSrahKblLbpTfoc
M7UdiiC+v6jCeKAZOLLeFcDzup+MiVZ42Ej7KELseu7DgS0z6H+D0irGKJYRFoy8
Kk005aNSSKW4MZJIFKnFH+k 6 joR7e2Q0BR1Ez5vZi1s117VES8OfK/dig42iEe0QjCQO
a2cg32gUJdk9vx1XigKbluXtnLrtgygNsmuTlwHaRZrJETIVUn/v+1uj0Ork7eLSH
ROuUdaYraviWkRYwMbVSXP /Nien3DXvzaxH0Yg7cdWaFPI9RTXsIe2N3S06TzKgKgP
cVZ3qwiFS6gt3004tXgkZY¥mnjlkpoxHRYC]j/dtBywX+0V0oZznm/Sib31dnHBNnGR
ucCCw37DDKxad8H5c2NSD0OQ5s4s1Tuzaf/N1x4d1lUoKzTCX5WecUJGIeAduY jdTm
ZBrkkx+gPy6DvnzWVL8CaI3zfgBLoLUgPYSWRUfCp9j9ralTg5XWFGabXFzQFR3Q
a61HhRCp/PihuQimzB9pt TYaAT8Jd03rNDM8Dp7gHC/KFkbZLvnrhZUBLWuP /YPD
T1cKQst74EmxtgqvkW81G3h/NZZ7PoMRyL76Ug258RNkibjDhwGQKGWVHL/KhJXZg
70Z8bdceHcz3uFYbV5gfPALYWRgYtctF6Yg/0eMOBI7g0XTLzn9famG80p0iLG1lV
PfWUs jkiX5xP6tz62zyvS4d4QpT9e5/fB/PCp2XHEWEUIZLQz2uigwuwnDnOmi8G7
I5cxhgPBZA7v73VBmLP50J71P5SmMOWEAPBSxPXwmDkxhpg51s40xDOqvEakQTU20
udBZsy4GSJIyusTkeEy+GgXCcspEud8nEcJ7Q1lUTt11sShzfivaXal2+U5CB3kPen
Tv44U5XkQpOB70ny6VkmSy9C9FxSagQfsqghvS98xB+zZ+JFvSwpfFQ/1Z21wCkCvS
FjkUBep2DtigWBsOFW+UoQfo/hgYgEtYSyh+nmOJrozT1lwfBdxLkSvH3QsC7p+Ia
0aPsIpTl+8fwngzxE4CBOLHEUyQt8BrUrb5mv1uT jATicxSe39A6sDgPKI9HX jYbb
5eJfY2TT7PvHOS21hEdUK6KX2TPFgfam/KETnlwFZxFx£82 JCAOPM5WQNn+COYKFEFQ
KbQgsiyDhd6zqgS403gOF9gFyRAA6TtaTygaR64k TFsQWWEFDA+V21£z85U5Wy0KA4
/s5Q11MJIfrYHWINn2MsBYMi52Ac9JgK3Fm3uV1txRWEtNCmOZCuoJoGeP1VNUfA5/3
wK4Zs5XERUMVKEh1w8DMduuRbZ fVvBmE4 /8aCjDCVEbvxNz7s+Sm6mvTmDh3RYUF
ycMXmp47b078ggAjohzCcY¥tIJKzbYc0d60vLKjesGXycWY8irk jwzbDxVcPghoYGZ
xgverdClW38h52/Cb9jXtYFek/6Z2TkG4tmzIdwx jgcvMsoZnmpNIYVRRbSbTLmRL
JI3VBioAc8D5YsgaSmd97GnASRCaS2sR2zUfSEImvXiJr94LrcDyfk86P/aHN5Ly
9VhH1yhjtILy3BOt+uArWF jnIEJ7LxHd7DknIYQ8JWnxYQyEJ+4zpIkS8weBs 9bP
BDxwfiN/gUVJj+PbTuelLVR8VgYzta/ycO0PobG91iStSiQzdXoCzihjbctN7WbYb9a
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70+E5G0osuFO3VpWxchFXWSUziMnI3Rn9bjzK/XxEHMgMe87ptvIp/J7dNwdHCYU2z
d0i3aTvuK+9EcqUK14k75wY+sysg/1j1l+YrwZ6AFCOJ0glR4Xpsu0GszFGAh/Pgc
HR9+s52JY1U32Pwb6b3c+6PMoh0Zzb01i80GUOphNOSDH+bbKWe jwca7Tgee 60KHRC
w/zout XWDDK8Wmd1JTScfF/z0DjHa771J+7ypwu+JcDhAh jgWWMYJ8G89£fg9CkIL
v53RWDV4IThiylEvOKDavVOKDVJ80p0OIc0I7SCiZDcn5c=

B.3.7. S/MIME Encrypted and Signed Reply Over a Simple Message, Wrapped
Message With hcp_minimal

This is a encrypted and signed S/MIME message using PKCS#7
envelopedData around signedData. The payload is a text/plain
message. It uses the Wrapped Message header protection scheme with
the hcp_minimal Header Confidentiality Policy.

It has the following structure:

application/pkcs7-mime [smime.p7m] 7800 bytes
(decrypts to)
application/pkcs7-mime [smime.p7m] 4770 bytes
(unwraps to)
message/rfc822 inline 920 bytes
text/plain 327 bytes

Its contents are:

Content-Transfer—-Encoding: base64

Content-Type: application/pkcs7-mime; name="smime.p7m";
smime-type="enveloped-data"

Subject: [...]

Message—-ID: <smime-enc-signed-wrapped-minimal-reply@lhp.example>

From: Alice <alice@smime.example>

To: Bob <bob@smime.example>

Date: Sat, 20 Feb 2021 10:14:02 -0500

User—-Agent: Sample MUA Version 1.0

In-Reply-To: <smime-enc-signed-wrapped-minimal@lhp.example>

References: <smime-enc-signed-wrapped-minimal@lhp.example>

MITWEAYJKoZIThvcNAQcDoIIWbTCCFmkCAQAxXggMOMITIBhAIBADBsMFUxXDTALBgNV
BAOTBE1lFVEYXETAPBgNVBASTCEXBTVBT IFAHMTEWLWYDVQQODEYhTYW1wbGUgTEFN
UFMgU1NBIEN1cnRpZml jYXRpb24g0XV0aG9yaXR5AhMPLSWIETMXSs5CVIeh7500
BogOMAOGCSgGSIb3DQEBAQUABIIBADEGUQKlrg2+/XSX0UPb/Ei3BGHVIbPdcdbb
9Kb5AzgrFjX162h75z9kr7n71aGQIEvgVHr/93cOMCEfOrmF40Q1 jiQC2HazguNuQW
x9frIx0QgKnSférkeN/HeMp/z+ySEn2rAD/zJxQkgqcX6vOLCR102whuQzkCkWSun
vgWYeyOHcf7tbf3u/FTAZKkBWA1fpA6vBgNXGInt spArT10IyI8sworBZho3nldHi
Y7A/02cARB7jVoueV8YhcAs4QPGxNtpseWHEfQn1ISTT+SYc+sBmmdznviWo3w9a+0
HrXHwYaayfJ9iH9gFLeiBGNC6yahQXMbgzxXHfFwowl0LvGe2NQwggGEAgGEAMGWW
VTENMAsGA1UEChMESUVURJERMAS8GA1UECXMITEFNUFMgV0cxMTAVBgNVBAMTKEFNh
bXBsZSBMQU1QUyBSUOEgQ2VydGlmaWNhdGlvbiBBdXRob3JpdHkCEZB8ROAPhiY6

Gillmor, et al. Expires 2 September 2024 [Page 118]



Internet-Draft Cryptographic MIME Header Protection March 2024

HGLS64Mv1sDXhpQwDQYJKoZIhvcNAQEBBQAEGGEA jt CbyUK4xt Tg8t 0BwlL16j24
DJjRCQoOLLhszshjDrp9pnOh6s1QJv8VbzDevogdY jAqPWdrDmk1ltuWch20BIVjtv
rUEXGs9+sBmZglM+6JKfXsvwXM38Y£81i4RRapMT1V8yY7j7QJCXZNh692f1bhxUx
vaxznpBTqRwT4x53Q0rgegkWSYWpDvAdOP jUT1PHJ1+4ydgKvVxccndbagHi2Kr3N
Eg7zWLgJJS/Qdmbo7J/ABG2iMGJIy7BkfSI3Lb3sXtvzo34W92xyrQl5djXrdsdgn
6pAnDdadewJP JkKOCJYEMVAAIU9Esrr24u+3+M/IJmBwK7n6GWJIdZ24BU90nIXzCC
E04GCSgGSIb3DQEHATAdBglghkgBZQMEAQIEEKSsx8ZPSgjzn8vj4hZoLZmuAghMg
1S17y/PtsB4ir0/csayKDxSY+QJi2gtR2PJ1BXvcd5798sNfVd8v1gAXrRD7gELG
rc7epVre+xFxcPxPkPmvElrINh7rKggewi9tkf jHDs1SuuMdpk8fxrzmMfBRP3GE
YaX68MIhEUPoP3IyaKSeGxmttgimF9r/5px/QHMu2F1 jgMR2vTJIvUs9RdAjg5C2ME
CGMf7Vg+nr3sfMAZCLHRJIV7DpakDcI1uYHGAQr2v4HyleKpN17MDWQtAB7/9+e70
HHw/wlfeulbdul9yZbQrHhVzRGzdVYS10cQfgtedQP+wTr//Zos0046bjxgFH6gx
SyIWZmLI65f2kInt IBWLH+6Fwh0g0+n9vXSJZRKPIRESIm3m+WyJgE210NlaArdt
Xh3VetgpF2RpXduF f+h3Rwu9eNGI2WK+7/mkXizaCgo7MGh3xZo8vPW5RH0p0+go
FORFY133SI1EhfgUJylgZITamlC5o0fheuGFaZusbIigqiwJzHAjJjGuXjEPNw19ATas
FxwlsyLlYybYnxeXaPQ47mO+oHY22+5uy709/w9V+TmJeTzPoG+z jep3Lyl1TJIG
zZVGFDT1lboc2XbF4i3KtuouPppZ0JwcIvL5VW6BWKDMpe l1hDfTSuEJb/OPF/ 9cCNF
m4ie91Ke26vk85D11rFKAiDXgTeoybboIQkxqIOVX+9d+zkRIwWZr6nDAfUiCcYZFS
LSYZahUU7ynGZi9NCkOHrun33G2dPkMsCWAhdI8/EbFZQW4r0UJup3/DfIBpS2rV
Z+aZuBHUDR/VSdIJ/rWF3MvpfNBxPfkbts7Vir3inntwzEpw7LrV1U69pQQCg5mz
VICUCuUHYi+S6x7fcFQQDK059D1L4k j1bRiBdzWAE4iEFMjX3wlvIGy5TGbWCXOx0
JV80QsyVKg4renCtVCZZ8+EsmuNsND4sQu7aiylnBaORCjerYLtoXQI7Mb7Q+JKF
tQbx1401x+C1Y28HcUyLr4al503fc7Em2Ymvg8rfrGiI8RPAC+ILPSY5BjD/wUEN
aUDG9H2IRvujrljKScWRhSFF7kC4cZTIvEi2pSSb9HounYaL06fhn+ORkxgWsH/uw
0eeC8WAfRbOwWHciuPzXTCDxclNse2BbOOra+Py9£fgFgD8JMx j3JvBLVOb2rgtawk
z53j09zUQpXNudjsniOJgF 9+gSIx0Bauh2Lvh9y/gQoEegrpixk 9JYsMORFLLPnfd
Jnp8V19NiAalG+Nb2JSMxtmigCKOQn10yi+zOXpPt1TVOpfF9z1dyIrJ9V71l/Fry
xdak 6KdpWa80hZ1TCvFHg9qgjRvgkMubtsLol52pFxcFa5SVOgNgTyiAt 1KAe8Ndx
+2AMb2tEHMOEzZKXSf4F 92939l 66KdMaUQjuwX7P jrd7VVbv61C1INM51ipgQdo90uMw
eXeqwR8I52bpsdwWPcCHEf4Yz+hcgGil9n0XPtbHE jSewRQ9Sbpmgv7eSDpLSdStD
YRvIx1Q2ryp74wCMJIvN4XfYpdi2wbRM7Gwth/65UADr2YFr4 SvghWbMpJRZoQTGM
r11dQv1gL5GPz1XV+xegItP jCWNiy1lJImCK1/YEnntd9ZJTJIpj4PEOf6yWwLwm0SO
yEWkZe/Glujp6G53HGIJomL1JPYNGv85+wEMHkHF0au6K2LmNtdk1D8b2P0OiCI75w
mlBFOCJkNnT6ThDsNvr7nclUW7HONCnS5WmIO2MTzEVPUCUZguB+txXNTtWuf 6wRP
eomizA+yRIJQDJgBAVIEHJ1031iTcMhcrcuBYFX6zA120KHVsVadLS6KGcAxU9iYec
3TYoapsk/UQfBajAABRL+JEroUvln4rUFkCjAoxHIgtwdeUlHvzGPAQPAINZOKEwW
DIeygfSvMiuiQ21BO6jncosYYMFAmMQShPAposPh+sSOEsm4qgdyiKj57aukzHRwWK3
RvkOHKAPc86zgjVxycwmHgFZJQeQ+Wtn/F57FB4BgcGDG1l j1kPBZ JKSg6LwuWOGL
wIb+INJGP jtgupHsxniigLnF3mpjS6TgRgXKxzXQExhdJPALAWEGtY11k1b39Q/4
V6vDp30rU6LBagPCkFSzm2RH3rFk QuWoKpfgE2gYTOn+Z/ JNmjh1XXQ3AX1i6205N
9GcA+cLN/Wzb40yL1UgburhpV98dWoNF xwAUSRQDYk1W73E1+7BG43xj2BR2Joly
WI50gND9g5Ar4Nd1gSNXKimbPKUs7rsmkX/4Z2hGj6qg7£2Ab3I0wlppriTiLNfuKh
+0/PEL7ylcCYpfoweDGOHYKQYH5I//E2tZ1i0IPVVsSB2XZYf89/Kx9kcpV3GTjotg
jDyg8cYBUIBEhk51iXvzN9gPQtKcYc21phk52AG2fKX4LJRcOO81i 6Bt 0AuDCOY1yo
CmCou2RNUM6CeAVD1ByfJF10t5z21Z5vILgNwWM5P0ceRYvr75IY0s1iwDOnivVwivz
nrZF3p3st1AAgn0xU3+DGGkSCTG++Y6i+tUI+XG663dDgebHfG4hQO0uRjfwHkk1
mgxwuILvaKSnlu8RPPynmyBopwJzp42hlDsK/353KzW/fbNHBEVKAAdB6BWigssR
mynNSEB4OBiEt 1Hz+emLHADLXA2dQROVzZMErSu+pL7gqGAMIOuYVOyGMdFwNkNz 9F 1
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IMMZfN56MDXbV1upC4qOYV8003IJmFt 9HP1Aym3gEcoTBqUI9pywagt J/ZKLOniP350
EGr83kJjgqRrZEWG9tkPHZ/goYnv7jkPny/X13VTzoeO+0Y1lwjfTLkVCeaZYZRjymO
cRbwkDgoEceY3r+EzOu2EO0czNwOpMmMNGWEWTK JjYQ3kCdfZ0hOne/s5e07vwfttCv
/Isj2aruUyiK5t3pVverellLUjrI/£7I3t61yBvIZ097k80RfrzxtxGIJCrfILI93hG
XMwwYmBLePzSZJITPrjijQ3JeHWn1ViN8OYOhRvhCJIDLK99Z JVEHY0qj2HHPQ31X
+x1yJIM7Jyz3Npo73kfPBAJVxNRvX1dnMwz /ArIxdr04NDncJ1KrkAfDG12vhXvKp
Iyg9tTWHs 6pNeeZg7cNTAtHLIOTrCnlxYSp+A8iQGB2D8I8fVOX7XkgEO+WikEvs
LXiTDGI59+tgZ0XeP+/1747NjJIDkPfxC+1tDXXADKkFBcm6+ANoolo3DrmBCmn901
ckf6Mz0uZjT818E45GEfn8UBTgB+bz jgPBzfk/Ad19P9RhpKO j5mcUtz9gSPgltTY
wrwDro9fBLg0Z1fhJnHx3DGV7SZaMP6Uo60u2MO6NDVsnQXo+ocpU45CDsxgMvH7
elmYKhs1SDSGRKAUvXvVv1VRtLB48gl4Dgy93E1Rmr491BmQTcgJIrlxJVmA/knZ57
49Y/jGQUarug31CFcbiiEJJWMNoHO6Pe3JeYg5snvelH3tUwuHiJQ7awt 8KIGQGP
NrwldQuk2jhrYSsK9CTQJQ+7/pf9DP3EuUB5S51PLs6sgQ9ycVdIyZDkbUYXvQorl
IjiI1KNMar/QswzUQSRGImzrEPKPO1UFJY5YTVXunrlHaxQ9sFrtO0VDbcTJIL5Kty
Y64 6gRNOPKXXMAS6EALmvpCAS7idGSajo95kUHWLMIOYhOI2Nf511dNxz4EwIoQN
2dPTPDuUBO+D528sXnKs8C0Og7Q/g8Jzr72dBWxk5SxcG4L8E+aX/XBIKeleUB66mR
bfrmdAuYy75WKrZjA88bzYg9hmVsJ8C5037y6vSBOpPgfeus+IjIL5N37DjkUv+a
Jbml /hotI4RNSAUmtrggbl/Jkl1f4wwk4/dH9+Tz0gfI7Y4UgEx1V49zuAt SROV2tL
GJiyuNOnIlpCZhvD5sIwfbUM3NxXxCNVwgQ/sHBnd42HDOLD1JwHrDTUH3pmIX1XYOt
+HDxecBZB5r+vGmbpt4656gFqdmMikyISNLEN/KSg+SccTFDoPVs2p710NDDEXVD
Nc2QR24d3Yn70XTBXs0o/K4£f0sFI3L+G3DVhnf4DyvkNErfYwSRBPgZglSXgFSOCA
ZCVIhOWYUSWtVKPp+tX2uy9Jqg3Sv8XvV+ABvcimu9K105kcMMsB6EVACBj3yzZKE
I3HYV]jL/xsrBrMXhqgH011Zt8XV87B0vzvGOACMrCzKamWLOgMjnAYPuSz9In886N
c/AtcB6sd9MsIc7+eBx0ZrL0OVLgc/0OVSdmx2xZIHIRpM4xRKLkDpnQOBz7eeVtXd
a0ngWLT10bFj79cgK3gqZRTxBmsyT1U+EJpRhkRsTw2z3aGsTBgs ORRORRHNxOXr+
zMN1RpxeF1l1xFCEncKY1ESBXh809hpNvaugqQZEe5cSGAzxVBY5kJG12NGtQ05eme
JopRgZkk 6NGhMomd7nSbC/Xm59ugludkYFagCmcdx77ThkQUYENdvC6VgzFuGSH+s
9VNLgk 6XHSF7JMD5zX31NIJEGL/1J6XjeOwHU3503wxWpi3eQDvgMe 611 WImMWZ I
AkeoRYTe/AbWIBV60RDOrYp70UL40oVbUjou2X0Z2C311eX1TJO8WNUADYCFHhIXQg2
9d8xiNOuKrSetmkXSIsWlkCKOWXIpulXiWlkfalG71QPe7UzFuAME5NfPVaLfiha
PFFKZf9+8FiVOITW1lwl7zRHppxxD1aAk3RAm/PtOJL879ZVEWMC/0jgqcfMGHIHLG
NzpGDh8/IJWfKAEP8TGJI+BRcgl402cEZNUBGLININKPTT3+gPb9xgKal4dvmyPxMxV
QihLWp46rN+h09pWdfBUTcCu2i9pPduVaFQlBPhQONgQpldYGP3doV/0dAH1 jPMin
6z1Z4pH7rJ51vNhbwsF6FgQJCx8nvblCVDHgaEKSnzffalbNFe/Ino2Kcn8FyxQ9
bglg52Tc/£g90SgL7wlmtsCY11XyP6Pe5JM842S05gbodmBiFJEUhXBWwbG70cGs
YQOXbas3elKzU+wXkiAhMZ6CE8tWKg4 jg7cKOpFEquFdJywhyveIB3ZcpF6YoYVMk
8rbp3tFrSPIZRysvYBaVWMwwVmt fh3Hm54 j512HtQEsSA/1D5Qj0I1W58kCvYKbOB
wHAChLAJfquSyf3kRt£9£fS/3YX4SyWKzghw80bwkh3bL76dI5AebhRAHWCQVIW6r8
tggt4d/gewNm2fg3MeKQ+CEf9AGE6MWhuSNpZ7RP jJiE9Vo+5NUwul ITh1bFOnrbMTKWD
dWOPveLdWdOVNVT6hnFTYYvmsmrhaDoVa0+Li8RuLhYsgVGahqOPxnmukSTTHcuR
uZ5apKQhIgdcNZtNzynv+ruAVoSsf/b+TXGoLQ8ylbEY9tNki62wl+ZgZmUSbMx7Z
reoiBS1XIzLvNtoBpsbrB3hvpOvl+Iz1ldXuEwOjwvEwwfg8+az/glVA2iQRcDfzw
uedZed6vGX9g89IBerou2y2Z27a+£f2t ILg6ovUSWKR3ThY3dPBTD1CmVgcBvgC7u9l
PMXh1SG7eGS1XvNapbDwZ3QUOZtru7zefin7488j0qyv2Y¥8e8AjbxSpx11Pgjn2d
STDT1Im9TQON1Q2Z7JwmT/v5cVQeRqmmXHDYk6U56I2JRALHavyNJe8GOpPmMQX9£f9
YeSL+2Zxfx+VJITN41a6xv8HOfMxhIJxRVOCHEAaAGBS8wSaWniyZTMg/CdD2/gLhI8
WEF3HsSrzVijL4Wz jrarXOGWrZEgn2H2yOmK3b52F 1pvunm+TACpIhzfP6MkdvFLJS
prCQHOfplNH/taeEMpcehv5qgd+V1QHdAtxO0Rt0Vx+j+gVyWt 1A/ bG8LtVDUX9kYr
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ngwyUZS1wKDz95Dz2I6KufzIftSxSIJPW12IoegVu7Eb7A/xWWdDojUv2cS/QxHiP
NBplM6VCUQIrXnhuM6wZQOnUFboecgt xSBNmLgN944 3vnRw+9x0UbdCQPVYDGS3MB
2t4X+TLBfJPadxtnDI9YN+xpF2UZZbhTLBfw2gI1z5eg939BJ43WATEF srbXmvhVNm
+5HB5zKZDgdydAy4fiGeF+xmQ83xA6x+bYBZdEygDcNMgI jkoG5fitl1dVkykgtls
Iy58ittUjbA9wxVJIVSazh/HTYpJI5gMLAFsq8zdcVIxVsBOSVUMRs4TtThSCej21C
rb89/BFQX/BHcvTEWgsUgjHlr jGxteEOKkUPpbCWW4bFyY53ayBT/0p66TA36DNTB
ddfbL26ptul ZxKU4Gd1lk 1wR+GTaITVQEU7C+ZJIWGUr £3BZyOqVIChr2ZwyKqUKIM
8wrvDU4eoDVQzT1z5Tt j/g0SGX8LjFv+Qznd3xt518MWiugul./1FSSZeZPNGhFPJ
nISe8wWDhOMLBCV8xy3ZHAVLjl1l+cYvIHhn85T7To0O58X8YFL6k17k5UPM4PYQsF
HuSEWnQ2KZLPVUJwOckbZAyWgzkwoR0S1tIeaGvJI7nM/10WpLdxGQr3tnHk8e7PR
r4rsLVQJIVvELf j8FLgki651UrcnKTEPtplTChLZbhegBSSGkgOokLpDsRI9hGAQtQT
TCet+30100tg5uCRkncOGVDbrJO2ygqONU4Sq0oksMt 6ZQIEZM8150kh+bVxu/ixt
86+BxkTFfKo+yOL5/K0Qo0J2WK1ADN1 6 IKZbrr3kQFuvVOnHmKczZrt /kwtt108iF j

B.3.8. S/MIME Encrypted and Signed Reply Over a Simple Message,
Injected Headers With hcp_minimal

This is a encrypted and signed S/MIME message using PKCS#7
envelopedData around signedData. The payload is a text/plain
message. It uses the Injected Headers header protection scheme with
the hcp_minimal Header Confidentiality Policy.

It has the following structure:

application/pkcs7-mime [smime.p7m] 7695 bytes
(decrypts to)
application/pkcs7-mime [smime.p7m] 4692 bytes
(unwraps to)
text/plain 339 bytes

Its contents are:

Content-Transfer—-Encoding: base64

Content-Type: application/pkcs7-mime; name="smime.p7m";
smime-type="enveloped-data"

Subject: [...]

Message—-ID:
<smime-enc-signed-injected-minimal-reply@lhp.example>

From: Alice <alice@smime.example>

To: Bob <bob@smime.example>

Date: Sat, 20 Feb 2021 10:15:02 -0500

User—-Agent: Sample MUA Version 1.0

In-Reply-To: <smime-enc-signed-injected-minimal@lhp.example>

References: <smime-enc-signed-injected-minimal@lhp.example>

MIIWLAYJKoZIhvcNAQcDoIIWHTCCFhkCAQAxggMOMIIBhAIBADBsSMFUxXDTALBgNV

BAOTBElFVEYXETAPBgNVBASTCEXBTVBTIFAHMTEWLwYDVQODEYyhTYW1wbGUgTEFEN
UFMgUINBIENlcnRpZml jYXRpb24gQ0Xv0aG9yaXR5AhMPLSWIETMXSs5CVIeh7300
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BogOMAOGCSgGSIb3DQEBAQUABITIBAFJOZCRsgbltPZeKwiWXdgr2zATdA97BViT70
gi2gyF9MtDCk JE1VWu9artXd4M220u4iJKEHTABXZ7 jbhI8521jKnn4JsClo70gH
S4F5NeZyaT8gX6LCnL/2z9S0oWJr0Ia28eSF7F0/vwxgzBYHt SQBtUzaX jimb6BQx
TVg+GrpOiE+QaWzRTmip/sgOfiGPQBSJPRJIiIzMONIQhuc6ZeFpDyRz5/EK8Upuz
k0aQzZhpGBAg6QeP13CxmYYSk4 jnnhD2A jxRGscnonaluELmP4moEnc/SOLAKVHwW j
TwWwEACG+PumR5Nil1Jf/nxeopZKGYNWva7zQDAdTqGAMIIIzfLaA9AwWggGEAgGEAMGwWW
VTENMASGA1UEChMESUVURJERMA8GAIUECXMITEFNUFMgV0cxMTAVBgNVBAMTKENh
bXBsZSBMQU1QUyBSUOEgQ2VydGlmaWNhdGlvbiBBdXRob3JpdHkCEZBB8ROAPhiY6
HGLS64Mv1sDXhpQwDQYJKoZIhvcNAQEBBQAEggEALks1aYJrPOhzZXHz5t3vIx06
ssGmMUbBL7ghD4quYbIx7r jyMPQ55uKOH1h9F7PoSzE35IbnPLQgkDTs4ZtavXcM7
PBVAS7gD5DpG8MG01KnAsJ4J10J69xinHszEmMRHtA JKnggImWQGHIIFwgSyHi jWu
gDuVz8RajyLdLQ7hPFkAcZG/Z5])Cr/yR1K/zZIntgHdm2d+TxTIJu2uLzkAZx6L0
H8/VX1loYxDgzrZlrRUoOwfr0VJIMcOhaNBvOJy5fSBItRA8jOD3YdWNX9obhndtrg
mtm7HQ6G8fxu/pnMW3IaHZxzwl+HeZ 7HoDzEmgmT jh1FmQwxxPJhxDJh3LaBVDCC
Ev4GCSgGSIb3DQEHATAdBglghkgBZOMEAQIEEFU jt 8 6MMy+RRwRy 93mHvryAghLQ
/OMIFUVM2LMdY5WoMKE00vDUdxHO0en9D0BFGUV7/pAJ2MIc3 jAdFF5dQyGKupr30P
Bpogle9nx+B/9yx8VNFzVX77ED811v4m4 1l jFpYSgPfLnxsqOYUz0QxfxzMRaipwY
GElYcgaoF5c+xx/nprdc9wBIAl1zfgViI8uNe+sBU+uBHTfEU4/FAblwc4YyiPAz
OnIMQOThJoF1rPGj2Hyy0sDXub3rhylY1j80hv9t4gYZcfVsbMXL8nEPV14pf5yU
d8pucO0TJIfvL5hi8wX2TK7+1iMXpsY8BJIgs5i0LF1BUYN/DND1/vm407xQqsH9ZfZs
/HG1PUU5SK/ 7MY jDCGOkht /5nm217HgcnKPviwXmnFpsL5pBgyo/+0X0mJkJ60g 7]
YDvGkm44QctWgyaQnFxuQFTODSMsaK3bf+Pbpb3boL5Xe5c0uCbl8H8g7ett4osn
wMrSn3KWrfaOsR/TeinnfzL3GeXCAGeskFb0+yKW8maBPS04z9TZ9TvadOGt+CTt
JCAYA2WkU2DT20d17husRWinyHZJr1xX7Rh6LJHUKM3CLF20VsxP9gojEI3I0+07
+YX1alQBv+9+t/1N61z5z2SKLXpluR1uEPzm4PyKhQkFMd4srFGRsa6BVMIHh jpXG
kDrsdbX+xP1RPXRWsrAKsHoQ7xrzpyR4uSmW1lUS25FtYUg7G8z5Lo6pY1iFd+2RP
XoVC1lVgvOS/F8J0mBR+DA3V3iCsKu9zV3xtfelgagTOGGAL8Gx/didgzXts6SRZ3
9R5HWi6uYUYvdbJdPvHS5sk JSQ8K8RxvI5aVpaUKU7Bg+sok3nYZjY4sWv1OAMDui
/NkD6AaUlklotI18MJjKPE3Sk4/TDUKL/ jeT3Fj9r+6tgeROmjcQp0£fG3g3VRbz jv
t0M326Gse66+BjVIOhEnvYObHvi1lmn5ig5U5xMglpvIQPgPezEXE j2w6LJULE30V
wuj4vdbOkTwDv1ZxZ08X6eaBXWihWQ91lp4e+TtACOSuUYtaO6GeUBRBayPOuUKNutE
BwYV/BHExCGdu4S8e4aYE1CzJKgLnKFhyfmQcdMk+s0EOu9Sc97Tyr2KvQQfoIgx
vwsGOnMrDAx9BE1rQDB03ef5NwuB+sNZNL5afiJoRLMwsYUBOEpc/ J1iF6SveUGF
9shSHfMZ jwwEtaZRu+bQP2u0RZ0z8LVP2XgwHNinMJOt HiBwagNYBAzuxGdATJZrY
271N0aevOLgjqY9XhiCfnddN9RVo/JI0+FB2Ac/UUXvhiz+d0/u+RK11Iig0OVMUW
YIEzvS9b7Km3WbbdjiLlP1lwGiozIhDiw4jEJjiSEThV467vtaOd+Okvb303ESMOLlz
UbFo9wS1+aNvoT3SRRD73mFSzUlvjpXEsH2K062D7Q5wT61/M7hJPbsSAAJeMSx0
Aj+rJZQy40gqWcPDYuXr/g+r9AipJfnZTcbBMv31v++4GafzK4bPXmSmRpIWzaVv7s
JU+/7g3rmhEk2030AMiOmmOTmyivruXSv02JSJIxwyW1U3xXxSWYNEu51izoHmLO/ 9D
XrMxTVJiOhLKIORTUQGOES6G+2vmprUOYEO8pBLcI8ZRM8Wlbwbjg7tswLA+HuUuU7
PLpIv8pW/WhkHCISVciG/xsWgPxnHafoN720boclIJeDg+3j71gRIG27Gf4p6tEm
KI2HTsDXgC+7g5¢cX8/d20R8rwOW60BNTiGijptNW11lgFiEhrB40JKe+cH11hDxn+H
ot fB1k1H1TyR6U+ObJazcvm4i6F+f/pn3g77mF5BYakoE6L3TD5V9astEcS8pMQ/
TaU5vHiSndSPE j2pFBLmgdhGwhf40tCDoEECc5Ue7hX62dywRx jzPH+YuwESuaIx
ZxLcrJ705374TBBeswJ0txEOM82yJ+geDtVEvQibY6PLiRuKjWa+biMk1441HS9+7
wPn/kOgreAq2FpFLJJ1rCbEOqyORe0d1Jy6L2c6444aL699Tw72z0fPsXyilazful
51155d0udhymls67PFYVjKDWe jAB+2bQeE1HVjO0pCmBDcn0fLWLPJnbeidYCrafm
gilYIYR7S+wIPmMK5w50fKNzpQaRX1JKQAYAR6PZF5c8Isj+1ipfiSbZyhwQRz13g
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1E1VP/Eg4PFPfMmkO162rPNzXQOnm2iEixa7S2RbzpcjO0Lgu/h3PCccZnw9G1l2k4c
DJoWmPdaOvOODW8450phWQCWNCDoEYy9KJyJTz/vgC3GyfOEYXH2SGNhL3tpZtgnO
01LfQJ2gu4dzBAMMgFxvimzalselxE+uhBeP+F jpcfqg7PNpd4rc7£Ju5JoVBcGMIO
EkchC9Q5fRNnyCwunYFGA6N71sVtdDHDLKSykeEzSoGH32ZZb jkUXKyMkEcm5DDx
k1FQSusYCMdFhS09n1+Q+A7gj3NxslrEPVrdkKW01laUgg4OxFuN4nV7 7NBE28qV7
hJodl0jvZes+tggl8nXgtqd2cWaM3cspKT 78 fpwngbg3rGkgQrgcpulUlVvXO+sEkS
CDEQ9RASCLW+AS5VRXHMnggzobOmVnXAzLQ+M40LnyQTxn80NvFr5hCOuthnRAF4a
1FulCIaw2MMcrPHPRXR776hQGmMk11+1Qbr/XfG+D40vAVWUulOLMwOvccahQgBjY
GOHv6whQPJEx66ubMBa8uRNACTOJ9dJI1xYd/ETrswLw20ULJYt Ztek8gwiWQXgFNn
X4WnSQSCbhN4hbaCmcnmXiCxQVHNruc5cR2YzGQkgSDOu0CPiVMHHVcIrXF jBKM+
//OmFwCteJaVwJS0fVZb+BeHibR48NZmMAL1614z8vGGAXTMTvtWA2KQSnKkDz7£6
/ktJ8R1p7qLOMaGgUTX6z JTEY4mY/SkCuWeH3wrHHCcVESRBZz 9PbPUSQySOBEZTrN
oCwBA1vsGUEBORb jLWuXoB0bx4Yzx0vRE69Aysweg75gAni 6UXBOzp2hXMPZiCxS
1JhNiWJrGwY/g8Z6ATTMOANfhKbN1JiwHKveTni9Dfs je6z4C1QRI9p1 fqwb4gGpw
m6tVhn2G4cbOUThfELe/02hvOWXgMj5ev7D48QZnR1 7Kp0tHvQgMYZ27n+e/haui
405F5HBUc8HCW/VwPRtprxK1AC1i7jyfSQP91Q/X0kYz0JpiyFZJImSL1mFm3g6a’7
JXkTdUPOsyihmaOQMZUaggBSX91HMJL1i7A8mCEK+wIEzLbQOmsoHlaJ8SANoP268
638eCT+/DAXWWSGngIsfB7¢c97m3ZkDZIFR66KUsvoebVWgVIuQSvDe50+0gl 6006
3zB1lxgC8z7LFmrX3P/ITtA7R1IDYMdazdVvh6eVgpgrlepfHDzy9hdvGVéeJzc6vAi8m
TPS5xRAipf00qwiHo090hbOB6LEFDCEF 9pKBHxzZkg2C4Nc jewa2wu/Kd2Y1Dhuvy2M
6xz8KrTPGA9TEBHL4VusO7xYgsdCIkdWUrHSAuUOMdJAP42502bILxg20FVLmjFDU
/71gHRYZ119Q7yv63A+91Sqndrb9MLzgX4cCcQryi0GKzKx2d2IZacSUViUoP09%u
ngg4T8DvUz511GL1kbPSPnZJY2LEkUjemb9SZ2gGImcguAqc 91t 2BAKZIOENUX66x
IJpr8RprrolgomTGbAbXOrAgXlvyGp4T2iStwnNEtHmocet £GN5IdtmCEY3Xv+5a
YIvFq4g49NAgz1lmLXpskg2krz64Y5k/z7cYnsnsgWlLec9hcvSEyhF3wnt0j2ABe
TK6dDOIcvy2JtucgyMOdsFTQSAXOvdOhmKG2/0zn/083j1d14yBZ160sCUzZTaH6t
IYCAuPi8HfiYa9Ubmx4V9zoMN9clkUgcwvEnu/6mUsMNJ jvNukgH2bXTteckFM3S
IfDi9yr3WohnQzt1vITL8clg9iRxnl1Avwh4C3X/CTpCNtAWTTQ1ID7ZWIJm7s1g0y
m0dk0coKGO87sYfOBECvV4IT705iyV20ILpsFC28RsFBJY/cxXFOCX5siu3HM9E5Z4
H+FaZJ5ToyAwhjvY9FWv4Ti6RSxz50EDCcQ3KINNIynHKWihSg2Q7YpCXP1HINGSS
T58rUJyJdOnylRUDrxDOcCNCxIKCsZS7TKI9k809BtPax6rUClgnPExO0sKeNUzpBH9
vJhBg9ROFUVTACgHPJ9g8vFOAkdubht KEUGHTFPkaGvS1V9ZrQ731jS6MT+Q+jQ0
DBjddjO0VGTbdRxdkeK69fuUTP7rnngfE41TzLCSFi5krgDAT6rIxKy77LwKi+gEZ
08YuPHCciXH/gIoGnGgcOlKoEXMILHXWDFuuKNU771gvbbDoUgrRgsxUTxKeuSvHwW
Cc9cIvsoBHS1pK+wxmIOEBBSDfdeyvh8dpAtmrQHM8H20aYmc456+H+2TCTBpfcg
g5090V7/W26AyC/0P7TnIYVIAr7sHgS6s78 jHnfwv7weHIFB4iXXgoTkm5dT/vjsR
uggRxgFm84cAXmxgOcr4UrafMV5+PAXCzrZY+0xtCFDOr//Y/k67qTPZcOpmO5 JE
Ix1PjxTkWvXe30z3bOspcHjQwrIF0UpeQ7WL/uQskIzHkwkcuOzHnTKkZCQke80w
xczH/bjD27nHOF zUWZkeUw JNd2MF 7VXKwQt APgjO0TOf9TxGiyNQgKT1IdvSRS+s9
1iffpaOtdS1IMiOiLRDL4CzQDy7Bz50DwzhrAl1xJ65SIYL43R1vk4QIkSP5n9KkbV
/AgJahlpkEdfglhSa0i2BQW3VMyHSalbnEtgcrnmNKcDDBS6XmM/KBuS/ClEsUBL
4k9+KQzY1CJcQHIWy4fuz2su3P5uiHMbK2pm7td3GxAegkzsgKFYgdCRMSLSOMLb
JDUBmMKWUOE80gjilaswkk3DBxAKGh+uFNMsEGjK5uWGuJI5GzUZ480PBiyng0WdCO
VgihPWbHWDgvZcCspnl3ctcLeQNfnkl1JbWdyYMvHS5sIeYCjD6c8FZhgtakK37g8qgVv
yWmXUVrf1TnHMDVect+wlaJoAkCvDUcIJvgl/82xaC6uQHkixVsKu+etn7/FChpW
02+7TNMRKypX2uzpoXe7ac5mGAf63tUiRyMSSKbO1KRn/3yHCY4seFso3t+Qoo2w
830YLb52Zxhfb/Y5n3NQGVWWD jgyAmm9IgNy OEJHDVKyxT 90H/1eNVOQSJI91pUSiwé
DCkNvxgQ27LBb8DEBC2 JIZNc5HCc+ZWSHR38WCD j5EheuHZklkbrkqWwGhzBfr2+F
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aQgLn917zVPX+UgQfnt jz90b7SNGx+LJevZgEXLIk2kCmGy810dlwyaIOXMFcWlu
d8xX3Yn4WL3rHiLHk2TvJ5cd4vtmjf+hymGlgUs+dX6H0apOyxUcS/Uy4CmabJd/0O
G1sWS2A1RBR6ZglogmWrHPrZ17ueDHLIMFh4EWO0f5/hALa+8024JqvgQvhxalQZ
f2/NanRIIbg/Gk8mS+xhmo jHVBVWovgExD j7pXKr5/WQnDFdp4Dn/cKGeO/uwwhL
TKBwaGuxOfl+WtlrliL6lccrFd5ig/WBcGUkHTOy5kXzNHz JE5LRJOV+R5AJWylt
FJDar2UKU/zY13BKmesrL3CIgMfEiM6DBvVjOvyI4E2eWceH6VCQGCELeHCGR7TWO5
S1uhPIAVBbLSFrA/1CSgirWwh+NYrWg29672fA00zm7s06xAIS0zPJquC/wI3VEMS
T19KG72zDj+0611Y/kNyLghLdGRcCerXNreYF5ECVDPvv24wDNYNEdHZ5VVigP4p9
1RT5fozXiecBkaLZUAJFZ1xMHUU6x JFwsCKvnY1VNUvePDXsiYEOWXGj2EwWTXRcN jfYq7pikz7vLFdRn7JyIbPQExItB8611sXkKvIPsmeKJE6kzvJD
KWZrv4gEgfgOMJHavYX2TQ==

B.3.9. S/MIME Encrypted and Signed Reply Over a Simple Message,
Injected Headers With hcp_minimal (+ Legacy Display)

This is a encrypted and signed S/MIME message using PKCS#7
envelopedData around signedData. The payload is a text/plain

message. It uses the Injected Headers header protection scheme with
the hcp_minimal Header Confidentiality Policy with a "Legacy Display"
part.

It has the following structure:

application/pkcs7-mime [smime.p7m] 7975 bytes
(decrypts to)
application/pkcs7-mime [smime.p7m] 4898 bytes
(unwraps to)
text/plain 435 bytes

Its contents are:

Content-Transfer-Encoding: base64

Content-Type: application/pkcs7-mime; name="smime.p7m";
smime-type="enveloped-data"

Subject: [...]

Message—-1ID:
<smime-enc-signed-injected-minimal-legacy-reply@lhp.example>

From: Alice <alice(@smime.example>

To: Bob <bob@smime.example>
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Date: Sat, 20 Feb 2021 10:16:02 -0500

User—-Agent: Sample MUA Version 1.0

In-Reply-To:
<smime-enc-signed-injected-minimal-legacy@lhp.example>

References:
<smime-enc-signed-injected-minimal-legacy@lhp.example>

MIIW/AYJKoZIhvcNAQcDoIIW7TCCFukCAQAXggMOMIIBhAIBADBSMFUxXDTALBgNV
BAOTBElFVEYXETAPBgNVBASTCEXBTVBT IFAHMTEWLWYDVQQODEYhTYW1wbGUgTEFN
UFMgU1NBIEN1cnRpZml jYXRpb24g0XV0aG9yaXR5AhMPLSWIETMXSs5CVIeh7500
BogOMAOGCSgGSIb3DQEBAQUABIIBAJDXg4GJNITaOr9Kf4xVYzLZ90kfUMbBaizZn
ecCbmpTZbaEOu7Lsxuw+MirounSBPZIeG3keg/uO0HHO9r+kHDt2wg97 St pAQRTE
Hb9sdSO0xHiGYiH2vpgt IInNztCQQduzOHBzbGtOQWalKG+DoaGp3jzglp3yaP+o4f
BxcCLcNJIxn7I+HO04wSWHES jQpaguk/2SiGzUZxr+KMP+0HFuYT41+72cOVCcAAXY
p73P8kiMMj27mf28SB3naBDB75+fwsgtcrfgOPHBCIXwyKnGpJ6vmKvEvEZAP 9kM
oFQGsi1i7dBTzi+MQBtgb6EfxgHhJfGtcHfE25F1AJJj309SbGVEVOwggGEAgGEAMGWW
VTENMAsGA1UEChMESUVURJERMAS8GA1UECXMITEFNUFMgV0cxMTAVBgNVBAMTKEFNh
bXBsZSBMQU1QUyBSUOEgQ2VydGlmaWNhdGlvbiBBdXRob3JpdHkCEZBB8ROAPhiY6
HGLS64Mv1sDXhpQwDQYJKoZIThvcNAQEBBQAEggEAVQdAgmL jOaxQWmpnLHXA3Y2Zk
ZWxNCpmIwmiVM5 jvul JRsUO7QcEkKLYXVM1Ix6UbJ5A501BUM9719p0oHGSPTP+bv+
E3U4Nx1u3D7tgJd6hyZNhn2mGfZmrHahQ3ZZvazhBOpxjIyXo8NmxHIogl8I+110G
WZIZ41ICZ1l/nR3Wb+2t8WGWOWpbhgn5GJdngzvYcRzna36ugd4UV+cdp23gceR337Z
nD11PDV0Ss1cGjTH8gpL/45/wOjuLWb+8dOnsQZwwlPiIA4XxJIgsIjcwD+/Z6g4v
gl91e80FFZxabQwoZKrX9x2mbzkZoIugF6sL2TQS87WiDd2SE1T8xagqfgYhLDTCC
E84GCSQGSIb3DQEHATAdBglghkgBZOMEAQIEEGR32whngKt vXU4g4YzKmm+AghOg
21Ffb921cqgggkptd/+rpubdQoPqjugHIP1nXT85kvzfdldnun9BgqrSYaT7KGevVgT
+h+/4hHCwHOHVE3d/cnxFzXrr5a4KoQ98mwnSeDgPcRXUg/AX/ujo6ISFgLPMAbL
XX30BDL3B5CamNf99TxPgT174qeHHXpW32 j3whi4kZ3069YvwItHKFdfpgwa+gg7
/9QJeJUJ5PXF+RLOCA38aAlttNNj8VJI1lshQTarg5EcmTABp56sq7xtFFnBnTab9pP
ZEAvuaFUwYJa jkmsydsmFNLHFrtoHs17KC/VIgRP90B4 jiYs6FGUsxJJFUSXLH7U
H1DM21i/L/AXCVKDvVI9UKdAfnroVFEFnYUN2B6IHplttX5McGsc88N1l/rms5T8Meubt4
JNBr1OMRzGAzdT4RcsJehRBHZHCcBAVEFM+1a2 LOWNHCAGJCagMxw48Yh4YwPFf+jL
00kQ0/1i0dju20UkgbHORifXs9INDSPA4Pt378dD/8UDbyYNnYStzbf4w8dCyP6Bzz
2tFeRao9Pmj581IBvsD7KMHSeoQWVZSv9cz12tZ3S/44BLL7J/03vQF£SCpsImsP
LXf8pGzBlyoxtGlVI1RucmIX8WawjYx0kslrTCLs8hd82kSTD42D4MCOCOQ5FP11B
t2P/mwryGVBH8nrd3AKqoGV0fs66nKow7PptKKF1lrZt+6/GUe6w9tsmGY78Ttedh
/NwhsA2gKoXMRefM84UTbV5bVdf3xEeS5spdUU/tgdJkGULHUtcdJTuf3e/y7bXaeo
79y 7TmuAImgltF3qg/Ca/RCa+Dt8f jgNoeFW8P jB2e7+JniDtCzRFIHBTgcleEGh7
IGGX17p7C31HY2uC5dfZGiMgIehl1nbMUELM1FXa7poslg4lxhv1Zjp4D21ik4YvA
VMITUelZwn51gIs/ehhyfBKmSFML/X4Q90RFUcogCi3kDjd5I5D1SMZGzLIUWLGY
tUuLHOXGDigxIoMoe+aANm2 7mcmHAJINN8 61Keg6UeedpAIQpOUIMT7NL/gH8tZnbn
1rZFXYTKcot 6xUO0bDaW5pnsKjRtmlsrHJI4ptM+10GeyMai+YGJIElbgdsHvbv36P ]
9yzxUoEY7LXDo7AQbpe/PLZogXnTMQi24/+75j0MRAxWt TN jbQRH7vYeh3mwDvNN
gy 7AXCYC+EM9Z20604Z2J9Ui+b8yz0I80WJIhi4 7dUAIRNxB4JOUb6RV285d8pCR/pyR
kKuTNojs5j3uHfCRwyriuVRGMsJnoUKbbQ9wJ8Ix0xamrXJIBQfgp8yi2KLpxe¥YNi
cyM1kErYBCBNuULX/g2xC2tNO4dUVE7kVt+bD0Oozx1Q14bRgZJAHptUWxEuzla9Mb
Gs3M631d0fuXMjbC338aAdkcAkgWYJI3k0JuV5xwmsY60KPxaQ/glvL41gGAOlbdb
UFJD1INr5mftCfrDf1CObU+Gkcf72xtGnlaF6QNSdrezndj1hOpHK/4IrCDcHWsbI
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JRO9kz4gBp0L4T20vsAjTgql66fhrVZNU18mh4b//LIGHwp6pITvEA/7PsP/NBewS
1/0RAagmiSYDKONByLYeSND4iMPv/XCO7RR7+LgqjZhEZoQDxGiA4Qxaz3D0wIBX//
SQI1r7PAS5xcLt 03AWMbfoUX1IDpgoCLO joJgKQsRSCRVKS7tMgTg8R4 jg3Bepx1lh
wY7clFUh875araXYrFP/Qodw3vliweVou7gkIMt 3xYLJdPukMzovZuUYtFyUbug/k
KdjZMslV7z/5zebF6vXdE2T26rJIX/x21nl+/6CNd50uzY jVtYUD6keay5McDeWm/
Jd4L1SWKIxIaP7g63Z7PfoESg3LfZSSQgEYyoBQCisIzovw44nji7g7hhnt IRUYEW
ansgLFyQjIloytcp7jSTdkUpDF7D5gVrzfR13Y38ICQ2K/s6kUQshwg8+EOCIJgDw
OluW60Q3mKIM5KkGkb4gTHKhQ6EUEKiYZzhON8LZ6EUYh2U1lFxVSVo jscPXS0OkUmO
MGGouE3Emh50qvM7RZ1UdZgCgZ8GEsXyVdeBtw6e244ScNaOPawcHxXN1YONL8x17Z
ZGjainNwNhIm7+0h6310xmWAGQDHaaxuLg/IgCmjzykv/7TEIclsAGxXx36HtroVBY2
hn2AvFBTd5jxgwRsQZB11ULfzFbJI4DN+3F7EgZJpH1hW3FDU532GIMB8 /PyDN4n
w42R0kaoGxmlFMMEdfLEt 9FVvraaA9cLcOlcpa3mUoyOUeaHnKzHnj6BuzZ4XChjF
v6PHxHOpLPh4810dSKvbrj4ElwxwOOF 6+cHgNfO0lalkDopyk/WrklnFft JOEAOHC
wJ/JEfHBWput TFsxXgKbcX9sT1ijO98EvV/RoBUaGRZUgNENQoZ /UpOhvu80QeW3M7T
6gB+WbGsxS2yP/MHK/ndvJdD1I+/1NxfBEve 7A8uwMLTGVbpawNaOU91mOH7tQhix
Zs4yW8RSs8GtcvikC5f+mvwTHKGAZGOR3RFOwSeqgT5PrGHBJtPQYVoSby j2PL0O+C
003+/TPoxgt3GighPquawBCi19B2QfJS/G8H8naocVhCcxINMx9bhIZUIVbz+0Lo0
NSHpeok 9++dHNMFiGsIpEHrXubh+829CI52WXZO0pltZXza9XVGgcBD3rHIFT2mYD
f2dt043MDcpOWYQLtItFHV/CpmlK8ro201+G+ONhkNgRD7h9+2EU2ZVgS JOM6UGEC
Y90MHH2z15UWzR2z/JPGRCif20pyzHziWWv50W2t4IxU3CVELbMTLe 7LW5GULGk 6
7TRgazcpPHMCokgUxOggyIA/PA1/pYe7NOvrBbUUgK7a86V5vMAZKkQuKXhH1hvl jc
DFv68Xwt 5ATazMGhmWx+sn3ZFN17NU/ymWKXeDXEvgxud jP6ZoFOXmm+TCcnOUel
+TxQaF0VG7oVHNQTgJICRCIrP0Sg6IQ+mlgS6Tb0bDS5 jeGM1uP 4DDQHV3+1wk4x5
zhjPpc8VJuj/hde/v6Ixv1ivnuBri+g8BIRwWIAJgIYnMgTtrYKz2gRJuU5VZz4KEj9
0c01dUYQRGF /uadBBnt 0yQLlojLMkcZB+WzTmM9ie2N1HmIK+RmhJtOHCMnOhOTm
DKVVeatwpVcOV4aGsoeNrcmx8b/8t1TOZHpsDmWCiNoKK1X88wZAINbI6W7ZRM61
yx5iXaxQuOPgtvgjoDUi0bfBVNn2/ndoz8hzZXnd4L7P0KnkakNuBzcRSXxdRXu9m/
OJruFOwtJjDynhk6wP9zk/x86Zt7/yVNGMrK1A7YjxTSzSi6hPow70atzw3TTnmé6
MDJ6N1IVWVAO71G9F2tQaH/315wflbzIBQOW6q3wKLf4nakWiBv4R5wZQDIUHSQH
z00nJT1cdZVPQhfHI /mgKdZWow+4E4PNnsDgzhdCs jeVIfAbOWxysyGBpxPs8DF3
0/alzMoFTnoysbR6XJjmeZE+fZr51Gx1jessNjSC/64JBznZIcv7cNn8N2BhdKMxx
y1hgRBBVGSRRUAJfWeYQ/70s9IMKQOMr 0pFaIG9S0gn jTwRobuNSsVP1TeNvYSuC5]j
SKC4+UsgX+Yn9x6g820C00s3vDVF2FfmTE411/TyAMUaWaKUm7GCLkJD3NPSDBso
MG6X0eyUVnwOOkNryFDRrkzZC1M3emVBsb9AJZdtVd36QiAlpC2klvZymbVBaQul
ORZiy3zXYOPRKXyljlPIXX/u5tExzIKy4aufl061ijj9B1LrQ3SAI/PYELisYWTZTG
JPdgdb3yXpawXuF jYVeQHCNI jT63d10tk729dn581d6/T9sTraD+06Y4CingybdU
LmQ4LS3vEbjwIQiS2siCVG/NLkZKOUMie 7NxDbFr0jIBu7SrbIamNUl fLPr3wlJJ
fi516664AdPxP8myP6AGRiN9eP6UkTr7K1w7V6KVbYQ9dhSpssTIuxWIdYoDE960
4pTI9xXtk8pAfRUZzIhZWMIvgBz9u2GByz6+sze7PDf jPOMXZd3ByPSFPgBCtU6GtL
EIyEtZ9rYe3JwmbySdIeTZz2S2fSEBg2BxoR/aTj/2H2cD9+BD+DKoDrCAZTV3al
8JEGkiC+h5OHbISbhye 9vRxDY6zywDexbGIPSB3QAZSzYqJDye+21Gog3zStMpXEX
UzrpFFfzOhr2hOZkAMFmMapnuzw3rvLVsiu3gqCiUnG7r9/eJQ8MwNDy8ngT6TCLw
870KN72CRyuiKaXdm8VEPRdthwzbzBvUwex2DkX8F /0vSAYUc5ZH1WM3xPulHPRM
TnalUuSSv7350WvIN31HWbj2wHg4 4t XKmhEUOY16MfeEEkdOIkGypUNkKkGVysHVaPx
AaVYrPTbsQMHyCpDeA6Xolul0rEUzPnc2SYTt 1GRbPHDVOYmXVmDwWEO/mOwDGj6C5
RGWSRcIDn3gp/ySul07C2JX8E4xredCAPg9Nb+bS jXvgQlQOMchAEQK0o8eP18QLK1
InQ6+T293811iBg8iXbipkWsV+Ep7YBSicowe+rdJJoCVzLafdQyjl5gq0SkJcHLsu
MBNU3Lc jN+BAOQB7+BJIX4f9dNNMViveOFT49032XzN/pEdntoDQKsZW5ZPW76kUe
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ctCGV2moGavodzZVDI9Ur /HWAHWYhRyrAeRWXy14YCeYD+K0S4GiaGYKuUA3rMU+rl/
X91wYcdaC00G1li7JGP0ka+7HmoW61iDMHTbg024Iv4S40t/1QM7L470FraAd05z1Id
168W8HRNZSMfbwC6r36mT1hLNZ1/PTYKEZNtZszM57dK2gEmdbI/BW530wwxQ7TQ
JAzZVEs1+EVN1jJw6EIIVXK6g7uMOwoFCBYLhrwzy7kJ8 jsL+5ugyEYKPszJrcOCN
f2aznRRg5m7gRACNh1ppSv8ByS60GADLG964 j4fbUYtdcXQTKAGOZ61wBd/2 jprt5h
OudG5Qjgt SH404RYZS3F2KSbC2 jXvhhhJh++/vCPIrhleP7xcdMLB7Vhffg0Sadf
pSWgz2mavJgA4J29gTixNbZuefORc2zNBpYWTFaw2F 9AIwYLAbz jQTbJw4BOdquze
OWsY//12b1TUESK+Tw/8Lud4tEq6gqUzPwgREfW8F£TSX3DrVOWFIgJBdlgfvss5Sta
vDNin2vh3f3Rbl5p8bagwSwlQhEFYEBOYdZOMOIUFKsTrtC8+iAnuM6ngoXW+1ldYu
F106Z9kLacsMTZSBzC8SVJjOVHEFTysHOuttHVNtBLF1HyRCN1aND531Nc3J39Ftqg
yiHm7xWQaCZSFcvoIgOaFTkt 78H1IPJAOCQVTIGWAGFr j0oTxPtQufSags58aHWzJ6G
JJskZbSZP9g+gsa8tDiIxEpfiG/cOFG+bFDsVMOhHgtkfylvEiT1v7fAghkZmT7d
kiBIIOWtYxfkpjyF4eSJyoLFSkRIys+v4Ki41Ys1SrbDmeBBdoYEnND8D70gVdGoV
Gglnlw+PBf9g3EgtwkxV66IVFACArHYzpyPzuzTO0ICL6s JVMRFgNTU64Dra4uaaj
nK7iUyHKXPPXMD50TXEOaBKbW6H+£fySrYcjiUKW6NShk1laGzkui5tkE9L5Gn1Z2kS
J3sVajduSlL4fdejTFitgStbyr0YDp/iuaYUH6TAO3YS6TxMk5uCgil jZOohoeeF
9pm9ISCTWKhIXiX9/vP14ZqU8rCwt0520U6gK+hx2RVENYOY1LUQRUYucULCOFFdW
wnD 6b i 30MmMMMPMvVbtbMKp1N9gsBtDa9yBjRwv17L01VIOLc45pIpde 6Xd3A2P /D
6mxX194H+4FbvTmRn01JHHpgmJI5g4faFcj905XCUMRvX8rkp6uxGX3U+wDJISg9Bx
12CSAru2cJ8D5yBvnss8eOHPFb6V1cIw8FFMR3glgqezRI9pg0z+K+ZSJTfeTQf2Tm
4HhFYOO1lZEGBGHHO7NigP26Mj4EzbSSfUSEIgIOt6+w75uH6+dbiEyPm5tAwpk5C
DLy9p8eVkXIz8H2GWQjULBYz021dK46b79SalpudQ8bHyt/eVT/aMcs3nNWn9x0O7
ZpddAgvey JjwMf4CE+gt 8zmAGls6Waz74LTNJIdc+KNkLg2VpAID6UlCrpjzgPZv/
0Da2DbKyDHLU9T2A1TcGBkmGYXmoVLVfuHf1XDeVSDyOPtpOdcEkzBqy /gRE34MI
Kx/X42u/u0X8Eh9ivApezUoAp0JlFeB32wPtmmfN/Lmi1E3IGtMJIsnKperF jvg78
rKQF5uf9w3CKAAqwiWfoQBPKmjPS5WIS5g99TzMt vQcNiKW3f9plHbmVaEIvor2Btws
B6rHgBxcvN3mTy27BDYzvJEGe7QK12kfeNGIRMWTGo/DT6xxmwYmVAHTboZmUDKI
z129E2C4ITu4A7xvT1COCScD3fVjDg7D2SVEcYSHzA/K3b0jkOYMg0/01ULHOI//
1YFURenOu70sXJXtT1lttz4cQEEKRgKNI9SIiloi/TdbwDcz9Sg3+NnLkeEG1lUlEz3
eFUbAsSBCwWJIBVZQACGtAtyLGEEIMEdNz2za+G6Mpb4MAOXTI3gENKuUu8SAKLzAU/DC
Cns8/koY5tSTF1PbwA3cxrrFXVyvWLRbgCfEpa8/L/peuj870n0sjtr485s4+Gea
t5YdE9k76pIC/JLEBASGPTjY79wevaWEmsmKTry97¢cn+C73zzT4YxXVFE jpVeRuCBH
4ScqglsR5315HRzoP4mCkIe7hm7pbYSd9tk+uJJULCuOh0ZiUelbNtnZQiSp/zGgM
MdCfVk66rAsgEdIY6iwhMos4tJHbnS5xWrugyfjc2 jKk=

B.3.10. S/MIME Encrypted and Signed Reply Over a Simple Message,
Wrapped Message With hcp_strong

This is a encrypted and signed S/MIME message using PKCS#7
envelopedData around signedData. The payload is a text/plain
message. It uses the Wrapped Message header protection scheme with
the hcp_strong Header Confidentiality Policy.

It has the following structure:
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application/pkcs7-mime [smime.p7m] 8020 bytes
(decrypts to)
application/pkcs7-mime [smime.p7m] 4930 bytes
(unwraps to)
message/rfc822 inline 1038 bytes
text/plain 325 bytes

Its contents are:

Content-Transfer-Encoding: base64

Content-Type: application/pkcs7-mime; name="smime.p7m";
smime-type="enveloped-data"

Subject: [...]

Message—ID: <0e210732-9184-5855-9a95-2a635560d3a6@lhp.example>

From: Alice <alice@smime.example>

To: Bob <bob@smime.example>

Date: Sat, 20 Feb 2021 10:17:02 -0500

MIIXHAYJKoZIhvcNAQcDoIIXDTCCFwkCAQAxXggMOMITIBhAIBADBsMFUxXDTALBgNV
BAOTBE1FVEYXETAPBgNVBASTCExXBTVBT IFAHMTEWLWYDVQODEYhTYW1wbGUgTEFEFN
UFMgU1NBIENlcnRpZml jYXRpb24gQXvV0aG9yaXR5AhMPLSWIETMXSs5CVIeh7500
BogqOMAOGCSQGSIb3DQEBAQUABIIBADMIA/Lp5jfk4RN5/ fhwF4iuuvOoef9Jr8ed4
zR65esdHuxyfoM+gBpdSnrLzQ/0uWwXFKh20RkofX0O+K1lgm+UaYbOg5byHwddP+6
iNP86nopcRJIpeUNgsbWCSWr+nilbjxfZyJX3brf3+ckwjgo5+gik4wePBK1c58Ks
DmRWb116bgYeCReIFAHINXd9dpGcUkyI1NunHi9720uyDgOvmMl1xarP0Qalz/Au
/D24dDevouDo4VeYGvbQ0XylrJ7DelowrlgAg3t5+NbuZzZPgDDQ/NdmLdrQOlsEL
0v2M820B0uM9L/6n03BrFw66CWOx+PSAwWrTNRNWLP 68+XVJaHBIwggGEAgGEAMGwWwW
VTENMASGA1UEChMESUVURJERMAS8GA1UECXMITEFNUFMgV0cxMTAVBgNVBAMTKENh
bXBsZSBMQU1QUyBSUOEgQ2VydGlmaWNhdGlvbiBBdXRob3JpdHkCEZBSROAPhiY6
HGLS64Mv1sDXhpQwDQYJKoZIhvcNAQEBBQAEggEAmM/DOeCI+Z5umxSECDJIc80KbW
cicXtQzeI2drFZVX0d0QNvWwKLXKMMOJt 7TMzEjnYG7J+LKI/VbVJJ1lkGJO0rDEYNZe
6Cb8HDEW3TJIxhB4BMf/0ffnCpOgwlE6+wlp0h8vgAZsPW/dFSMOKp jU+plVabchR
Gu45855ml1RhL+mlFR/1hLARYrecR8JCrmFr4dFCXcodVIHD jwGukKTk2yWYRPzHcu
3SwOW4QGCkyB7SiWzfFuNjoAmBNnZA7qhI2CYuZH823xiDMuZ7cluDYpXokDvg9Kv
MPSKR22uK245maFCYuznTJ9Ytsx0ZD4k9u5R5vuQ/TWENSEfOpXhBO4BXWR47TCC
E+4GCSQGSIb3DQEHATAdBGlghkgBZQMEAQIEEGE J4Z+U4xbXft zgmsfU/U6AGhPA
p9aytl7k6BlaYmjgIThLk/8MJjagX8PWIBEf8EyY jvtPgSVHQtFagEUSz6gxgD8e+EF
kg¥XoxwgQl jG2SqUkMiD6Cnvo5LTABgkStQe48hUt ZGTHiINTzdjy20e20eZSbtr5
M3+nwb+z9ED5UChCgS75dfCpjwvtOFcoTn8ELARZUKOxChaOf6QjaAcVimZEbChA
hiPWg79eIYvpiNUgmtDd/FIc4SyqlI1WPcks8EHhJIBAQyIEucsSxs34WME434K3R
wQOUJj7CFc6NEptGlaYodQ+1n9nbo4LMz3£fa7Z21YMYSskGn7zmGt sVbFCr4K0ZwSn
M/NK6bAISTFYi+gky3myxxV3S9InWIuFOMpRN1 6kDKoUdoScK3KWoNOVNn4CxU101k
hNzGhIHkbwj3gkgxt 10AcTvt ThbOnB4hMFIGTO0EL 7Fd2UwsVPVD1VSg9P 7D+0Xg
a6G4Cz0OCVI9zLPY2/Sib+J9sagq91TO0NyDVc2tyttc/HpxezzMDeDJ1AS5£9y J6HKG
kg3c3E695u622+eyC9tkgAsOPUT7/NFYHgfkvMClffbHPJQEMINXRTogqIEEgfNiy8
Jx2iF0OZN5kbYBzI8eJE jHXkRXE1dgx1rHOkoUEgONs/D/a6sNk6x8TeX0K/elh7B
OESRWMKW1G9XsVvbIyTUELuE4NeQE/Dvh41hOykkMOFmMHPNYUcCYVFQEtnngCXX
+L2sEM15LR8P1Pkhi2nvVtQiNTNxcGh3J1zIEFaGaltC5gmujuTsCpt+nirfTGTu
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RNe71YjO0iClXnaMgJdsMPDcwHsHAHot 8 T7ygUpKIPCGXCyfg8LKHv8k+ml/MviWMig
SkO86BNrolDutdQzXNHdkH6t5deKcbRuPe/bVOKNBavG+WYdAJHIkHTyWB4YdBey
rvadVNQtI1ggpNhIanX6I/rJoyabAjyTs+pBAunzs5HUbrmYmIGN7INf5FDdQbDb
z1lbtZs4L42dwvJIXGV8X80HVzfEfskSSoSqlr6gfl19T/uaX50EXNWuNrI2k4i5Wy6
jDrleDBct0I/QDFtCaPuqfDRt 6I5DuP32JebT8JI5M7 jX8kqjPULB/ufyiZCNDCRA
Q/S/HXRNF846LdRYfg254fwTfaN2LBKIfMS5veiDnWkHt Ym1XKPKkASGPi56FZFVvG
M4zStmbWUyd9AkeWirtGwL+d6hgk5fHWWSWT22391Y1DhwVjoE/nedJkytM604ug
1AnTIL2e8uz7PXI03gWSCrcafWZfYK1iHh8AMcYThwjNgN71MBIU26m9%am4GvcXhR
jhvBI1lhkMU6JrgoDT5JgRC6GCI8AC8pIIX1COUMSS60VbC+7XSVi+oWtuzCzUBqga
5k1MzAH2NRRKXzs7mo7YUECRopaHO10KQ5eCTMAZHA3VxJIG2n08x+PTCNGNOC2Vn
1zPMVNnCJgDdpGpm84+KA40SUSAIPmxuSkSfuEbdH06vBuOeu9NE jx1JiFobolGGG
7Dqv6018ZRB1lieCLXEk/JuLOyM2KZ40EFx+10PdiSNFuuupwSYHWwIHXGt TMZ81P
+XE6KsoTR51ao0TwBUbnI9GiAHRCcOVRKaB5aPFJJ/1hkculb0vKZQQXgQrWel 9Tbd
1KWzF1bP7j9bBFoPtyP23KwTwlaelOACagVbEcT7+2ZWDcOMs3ypB5Nwt ZT5BCiYe
x3/t0ZYD1KWNIIXVIbRmmx7r00sHT200+c jmgWIRbXIUPADt zGmlg2Pymj240hn2
1y7iM2td64JjWMSVIW1 6HJJ6USOt1/60Z0Usow+3RoX13K3Bz0UmB8Z jTF3WQJI8a
8TJHCkFf5RR5IBQiNTU3mMAdsuFXhr/mPQ+05 jNKyEaW4FWgH7z0rn6ksbhv6A2W
U/ohnuKWOMj4is9yAxVnFMJIMgAb7glmSNA2IKi141FyZuQnV+TxaxYQPppFx2x48e
112y1tPKuVlxg+1pwiW3DBmawDOAAYIpU4bw6s1COIRMNup6hXLxULVegKIpiRu6d
xLccRPyrhHhsUfmsaPOQqyZ710TUPJ900pVK21uY018aTRIEWW/Xk2bompBJIfh4 1
Fzdpxvtd2mYKN8gOV68uFlcrnQCqg3yvJk/21DFNLOfAtkdey33vQ5JvipeCe3hP/
rR20BpYjdhsvIKv/gjdKgzneTpEGxfus/H1vcIgRC3/umwVeHB45jbGh68/dxcEU
UtA6MTbEskhGDSV6uhdvQQ5jCeZyINKyelfWuna/wyVpDJ2b4N3uw j2bbPxVsPPo
yd6wNAAKDXYC8IWY5I80t2U+Ncz2+DrrwFE9ZyMMykJJyDHp1RDQ1Nn66K8X1H a3
N/Q/uFqyxTBhMvvPZ1GThSuJubC04Koal/5XR3D7zmQFuINwZmlGHQEJH8r6tFuG
hNJWno/X5BKiA5/+VC7300ucPmPhsm/nEJ+y8+eIMEG3+yBQHLAnvEALINj6+aPV
zTHgYoRnaZAlsbSHZ1KjGvZu7kuN8wrr+WlbWnzo89YXRmwa2UUcf896819fKP6n
26uM4WCJIhUCloxGEio+6urXBg/htCSgdESOPpxKxH2HDvmMcNQz zxP JOQPkdbif1R
IdiObHbAIMPOgTc8Cz1gAKZFmoD jWoimkbWJOLU+Ft 9Ft 9ru0gqrCeZX03wt1xGTz
200mYEdvK3yUChTA71Bjz jMnfF+eoX4bHVGFcfmggPufOjZ 9bFNSTpuVv85umlNh
gxzAuMpOggzoHzUaCjorSNag0d5N8HISC31iY+0JaI8fNfVcOugb+afnx jgRTxDnK
dGMu9YyBnZB4i1LzG0uIoT4zKmQDdxEJazCg++3gBW8b3P1KRyLrI62xXhPgi9cgM
2n/UreP5L4giCtwVM+u/nbV+jwd TbcMdhETOm7PC1MOfpc+1L2v7SagqThBZNAfa/
dQH1bCT+2zC/sJZIrZCzJ7gHCc2P8Ssx9R026E/1L4p0zTBkSeW3v/4mwrrnrd/b/
3sheutKzEBSmJCBMioV4EGLu6bm7iQNgs3dZoWgWyvQVJI6nrKQOgOjR1Ix8yGYzt7
7X87ml6KEHtZ1AEKTI96QDW9kesWZ1TMc35zW2cE34ks0//ugqPUk6£QbUIXITu76
YdXns6VZ7VZJ2NE/CgIl4zRbLIhygeyyMGeU661Rh1f1zb2gIWXW/Nh2yc6pIm506
XEc2KgG/rXw4K30Tdz/y0CpgW0zBMoa8UA1do58EH101pl181mOEMBjAgl8yk ONGN
1koHNmWhDKkOgwwY1Fncx1VgGB461i090Whk1DRG1IJQLO2MmYmdg/XnuOHHQciIvH2
3T+/JQ3mYHrbHaqb5zKX8ZU8QASMtXtE/382cWEfAQ1xB015t61JA5204IMZ90Whk
NiMZVb9EXHF jwz0EGZLzg4 7TmdR4APxSUJNEY8Z0f7Jdf/cQ6LLMOHphKocXU9v2u
OFYV1XfL3uWq/EtU3PEX97NkQjdoSQ390BDWxWAde /PgOVsybOYHC7y/njkjj/Nu
3hSyhH77/371iafINbyNudIKYft jzmibVKV+OKb+/ET/r0sYtPIoA//ydD5Y jANsSD
828/WSD7ynvel50SagRnC+b/FuXyKBXLXQgnf4MhbpzyVOMzuhgWCK4u5e5iMGjG
Nnn8LVeQllSuvgK1lWx0BCymk30WWCs1kPYxPxU+m5XQ7M1XTyUFAxXV4MSsk18+0+
RXCTJMfOUE1lrmKR75KaRgn8NpEpD8/PuzBFOEABIdRX6AfrhMx jvxI+HzOvhVgR5
FjcCDmu34X1XdT3hWnVgp7iRJIpkbMmF 07K30cKWBjtgHGFXL7nViJaY6z/58dCt6
6IfX4NDAUY4RTn5LQZK/1koBIJV81lndz+iGg8HOKCynuuZEOr1AUuXDCOluQt ZzhM
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zJgLZY97SZapoSD51I/P5/e3J4cwU/3IS1+IZon7viWBVu/k5sBazKplzmcOVrhAb
16gLPmOPT2hNA9zuzz0g+RVX8QvthJIXeF3+wfRQKXqwF+7ksZWz+3w20gxaXIqg2k
1CiJ96plpY7URCexuT80jzu2NWjb2DHCr/zD000YYWtFQGN488p4W5y2GdZevC5F
c4ulz4nYifn3P01YeHboCnVNhnCG9gfviiMeoeFGlbrRgXXQJFdDgWOjs4/c2sUHI
nJu57c8QE99NIF £+V4LwcDcOsPM27InX1BntFSyaIF7WVkCXSN3TG8jJ9HDtI0o82Z
tnTE3tgsljrWzh8f/93XHf22e50NRXaFCMFx8YTd420k92b0hiZUf100£41g7W/W
YVzuBuBub6QcOpH8bkQIuUPNY+LwsWwDXoWwQxTq2m9kQVyyZ86K15mgoNpO95BJIk
ayIUogg4sd6v8hsmesRbodZWLPAE+L4Cgk5VBI9IEgd4ysmcOMrSn21hegQK1RnT
UsCgWwEs2Tk 7MYYH/suoXwjYBXFOhXWAEWsxHZE6LFDEFnNMJJXRgdg jduEahO0T1
Aplo+In9D6hbH7imH+aDERpfoiwpS81JTmHc9JZ1i jHOzIpWzulxpoowdJ2gubuiR
CkwRP7Cx+xOMMtMXWZmxNZi93FwGUE3VkTMev+Vrn jOHrAHjrN4Sje 9POQCW5ez+
ankMWvngjJySSJEKKF2r1MY/bSrd3nadrm+DYQgKYoRKkZ7adgbhQBYW+ylapyld
XtZ9R5RPozSNhuMRLuTdPgu/GLEfTTcwLF j+hTpFFUwibzcpu/uOmnP8vOaxx+kAp
NEZbxxla+OnidzH+DJ/at0eJGfiF3/c2WlapsSRDXFF3f0bIVTKX8nF90nICNhO]
3MU63gN2ZitDhpRdIe jMeL++Ew6fJIvNbIJsQhCZNTXW8MvAOxkDdaTDah5RrkGV
cd50F3I05/vretTC+29bSEE2DTkBoa8MgYgqolXikHfUpQ2MmshlK5w7dtDre34b
zEBUOOIMAEBD5 9wxKnzpfbNwI/7119GjqdJJs/kHcFsZ8ySsK1dW6idfrkKCeUF8
MhzEEJTmmrwveeTgrWHgB9gQXU1Z0S/0kzCb0Ks2gQMf31i10xtXS60Hs j5xy291S
/3L9aQl01hDEpgelygE3tSkDKfCAd1SO3nmdOHEeLpz2ehxUiT2pfsvcHF39C0Z9
bOXFPfoZiZmJIGRtXv1ZE653TIALcZaJJAQdjQO0TaR3+MnBZ0BJ57 zwoMt ggBPnMHQ
CnCS4EJ00OgHWZcNGC5DU/QQELmMiCyuQwUtwdgLgJFFs3Fm/KnFZmuzc9eRkREwea
hOzRdAgFUYsLWPc79P03T3abokv+YBO9fHh1IWIiR1gYhUTV5PgcODwZ+ra7rSi656E
JhpFQFe4XmYTiMEYm3+TRV4NxbgoAOx/Apz3L7xCaHkCnszgVIRfmGtcNTb+J8BU
IVh+ENByU61AkeCmud/aYIRsOZqVYNOTITXnJIspOg4Eo7etLX+dng6RCqtYV/dzC
+C+zL71L52/WxFp9Hm7bzGaNQIQrP+TayH69yhJ5aVRoM+YDDagqwARV6ACcxLO6RS
OTGEobPVtulUFQOLsSWKulmw+E6YsuX7Pg3AN6dGefAmn7Aw/HVXoFyZ2pK9DKRt
CFNh6q/kdY2nVzXQ+mCoWO6qyswS5WNk+BmcUd+GVjg6 jm+e0SS0U+VHexFofz310
DptR/hDzjBhLn9wfclooN99hxKZhXH+aKZk9/AUjau3GU7yZGBNDa7NOJodjtXe3
j+SZ+nVcenPKuVewTHEOzDplU8k 0KWGW1+EW+Lk/z60xyAh55d3cwRpHxYsuJSUU
C2eNrgv+iKA1KY4KBmDH2T/U58k5+qXxeHpBPdRnk8yxvDTihIgF1l jLR37zhM4Td
M7F30MyDGT440BAHTEbPBhGOB5gZ0jOmIyoBhoxPi/257AfLXXY72bZKm0swamok
PWMhH4J9/MfLnJ9uDNo3dIgCJ1kOkCx8XF/BSs4Fda2mfwmauTMRtk3BBogfIYkB
eAW2DADrliZEkL+SsapvFsN+9HmnVICsIB6gkOt ZLCKyVwkIThwidhNBkNGj93EW
yReer8xcaoldRfIN1uAS5ck0A+f4hZxP9105fgMs8xa+sdc6fhpLUoj4RUAfmolSs
P+4DPjHkpTGet1Tf4t4cQe05ZQesVRt3Bis3nmKpVPV6 jv22Eum jmsEbRESsiddQ
3wnIAD1jTzyOXVvAESQm/SiRQ7HyrHzzSWyOkO6MyuYYQZJIVbQ3kBW2EmMuBXP1WjP
I162JN4S2vyMPuKIWxSUxoraWWIg67iK4rmK8PhiO2I6bfB1GayDw924X+xTUw9d/
nWO9+xuSQHZIk2ykPb4cjvPKxV5Z1zmfI+b5WmdTF32SKROtPci8hcYsBgrfTv3+
UME/HraCoC0eHV3mzREfOpuWyEu3v5Vrbip7Nz8QbYGkm2JRDfIip4ZD4ZBUIzJY
agyAJHhkpx0rDgAnzV8kkfjdEAF3Ji 6+RKNgrGHcKgbgyE6G1797Vzof7MgzJy6en
3ert jNhzGjms0gAUSIsx1 jQVF62XoLVyOluZwU7Pgx0gfJSed4JyE8a+ddcY8xF 90
Dy2R1536+eeRmguF0XC1G9wd82w/0adV2yWMoOMpxAB8Ase+iUlWYz7YtVW1KGye
LWfbtQQVS1FzQr+MWOMi1BT9+TP j+8EIqodaplP jmUSRLebZs0EcNaPv37djsIFn
SycK9UBlEai7T0/1Yr5h3£f2/04XsLgt JGwg553nnnk56WpIc5MuolSS1jiz50X5F
1pIdOuULXNQ1G/+emf1GTbcsPtal38GX5VAwe 9kF3vVisWrywl SNPXYoOKAJVKBLg+
COnuJO5LutdbA+wkaMCEBw==
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B.3.11. S/MIME Encrypted and Signed Reply Over a Simple Message,
Injected Headers With hcp_strong

This is a encrypted and signed S/MIME message using PKCS#7
envelopedData around signedData. The payload is a text/plain
message. It uses the Injected Headers header protection scheme with
the hcp_strong Header Confidentiality Policy.

It has the following structure:

application/pkcs7-mime [smime.p7m] 7930 bytes
(decrypts to)
application/pkcs7-mime [smime.p7m] 4856 bytes
(unwraps to)
text/plain 337 bytes

Its contents are:

Content-Transfer-Encoding: base64

Content-Type: application/pkcs7-mime; name="smime.p7m";
smime-type="enveloped-data"

Subject: [...]

Message—-ID: <0b3ea6dd-0e91-5a91-9bc0-3d553£892983@1lhp.example>

From: Alice <alice@smime.example>

To: Bob <bob@smime.example>

Date: Sat, 20 Feb 2021 10:18:02 -0500

MIIW3AYJKoZIhvcNAQcDoIIWzTCCFskCAQAxggMOMITIBhAIBADBsMFUxXxDTALBgNV
BAOTBE1FVEYXETAPBgNVBASTCEXBTVBT IFAHMTEWLWYDVQQODEYhTYW1wbGUgTEFN
UFMgUINBIENlcnRpZml jYXRpb24gQ0Xv0aG9yaXR5AhMPLSWIETMXSs5CVIeh7300
BogOMAOGCSQGSIb3DQEBAQUABIIBAJcdIoUSpoln7vGPkIbIISF90QJIDg jFBWGNS
mrP3eorKCd/HmE614/YrIgI4MDOrcIBkd6xNbUeB12z3wU9w0tyThZKAXZH8XKkNwW
ZZulaA3MRM+wawCnxfJTSaZ jkIMhsMe8U9ROY7InwRXgqH200QRqRU41JpIe5/DUH
dn/70YqO5g0HOGjzWS+6I0QdiHf3eSU40A1gNyg0QQT5CP10M7aRXxt 00 6GWvgLW
Lg52uimRL8AanDUkrEsOhlDggpFwsn/kTkOg9eBr jgNASwHDA1BYfoLBHJQvn9yd
ivkXnsjIgoaBcx/61TLrP97dn2v4STbiZd3LDe/8yBCdnOv08gkwggGEAGEAMGWW
VTENMASGA1UEChMESUVURJERMA8GA1UECXMITEFNUFMgV0cxMTAVBgNVBAMTKENh
bXBsZSBMQU1QUyBSUOEgQ2VydGlmaWNhdGlvbiBBdXRob3JpdHkCEZBB8ROAPhiY6
HGLS64Mv1sDXhpQwDQYJKoZIhvcNAQEBBQAEggEAZO9H8ZLLO2dMD jR2ysuZrqgyi
J3KgVh8Rg7uz jB+IKkzF fun3FxVZ1UAVvIwWb1Pwrt31Fx20ekpF4PzC7x9sdbxWJ4
ZJIKftmD6sMZ7DVeV5GABH3C10+aY1IMWs10Lg82S1TBzwcIJZpKE5srROQCuXaQqg76
470wb3Dd9Ecn03AIPeJDy05EMNGLRIFgc8md08ykQEJwHFXeZOotDWDmM3 1BAmgn+
An31eGbsWMcYYwAX0z65melW788tJWCht708gsiVzGdY4Nd5gQAysf0/iCFhQQzg
X+vrFmPwm8EJUMHPEX6I0V8ylyDXBt5gqplJgku+51eHIBItF7TWWMVVI/1RSE+2zCC
E64GCSgGSIb3DQEHATAIBglghkgBZOMEAQIEEPMUUHGHIYJ8IXEQOzUFiAKOAghOA
iBj5011Kwl12s28QbuFG9TcOE jhf/AcHUB2kdSeTBAKLACOSXNXcO/eDFttc+v3sd
eVAZIO3p97XjwZi7g4YWIINBEF jVrzilmFnkmWymEEuhpAx8eYBZ176CRtq4F48F
DHekBraJdgyEOpiuU/kOKOrsPu0/2W2vsy00QsefIBI/LN2+CxgPgqcJd9+s3VerubL
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VbHROIh2NoLj2RPilczHvU7B/dQGIWw5e0ZWIFAIEujZ416Vp/9I0CN/Wwj5BO8Z
Blcm/rrD6uM7VDJIS5jPenm008JHA8TuJh2XBdscrw9sePmwyubHG11fViRotOw9r
ux552Pg+8Vwx704+nZVvST8LzYfKT/GmRt 5gqP1cyg81UgiNZyblwScDff9BIXNKnA
+8tZE7yi2VA3vaUMGPblCWbpTm4d 6mbhsfzRacyyBOpEK1mphHbPdUSpFYULJUhWu
t8059g7gWy3SedxtmkTsSbMfRHxaWQyz fOuH8iWW9IPdpd8bcjlZlpklDe/cy48zT
TWUpSy1lhnEOhuB/NLwycJTOpREGh007G04SvR46bH1t587B9Uy3q004tn3NK8H5U
+hi0SpMxO5Cjp25sOrNToE++z07dUe6Z jnBDy0200+a7ASKG1lEc1bJfa260+TxoJd
kW+R8eMHPF29QefDz8LIDozyulZ/telKPX/Y8pIlaOPbnagqcWmO6I1k6kCWLeZAkd
VCpdT3DHbLDAGswODw61iXAMpe31811knTKebGJIyX8XTnPTu3HOWirdt oMvmhO1lMm
DggSKR8+uxg3c0++pVGrXwCurOyYArWvkli7ZGy7Ved4ToAOg36hImlr+Z1+G8+Vw
JJj26za6H82M8w3kmuZRwWQwgH6YZzAivjVxutOnwU8DTSp2b+eIzuyb8dMRgp/X4aQ
CVGBDC5Uqgrtccealbs8pVIQ05t 6KDh7jJEgISAoTdhmrnwXWnXqcWDX4RCz1DWJiTIl
DeMJ1D0QcxuMd1v015gGRI8SPLXa3FPrAABKQWg0z fV2UHQZP 7TkybbYCOQy++TDA/
dY¥dJ6SUccFfuYIfuUI+tJP7tYihnJZmD1JWPuDoIymjpnRk6t0J1ZRNkASUaXWYD
wC6sLn3yDvKsP7Z2diQDUt40fqW8tY5NmaxTSVAwOM jkKBO9JIN4KxWKsox15ntar8e
So/vSDBPzSLAjZbgOnPORppwUAhm2e LiEPNmMATCk08 jx/F/bghainHUZFmg/2D4m
WsoQogJ01lDtaVBvtzc+6GgknFATY2wZVpbNeORYS5TOvnFfD1g/S8BHKrGNX36tBA
+2S/L3j6qM5B7Lk+BOgqrIJghfquyUaNsmvyxFtGbzcd jmAYtOLEpaz+QtdPBjazGdd
J1vS5hErhQW9At52gT351ZP1kKMhMWFkCO9VBOwWOQHf Shv8plt3ugvYpmLn4 fzKhe
xytNCyLbaWooIDIOThbpm2QZw9IJ2VyW710tgke0glASm4tkB9/PpIXu5xeC00gPm
orNz6IrEGtbbglC70FESJTVRLE6zzmyT7KnR1CJTLXQ6cODPVduoFF/gISelwKhO
hsBHjdGdK4rcJbVzX5QkJbagc09IsVnkpJfATyDBN4IGM6xzLbBXxHboK08928ZP
PnDUY jzyAr JKhWguH10£821i0F/Y9miD+iohwlTpHci2aHolTf1XgLWtOLCOXxV19
V49w28dLoz4jPIi9P10pdsVK2g8gag2vndmDPnIK3AXbiIKAYz7GHXnCIKChgBWZ
TuGEfWhVbmQ4yyS1lizCmwdQ8ws0gCFethdOHaJUBMIKMYesmbwhw91QEg8T/cTpxW
IsRfcO0bVo6MScz40Q0G+mtUOHNnut zA2R6LmFBoaf+25nWOA4bCosrlwIgHRoOk1AVCz
£f20uzQ5sTKU8rTXYWwH7+9gzc+LDb47Y31s1xLNXGcGfOcl5HXmx8EOUQrYelIyKle
1lupWdhk5woEWRC1 jgnygsMG55NbLS jpKNmaRYISZBMOMF ZRUwt NKt 4 2DgCHXLAM7
OBEMJX1UzlzoSmFKZ/eZlyjrrZSZaHrvr2H2ulXLXukLfPSWmRX/TY4e5x707yg]
2WVGxTYLCwWDRGVR3/ugg3hfmi5jfUHUX+/0S08NVwgWfL74GYJT4Z2x8821fvu9n2
gy2dXVFzQwGI4hYUx/Sjzt SGpheuAvUGE6tJLBGVQz7Z/2LiNWge9giNioE9IM8e7
8VwblcWx6fdvGiaUvwgR7tt7y6kot 9giYVgEt zDBv+owhubFa5LFx/U47smDVvIJ
A6fE1BOMSJZMU20bp3ycYL/CEXtilbvX9nK3InWn5/1dG3JtUhWDSUGMxUonvcwé
BJIkxZwAQUQieYYLUF5Q60gF8k5ATIWHyp3dtQ+YtlgwfBpm9i jgfInxqmtVeUZyA2
dQh1cDhSd9UCodHm85pLfdIdqUcd06ugbRI9TQh45Hpgo091LM8H jeRXeHAYCiJggs
gAnRgvyQCnqUibhlsE5elrdQGHGON8zzVBYoB2knm8Awfr 1brVD+nTvmgsGNmIlw
9KU/VMyfHzVQrlfkxUhSESILVNMHPp/4RtQ/10NLPfYfrzrlxFaXbQyVRON4gTWE
080fmoNviIAAxp3Kbu5sc2k0hZHyw+ASxXNBS5y8s0gwvFZkIiow5VoGT9LWP 7BKbe
1VdPg5M8/0ouuzwV+2L/KpgYNbOIUryudJd/YJenj3g/xmlgcWmCybKIwXWgfawBB
1BPquzSz41l/rrjmkrgw8JcfOMrC51275U2RNOFEOCBCF rNquHH30zBQrUxHIeZMw
mmzqsM4viW+7qgz2ezpa’nPWGfahzgxtsJCs0DnZveLalfiidQ1lx9ePxuraXB8d07T
OpayZXMmrNyaUkxAO42EcB7wSIrIWOGypkcm8AyAINgLYbh9hiXy 7MMbKOV6sTdR
cC2cMoClGMvH+NywpGWhcOWHOYyZTbVH61dT+wXz8C01pXCmpll0cjv8f7kwFVJILB
MjQUZCsrNwFRyo84vHTEhkviLEM1DLoooTVdvgdém3XkhkHf ZLKFKHIKH5B1SskQ
UPJszpZB2I1+0YUuTPfTnbTIeQToxA2BB/HhXbj5eRx1LEQ56ZL6QGVQp6£142zGul
ZjNQb8lwumE5wUQrwidaye+1v80bWe/0nNe0swGqhXXPOt51vjbXTbXIZ4j9mMnig
9f IMVSHKNWgASKUHx1cOXRypWWmM9iws TFIoW8LssH5gt yHvIShUGxXM4WlerQwz8
EmGefrRxv112w0IIV4ALcOF8kSgM/yxBE6YyWOPRhorcsbMU7wHP j51yRISntcHG3Y
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MHm28iiL+ztiEwlowne4R4xYGMT3aTHMXCXEYUI77jpocMP3rWLAjt191sPAdslo
I7PzN/3g+0EFPh7pJdng3C7JZwYhDJ8pl5y3sUB80r+gcm+4pk2alHYz7d2P1RMy0/
fPaAeoIOwi4Rv4YoagxNMYf81DuLcY7rJ146PbNPcqgHNpbGBag8ZHO0b6Fp7hvNp8
dCyC439vM1bEA9ttQaOcYDi4dbGSB7MgINvLEfcGjSEFvbwbl18sLYsNrvAetKXUDy7
AK5gqGHaRykDTkERoOfBACACt ruRkvBAg6EXGXtQQtHstDBr6J5J7Mc4 jdsBcYalLU5
0JWxPYnDo32c6+Z0gWfVerKgSlepvad jxSe7TiK7rkgYf5JzF8rE0ZAOE0ox2UYER
3HDUuEROK1581n0FnyD2khZNai003/SJfyvnklx1FYhpsS/8z0TFDg4UmSz+eS5UF
vgLVeJ5yJImcmXylgSR29ED jeMI1 fwzTPXF826D4WjZwGGecNt 6KdaSP+PBgsTOIM
mReUZsS1u6Dg6MiIIQptScZH/6XslwzlHbK55E1qYTs8KY/pVY4sjYrxNlobfWpL
MJReUehfNwg3Ki39HUh9qg7zYHxuIl fgn+IJmKKwnJNp4AOhIW1GoGCMuX3ncr4dYj2C
PRHiXXB6/pOxf/UQMpxnBC7fmPeYgOhxMcx2M3VjUWNWxN61 jXbPIGgcpzulbze]j
T5bs/C6011gqgRWAV1Pr27DCW1VFPJARSuPb7Pg+USOHF+Vz jom6+TelVKgbQYQrD
x05MB881INCPxyXWsbe 9InmYhZpXBFUSwmHhOCfO0VEFyDDFIdAS+X41if8JxQfcbHan+4Y
+0deWcCVnEzccKGc4K3sKhrhn68L4KESLKgVSmMA4bRWEWUSWE4vahdOfGecz£40gS
NtW2fBTR7EQ91csLXE3VJIrETcylQcdLrIyvkLbrg0F7qgzbvi 7RVXpUDrvQGEfIsCpv
68b9h45msj5nGLh9f50nwo/DUpU87fkuUNgjH5r4FkNAJdgQI04aYbDQ+KK+1c9G
bsIcRhkIZ8fLQ4WtcggqlM+CVHThkZwtMIXHXESB+n+iXn60tnHao2St9dtDwY1NV
1UIeqgHTQGx1uMEL8ykS872P81rnPAyVZKg50TW7iE7aLlxTD2TPOfx/pATDVYHLD
VzGaooYr8NHKwrGECZr1MoO0zb9nuhc3NHgDLj3gtwnT4LbVsgdIXwaQ9gEL7E+eR
Y2YFrtz9AXeuEWpvM/DOZgmYXIQeHv4VPv/CSped5JZMMQ27ZnXrGO0ptgNgI78Tdi
XxUHJDKVFsmLsHRDX0Q/DadNMcCjF051i5pQjKgqRwVI7BF3vIajtMBlQQa/fYxK31ib
94PceJK1xDb430CZgzgW5+e2Gbo431P4f4HDIzk71bFtHXxIZWAgB1gYHE9ZFXF6S
9kIgQS0plzUxv/4fgLFQ4gs/cahAufbwt feqfFODwecdVZwiAGEfThrOLhowxJGhME
NIU3UiHcv+onKVNiOXODU2YQe90Nr/rK19W54EhpIDa6z/dkTTGCw6cRtvRN22cI
KZEKfU61£f11zaDV0ea3BOVYOmIrsTTQTk47vH/HYRXAuUbYgEMD4WXGFP20tDG0O1T
OAZ1h9w5La4058urEk002ZJUEMxEZ1BzjeTl jb8rZoefeivEJTNsOgitHesLJv81
mWrghx56HHzZLIJ6RXxW2ChEkZyMs jzYK9eXQ3duSAd7Yel2/dVQEKQVamkO6UdQJB
76kbQum/ jgmOIi2mHiFwCHeW76kzfnIgqzxdOWu8nwQj20R9wWHO7KoiI+/T6urds6
FP1VBvzfUXt0Qa9Eal9wMUYAVOZ2xNyZSzpLkQh9YeclFycEjzkW9c jyBYkISVwe
WDVEDFDdjZUulonv0rmlz9i9£fsK0tsDYcS4TDkimaDOKrGCtnxbxBzzUhEmS8 JN3W
goVoAWCNE3TgIbo4VwlgkFMP370bVrw9ocSMk1lX3+LrplB+Rod2Ps1n6LbuyFXr5
1Z2sfFJr6eT1DFQ3JBIhm4 7uGURZrKAucCK63kh3Y1zjL1L4mVDrARMNHYZw+2hIA
1FpuTp7Cu9DNSAsMTIykMOUGNU1XsOGRPo1HkmfxFLCHb8GIONOSAwWGggAT4ygOn4
TZ9TbG98508vyMfRYSLODZ+63bvunv+RUtMH40WQE /tEOWNiykDJeQ5igkeLO1IN9
SIsUXGsNZG/8UAZSvGxMsgPrjg+7dF2afmE4IHRKFBhE1p2TkIaKzkbYgRftnnSC
JYSueC9y9IwWDEHO1R2ZR8keYLGRGIcxIBWbOOW2R04XmbarLyvFih6AZ8WnPdGPS
mn84uHgyOupRaIDwvO65LDs07v/ArgkUZcy/ADw6F/2No9nju7zehWcnOYoX4k2x
x00JPki18h7nQo0GH+gt IAwt 4pAXorgThbGgyWKXgW/TBm7uwdg+ciIaUL1lhStw8XV
3RWW2cmL1lew4DzG4auZOOpAPxkOkPg9g0j6Nj1PbAZz3g67v820bv/YOzLwxa69jU
MofBs51tg8XQf23gUVN8tC2zbJL81let TIKNKGvxelQHMI96R83PxT4gUjfnKR63rs
cyrtlqfU2+PKa4SByfb9NgaS/v4h2R9576JGGtSW1Ua9rp3aFLVE1fACHIMz 9EJP
PPPEFXUNT5GWxORbP5Y0vVUSRFgROArKRZhn1Mmyk 9vRaJSrT+6K1c3igKDpDvcZJd
AF8NHDUL65szSSWVcOb50wlwBfATWSMgIS55ugDrhTleip4lbbWNwxcd3abybadqv
1uO0ZAD6E+drFKgZu5B86BRnvcCYGaK90WaHA72pt EQcSKbAAe90x3IJ5C1l5aCrlm
M+2nh0x5JbSuCP76n4PJEgrwYJUlSsHy2ga2xMc4wIvi/hkgvthWNLi3unev6A7C
zF2AMR1vxDJYJV833JkA70LE0JGMIOyk jmDBkVOQEfD2WPyLAFRLR70BmVo2JB1Utx
rb+g5ZaviwI/yusXsFMJEj9rEVhBvhNvpmsehl2ZnvOk6 jUr1dNksxHOCAT5hHXP
4fEeZulxvOmzkAbWnt TAYy7HAhBp7134Pe7¢c19c97UnP1l1ZYB8xCWullty9kydQQOD
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9Ve8Vv2DvgTdgLrc3SHZn1BgtWwISE1l jLRx3IWmB6kIRTKogqUND+Mh/bgblfnKy4o
OTPmg2hFLvY64mJENWCS5ATZUx8IN71dsKal8CyDCVWjagq99H+DMbBB+DWk15nbke
ZPwTyUM7CiHI1lnpoMBu5Xc9H/2EtLsESNZ90tNbyQH1eCU/0aBM/51ivEZWE3VCnT
7VRke7s3JYbcBAKWMO1loRG)/sOHrPFR6jJu7LHIZVWI jeZaplZf41dJpTyC6yRcs9
D3jJIu9BUULQE/t4uLOCPsCLlcmTzXt ZpD+jV7+9wH8s+LZ0AELIGH+3FZyL9p3UAT

B.3.12. S/MIME Encrypted and Signed Reply Over a Simple Message,
Injected Headers With hcp_strong (+ Legacy Display)

This is a encrypted and signed S/MIME message using PKCS#7
envelopedData around signedData. The payload is a text/plain

message. It uses the Injected Headers header protection scheme with
the hcp_strong Header Confidentiality Policy with a "Legacy Display"
part.

It has the following structure:

application/pkcs7-mime [smime.p7m] 8190 bytes
(decrypts to)
application/pkcs7-mime [smime.p7m] 5058 bytes
(unwraps to)
text/plain 432 bytes

Its contents are:

Content-Transfer—-Encoding: base64

Content-Type: application/pkcs7-mime; name="smime.p7m";
smime-type="enveloped-data"

Subject: [...]

Message—ID: <bl0dcc75-cf43-5fd7-9e48-£932a9d68fb5@1lhp.example>

From: Alice <alice@smime.example>

To: Bob <bob@smime.example>

Date: Sat, 20 Feb 2021 10:19:02 -0500

MIIXnAYJKoZIhvcNAQcDoIIXjTCCF4kCAQAxXggMOMITIBhAIBADBsMFUxXDTALBgNV
BAOTBEL1FVEYXETAPBgNVBASTCEXBTVBT IFAHMTEWLWYDVQQODEYhTYW1wbGUgTEFN
UFMgUINBIENlcnRpZml jYXRpb24gQ0XvV0aG9yaXR5AhMPLSWIETMXSs5CVIeh7300
BogOMAOGCSgGSIb3DQEBAQUABIIBACIQQ5gYVGixS7N/umioYGQaBDzYuvtRPOwn
3/iHOUNThZd19MbrcaWCYkKYZfrFFpAugpVCPZ8mtxHri jYN47vAQUV6uOSDoZYft
drJzZYTnB3yuCJdmfeS9zonrI+CYksfAINwkFIdyl9b0ILw7tVE2QFEgX/5tU+606b
NEox1wp8I2+tICsm20Xq7rLZgO9Wxw72pyVI90zNAwa jOQML1nvPFyV7/P1nB3EY6K6
3Mcx5TMplYEYEQOsDzftTXfsau2fbQ756glmyA6aal344Y6j/0eUMeOuuUx/dQJIMy
BbvzzmA6bLmr1mBkuSJRher3NNZkY5B1YpziXX1zrdkZcClYAt cwggGEAGEAMGWW
VTENMASGA1UEChMESUVURJERMA8GA1UECXMITEFNUFMgV0cxMTAVBgNVBAMTKENh
bXBsZSBMQU1QUyBSUOEgQ2VydGlmaWNhdGlvbiBBdXRob3JpdHkCEzZB8ROAPhiY6
HGLS64Mv1sDXhpQwDQYJKoZ IhvcNAQEBBQAEggEADTrdvyR85I7Vg+f£9+ow8LIO6
60gE1Cs5YeDyvYgdYW5xpKbd/WKj8IbrUgN7ucVaFEyGIP9Iruf74Zw+MA9CO/17Z
SDn+UiblUIWTqtiWx/4m8ZIKkEkhOCgcBNHJIT/ZqIF5WclQKqvxJGGUBLBQBhJSd5

Gillmor, et al. Expires 2 September 2024 [Page 134]



Internet-Draft Cryptographic MIME Header Protection March 2024

snC6cKkTedQBfJI81GZT2ZmoX0dRLABvo/bubklh/5FtQibRcd/XGzIeeSSTsiCS4
8BsQKkx+mBDsEAocaLIzHA1Kmm2 fDwPwDBDDcGAV4P0nnzZWK5Zdol 7pJRpg 9y Ly
OfUh/w7EgqPopX8bHRQUYLIOFs91zNgMTcGmIg7SL86SfkC1kJIJ831EXg4zX6D1DCC
FG4GCSgGSIb3DQEHATAABglghkgBZOMEAQIEEMJrzgXD5KffUisHbSEv+TWAgGhRA
IybXhrlTywIGrln5kLYPD1+FGUjGaKjKFAIK6MYGZur6Ba9G9y467ayUbv5tpU+G
EF8VEYFZG503NL809/9vIIOFGlujgRN+t72UvIBuZTDMdP50+imi0G0La93BNdd/
bZ/9eWFM/RGEIoj+krdearRJI9xeb+Y755Wcrvl1yQBhgDwlTeEAdDLT j/3GFGJIYO
JYPLQPfUNofYhFLFi7QwrctHzP7gele64/140uHWk1ETwIvzgfxp3CuzvdmImuQR
PSXHpBwwfMngQXAV1keUPqCifrNWkVgEVWGPBgLoC1 jhOK/1bJUBpvhEiFtbcywd
gR7wg0LEsXe4zsEW6GIQy2wF 8+L2nXAA3X1SCwpHP j1uAvL3spgOTKd4tS1Q9f9%e
5DeRJ60F04KIg7xG30bwBAguprf/8KzS17xVntSslz6sp0YLk20HcD8EC9Zkbkcd
wIgqH487wygqWrl0gAMrxWyac40sXJV/SEfFvY jBMGpBrZXYPYO3Ay0ekLT6xF£31Bb
OAa0hi/TNhOjwBpeEah+zgAyUY1lal0fsYrQGrIBzUmQxcSWATGEBtAVHGC3EVEFSHS
gyP6B0k8tm8vz6Gkp74S/3Bhudh0818GBM1IRQ2INwhdXyBmwiTUwYKjCrvoWeSp6
CgTC6clbSn9u3zwkoenBsO0pCarBGHMbL6Tyt feUb511Dmtebv92C1F917x+nuOML
ZVKjjGTISnWJIX86Zj3bIJRNQHNO j/dOMrGhndmvIpdp2iayt2vR3yYTHIWMmMI /H3d
yeBNVb5pU/RWt 9AfxkSNZjrEh/t iMXhawYChB7aHpGI8diS8N5mBG jvXMFQMt GgK
8oFwocldvt jpALgmlYPRaPbLyaZNQr jrCFRyLA94Wyuf1lPT6EWwIycB4spSWIriv
uN7avvzwxis97frZ+geavt 51IRSUwmk1iIMObwglNYVjNXHweN5IBVHVIK]1 /sjdl
FtmCf9eKCspXsEKSIRVN+AFTVnfP7VQBIxY90MuBrgwzDoknaZKzJs5BvD6VDgvK
4N5eFGhmQgWZaaN/Jgyk/Bg2Hf25146/wsPsOTdRmlurQl9/G5QiAggZ 90dCPKJIX
gdmu09Jg6DYckWE+MG83Q0gkoi5s+z9mZDt zPCIMU6Wh8 zwRXWAFVNC120NE6TMz
WnLg¥YyYj/YioeKeYjgAXQeqlMOy47wXn84Za5XBOaNmYV5cr5MBD6heVcQauCHTM
ofotrXaRsrgH77iEVsG3i0Balagj6KwnlaCmy+xCMDR/WEIX/t1UQE6KOhNGHYFP
z1Gax1lIHlfnjWweHoyFntunZrY1MbTnmaSCA+xx/1191g5urxghRPEtbUv49p0Bo
CeSQO0YCTp/Y1a4j80bPDBleno5riUPDzRAUNSLpQ8Fms+qvdJk5e5rsA38Z6p00i
KZF1COQgRw/10ZgoiPEhY jnmyM6wZyLeZHzr2NJINYyBOODP8AG71xbUOIFEB0oOC
orxAJjpAS1giNwHPKdoSdCAwWOainwCNvDuc9XSHH//sL9tHQK206h/USpxeYK8weC
cmkQDO06rgzZEXes2aHfuQo5hgl 9¢cSBodUqg48KBG1CF100IIQkVw5X/PkKX/MrYk
u6rk1INT19Eg3+HUXfp56X+gQvx/KS1C1lgRzIZrg4x7Tp3ANQNSUM/C5h1stMD7Q9L
WNJj19BnTAJRILNASVzZBJIn/TvdlD9ersXGjwpzPe8fAcXJIJWEPP3D6gsLdNP3imiac
Etg6Vt6PJItvIWO1j£2Gg81Zu4GX3SH15n4 JkDOWQt JO9hEGL1 6PCx42T/5TgdVpYx0
ad8QA0QTXjL+zONDwCCgL395n9zW1VGVj3HXUCHO3VLRWRwWEazmyl1J£f7z29nsGyW3
012kMeLE9ddPYavLm8FCQSDgO0g9Wlw2mZDtRahx66kVIWtOXJdCKU1LPYRrl/gVH
VKpCONRS £ /WNB1RcbCyFb0TqGVirR4t let JdUIbdAY2nRov7PIVShNH68WNS4pJrs
ZNP1liYiohIvy590yBzsz2mQR/ETCquOf82fJCXRxZ0wphAdX020y209Vky/njGFf
Fz3ESt1H7Z7EoyLkj5d5F+74a+1hWzShS4mw3aX3LmsNg9f5MWCOTuwzxDvSGPU3
PeVLog/vsCNt0fhrWold4Eazc9FmTsyVKtWgNopnXrDO/neQpy8ipcRzn+klpPmY
5g0R+BohkWzBP1laIWhF+b56ZL3Afkpagw5g5LkXmHCuS1YA6yMhR7govCluFoGJ2¢c
dP56jqn9y84MgKUMwl fhizhxTjvUKf1tPk5398zwQTx2yKRH4bTh1uK82EFtnNC5
B6E7uTGHX4/x3nz6Q9nLEf5zmhUdFJzo3bh0KZx17YFBEZMAFqdcv9jXMBQzy 6aUp
gVav9IzRx7h8uYGUwo2agvCoUCuBbujudrmltGy0Z3IMxylwOKMKtkL4Q2uunLzm
MI9KratRPCpgZ2yY0OHoGoOUJUmua 9CGxrmY SUCWZVdyMdGoUMPuUc+7hggSvChgg
LfJISqyYKk8TQXVycB+Zg8Q6GI4P0GaorIJxgenAMQwgsNziX4/X/YRWSzaHf8PNg
uHUGjv57136gU1l10ZKbsWrVTP0OC2/DcilAdhHyJdmynoYDpfkMMvmgPO8AG6Z46//
XTAtEipnx3Mp7KX2D2M8UyYq6h8c6yl10dPvgLAB8Z0/Ji7/XTTy0z8hG56+Jhslv
Tcxgk72593Vay9Q6Pgvbe7EiT8kAes141P4kj+D1TJ0teWoc6dbndK94cEL1fE100
STm1lF9RiDK4Xq71EbKn5TINgG0JsVBv2LHY 7m3 fPSMHAQrX077CEQOy+Xi2PpNL+45
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k2g7mTjUL5dCOYWuXF/Ma9RiggjsR3£J/KOulIgAHkG40208WEF87Kub6wNZUy4bE2
QJY1ljwwnBwe j2sMjSjLprl6£fzvPm7hTx200g4gMZB2qTPtL+VcQ80oP SVUWUEDUAV
Ds/pIMaQUr9EMPSqQumDXpzehQMe4FGaDUuOAF5ynuTacYKNdOam8QAAOmT+zB7S
30ml1760pyuGSbkVgff5EpOgKZzk/QT1WFutby/3y3mndgqmEQ5abZ74CYHVUFcQ7b
vcYDHrhgNgGnMVgADM2LIEy14+SW1lrjekytTOr+I9s76C1lTG7wu3gdelefZpGSim
z8DQG/TMK/pRFOyAiFk1PtgiD/VYcUxPQmaPMx6MulVArGjkvedqIVJIcTF10sMIy
UJPYGI49Udgb6m4KHK7Q3g8ZMf5eNGfl7myCéomfl/PMSmb+19xI3cWl1De4AJCrLn
eiTrLL+kPYbsDjJLzwYAWalN450gcCFdKbRtVR6G4Se92b/CU/tdOEajhjl91FCm
PR/oet/vi8C+EH2wg jbKP59YwWVTQyagknZQxhfQIZINt2TCwLF2VT05gqGU+TPhTm
UDxOgTObCpE1ThELwI8D8DHHVIVTrE8SbyuBO07+/6B8m/Qz9NgHkPIpc8Zs05%XQ
15fzm+CkO0IEvVY1lpc760azSgN2Rt ImopUnoB36IMZ1TghD50+4ywZTAFpd/L/YNoU
02tqgE+hiZ9/08£87g4 jCGgNBLAEX+wiGUUkt38riDgrmXvI5PsA6LMAFY4pO0PVBN
G4YogMypb/pU+CeIlyx50N1v4HWhgdkyHN/twWTJyNGESpVjKdlsXmAMonKrJZGg
SSKYMb0T4vxG6P jT6Xg6F 7TmCZmMAMzt XzaEAUNgjr/1ltaVW+RplkwzeP8JvOTGnl
zOvt3DkVWZav jXjLHxEptCy2ja9K1PzwvXTZ1KotdAdC755M41I1P00QSHLCX15w
WA jy£ghMQOnpsK40K1wVLwvOW37vkxmh09R+2BMENRAnXt I07yKgeYlgsZrgmAzg
nGTXthixWwsW20HKLeZNBw31h1l6k1l jDm+8twEqe2kYVUVWXOVRVHJIE+zspuhsK38
HVt 5VCJIERCYXRSPYZmoUjgRKY8LpvzJ6U2rv8k+qo6FAIGY303sIF 7baks05BMS5r
ME7dMGsPTqpkCN1JZA4V5JIM71zAwPul0IsXvIeNQwIEK/Flo/7TWftoAQADZ5fLx8p
9XNA+/ycwSsCj6a776f0kfoL+Bx9bATFRvZk3VY6nxT6USrcT4vrsYyANLc2xVDo
nRWog6YpHLv2TtrLCgSgfltbedxwHEez+0P2MDhVvJIYpEelyZdAAvOV2YOF+PHYyY
FrAUaltnbuhem4aHs35aaMMmCGItXBV0/cVkWIdIn++8Q00uMlTMBzFgEKdAwVZRP
LdP01nDyyhO7WJFXK74f5y2ila2gjAvVrg9VsuCuegKCmMb0SoxJ+10gF19H/F+gn
3Hrx36LBy+tBj4EcRJIS07g9m35hmZIRhE2zV7yfnpSYOWEHXsVxeL+aanx1dVIZ5
D60KjPH252uVIWKZdbvRgPgg/13gLAGTGXVPbPL+EwYeHZkDVCuU234159t +Db5w
orVZheuE5g9k1V0SauNu+JawzU9UZg69Im50nJ 95 fyAMtAFVVNV1ImTzZsonY0ov ]
KX6rj76Y4ANCLJEKXwJIzWDGJIJVZHVTD4KKgK+ptBpudlhAfmwlDWH30FP2uelz/262
0sUDU3I3IZk2XDKbPkt1lZ/3+WyEpbG+MSKeSvHKEENeqlHpRK56gBuid4QyfuhOl
cWgT2D+w/Nx4WQcz19h4LWYBecrUml 8Wo53DQApeLINMdUzNgeKKOFxs3an/y5/g
NEJT4p+kCpgQfSHI8sKujf0X8/HHoaxfH3VdA/V2wZrYCVESIXECQ2xyOllorvUOw
YbK6euqgf597puiFolZtRz0aSnuaulUvVAQNthTwfOhUWswoUC/i+jaS9m/4GkIoUH
S6zPE7/w7KBrEne/4gtqgpSOR0O10YDNxOGNIFOMNUjZ12z1IKASa4AuU94hYtnix3
dxg6Y2g/v8GUe8Z+RKoLGdjzavyuOAVgZ502eH+u2BalxfpQpbQt VFXZEFCeHDLZ
wlIbrXQdbtoksOWVtgjVSutiX1Y£f07JQCK20WeGfaViwvmd54VIWBNypXScelRRhZ
EkOuX5FGd71159FYucHQ6TNPbS1fptvSEsiaCqPzU5TgklXLBMpdwHrJQU605usd
T4no88uZnmoWE794m7CZ81Zpxhl1uRB3Dp67znf3gEYSFpTvtRvhRc/e71BBmPWZH
NY+bvMfrfnWwgkR57Y3wrKLMMcUfH/RI1PcXQ1KbLA4FGkUUvc61VW2u+wfHX1xX/
s3ht5TA4CJ1ltubjVmaSFViifQDs5BHADZHVmSPdmpDVjogt BRYnDVNQIEZPWgdya
eAlLLPLNjthzVWmnWF 8bBew5sWs j1V5aw+Ly5tCC472KLLM+t 2NcVB440cBa/BSE
p/vh3TEsoZ/m+UfK8EGLgNVs2vPZhuVW9i19¢cN/5ALp497537Pdq/LY19x8VIriVv
EgbFPWIKeRDcBIVh4R1+0Z6n1HvILjvININABnKgHWE jCQicvOaE701JI3QWWbBjC
dtOkxhC9+gBgD1glYWgwbEzDPcFVzcCmTPHOWHhshcmp25071xgSxONeNcGMKy17
yBSrKmaQrlescgeLJLH/yofTni7sb+xeohrz+YYJraX1lcdLgSK6BzpF 7wpWhMB7c
Kyc5T3ReUPHrm8RIcaccjIwgxxyJ8YW3iCpH2s+vdadnEC1Aa6D+53+0aCFg0/2g
asqTZ/i1Lws+bFux6MrNs8cohuvtF8Y6A/++cp40kp+PtSN8G7+glCmkdZZzdMg5ub
9J8s8SIrSbVj3y8eH/DSWGQOgMc+NYLaWBXNReVPndwWP 7agX jLysuRAVVgOFvJa
zrwFU3JeUphCtGTht 78 5hFePHTZ5I ZBw+DAXVWHGX/5sIBokYHI9E61224r3ikUXU
DApjB42X1cYwo386TU60UzfE8xHaJ70+nW09t 6sWy99M+BYngsuSghjgIlz7EAZJU
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BEB4pDKLcVE5tXVKSOSeIA/nauOxb8y+xve2ZkY8UARMwrtt 7mgggYgB6/gLD7Ah
Rw/Zs0+0QiNgv7XTY9clU/FfAQ1RY1iz809fU783ccpsuwOPcgtnHWgyrw5I4v1d
fRHOIu+dI13B18fbPQnoVJkxbLTvG9plaXf4fKPpYsR1zjIOSFSgimx/ogkNjlag
4eG8h+1cyFIT2fmz4Pek11uASUdAGGQONn4AGPuU/d9FsM6LJIv01loYzcQVI13F1ASgz
Eo8/ks2dfhjeiMfHkG15aFybZAmdl1f/sEtbUX5rCGkfOREfal7TC2NpB+OVSIJKI
V8sLYNVsZc9eiBJT1i81ZWUPzNaFtyk8zRcmdlOzUIvpESNve8x/USztcglpMIwX
N2mlj8D1gwnFIOggHEoMgWx3DmOEMD5x jgCA9f1Q9dkD2WHVV62DnMUNnSuYH3NK1
4fZ5EGXTNezry4SpXmgLiEOGpiXz/wSLP+/n4RvNEfJ4DEOD27wiHchvTAYyW8IJgo
9uJU/KuVEk+cmUVwAbgWimg2XpY4TyopHyVjSFy7a8iaYs/sd+u2E2EEfXiyVrab
UsJmo/RdgZSCtO0yLcYAKsSO3gpXW1KSthrAUFYbSD1g7g5nQ9y2JyLsZGhjM+cl/I
6fEhOuUcX0MBagMWpS31pMw8LUKSKOdiMXS+01KzALyg3X10bR1yK6PNKAXWs 7LO+
a8nAdbRwoasr6SrenKYuTPkuRhLEk jOk+V4B71i1Y8xGYuYjiZkxYxpZBwB8AMO 7m
ck4£GBGOOYdaGhraRy4DImP8SzVebtEj71i4wN7s+fHs3c8d7¢c6QuKOJhicyK6H+
spmo/oEd8vsvHieyu056IHduU4aeDkVoTYN2ks7itpuAvIwMOv6It2rdfob/aRSx
ExuZeT+RW/gqnFpLDiUXa/z5VYZH32Ea6W/MUjoLc6VgzfGScEOFKJte+XiasJ8BG
yLuotJvLI5hCIz8gW8M4nSo8yly9VeyZ7Fn/DLsoJ32jQpYmhUJjKjtNzgLcg6Wt i

B.3.13. S/MIME Encrypted and Signed Over a Complex Message, Wrapped
Message With hcp_minimal

This is a encrypted and signed S/MIME message using PKCS#7
envelopedData around signedData. The payload is a multipart/
alternative message with an inline image/png attachment. It uses the
Wrapped Message header protection scheme with the hcp_minimal Header
Confidentiality Policy.

It has the following structure:

application/pkcs7-mime [smime.p7m] 9665 bytes
(decrypts to)
application/pkcs7-mime [smime.p7m] 6148 bytes
(unwraps to)
message/rfc822 inline 1923 bytes
multipart/mixed 1818 bytes
multipart/alternative 1132 bytes
text/plain 375 bytes
text/html 473 bytes
image/png inline 232 bytes

Its contents are:

Content-Transfer—-Encoding: base64

Content-Type: application/pkcs7-mime; name="smime.p7m";
smime-type="enveloped-data"

Subject: [...]

Message—-ID:
<smime-enc-signed-complex-wrapped-minimal@lhp.example>

From: Alice <alice@smime.example>
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To: Bob <bob@smime.example>
Date: Sat, 20 Feb 2021 12:08:02 -0500
User—-Agent: Sample MUA Version 1.0

MITIb3AYJKoZIhvcNAQcDoIIbzTCCG8kCAQAxXggMOMITIBhAIBADBsMFUxXDTALBgNV
BAOTBEL1FVEYXETAPBgNVBASTCEXBTVBT IFAHMTEWLWYDVQQODEYhTYW1wbGUgTEFN
UFMgUINBIENlcnRpZml jYXRpb24gQ0XvV0aG9yaXR5AhMPLSWIETMXSs5CVIeh7300
BoqOMAOGCSqGSIb3DQEBAQUABIIBAHpthaX3pLTY1dQEpPjs916ELLINCWIEQagMJIC
b7U14ds6WpcbE+m7YotdmTDc6sMudcg8QWt13YfuveYIJMPPp88TnfLOJ1lmxvhl 6zM
pBvxeDudVMaVk5AhRsIDeZy7Xe JbTUQbLVKNsfYaWpzcFQgwidpTbS j8adkH9kt In
BpOb9B1lgknnHni97s1F+6wc8y6UClOmwSV6M3rFRhdx/QIT1Y+Js08Za7ByfwiWzZ
8mgmKCW1WhQKutZUZes335ES6TFg/ rXQwz £C/g3K2gDVWQJ2KOGoJfd+3gV8UhG7 jOUJIS+cY7SfDy4ddVudowyiFBrEPeUXJKUe95R4CmMAIByVNnO90oF£9
7g3HiiIEJI3IMINGTgloeXTVINkKkoONIJu9FGRZN7W84mZ9J6mPTjtY1vSCZ1lkr /U5
eGA406ZJWU/y3Z1JDERANQIScUjgIGhMovYHTY fARAGF+HTbNHt +eRj7pgWRMet g
febcQhugnMMiossg6zTSnD5ayVbKeDJITAwnQ jdR+CyglL+AVM202L1ZwziW/Yetb
57/s/DROKNJhwRhUYYNhQ65g128BoI7MuaySnkMAgt cmnmAfMhQb4R6reVFASfLU
SCuN1MKsFmFKgSJwNWbBehlofCp3gvdApXBXMwCNLZLIprA/n/6uzTe3+EsJeX0B
vL1YVkNaS2/MwbbObgi jmgjR2Y01+hlwOUmXDTG2tFQkVEHcaEQogZ /WE5Kamvny
kzrxGZBdjUWQ78DOWhRWcmczTuhYRO5IIb31y8r8wlUoybRydT13EdRCXy80C3PS+
EeZ7H/2Pv0TnQySjAT10P8LG11iRgOLWmMROMaQOCHr 6HU806mQHyaC5J8Km3mSEW
TkrJMgLle6ecYCPX0i6Asur22Rh41lpyHwo7dgt vuKf3IpP8KQOSSD1gUkCOWUTPp
gP22f5ROIJMEOt1iw4h38DSLOC2M7uGmByCzXw4YSggF2paW54gQuDKEay2291pMX
mXIbUTdjVDymXuOBv4R+t8rcV09x8YY/DbgoGBKkY8F/SVrx1v1ENIba04MEUelz
xUkP+1cA6KdrPcTHIKAhRAVg35XANyJG2TANhF /kF+090Qu4UupdB/wgjJZZ2HJIC
X30Q10xS+f/Y5KsPNdkax81DMwf9aSOSQIpYpm5PgjjHxnA62n9ho/ hwXnk++61c/
3ZJWp0ckO0pBaghx4rbQwMV1Pc08z17gYK2LVDPVyhkvUB61EKOgToOE615M1mmUUE
PC8NtmwjfC/rXFRIPI4gwYNCnOBmGBI1hXWTrmbNVT3H+wfshod48QuVr7bsvOf
DAmMtDZM6eYWoAIUrOgoAg80cZ+sPg60zeiMoe7VENTa3mOwhXHOTLxGoe4VBtQuz
52PTK+4a26gqICcnAZvx4C2AgEba/sdUOKD jg53kR+JIsQPPgS6/JVul3leki9tGeo
UXnbhk5ZKUboX j+nQCWwrKkreNEgV5£fsHgeZwY3/+FXm6pk 9gQ+/£++S5cnBm/Se
1SvKwkAXzcf9/1GSgM/EKg6AcX4/4Lyr7sNOtIyZzhLavVfsceLAUloprJ53hED4HC
6E2CuFl1F+EwIYAaTQGpAVvUJPfH/IiGy8gbaY9foYbO1WK jnumHdyoGwXHw5CdF £
KiF0zWla6fjvM+Z241d7SeKv+TzRp/cjVr7GavRHEP4EG53EQc9CIXLagmz32Ep3ph
kMsgm/REp/VswvSaoxG/YV82zgdK3POhTESIAB85awrPmf jémCOu+ypnLYuua8mo
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ZNgIleDvcofTguOy68I5cI0QGLog8915R8umgPZcRPPA8I9got IgkvUyPQHczLEL
oIHnLKwe 7WxHcQQdbQaKuz5YATewUz3RF32g4gmr6d7C/MdkDGQ17+d9+wp9wbDX
L5k1lauXJDzsNiz4E2wrpOrzuRF7vMrc6oVoIxjSco4gkBI4ANZCwtgB+H+Ci8ubwT
VUQ+jDIpt5950EXMEfgnzdpQ0tBWgwNSOb7vguUec//5MzGNx69rnaw+06zk jzri
JEmsTZiXPrwEhse3yu+N6xAHtCF2/CiYgeHio0/toJyXpmbRsC/MaeWtHgd07KX ]
LMC1£fnTPUn30/aR17rISnLWhcezEHEvOh61K5mABHOVI/wUywoiQuigl34WCDHa/
QO0hpUc/wC/rFsHK34ZWS j5MAKtdXacbZT2ck8yK2HIJRPdallzRurzd/A+rCebXRn
q/yHz8t /NYxz8n0mGRKpwu573dt+eASt7YJ91alMY£Sd7¢cJIJz0+8rhJKXxUOeSFdr
NryDjHMvoN5nPle7UFculRt1kfjRnTy jw92wiTxskGeG4 /HLc+Z1g85YMXg9thhh
+gtRMVrVsahRty8rRLgl1JImmZOXYT4/i2e+mgPTOgngCABmMnU1CkAVEwOo6QVAYPTN
tTJEbSO0dQIFBPqppQ9Npyv2bpfPIJPIf0tCTC106JPCC+73agjOyQXT9zHvcQibNY
WWsvh7ri3wm2RYEbsheP7cPePWS/raFKNARIRBcygTcpV3YIBgiY229EmJIMXagKr
3Z4KgNT6RASwrLMOxbdHU88yK60OMRMEHOgHrPinFT81 jO0oiw4uxnmFnXUgcWXaCo
gv9V1l/z8PVvQE/YgY9uQNwbC/UEcZ7GttnxEZdVk8nuJeFYr4o4 /wIJAbVcMKWh8JM
V21ERzWoTjv82VuBGSRFQw6K1LMUQAfZFO0g+hnLzdTBjT945GX1iRkeHcENxsdC1H
br+HW2bg56ZTVerczUKODUHQtviQR190V+7uWv2BCEUSSwWMOS5rEO jwKMIEO4zgKe
CWE1GpudQKJXXs241QiMzPU3ZCxokBggz/eQxcQAPk1lrFcmGIvvGj6oN+Fs jcXtR
JAZUnr+WumYu9£f3GcTmlemt RgnnMALVzp0sJ6XDmIh0Oxhey7UCWDwodzOw7P+IhJ
J8M4vvPwj5f70sVx291hsZV/hBXgS9WW8anSrLLHYH6+01lt1SHEQKgHFQ2MdPwzk
xNtcmpGHeH9TJt1seGbUS5hsYzeSJI8kbphKcHO6gL76h6XX0cZpXNywoOTYTDcHIC
BNBIdskqgGrL8gd6IoeP7fjG6f4dsyoeY jWhCM3RXgR2tNamFxD1P11QeX/Al/WQ4p
PS5bRsC9itl/uiMjVM/fic6eslIJ6X0OGPYACP jgqrt 6JoCOEP+e4 fHW5t jajaVbk+F
j14az3e5/WvYwJIzkUulTuywdp79Sejk9kil/RAzvS0S2v+40sWXoFFdrl1TRtazlP
gciR10sTAT5y4uil8Yi+IP08SjS6C/mbpyAfIFgY4cWu309z0656GN10yEgQBQSVY
bVYJEXeJ4dcix2L1oMbNDoJfiFQz+pmyB2mPGYrktDGOhwV2w8CPHCOhEg4yCV8R
JOZRLQ1ix/6WLAMTIy9dLsMruRg6CaQCauiu5XUB8P+aPVuilx0WxwVEWdEcX41if
Ns57xmGj5mNaCjSrtaW++043bfXRINQQr788cReltBMTAEZCVZdQJ6/K0idnWfaj
CYi1iZ6kE9KUe2phZxbg2J7Rhk06dq4gicFYZAqVv jXsxbOdJapQNWtM1HOEQO1MA6aQ
u0gZg8CWVVWZMRE /KRF8RPYgrhVPnfB6TVUOTAGRLgNz4S7dqwz 6q9H86Jd2Fz86
W212B+LIrBkZGWgmz 6QNMT2g85LaC5GngMLKwsSf/cBUWc2rBjwYk0Oxb8 JEmZwvl
8mz508YJIN80gMAKyeL4aDF4naa6RPoBUavZPObLAX8YHasz+85D91RPSrNierI64
SARRS20QfQCASNpGV60IAGbLMNN3URRICREVP32kgLgk78cuSxlg/ghwvStNbdxL
AkISRZdOd+ajyU+y1JFRFmcMRD1Def5gTt JAvWNKWiThJy5gPyW2 9NkKxBkU/ 6F0
0Z90MjUznhx6v5DJhIuxKL/v20Z8VB0oDfcMIdu6XC5x93NQoJmyxP 6R8MHHiK+v
WYeVVPHEWtDbfd6dfKhyVyX07w3pk/8tpruc2vwoe0uG/£f0£CTUGL1xCpCahTGIYy
Dml/+X1gFWJUthKI9NMZ 6GouF+DJuNKaBBxQuInJfHmUzz1+4eQf1bcKgQk9Bjuvl
1zWXZeKNGXRIEaiVO2E87/m6fqRx9YvIme9QThlmVvt2687/eoV5CteRKzL7+RIW
uMb91NatVjX9pIv52Z29W9lelwJasoc4dsgKYhG+GNuVl7cirlxwmjJcZD6rHgjF2D
xCDwrKPudpbxkZL1l1leF7QYzvaylmgQx2vOcbshfIEovZAbD1zWzdgvpJSrWEDs5g
sXPAN36TAWVF5Rod1l fueIo7bv0tCGQO0zrYudFHPDLe9a7uGWZs4kzAnQBSKGKrJR
METUlbtrMvybibgU+8/2z5JA+4hbQsx JGAvVPWLitXcPmO5By0dULOBAR1HXXMd2mF
Q8XuScWoGQDxeCqOj4VGgGAUZE j81iW2UyU/gq6vuSfzA3TAM10cul0dz7/WOxdgw+g
hYQOx4N26R3DG4c8B5plDcEENHZhBkkeEcAyCqgl7 jDpPgwdxxaSHM4HjcibrgD/mN
HDyVgwbyy+aiucg3ag6EfpZHM1 6DVA+UwHSOWNS5cgByrJgAiI2AWa9/rCoiXtTkz
b/hJbDIX1INZ2b8s8wZzt /MOeqgqyMRaDuR3LiGuX18y79ImYk8grdbAcsdsl5z1GHs
+5Zuzs3K3MEAMW2 £ £9c6QUMEkMGMAKtMEG/hdigFcpzbX1SmxgZVw4EM1 /OLEftTI
Y/6k4QUE+TXh200eN15VGEMYam6+AMJWPC9ulI/AtMy5y3yOcuouRXayBgpfy5Hg
xbxzoQGhUgg7P+PnOMP jUn5bQdbHfnbyK4kv5sGQrocQ40qgtk7vODaExOmcmOwN3
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Zs7jzcVXRC6bZtH5yxR52zDdgzsH7gqgXHRe80Z4yhvcdmokrQrswiIL5kFt43gL3y
h/cI1Bp4KBX6pgflIzoFuiO9scgFVRvtHygsgQ+UgWwug8xMWgXFaHuy9jrrPUls
1V2hQ96pKCKERQkt 51 9xXMKmT8/w7neq5rUUyOtCgLcT/E6NMwmpyZv4F8BQoHeAO
69PHQ7dg2uDeKAyy7szDr7EPA/1Jc/AiRRX300hPEc6xgiYFO6U4Mc+Wrfl50W/2
SFuh5+23j09W1y0XVMSMOvXGEblwiIp3QZqWUfavm4CONyXLjfCkNg/M/ rI JRFEIXr
sToHAyus3wrRT+UVN4ARzT4thfejIx65026NFyAE8geZNd/cggcCLOzX0Wuh2ul7
opk1l0J2QCYuxsHHQf93VenwulLhh8669HAPTuInwOpoWzmy 6nUTWifZ/MXIgg3WcG
E8mk jOpsl2vGJIfHPASWA3/cwJ83dI1LKzJAOXHaURUICOyvzblal8Q047t2g6Nel
FLAOIHWGPSvBbhw292F141iT20Se3CQ8QjfKRW36862zJM1sjjJRLLLItnAUOeIyNX
OwXB4pb6m2emOZWfp052z13bmAVc9/Ja5Ikgf8pCgL004WZpKF4kJ+7wuoIbwisx
mu5aD3C3+wzRZ5d8KEDULGY6Egt SmhGw3 JBUOSS8hML621YiugAwiTZL1lmmX jcmY /
nB/YncK44CBsJelOJyInx6trRMIBuwo3K9+Ul7e/Q1ZgrilZph5InrB0d+v0O+bSy
1gYu31lF/1AQplxijK3siURAEUWXYw10T2gbHRhJO3MwvSi/1Hz2jFd1611JTC40e
vBPfwOt3wv47assyifSqlVL4AwKGkpN6 9k jmvwQzfBO20Sx0YebosX0v10OCjHTpvz
Eg6986NX5P7sXt9L10Q48xBmrSjaB2Nmh2Vwhxt0/nNd4yyMUHpaGC/Hht /pnUlU6
2fTGCgA1LOXmZT721b80SPkt 6quZ+8xDbpX/183FsMI9Bt3/m8x7Nxk6HRHj+GVsv
Zo5epA+EX5gQNZ/EFg5FoNUuXu/ j15AwME 5t 16XoLxuy jdIdT0TkJ2/ fYXgA jmWg
IV8IaPJpiJQ8jjuEPNean4Uu3UI5dl4katc8yWIHVTA3ANXpAO6Jz1l+ujhPkRsdr
9xSuV63fNXg60C2wrFU/B2E/rAf7fP11ZlatvIb6AksnwXHaR2+apyI4tgoBEggN
eHS5rggr/vtEAYybOrz5bzQ09ZLBvaQ6Sy61ijaNbJJU720Mwl fNHATUhYpeMcqy 6
RhLOrFX/OwyRecOYtyJm+8N4/nmea2ggdbdN2ajETIGXbEUIwBLUXYEpg22XIrIu
1C+Xgm7E+vcGODynGLW5AR2HVRKNNFeUerCEOMi131ns0tbpls8FH8cLIEzZpU/6Jr
4+A711E2aY30HIbXcMhGVkFRFKawZ11GSY/3A0/zuWcPLREvEI9iIcO+73£fDrXwg
CUg2KoHBh81lrwMDzx9HBEThByO++sY+8FdYPtC5EmMMHS2gICDSfcmiI8dC5J2bla
Zfv2s5rw81FMWx3IjmAt 84 JPNJFvXoCmlbWInhX2YZP312MZdVRq1RQW1SZ 9eQFp
WyYA4Dohp27izdz8Hk1162EMEsy jumHHAF18ZuY1GETLFyzJcJjJb4THIbi2S+yp
Z+83HZOoTX90WYh2M3/S15jUuVxs0KSM80dJDNE+zbRmzgKLihl 9EWkFRaEPG1d1H
g8uMXg0CHByd303MVR3z+WPQE+t ZOxHjhtMVION/5cfKTqO4UNWVIYup8pUYas8Eal
4RVvH1Dc6V7HARTWo71ai6vm8lp3UloOvVaIX9j7mx5+WLmPznM7KcIFCIQ1ihXANM
Eul/tbpFG6s0GgVacHsz84P3laZzZuFe6i+gjlz+Xr2P jNgshZJOHzLtuTuWsBMdw
12A0UCOA+icf5564zgsyYJ6I5igKvFdLO00zoVMELSpFgCdEKASIHYfPnI1wsAMnp
ogjcoxfwoXnDKxKF jS2Qhae3Iqgqnn64YDxCD+gt xHPe 9OMRFQVbM52yPxLGPwrayr
1YhDipe4d4Nh67gYRaNdsmG7hnVA6z1GhaEyPaP5AJ+YsuH85cMV7Ck11H19JFcx31
7ZCJjw5FQGx5Th00ZBJeEp24y09YPRN108Sy9gAhIc34ZeBoFfx08F1hu/Ii55n+c
yme3YGUazZhErIP8TwoSes0daEXzSn8oGwiWspxRP282frfyUAhe8WOOULlKgL12FI
bRZiVIS/F/QgoDkpx0lT2z1rMoAs0Q950y/ 9XtNw7ywsbLIVIVXNVOKCK+S79eIY
XxCvDW1ZSOLAXZKdstP9ZZiAgkC5bANPMFZ1EUPXBSJCBEblcav4k 7NV4 £fTYNQ4V
Niy8WS/OUMFWZHwS5BITRjRx2bwmvaSEKuUPPiGtZ41QV8j/jguZyZp50H6pkG1lC2B
RAoixTqjdy9w6DbC5ruYke0o0px/nkH5VE6NHGOdDzuyEPtkmYVkgMezNDnx1gyngV
QrPZIvsHT97MYbzj58Y8DbTx/hBr/uJ+ya39MsR+N+vpBVIt3ubM9i91906akTWg
rBbNwdUOayLOR4q/T1mDYVmSOclxDwVe8kLD9vMiNcwobOkzxZK7J2QcgdcromDf
8vNMz jYu4DmR7WaE9wfzUk3FpixeWIrhJpdNC9cUaZ3I6y7RSN143mKdZF54x6JX
AnSbwNE6dtuLKa07MutWug2MbBDQDIgxattEmnRniwOjClKAQYKt JM4AMOQVEUTy2
xubs/4wjIS+YOdmH1IXG1lnXPIN2SmFgElpuBJ/5hdplBOIFGHUj7KUra71N/TqtRU
e3NjQ1C5VbbYNIxvcSsKgaVBlESsxgEuC8pmJ4N8FBVclWekXo5kn1NevME IJphMO
Fv9gyRO7NDCNRY70Y2yzyhnoZN1FHQr7GxeaeKseOtNc7kM1QMeCdhZ53wPyLJ81
1G41CHDePQ1RtI/Kg3foHyNG4bvQ3vgPPt9s4T5fX7GStMOxh7701i2Njo90dNidJd
2+eyVuGFwwP4PNeEgqEYe81CGygDbGxh/I02zBPV3UgFpx/eWWx 7FwmOVBuU8I3NYT
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OOAtTUBOKWDXFZ+02uwKwZ1+Z8FBStB+HLUP5c03Iwo4gDkWWbSP2S0IeDnCOfbF
nAOHb8tHJI8AbeJGcnakE23nsgIl+dal62PL623w72uvK6SFVvPNS+g93uPxNNKmh71u
rg0hQiaDtBSgSYRaloLuA8Cuh2+K+AUKIc5mnC3VRpje/QqISqgUéq/3tQ7LE/bip
qJONE7TiWw8hKRhOPggRuLVDpYk8gaqujTt76rVZwY3Dd0rc5bX1jTp7YZpMKeg+
3YSt1lo2zgFrMc3niyYzsDPoNsZhxUJFLMIynBQO3+HpX1ve8WbyKJI5WakS5E0H18
rHmLEJrQ4PYsu8yFosaRt fDDMEfWA+pYSgnHSwIOVAx1XS4Fs4uSPbprbuSNo+ARpY
P1M97viQDUdxB4co3vcChQYRv+j5fzxE0nd2ceKT j9XJ3RrufrAS5KhBB4 700XxV j
HNpSW2ERPEBIRszF3p2J/V1IHQRDA26MrORwWEpZ4r5ImvI1NXKZyw+mnZam+SE0PF
/X9g5MCZtCrPWFHI1AIRB8S2XUvbQMjh2c4BWPExc1Dw=

B.3.14. S/MIME Encrypted and Signed Over a Complex Message, Injected
Headers With hcp_minimal

This is a encrypted and signed S/MIME message using PKCS#7
envelopedData around signedData. The payload is a multipart/
alternative message with an inline image/png attachment. It uses the
Injected Headers header protection scheme with the hcp_minimal Header
Confidentiality Policy.

It has the following structure:

application/pkcs7-mime [smime.p7m] 9620 bytes
(decrypts to)
application/pkcs7-mime [smime.p7m] 6114 bytes
(unwraps to)
multipart/mixed 1848 bytes
multipart/alternative 1136 bytes
text/plain 387 bytes
text/html 482 bytes
image/png inline 236 bytes

Its contents are:

Content-Transfer-Encoding: base64

Content-Type: application/pkcs7-mime; name="smime.p7m";
smime-type="enveloped-data"

Subject: [...]

Message—ID:
<smime-enc-signed-complex—-injected-minimal@lhp.example>

From: Alice <alice@smime.example>

To: Bob <bob@smime.example>

Date: Sat, 20 Feb 2021 12:09:02 -0500

User—-Agent: Sample MUA Version 1.0

MITbvAYJKoZIhvcNAQcDoIIbrTCCG6kCAQAXggMOMI IBhATBADBsMFUXDTALBgNV
BAOTBElFVEYXETAPBgNVBASTCEXBTVBTIFAHMTEWLwYDVQODEyhTYW1wbGUgTEFEFN
UFMgU1NBIENlcnRpZml jYXRpb24gQXv0aG9yaXR5AhMPLSWIETMXSs5CVIeh7500
BogOMAOGCSgGSIb3DQEBAQUABIIBADkVMpcJRfEa4tT386C51a350z07sK9g9ynl
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vdGRpk9pUDuldIeiobwlLIzCtwl4Tt jfxI3m9IsELOKDMSszkVOAANUZwx1576jpM7
qE1l/7d2D+WXVGAI560e6ihINfrnPUJmk6BCj2Vk9918mX2FaDTtCQsVnrK/gDNu6
c8b8uJJIbjegqbuDN8cyhATJA2+gS1l/Fhoxieu2uiYU2CRJTEfGELUOB5ReaksOxw9g
ICfc55w7fuiIpTo7egwLaPaA3md4yUGoQSfoe+FZm4tCpsyIufBR3IYXRVMPFMS2Qf
k5G6zZ20nLkxynZ3SEy+XjqO04q3HZS+3ylb3ikQlo+7umpZI/eQ3kwggGEAgGEAMGWW
VTENMASGA1UEChMESUVURJERMA8GA1UECXMITEFNUFMgV0cxMTAVBgNVBAMTKENh
bXBsZSBMQU1QUyBSUOEgQ2VydGlmaWNhdGlvbiBBdXRob3JpdHkCEZB8ROAPhiY6
HGLS64Mv1sDXhpQwDQYJKoZIhvcNAQEBBQAEggEAafaf61lhcWl9exMGYiSEL JjgEQ
wFgMk JInWObOGS4Tng360AA1GiLI3IBV4QEgejr/FhI6A1HeN/LFxBMhYBXiMrgm
d3HVnDt 1WSNOcCEoyECUeaAPQxVKbVvXCPGgsts59nCtEZwE2Ct58RLkd431BAEL03
TPgKfzo7uO0wADP 1KHfxSpz Jwmp j 6HP 2pKNaVZNKN 9w4 ZTMHCWDRWR+3WXb+kwlp0
7ChjrmpLPUWRhRE11jniRdx1tM8R601mbB/6r jt pRXbKZH6 JTYBRMONnzHJIg9wsMo
WEGn/uYtvIegg4e2v/H5peAl4Fp79u8ndV7c7xyPsGDbVINARvy5hfYQF/m72jCC
GI4GCSgGSIb3DQEHATAABglghkgBZOMEAQIEEBxCcSQvgHyVEtT5BnVpnby6uAghhg
I79rjVcQLwsmiWeOaVCPz8zezMot4x7NhxWfX0RKueazhiW880A8ASrDW+77sbg83
HMur9uth951A3ICkugZfb/Pj4GTxR2TNYDgiv5R79WcO0yf4gG2Gb/Kg7CE97/ 6pE
/9U65LLUMDXIdL1Z73rlxjjtN7LVI8HN8PuUgt T8gIEnw09IIp7aSh0T/xaV4FOL
Bahsnd4oRINgxXYEQOgJB/vOOrDpL5UxLwCoS40dsalPUY4M/03+IgoIuadv8nako
qrzULjcy7XFNxQCvVP8UDNtvjoTZ7+RB4sLmRNA5qIpIR56dXjUMY8z1izEIQROLI
B4f4fp5IcCxU78U0+JRU7IPJIYbD+0Xctx2pEOYWd1l79cK3AErM2wSOf9xuQt//s2
CqugezZyeFs/1+WVgCjuSBJUOpnRS1gZvz3B6ulBPK/gehAGFpR5LHbul fjWelny
0svghMcozSvTBm7x£f9sI1SF0Xd13G7cdHXHsyYc8v4huclggFved/5vX0+QCetkh
H9vThgYQFd8tno4miPI1P7KvtypnLUeREpFt2pkuvy4pZl+Z2J6cZI3DaoKviI/M
4Nhh5SigtwrM4ZTweTwCojjvdr4iEWRLO3KscA3X41AKm2XqoNNASzhLw45bj3t5
nJiAVobedEiCefugqp0gg6lPz5WyeP0O2u/uG3mZKCsouebdQEl4xhRub/aHag70nkK
cXLnAV8knPXcA38r7h31AGgCc2ZB1CQiXs6ewaNz80oJPr+P5dd6TALhtev9Z8pz5
YeNWY 95AmMMMNAVSFWAQ4ASGALAp2hH3w2yJTubF04Caacxouy9bBIMAanIfxS+il/
gkU4dn/3Em+wMOtEPznYckcrsFi+bQMyE6/DWiyalykCTr7I1TQGep71wsDaX5Qb
mfnhBDo7v0zGkgvchMMAxgD 6HKBPO jdvnMCmFMVAvV33 jErGGGkLxV6e1lQnt InFt 6P
K9aGiS9EbUOV2spQQJIZ8gXIJRBWAP 7E0c40EoDkSVNnx2XBZD9Cat zPnbgf71gWdFS
tCka7NX1uuRUV/R1GWA2AArMHWpAECzTdVfkQ9nSNgkeyZbcPazgr 7TWUKXM6SNED
KgchxJTC£Q6dJC/+dDIMCJIHBFNNT j41CgJ/Uaf8FeSHnvGnAhPogjgrENY jJM/gh
czK0XK2x3hzgglf7I£f5CUgqD41C0yzHAlfHO1KZQprZHIXwI+QhjHzcJ+uKovp+3x
muSiWxhHpwF54E000D97Z81UDdSeypk80wazoIKgEFXm99jeBgvITDhXQYWUIfAFS
Qnpp/CR1d6mfyvewAAw/ /K+/fwz0PwK4RuXSgOupbodg9dM90+dFOAidpd5Ruu/t
pPGnP94ytVLIouSKg8rM/ZP0G151£fLB56Ps7JjadBOFPz6nepHkMDWEZu5U8tgOqg/
akx6Z2akjgkTIVkhHC/HSypAC9d13AYm8XV/UAJOCPGiAZPLh9/1NgpVSadeQ/Zjl
82DJg6usgfxm9IDPTvpxQ8+KuQMNY8vWIRrn6HCnoTh6eE440m0ot 94pr1FOLLUUT
BANmMXOYxSHPJ7IAduMUUVh6h2JMIhiVkfP+mZj/4Sy9iBc/8DS0SgpVlcletv7F3
fGkzsDrMrdMT3YwxpF5dX9k8rIabWYO1l03YVHAfPUNK6r9sdlasvGgXVenMBANuv
ZhHPs8NtYgdbRfOAfrtaEsE6SNUbEUI1ndJiDZE6hOdfIb0OQ92++95XmEneODZ01
6kXylHeheBzeOCelw6TXxhkTaSBPcr9GRBeXoTThiLev4 jZG4LDjRU39hZiGKJIQB
S5hJIBnL5DBfEy8uR9IXNcHHZpcBSnWg7FWESNOlywaCFmOKXrJp40oZjvvVn3hdzWRP+
H50W1i7BNh83CSxgGEGuw3gnSrZtzcpnt3/pbNJOVBEI14RE39eVZuDT3d3n/1Qho
ae2X6PhEGOMMgSObXZzL7¢cYsQ01itf£fsLJUDLaoJXT7tTHhhyaxNUY6Agk8ROA6FC+
07T6EL5cZQ5pg9ERt24WLUfIQrUGah/nE6+ebdjlGmc2DF+NM/+VGcLJ+3CSzule
fCxi31BhvGr6/62CFjPk5XMR3xRrnV1xgj/7TA42/tFpOFi0Q70I2Kp7x14ylcdoP
LmLP/6PgY498fadbyWgDEWNICOM60W5B+T12/p9d0UOMZ0OafSmSKLO+5TSzjT7JdC
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xptzej¥Yn0TOtl/dwsYCsmvu8NRCsEAUT7B02ZrTbzau98CrSOEQP51LJ0ploRv14w
gXA50wm9prFINSOuSpVNO3iEQFGBYvV2t/z1hWC8H2gJaV/0hgY6RcISGWSICO6LHE
aghX20mpHao31E1Bit 6XdWg7iDtp jwtQPJv6USeFbCxugk9xSGe6cBHeS1IMQOh3xBH
0z75ey41DSTO+B4IwWjzHQOM+JS9/edI2wq/yezQGpF0U+mULZk 9OOWTUXpacnx66
DbOyeglPiA8tYZPR47nHONFEW4NnGeF6gjHpWjse/a0c6Jx1ALA60QN6cpKrIfb+8
y/LknlV4xgFHcsG1C3GNyMDTVA7A3CDCACALCAXD5v1OFHWLIIemygKspPIBZIP7
v2mXgheE4arGO6MTubsCAPYB8L220WjdpGy9Q05¢c91lay52DvH65InnfsrtopkKSfU
RuVo2eNrGKKSseL3wFUS/xjmSvYJDWDVScT/KNtRWi8FDuLw+1Cqg/eOC/CaQ95a/
X6rKyGuEImUYLelfiFJ862zZKhQ1l9+LOMjituykizW68szy+5axC62aBP/Q6Dv+Vm
2N10VssZubRNnFvzg+Sx2Mr2GdnLC3wb/zFnYe3Ctm4WSJ72khpBfH66s6gzPZC9
RXJAghEHdV8HiQ1YR1YrL1QfwON28p7PpMcOIJ7cemv1VI3L1l/ysxppMA3CZIm4Q
ROUIAG7s5pl/j1G3D6wHmkibNs3uUS4S5TuzT52assAMpQPJIM12tF+ubwEtRghiA
6s2u4 JNOQEWyzCDNitKGz jtw81fBVMOPDHRGt IOWFemCWt lppNt0o4R1KEf8NJjOfP £
lupXyISaAFEGggwbxx/02WraNc9pO0gq7COJZZFAGW2DPA6eyC3yKcLT3GuiNGuDl1lp
DrzlrEfo2thkAyqgsyG51MNkzooihi7InouvIgUCmshAErlqgr jwGeBrcsdVNKurOE
KEQFLtI3PycbnBxC4g6V3VijyNHLS50oscmbgxoFVaMIbK3ApXNzuWwl6hsMI1tHeTu
ZWAMUMnGlKbgL091HUaTvUhzMaaK1R/dZWG1J420tB3L9%9aEud6lU4ThdEz1EjC1d
TVEt14220QzeYUl6Tg5WiHU/MxmsqgOQsBO9A0kHDbZ99nGeGsUNUSk9xfF20V1£fsD
kKnNrdNg6xD+Bp3iFxjLxMsr6HzXNaAQTRIJTB8EagqCAp4BgkT9j9xMsUIY185eFu
SI7J9ze8WAGAHQIOWSY2QxVbjO5I0S12z8ZNy2Fv7JeDkCsePALUKCADXN1PHRoxsa
bcpXnloiJAb+PMOV4AGYOR3jy9+NznK1KeHYGi81FA4I8ul7ukS9VBM89BHNGYIO
ajv82mXIessCtaSClGjy5vWNIFrYyHKWNdxd/vQgwV09EAfbhD5Q3X1SiwvCvdvl
hQRWAF9E3GMXAg7q93r23Q/cIQpkaDHzOK+p637fnaEawuSDUSpTANgz5NdNSAPe
Df8unnMfl1L7cwlO0EDOWO5JHalTZBMZe JBOG2+074YE2HzZm5omS6fomxsQ5Ldoe
JaCAMDTFXy9SaM1H/0R45750cyD+2xrJAWtgzam7JUiSeeWdpXdnTgkt 7TnrrpE9T
eHHbf3v79yWBng60v2N2bUii8uoyZmGrnT8pRC6/0814qwZWm3GxsB4WBv/O0EmMTr
20ARsnc9A/ve9E04TcsMLzBBPV8P8PouFogK6001+QATE8CBY3GekgAXAir7r1Nv
V1nz8UKFQt+KoDyZakAyxk6/haJdJajS9vKnREJFNs12w9YpllbQsQXwaLwu6by2EQP
V1ph2IN6BH1+v52YtLQ6ntEIcX7WwBEW1cJCCcQAMILWIOSuUwIrIYXSkDaQ3Sw+YDz
OoNRiHneHKaW7HevSOZY+Kk/A6XozbAXxeudv/LeCWALBXbz7r1kd9p/0t7M69bJR
ysTKvNcnBEbHgMK7eggzgd8saboT++vWnO0Ye5VV2Jcg2FOm4x1rgscniJZnxUUR
926191t fVNV/rjcDymUSmKGT1+1AU+LgS5/0T8adjEbAYYN1v92gSIPLQXeOBmJ
McheNy1lR6WsAXo80F8VJI818fwM3Npt0439pKYIdXfVoOjH2FQXfCTyv1YZL4OhEF
Y8Do90PbiBaKtUl1lgH2hEUrogERXS7DLUl0oSO0yA6jD78eDD8fGs0KYomHialws7L
m61aUjiU3RglTQ44hZFhglfM1zUgCXc94ul0wXuRdpik2abxTmCgcWnzPZJFGK6Vk
OoF1vZLfve2b9fdG4EB7uuQ+Q9IVIrTuilbH5d9%k1S0A4£fQ94Q05Rcy2k 9+xKU+Tn
s7TKUduEGalV10Bt zfCMpdlXbHLat21nAlsspZwYYOUCfc5£6HNclyAOC+8£CCbnD
f+tRvZ0OKxpgGr2t 6z6b+3dZNZUNNBQIiEWIOUIP+TOQEgdzR1YL9gg3BowpQlV+Koy
dGFRKXcKD1yBPevC6jkf+GjE+0cDBtgl2gCN1Ql fESmXQMtFiduce0KThx98kx/L
ZJEWOZvOoWSk7J+BhiWtbGtOyzeZJ6s29i+f8mtzyycmc85wIuzoPIvIdXmIyyXO
NnnCNc2J3G6PydP/xNP4z5gcdVYwi96JC42CcO0uwRdZ18D50NOLpZdLUEV4Y9vZu
86 jJLXnWAF5pIf2JgB8rDjrUtubl jptngFWmeX0QonYme jzyb+UUfo/cghalZvKTW
4KzJ+NOAwZVLnYglWA6XKkQFmxKjVImSTTYESO0S5ylznpKfz60eXR1tKsxrzCJns3r
WysdeDewoUczT3UbZ5X0S7AKtUI3By8+CHHzKW1UOZWGk 9+wZeJT4cJIJIDaRM6eUO
v2YHnDxXyR805VhG1E/UxRO90C4iPrzYleAG7amMapIl IKmb26Z0JYcyKuw jNglWlt
mTzz0VI3t jsHXgPWHEMi1ZyI59esnDD1XucN86YfpT6W4PMHz3+LzTutcxMpx2Yhd
OfMmDFITE7bkJ+60QrLOa+BjScN6jRUQsxUegyrjO00OYW2zelo+gXAceznJdzUX2hv
V8C228zzHZUSNv6h+dRXdazt Au2QTtgPHFQawCgB3UX1u67Ulnlvxb7/JVshl2as
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hkioncKVxXhHKSps9i9uZ0GgzRwmCo31h8WDkSDUeD8e4m8Sj9aCYvPEyN1d442n
H1dVFGAnskP/hBeRYG56JJTN/W4Bzsy8b2K92y1QdZmlNVzwCBSp2r2k5eYGdPmO
cOlwT5xUKkubKgQmpdAzBCeAJBhOUY9QuCtyP1CjZ6WVaFG/QVvaXbByiI/20vIP
Z5TO0+1t8QB2KkEO5S5KXSYnWkxcyaelYHTkSdsTICUnmDgT 61y jGFuDf£SguDtNOp6H9
1yCPKLE1SNcL3z63fDngAivYZEOLyicVInAGuKMzV5THg72IXU7VANOWOf£+dNDY
3jHSYCNYwYXW700r8golnfgZgBzzoEeUWGMhFHyubXoaJOBcZhRG3CPggPnUY81ij
20UXJY02X2r7+pRRx6H7V1taYZA%90s6VKoyM01i2V1cI¥sOulneXd3H+tejP1ldzJYr
1b1x2Cd2Fw4NmCUimekWxSFyhuS5GPHcvqUOOkA25D jktmsgIMKxZdt Z8WvNYnC4U
sh5m8JjYPQqvELzvt+ElszengbK5sQUam7I1nl1zT7/3cYTB8sAJkuLcAy9u/Y9+M
y3xggO0VhH+4/j032w4Vml1YB8FT8HMOMg62hYz4XHhQOS/D5r6dvnDUgSZOVXMNV+
PHPQhUrUFQ4 fAFWzN9I06Pen2IfWDJKI9+ftVP/CwQxXFvG3lzJdualKbo2IvujN
NnO5Gc01PHgQFIMBYy5pVTUwglylr+RTBRnv22/paj3ihlr7iBpSKAgqt 1BEssBIHL
E3Nwkd2P/zM8vccDdoxjsL6Ss/sjweS5yU21CncXDevRd/hpN6OTXSWsw6Vn1NS5£fh
WE7NVmwQ+FQ2Hw0ro33zRiYsY/ZgIlasl0OedR/ybDho0BOcx5170IyEdowQpFaJKs
W3NYVvaMt JZI7AANOHg7gxKx/TstLCkyzFsad41l0gnjjzLTVubwyWQywERt jv5U/m
1CCXzV/g3pBARgGENMhmwdRb4Xfp6Ik/LFzRAAG/t528iMKgrVKa8EJeiOqo6iGiy
b6NJAvZzaOb7SprYvOmOfow3nsWSCA3mMOVrdmEyCkQVeKZqg/CEmMWKD+XKV702YxiC
WlvyaQITXt+s8Pi3GqoPTfTg3TE4KoGUQymElcgBZgEJs1IMFXWz1ldvspyS4hpOOr
LOwqg/04RkYhXHMfib1lsAC39Dxxct OKHEJ6cFxaWf7ABIVwMk1EuKtm/QI1Gh351g
N064Qn4kwMhr5/glYjIFKIJLUIMMKWG/bkglx0L2eIUpD+UFzSC2E jvpimP TAhNx
RsZk4aWNscJI11BgaedpZl5Z0jjBQ1l46+QGcri2isW6BkiJ/d0LAMbQT3g5E jedx
I8+xt3C6U40Icf6gQD0Zr3AgOQGTIa42iuYhAK6I3ieJan051yv3PjfX9nxxdsos
EUvn8b8iG51iQpwbJEbhl1UhbXFppv8BXDC3DphmINIR/v4456Q7KwZ/IDD/zUI74
K6JUX01lN4YuzDrXMZnMR6oHYywLgvHMvXQd3F1KRpr8A90fuQdO5J1+YLhNtrzquj
1wuU3soH+zNeM1dLjOpGust8sdezM+6maqgl/ILZ+5GA43RGU61td7yyGpfbG49IM1
SGBPSyMn6MhKyngbNMJp759xxT19HeJ/pFglBAVVQoCDJIMEb17V10LZIgD0ODb/ 71
qUF /hkPg2siW/VctBOmgFZWLLOeh0s2zmzuZAFeTUmtvtulaO/R8YcujUEyw7nR/
8SmT4nxvdl j2n4dLW48ukpkahCkULWVR248qmZr+1DWYPuz4P70Js0Sk2dois0Osr
ZH/EgSGHRtyHbv7NxchaEWITkKuH+koQMYCE8g7WoW/kcsrqRuuV50PYgKl1lmt Z8
5n7duXNnnO8hLhahIcA9rXYchQlP1dIZCx30I3VVvRh94CQeyTjFzz1BCZOyESzWt
/ajcNHM7gRo20YUyGymikspuvvKozoAiRPS4rTK88un30jv1I8+JLZyiNHaNuOGz
uP5h/BuuwOcKY3eLCgt TsapMgAMvybQB4hZgxywoEwKvZUwCA/HJkoxuwSeuM2uH
PmmxufmgWHNdNg3BSCpNOxjclf5/ZGQZGREJYTKwY5QsyeHItmHr 3rCGM+Qbdm3H
4YoGwPh6sa/TVIkX1ad4z1E1VzDV1gN3+ecy34zJeZLfgndf6cYJ1Qz8ga+WETt67
QIg84sNMaKCaCnUldP2xVFDLwxzgMhHXrYEOrLGt 3tGFRbxGJH7ecz02vHp8CWdg
VhPyBO5RPFgch57GAsul IVNwhKUY1gvFb/9aECYgONcxgNcvOCKGSVgyRDWGV0OSh
wPyluTaz+00xSQGaYvU3THYzzQ852gq09DbDhH8xR7QsDTpTbRr2Rk5CSNHw/gNsh
0gqgdYL44V+ryJA52q/zBESoP1oyZX3Yy9c8PbI0n49sm8YOKWbHoBhsywREdAt TsH
OhKK531XjgaZY/pTen2D34xSh8guGQIseDi4DMAKRMAhMCQCD8sbzKk3ZBujCB8J
JQioHhcIk7wHbcBrtL/P+MZkp3StzSncn/zr+2gd9H+Gs1dS/gun5ZpspGeCk3xT
tG7VgZxKyehEXeE1CXgbNtwGKnsKOAGZ84MMNukFt3EIs1x9JR83581B6tpYeY/ J
7zYSAdwnUlxvtt /ETW682XYQVRBHS86VvKunHAN1EZv1eRLASNA9WM+5LmMRM107 7N9
x8n/1gqvmdIpzVu8g9sQzy/31rWtN+£35p6ISDRs+KHOX9EYvpagrh/dwVacsd/XBIJ
T/La84y5fr9p6pNOD1gBr0s9c3Vkw61isbZXNdYrSwYOACRmzXJ/51Mxt4P8r4RQC
HVaPR/tewyb8GF46BQ/gllVnc8eQK6GH2yw3FZbadhKJ6HAGEyt fvMUSdoSF2Do9
XUYROFgS5BEThAGYx1RFfVROK+BdAgLJpD3Fx1UzZ3fFrmy jE5+vxe86H004x6j3WI
A41jep6yAgRzIFJ7E//L2+5/7drzD8 jhinwH2CKQZiSoSqTMAVQNAS1BSdR108X8
VEO0P11sV1zr7VwyLFJ4K/QB1InLAONj2wcgGAS1i00ns7w5IJJV4HbZx/cyDwyekA
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B.3.15. S/MIME Encrypted and Signed Over a Complex Message, Injected
Headers With hcp_minimal (+ Legacy Display)

This is a encrypted and signed S/MIME message using PKCS#7
envelopedData around signedData. The payload is a multipart/
alternative message with an inline image/png attachment. It uses the
Injected Headers header protection scheme with the hcp_minimal Header
Confidentiality Policy with a "Legacy Display" part.

It has the following structure:

application/pkcs7-mime [smime.p7m] 10205 bytes
(decrypts to)
application/pkcs7-mime [smime.p7m] 6548 bytes
(unwraps to)
multipart/mixed 2157 bytes
multipart/alternative 1431 bytes
text/plain 485 bytes
text/html 637 bytes
image/png inline 236 bytes

Its contents are:

Content-Transfer—-Encoding: base64

Content-Type: application/pkcs7-mime; name="smime.p7m";
smime-type="enveloped-data"

Subject: [...]

Message—-ID:
<smime-enc-signed-complex—-injected-minimal-legacy@lhp.example>

From: Alice <alice@smime.example>

To: Bob <bob@smime.example>

Date: Sat, 20 Feb 2021 12:10:02 -0500

User—-Agent: Sample MUA Version 1.0

MIIdbAYJKoZIhvcNAQcDoIIdXTCCHVKCAQAxggMOMITIBhAIBADBsMFUxXDTALBgNV
BAOTBEL1FVEYXETAPBgNVBASTCEXBTVBT IFAHMTEWLWYDVQQODEYhTYW1wbGUgTEFN
UFMgUINBIENlcnRpZml jYXRpb24gQ0XvV0aG9yaXR5AhMPLSWIETMXSs5CVIeh7300
BogOMAOGCSgGSIb3DQEBAQUABIIBAF3P8K//f2QuFu3CB1QYWA1UVOKdVUefYICd
TG2PVF1sq76rPSChX/WA765rYh7rlp7cpKSvcuGYKkLHXA28CX1iR81i77ZCcoxFVVR
vOgPGTZZ9eoNvpYaOgOai 6KVhkRbGTwyXC6mil8N+Sy6tLCtR96jSLi8k4EDtKJs
v4cCrA4QRDEPNFyzft j48yfjhKCBZSjnlPSeqbp5RW132SFKGe81k72ez4VV/pzK
1d0G91tviQlffeRF1I71VPEQov3fKCkkxCo/hlDilcFA08807TMc6U8DwiaMr8x4
rQXB5S8uBJBLNuhrdFiNIftRM20Jp31ij5DM3YRBoUvnDaKfiEMOQwggGEAgGEAMGwWW
VTENMASGA1UEChMESUVURJERMA8GA1UECXMITEFNUFMgV0cxMTAVBgNVBAMTKENh
bXBsZSBMQU1QUyBSUOEgQ2VydGlmaWNhdGlvbiBBdXRob3JpdHkCEzZB8ROAPhiY6
HGLS64Mv1sDXhpQwDQYJK0oZ IhvcNAQEBBQAEggEAGURE7UAzZmMI9E1V1eX0vu8IXiY
vh/9cLBb2MVAmWGKIWHt hSLx1ZA5X64VxdGjFM1ZzPanUhhexMLTZaP3ADx57dat
SnmSfpTIXXbpkok CPBL+NBpA8e 9vtWAOS7TyIgfpwdJyBbfcYi0CHGgs1lqg/ctRsVF
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UyksjPX0dvJjgSM7Tngd7F3FIToSdoelZtprDHh/opM/acdl++govSgdyL8AZak7
mSU28HbTnBZD5iXxCppi0LH2wK6KEfwPgSV3AG8wTpdlgF8v1lIvijF2Sur 9Jx+hwKZ
1kNPDKOH8G+PgnIA800gH2VDW4HuUS j64hxShEWzAXUFgNgHPwxFbfOh5Lu0S3DCC
Gj4GCSgGSIb3DQEHATAIBGlghkgBZQOMEAQIEEIOERS8IO7SembW0J+kNg4ygAghoQ
QCNckOUPTLID4uHVLA4bv4AN9 /bwiWoKN68FQvcoXFHbicA+KkrxCMHO+nIrFVSNnC
FtVXb5N90rVy82ACdATIMWQzC/npdl fKOB41F8f50wkRSG101CZvxE/LgDhFNfLrvV
xHdPWi6djHNRKK96S8HDWhROFtCrCt 6kSP62A0/U4x/FUAcCQOxxc/ad0OwHACuUcFe
IDeoHb8ne3fF3cyuh4Q1K5MAWOg9xp4QwidnA6GWUYYFYIOVT78X8jYvxwCl5XRKiWaH
rdeQCMdY78V56IvSXto85uCIDMgsvTs+xRyyQZpzm9dt 6LWRMm4XNmkt 8deoXn8g
K8G5QenEWFqj3uPVNTMSVYWASWCx/qgCDt jeNZkM70EGhX6SXm8 JRhmj3QHSOwth
rc6TpcbmGZ8ZWBGXOV1IGPpL4JPB7 jgewWM1lgEnZOjofwyOLAQxXxhngpPOEMTvVENSrm
/yeDFBz9gPX4Q/Z90UnPYybiVYoly8Flam5bJgne JRIXFUJVISEOrFkwzMv+cely
WaicDNCPbXI71Kgj2KdT1NefcSSRImtEYgnl4aKeIOMWAOHHfCkmf8SMkLGY2Cqgl
DdH4sf02yoiXpCa3iElBaoPavMrkVzudyrzRXqIRIDci8ND4knhVdayLUfvyZ2yB
aNomiQ9AMtya2CCGh3GJIfTwz2UlIzEaZ0On7ZczW+2pWBCMatvgQfbt CDEhmX1QGN
V2UGz26tMwf775yNhAoldYesgZZp+tnGlmlMnwGgbWIxygM+FPO+Bmj7/g8/vKC+
zZvuyYW9rwbU+VIMDQ+X6wlo6bz0Yv/znSAdKK15UI8nSmfkbechyN1BN90o+kX3uJR
Mw6gCShn+ouiA7PK7iy7PCaEAAPS8cRsT8XbYZ0083KcHZM2zaYZ5gGOPOnulcOX
GSmg27A1zRDjJIcP0aEJ/StIwomT8641Ge39dprTULlIj6LOpWWEa3x8M7 5SHWMmA 92
phMd2f7X+eht71Ix+ne/tc+0BGAKCWRRWIDMIrfpX9WeJZaZZmJIhNzT+geR176CQ
OPmmt sFaNt 0t oVbWDTquzcHIGRNFWRmMwL 9 jOxz1USPPtKAXIvtggYXdFshLDpx50
V3ETsmomoElrOMcwwHHB1rc3sVvNoP5cqgjNdmtYu/21X81c7BjFPfUQmwEMdhKbl
mYMEyzrWT+ABCCSzf9iNjkx590KSuVDi30FHOFguSF723QCw94nHfWj1lfhsx05tR
zaZpfuBwc+a2z1Pd9FCsubKTLwdiUVROAeFsgM114+1AVVIeAszZt8p2el/£++W+7
T+O0xYTpeN3/2sUr6t zJANWw+1dAMMmMiPqlE+2X1iSJ1HFqIyeHUSKJIVRh jxkbZIxo
e9tWowUOpb5abx1A1lE7rYiL4HIN9DoJSt LEGRADXYBCE76QQ0A10jJROJLMOFI4wlt
alUkC3MRpJeFfH12 jdFeeHoABM6NaLhOzS7+MtokP+zQsFcLea5FmCms SNAJVu8v
esS4A1p2szK6fuwXOhsPRAOAUialU0mc5zRo1xW+VD7vBOJIN+VxR7puh2b8/5gEd
XJgEedz0O8cDKRer7hSoLxDUsdJq7Ruidwvtsz8lpXeVF8ferw+weDNrM1diDSv3J
kk7X0qvLwz5Ud5W5D1ff02c168LbejB6ZgUzV7QgCKIzZzEHfgOz7AmZ4rkw3L2gaN
7TEME6JC+JGsgQsAB+QQgmwmM/atuaDcUXnzKrRWHMNL1XJe8Cdpd3tmquKkgp066C
gEriBgD1gKbt SZmYA80YRrjfFRKk5hXuPimek9XJaXn3t0abWwDniXvS+nE4+qyf
bylgy3ALwWm2NVMFkVAU7gFTLgK53sppEEMDMyR6bMoDX 72k 9vR1Gipb4JrOtkuAT
yZdVIgkW67kLHQtdyLSaGujNjAO 7t AMw8UTMzNW1x1T7KYHDrgoMMm6ohvXKPhhlg
PaHGTRExDebmW7hQ7nmcLHs9cad4cjBgAfeNCZrNhm2BZ1D46g061Nf56npjATYEL
sadmeJBAXtrvggC78CEfngLG5SEACZnKuUYHNpOBOMCUdgL4KHB15LmUg6 JBRIUUQ
4aZQHx5gJDCwhvcQCI9uAxtnhwxcwd/KUwGnt fBeyh71UAbLpNgJjF90J2UQfAE0L
3/9qr9Q0Q56NJT4Re90bu9XWzR/120chZplYy8WOcP1MZRQUlzqg/Fp7eDuYv6qy6jo
1lyZfWLLe/8u+zal61XbgksEvDrR21BelglvhJApw/LC7Ju5Qucsc5HTELND+k5TW
XUlQ4QI9VE3/JjRsoCuW2 jpqgAlkrLDAtxzHV4MkyDm9hgWHeFSSgLGguudOMxFel
76q/ubZsIxt8Ce3NuUAQcQMZdkUM+0e/4KEHFJPPUNfh6JbdX5wWJieOPRWt+1ceR
CaIpvQKaCPKPiGMWEyYI5xHcHJIDJJDy3WVmSCTtm+gka/CpwZcI8+szy9JRulnjyg
LviXjnEQm/413QFgW5eV30a7aUjjSEuh5+DvYWEB86ECneJhQCXG7c4ke+aIlE4ub
dx9dyOez2Mja¥0edmjy+xfNHYSfQfmD1MdarcPJv50BdM2NFiDPAVBgRQte8t Smz
rmjWb06 jRzhn7LEMGJRZ7UGjgsIL+/+MO8KckFs32yjzEfz0QUXyhaxn0BVT/4QU
1fQs3C3Perbudo5GXbhXIDIwkIoWLwbUyZee30/Q00NBpYsax7AAk/IuKNbdt5kz
LssTIXrLDnpFirt5pPDBFbaQTJrslrPLTiIZIMwwIIOryGbP+PON9g9XoQal0gPh
Ub/02CsSfragMboYltbhGMmSvPgnlC71dVzt1pMJ9LZdoHHgdtH64WgBO30dS1 jg
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rbOkUNNAzO0Sj72N2w5PM7RQ2wzbwNirC0eBrul2CmT4cPTGzQdeA3ygoAWVHYJOU
MYERTPUBHccQJjOqicPZIPz2FEtw5+40jxzudgyJOgRnt /teJH/MFCkKkDLIDC21i0Ga
JT13sSqTQMO jIBNb+3vAF607LVoRAFapgMj jbINHRvV £NzMk 2+PAbQQemEe 8 zOVQM
Ab3iyFIdJxQl1lUiDrfh5/4myWu0lBaFPZLCyJET640Q0X01XfSUaeYisf7ebvvcCbp
4ChghxZcomgfs6gKhZNevlv//8YDEwWvHWRaV/7/vxuGFhZycUsnXUS3JazFwlhUgb
3H31KL3QGyWPkK30ogmMD2HEfKLVEb1PdNBMu++jeAef5n0Gvaul0oWOHNn9vhhZ++mg
ZGbkhfD5Hyx0zglF8/MrEQmFrs/ISemFKtSNO7geifzpxgAubblrV3rdx+4aDK2Jd
JaKBX/GSu2y6XkrZ8vHzZ21leXDaBZzQlK2cjZuzgqWwNJhAgIn+xpOIR1GkLpgm+XJ
hbHWef7y+g93cpVAEMMY 9dmf fRWFMDZdENUgCuaV20JhWngdRB4fP1bPobneygLA
zFt8RIDjsYOXylKXnY07X6yDnjurVLTd7h8dYMv7XM4 JGHMRgOwWMJIvz 9ouOK{fE+m
VbDkzN49wyy6lbuhVFhBsibXtKwladl 9hapfGbDKm5/XG5FctRbfzTPIZ7vibrxP
JOKJjfeTuvcX9igkNJIdpO0UbJWxdTCUwlor53j1GHZN6rQbjF7GlFkXiXGVgI3TIVC
P48zTCgoHKmWkStKjtgFqO5vVFE jOxmxLaLoDlwFtme3apTbbs0jedNav1ltXjONgw
Xms+N9DnpcMsXaYLVB1J/8aVIFmAemuXcShVeu8cBynkRj9oM4g8CE3nK498K7B/
WKv8gfCmzUUNOLVQWE3n9XV521MhYDRpUoxOD3RCCIOWedWXT5IQgJ1iBRO9B17takK
PSRYEg+XzVggIn8KkTSXinxMbXWyRCncYB8mMUAHaEi1ULkw3QaxyQvODJyF+V4ACWE
v+T0EegkT4QkVzH3AKAURWI 7F6FodhmIht 6gT/F/WnoIvPSTg70JQ/uzEs0aLOUP
L4oy5jHYpYgKnQZp3fI7DQSbCE+NwlZ2+Cn8mXf2iA5Ps31CVPObfPLQ1ILGlZc70
6BkGub3bgmNpl8/sgGHB/pEQT2gjT1T11JGGH5COGE 6+x6xgHssugolpH4+NreWd
O8EBJjGAOEDY4vjGAcZAi1IYgIJBzIeffDw61+R4K14Ljfehkmx6ANtXabGYI6NBs9
zOCIKNe611oHKZTS5FuQiBCivdDyD6bLeoKtzHcfkBuTI2ZL9Ftz0ol1lODBzv6F JMP 3
VINJRtZ4UnsT/nvJaeqZVofgAvVBL2CRIW03I jfKskRothbvUN1ZmLQ+RtWeA35G
xjX54V1BAZxZcudbJ2kDUsAieSIrPWAPeywbvbWDvAmMe 00PJXFUSTZ/S/aQXmg20
EBpACCUrGwYiybW3Q75cuTTwUOHTGOMQJIsX+zDmNAafP1201zB+kvv+G9ieDWrie
PGux3Fg6G5X4VXtUrEn6Hee4cDLBVbUVNX8vIWO3cjvauzQZHg5b7wD7ixxcFyXk4
pPevmSEX+3aQDhEabRe51NBzhHIDdzxG+Cfcyjl/02xDgVzIlgvent jBkkA6Qfpl
Rxz4FHzgNM1bWM/P+CKHf5e/tojrhoIPsned rVGFWPYMXigF9M29P11ut 0OKK4gDV
RuJJIB9ruG3Rs6sgN4x/m8WIxvGjsObwvvrbQh9yusv00pV6ed7BswCBv50wnwrHWB
Ka8s+Bo9Ax8uTsPKBM1Cxu5BMK jWtC+3yRxU0zS jFulvpaedFvgHgHgAwWKJITgkmY
KBXnDbB72DTTLivIYYqgTrsx38A0pi2MwZJIGdn4AEiaufo577rehC101cCWUEmMHN
X/12gsTLo2Ym90QySoSW313ZKFZdFrIbmPd4QcL2ecedk+ZjsEGyJOyNJvS5NDPI7
YASEOLCgzTmiei33MpN2B2N2V1bhx7+B0Dfi2gdguoGACqwgnIFRBrUK1cKPPAES
zfIDDXp 6 6XmUMvCWKEDLCJP zND+6x8ypvKagygbubscS9xP6daSNY1QoDKSgLKIgm+
1424s5193XfOfot YTt ZbpZANRfuU/alUjV04Pte j3NosmScgp+mEoZbMC8H1UKUJELZ
g3LNZPYisTWNhHPtgjldPPr+4pleX0+YBaAjfizeh3aLcOr8lgzKsfrxGVYs/oj8
JrY20oN3C6sHrdKJInL57AFzEOVF56/A45z2nvbfgSUQPI%y1ahE706ABHpHgk5/ zxF
2brwm2BWDDO06T205PghrDKwGwVamf I3ckcd4UNMT8Gawd/sw3Uf4W3nPFLK7yD/Y
J8UT3TrjISyY2KvIjom23hTCa35r7PEB7WcTOgsmE JTvIWPOysOK0d5az3wbsV8DU
XbKzsGPSOCWy+ykdW8eNS5LtE6GBFitUlrbw2DIYQk5dKtdUoohaM/ x6BmXIGvmp+
pPTTLLVJHEYwuZTEEgzDBYPB4WVx2ziXGrfQiuBg71tBp587VNDpMkgqpyoBUSCugj
Cfe58nW5DBGA8Q5s JAKHtcGIOS5AkKkHC8LDQDAVWDTMgwS5+d6WbASTRESsL8XRHXIO
pDDcs0006LNcRIJo09zdEsADDZomRxsb4xRcSETKevgAhtPPD0s8gE12TI+V909dcu
OFDBeALHR4KWazZ9xQDbhTw3w8QSwZbzbYOrPB22eudzmLxrOCCim9mYM4vp9Gan0
/bvTWcHJIt 8AkygR5y08VjOjHHIOUGIIaCG++2/H81 j+ya5UvVY8+Gfewt 6TLIk+3Hy
y8HSNIBn+4G9DydfmUSd/ j8x+L81YkRQ1Z5S3/peWTOhJOXVEStXSXcQb7umRy87
45hrrDffcSZ26QeMHNnVRv6ifh8ImIC5hCxMG9dfz4sMZR5tJRv+LDcL450LZ5H+p4
TNxGHpDpkdDzr TMHb2r 90YMP jHVZygHL fWepAtkDDy 0 fUCKvIZAKOVhKyW4 IM3 fp
FrlxJ/614a4M46CIgDMH12F0Zj/wUw2VKDf30okpusY7y/R93akMEm1BIDCXgGmUg
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dy20QI2FGjeongJdUo8Cn8XGEfMD4eWShgBUDc0zEiZT40Nx8A0o+gbwfGgwegBpxlu
xSWIM4eQ+YimgLpmMaNlagwk 9cME3pKAHZNVBUwJ+8YxJZVz/R1CUmc jbJ6WKDk3e
vb1l2FQbV3Kas5vierHSTaNdFaRxZCwfCkFfhjShAHAbHYd3ftwdw4TGOVol j4bCJd
DyVndv+/aZ006cgRwsmIvbjHQzYKItzegen/6mNGuz5i8doi//cwhm6éylr8oxebT
d4CPHEfNwL+rbt jV7nh3Px+8PZEcY0OX0s+uvpdtGMSiao0651TFb5F50Bbt H6xXODg
HvJjZ60bVzK3C9ZTIkuE/JINQRQJHhhMikeXuv2k/QPysAo8TQvox5PcglDXSMn2Lh
MVj973B3mm/TXbBbagKFeQjcq/4nKiy31DzGwR3rkVMEJzXcS7rgYkopzccH8XuW
17dSym024h2J/7mFotR3S1hGn5jrDWLT90Cyh9caExf58KBKm4 lmsmSyTKj70U0d
5gQRSWxDezz7AVWNJ090ZWjaEpBQdc jte3KZX1Zxxv9scEsI4jDCQY3D++77vGon
8BcwQbQlLyzJnA7kSBW+QS0o5DwceOU1DQgSa9/Kp0HANjy3mZxMplBg/+0uA+8nS
UCxC7DgQVVa6xFECxaQwVA/fD/Y4NJThmFxvhliBYC7iA34K4WOE8P++6fglm7gS6
XyYLVL+ExjjgJLn4xRC3556CGSr46XWyYLTESQZVWan6ThexTdYeybeUXW4JOUTx
A1DIL3mM5447P5A6gmz9/VUuRkgPRQsdeOAd7YQfWAe89carf7gQTqdsG7CjD+x8
0ivGprQjfXiS5cwfC+NOCowZsFC/qdlr4NciDjsgwZNpP 7QW9trhol8evo6jsUiv+
+4kC29dQ/Fm37xMcwtgTE5SPENnsNX1302Q0bhp6Pkbx7mrXsib4dgTqz 6Wyid5h07LW
Afwkviju/plsUVS8gIWmRS1UnrmA9PepLt75p06+u+7LDcYuHAOuUn/TC3N+AVvCOORE
CtRI1yMFPDw5v5sSeRi1dVpoRX2AV5/2ZncYnXizGk8FIv8C8dj/Mtd/GnFFIot7x
9zvd3£fX7PGdeIlzpTPDS181lalQbuvxUNiY/d+0a080/HkbzkoA8VaTLlHRxLJveMH
Snfa9GQFzHP1eOBuwPGNrTNHMLiREC4EQuHunyHyaZ7ut 1leRwCXgDMYd51i9/Veclu
K8yuMt1kCy£fG110zuCfSFQ2C011eN8K8DKIiVAzIVvQuG3yaVTSwtNX90mP2gRkn
b608M+Xz3b0Osrajjxa5ZN4eKROuu+1KA2JeCOOBud4r9wHIS60toBgyWzkhkHgjkC
2n6c+4YPcMMi2XgFKF6T99hEzZRr3rWKTKsAJh/5dSVSQ19dH3Hwey 7C3WygiuupI
gqWkHmnpDMBUUUL+YkF+Fxm2wU7mKDB5ee3GTO0OMD1 9gZSpbHvrSk/ATudlAbgyYXd
NGmHBF72S8VKdS6PVPnsTpuNbkYAHMat+AmfdezW/FEWV2Q3riL6KA3thnmayFxA
G1CMQOsm/4u9IL2RCMZF2V9/v5InTRTAYEZ08sSp+5Z2u9I6Rb7mwHZTgLmLWOBQd
kjcbxygVSiBLWvyofQIWkP3iyUVijsB2mF5ABk4SWMeFiIld/aAilQvbenren jbKw
b5inY¥m6b6bKUJUZzoMGR2dzWi082TnFu03j1Sul+1DxhOB2LgKypeJGPtMD0OsmZD
Jg2ZhpB8HAJCfghoseln31YN2roINWECOkyTDIyHYZmmubd64Upe/wYbJWAAI2gm
kjOB6+HBZat JHCAhFv7oR3+smnFUtfF59L0Q4x9%9eI6DkJ/3r/Iwyd+5XyZKoDJYJp
53iwD6pQKW+VuYzg4TxoTc3GXIb5s/22yQI30v3sYG3uSQHvIYmStGOxp3pVBAOg
+9xkOMpzp7nFrBA6C20bNabDpTofJeF2aIlt fPPmuiIr jOQYpAc503542S12£QFmbQ
G2LumyaiTdGuH8ugNBtYNnDQFUsWfnyqgcDfIoyLairThbgkMcB8PLip206TEKwWEV
s304MG4vLdGY jBsus30axpSYXtS91JfYPgPcEZifkUR7yZw+sfb3JPAjeNelqgs2H
11cNEiMQzL50A8cOt zXftKbLU83H1IDMhiCYnS49VgxgChYK8EPCnAQOUoJ18CAahf
ORmMOOK8N+LMEohQV6VcVL58ggwnR50FGY6ZuBIv8jJcCS9uXiFZnnoCY8bgkxxvK
7d0kASdiN/eFnzJdkPfOVHNkVLUI8kSIY07991w3k19dYxShfrmal8Xcg0r7BKM9n
LChsKG41PORLLWKrTNyi1i7J6cX484jJ5FswT8MWOAayc5s51MPUKTn50X+bWyGV2eV
Th8QwyRTgo3DVcogNWQ4+W12TEgXbiM8w7ZPxWiwfGTrLAvR+4y/H+BgKvJUJTTW
za33W6iRkghlbd0jhbehmno6yRcpw6Zcu7ndW+Fdt 1GBoOtiXjmgolBo00po2cdP
3ToOU8fH1/NExBG20S3Rghl+IEtVglXrw5hVIF7FTF78CXeGpvjue4BAKoiR87Y0
mHnesyBocx0aTxGgiEucDWJItMnJ1L9oh/0Ob/UAPQVONgkWSK9HgP+cGiJDkt7e2I
Ktd/Se7073jZa5Tj0Ry5+9akSpa0HWnn24GtauqUmgnotP3QFxrO2FR1KiG6LbsfGH
8NrUGUVymMDePLAGDb4duclasNJGJ2uSzS3GASEKHgMAIV+VBj18k1luEffwn55Hz
h71gqzW039NOQ/WyEJbmZWg7811CnW0dz8dD2ac/fWgpEmMT3+pBsiJok+WxPKqv39
s7La32r0XAANEUCA3m79ExjUtD6YEN3k1s832z1Zt7rgoI5jTVMSEdtalUctJ5/GkT
+ruhlfX05FpB8/80g8hPLAVESnLZcVtEBHcgKuleFwPmgChygPFxnRC6P jbzPVBH
ugfpbVP45xx284ej8IpXSSXnFtmPhAzPkzNSTEYK3NG5I34gTSaksvCQWkPJIIhUd

Gillmor, et al. Expires 2 September 2024 [Page 148]



Internet-Draft Cryptographic MIME Header Protection March 2024

B.3.16. S/MIME Encrypted and Signed Over a Complex Message, Wrapped
Message With hcp_strong

This is a encrypted and signed S/MIME message using PKCS#7
envelopedData around signedData. The payload is a multipart/
alternative message with an inline image/png attachment. It uses the
Wrapped Message header protection scheme with the hcp_strong Header
Confidentiality Policy.

It has the following structure:

application/pkcs7-mime [smime.p7m] 9840 bytes
(decrypts to)
application/pkcs7-mime [smime.p7m] 6276 bytes
(unwraps to)
message/rfc822 inline 2016 bytes
multipart/mixed 1911 bytes
multipart/alternative 1128 bytes
text/plain 373 bytes
text/html 471 bytes
image/png inline 232 bytes

Its contents are:

Content-Transfer-Encoding: base64

Content-Type: application/pkcs7-mime; name="smime.p7m";
smime-type="enveloped-data"

Subject: [...]

Message—ID: <95b9bb39-c028-5ff4-99b1-£f179cb5d7585@1lhp.example>

From: Alice <alice@smime.example>

To: Bob <bob@smime.example>

Date: Sat, 20 Feb 2021 12:11:02 -0500

MIIcXAYJKoZIhvcNAQcDoIIcTTCCHEKCAQAxggMOMITIBhAIBADBsMFUxXDTALBgNV
BAOTBE1FVEYXETAPBgNVBASTCEXBTVBT IFAHMTEWLWYDVQQODEYhTYW1wbGUgTEFN
UFMgUINBIENlcnRpZml jYXRpb24gQ0Xv0aG9yaXR5AhMPLSWIETMXSs5CVIeh7300
BogOMAOGCSgGSIb3DQEBAQUABIIBAFaSurZzuujCF68lwgMjpt 5g6ecCrubecxfRW
UfCpLVF9IwsK5B8mBc/Y1A0lIzmlZLHe71vREtcPkO7APU/bkaJO0YtXyE1IF67P9cC
AVW8XQRf20DHEYgVervalKvWDxoCDgyBXIGfaDlwjaZKs2nAM4 fnWf ju+dézcwbg
UArKn+BbUI43ryuHTDiaurzBwBEUps64ZyXNjP73X3xS1YV580fftHQSHOKoPHg3
zebVKPSgARhugLWk 0 6GxDMXAE jYZZBqrrYEGKNANwQ11u72bFkD4gCXm4kIc9ezU
ZDNTctiFclShGZB4Kdmrrm660gsxJ+EcvwdYVAKWbJIE4+eV295gwggGEAGEAMGWW
VTENMASGA1UEChMESUVURJERMA8GA1UECXMITEFNUFMgV0cxMTAVBgNVBAMTKENh
bXBsZSBMQU1QUyBSUOEgQ2VydGlmaWNhdGlvbiBBdXRob3JpdHkCEZBB8ROAPhiY6
HGLS64Mv1sDXhpQwDQYJKoZIhvceNAQEBBQAEGGEAKQL 3b9gWHas /pyz/sKKIKkkz
DMpP1zOVvhEtFBfsUoKvSrgDwWgmKhO/V+B7abpEzibR7I4rAadHzgUlwfbNf30ch
WgcCmy j+YA6w02rB0+y9X/SazD5+fmBwbDInMWDXnggImy 9xXrLjT1+7gII2J5Y0
JOXI96iSLWAFP6/Tg+Xj3HD/ZKLO+HgV6ncTNcp jkRPPuzm9vIMeU4gFVONVTErT

Gillmor, et al. Expires 2 September 2024 [Page 149]



Internet-Draft Cryptographic MIME Header Protection March 2024

V5vvmzvdJccr8E+oyloP/xbd4gv90rxbfFn5SAZ+HkypGkES5NAY3pe SRDWQ6gLEM/
tKuYIewKJdv3xjJO0JyQxPRcAOFCEQpOOvt /zPum3aJ5Rb+YP1JEVHhwd7gzgDCC
GS4GCSgGSIb3DQEHATAdBglghkgBZOMEAQIEEINoQ5WNoSAUuCSGvrpkRUCAghkA
Retlz414E08kzcdBnIBWQ/HdAhaJ8anHgqEqg+Cko8a3zBHXAD3QSJ/Agje+62Cj/
1Mn64cwOoDarrIzkfzH7bgOjWOys7VmgqEOX+v4WePKAOCoAzY04J+ugOf7QcGPz j
unjSpXTjPmj7Rvk1VxhPG4DfYaFwp jOBAPLE6stWAVIRAhv34LuleKVJuGl1147ZT
Xi/01i1WgeRglHAxXT30rmrZpP8VAuboH2tglEkPHoKgeahyNLkA+fLgjGH30DVODb
mphub7wyBNRDH8yyXZBJKoet / Jg2FQkNjworQgbL4YNYH6yysK8/rRwAldZGpKFU
eeHZf4AN4wwquwDAV3OgWJ2ugJIIvgIEB36JwQ50cvIWTZSUdGe /HwgoG+YUzL/53s
Kyok994Lrrg9JQKYIkPIibF6kud4d6LAYMz8JglRMazE9zSWeqfyicgZklbR9+r8dw
E7PK5p8EAEELiL7MLCcBUbxkgZVHNNFP jGsQbMCwkRx8ErPMOhgvmpSRTh0X26ZD0
rdTYZfkF63fnMHXPSbs jx5nlpGVlc/VnxRIJOKMEFFFDA3r0igz1lkV8x1Ib0OR1xDJ
Spkyr3KVxFvHNOM3/GO1Pnag9fngKPMagANwp7TgqHrGp3pU7aCglO14LS2NPFFaW
0+JjRrCPgs2jBcIC3ySviWlUg32S4UHB8eSFYVO9XbC5YpOEZxhpzLST4Xk+VEDT508S
LFoSO+PAis9cEgeolVrSWnUdCkMyku8djSOR1IOHUCA5XVnN4aXGDS1KF8YvwbDiK
vV Ijwb6NO99AAMx 9YMhETIKmUs2GHUROkegd jm5rLggdZ0mXIaAtUMlvau+MBrcf6
JdyQYp6bli07005xb5gI0nS7GsSf/51SaBRIWPz6s2wrl1sG3hIOkgBagq2GBVNI41
3wZcI7YvgFs0DO8hwJdB40+I11KHsu5+S1ivBaOnMcu2Pzd6xXBZ7AdTKhSXrBdhH
Ge/Ly/00AYv1cawWvhh/weWV47y9bSef4B+8PVMh3WT22z 7FWU1ldPkeb4+0vv2Lz
MfgrhWZHeCgE1mrKBn5p3CmhP3B3NQyKfeBO9PT3w4niTe+0HYZbrmunGUMX0OJSah
3A+sRI1IKDThxImwKy8DS5EUEFICoNeUIAC2gv7KyLrI1RHBkZVIWAEf3V4Day6ZtJIX
Q2/0UM/Z8rrUmveCkr50Xm0z2CgDSaUJE jR6VDc8wP35WgJRILFL1DsRhCLwukQI
RhdtVXu9gdhaDuovI9QXKZCgkKhodE2IGMQ1W+fQf+39Z2dsZvgS1HV1IGSCFmb5Pet
n3c7ECQVvVQ7SwA6/IMejlD71Q7LPNGVAR8mcX3+RW8duiFecerWDYakOWS+0OnlSx
SUh9FAENNdK+YI5RvUfeS0G11i1D3Spad80QwlvgTdCetw2ID5rvzFTAS0VS5tpjI6
CTRK1g0JzV2gdSmRUKCTr5zo0Ati6NyI9vlighvZr+zwpyWD4RrieaAT jL4MaSNJUU
mYE961MOVWIF8/Q/wXg5XPDrkiwbob/ak3iWSU9DUQuzPCUaOtw+X0olGoAnORXMW
KucqrbZmfeCO7v1bdWx ju2LSfh8LA56h+0CAZgOFLiXeRcFVsrRMf40Gvku7sWOH
x5XsHZv8mgEsC3kP43Yceby64n2mxxX24b27xbk0J8RyqAOVGsPPIVLIWOR1zScd
/1Se8/DyE625H7gMTezaRKaxbh5y1Y3+cMJz1GvJILYewQd jHCLCTVbRmG8yRRPAD
7siN3po+WEMLbPX7LnZP02v3xicnwD0O1INX2VQIw43WY £/ 9dbGBnxe7uz/GMt 3yMb
E92nayUAsBNfPJulz0hwUS1CleISGIUhBvH58caoQkMU3CTiMtvhr53GDdgK/ cxX
1z6yN5peJPrMML1RSNBVMFR1ZRVE/iwchvvdmImQglhRcIbkzWMmNtalkVCEBRcD
s1k61glZZc3kdpf0o00OWNPcap5BpVHP2znONgalr jyxUaHEh7dKrZ1uNDXmioUzTe
PCEB3+IMVipv5Hvs59XkeQR11Lo13VIu2bwKHh6AJV2/6c0OjcN+KILDDbSorkG30
3g9paSowTBY1lYiIOVvFOECCXRxXSCnUCEEWR6GANrS5kYjJIQZXZLzkOBx6BiurpG+JF
EOchCrk/Ob/SHgGgHpBS015TspZRyVFrLDbcr8JIxTIn9LTmE67GybO0R9 JWMKX1ku
5dbscuLIfOVBOfR5iINOTE36AJdzPh3v+/Ws9EGxf/ptwIlakmBlKab04yUPvuxiWeo
NOvgDRVPA1A9jmlk IbHGIJKNYOwuvo6rzeDIWAEhsxBr8kt 9R2E1JW1A/TzzuEIBI
ox2BaqT2u/txvIdpicpnuAOE8Aelo+9Z2m660M30DACBxkHgk9GLh8 jotY8Wt70/M
faZI/znUQ8bOyNXhxNriAlN8+sXZaNXs6enoRNovkY4dmvNVevT3VmMSSNTB++tMb0
whaggHyba3c+Bds5cymzWzDD9Lk81KR+40AkaE7j9CEGgAGpvYgcDcODtwuLQuScd
0Syp00p49D/XTu+UCqw3gqgCDDC/mMOxFaOviJv+8P6KerOCy4LOGpJIxnP jg/06FB
LIFv3ihEJ4PkODMEPNWHHgY6NQcdX1gLPRsbBJvIuKAB4BvOrcH1Uexufy9Aiqg3P
B+QhhbU2nalxV7ITmWUENWmMOhZkwkwQlYDfFvIi9G+EhJ+3j077ACzF24IBKILTr
VOyQOItyliM24CcfuHtVmI8St3RVFpv/xJ6hwmdGKxOzrPSNugHhkLXGWXDt /xsP
B2xbmuOHBkUxhPr6cgtNnzivVa+6sSXzZa3GmB/vXhOFwGhU7F95z4+5tKTF5Zx jaR
It fRMxBsvxWjfrYvvECR9em0OdxNOAnom//+PZHgt+2G0/tUgqgow7nUfXy4DHRNUp
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Y98wavg3gQRZGSrnKOBTs jtEHNSau3arzZ5Xp69g7URznIP50imdiY j+Yeo87tUS
EryHhybdIF4WVE+JoYxf6rDIc3trm/1lr6J70bw5aQQRr0Vj8Gbh2XaaSFcyulWax5s
FTwV87GDJ05XiLP5hk25q87382zbM+UOUJV6LCFXBmL8yXucztCg9/G1lznC83IadG
VbzQNXF9TVEpgl2SF3aCJINrrEHUxM56h4aio2jQIxo/v+nHVyS5pYYWieY8mgF31x
g8ZtrORYYV7szzHzETbz11i4MF6SOQh1B7gq4ShOxrZfLbl1G6gUPOIgox0nK5dxnu
DFcfYFiBerJJsvUIwpKAg5u3AJdunp7XQYgMK jVOxcMCuhR/1 jpb5eSLNm9AauCK
0obq/JL71DcLONr6XxhvDigtnjFvd30ZdU8XpS15S9LdU+c/PriimM51J1gg21LNKg
FAK1nXcNLFgQVObOkJ6WE/ZyXg9cXQzFVM6SbSI31yXfmi4dExNz0iBolp4v7v4lyh
VEfUCgVUAOYswcpSnwSgihnwz+V4hQJ7vLg4j31i9bZI7pIWCwlgIl 7wiWgyXxsBS7b
NZ37cthex2uleGyMZ9YCASQKRggUtFgYDQBoIK/aspPg56sgCMsubuvfRIJHm1pE7
JBmHwW60HXOEWGQBUQPWSVPE1geNxSTTiAToP1L/ohUkZ61g5LSWhiDPSccAHVAEZ
kJGibelJTJK35hvpgFCZOLJ54ps jr+XGgJdljuEOnyG0+bltVZzk/mlGaHVzBurltg
Yvd708BkUIQ3Q2URK601U129j5dnS2t60S£9+v6i3Fn9wVYyeMoQ3Vx+2ZcaNBSF
zef+1uDfHPRMakoedpio0Z07wUgqa8+0C9YSoxGBiJXV1ew+NUnf/iCAQCULIhEUE
1DhhyeVmduzHRQjroBxypREZD1i0xANfdWjzgwbE1J6AB3iZhBZBTHFAJO4P1Qto
yG346IVa3nbtOeeGw64/79zQR3/LH7I1dJ5bVa2UbkRDeX5ApmsHs SUOQKGICYOAW
Acgl76FtnOZ5mIDCXYmMP18wy9KQIi2iAz/b65sauY49Z2tYcoKE6z4gsfnrgIKRaf
£f7taSiGf1l0nDI jnkkBeZ2+ZjdUKNc4r06SQ1SFyMKmgsgmGDOvckQKpzmi zcwAXF
MQEOX39G2FNtuVXp6yQlXux+gGjlyk7U7QW+Tj3Fwra+7weQXK4s1lU13EUnTfEly
8jmEalkz/76brf3qCE79EC+H jkzxmRwkLcAKA4f0ihLUJHGZArEbYM6gAMgSkC8T
9Clond51z9TvglxCgQsISZbP4087T4TPzwXXc6oUt6cJkulLsgZwVDPgorvY8uS6u
vACffegKhsO8h/VVEHQ98CHVt77Z2dMKCCdKJIsHsFmlo5FL90oQaX6Lauk6sJEcg3
VJSNsOwSMkLZPDNg85Vr0O/8kHaAMfmLU41lcjunocggkLkIGvTo0ej4IiF0UrGpyw
0lUNBcNJcy0IhIgJ0CiYj3tX5VaJFNWUY8AWe4 sdYCOOWNmugS88iTutREuRnXWp
SAZbLvFhOwGU580c+S82bLD3vNMIg74n2QuyJlB2mg7nwuYz11LE+UhlnasRw3R]j
3BMQK6aZNOT9uUy fwF3iWK1ZRKOhDgozgN3mltVEVHOS jy1R1IAVGWIV1ZudRswou
vHGkeePZAwmC90aS3DEwzEVHYebTQGQ7en92357TOQD1bUT21r6ZAJXgHygD8uYx
gAPtGRWNNspAFV5ad43e6FoL+muM3gyY12hhfbk£f8r/6rJwRWt6/hL801 jP 7DmfW
VC2WPBTA/0Z84Ixu9I168w4ICrBSN+VgH2NkHQCUQALOTzyYBLAT50EN+S8W60NyJ
tQ1+UcdjaBXMblf51/tFazIBwvZw9VY¥yas/N8zPRK2p6pPF80opsCRESKg/culrHZ
fXgzoXHAVEIb/zGuzgEIZfCHgBW/ELX3u8140rrP9m/EFKjdgd+/tA9zVEYVQWI+
M6E3gpLhddhZcuVEiLxQYOgXU+jImOKOVgGCsFFNpMP 7DBDfTQ+M2QGJk j0b2a6Bc
Jgmiy9Zrn69p9sC+OmPOLv8c/1lyVIHGSDgLAWQTeWYAkaeGk4 /rhOh2i6/cUVWCuU
NSeHLnwPewb60nSAIvQez/VAGlgYiSNJdMkt fKS1v9Qi+FKEIy//14TU3Ce6VamE
JcRE2QTHTr2hFBPSVM2nGgQfJIJEKS5093YZ2kLgblGZf6JawN6Z4MMa2uk TCpNgeZ
XXSft3CnJtUJIDJI7SRImMh51wDwgS27YNF5SL4vn8HEF/2c88Iglo+1yJvXBI48ZR2
ra/aQ01dJRj4IB3Qz11ByAC38xSmHMk /zxcH7j3Xxd9wvm/PNNxhcn4bfedbseHO
GiLE9e7eU/H7TeEfzNACClJI1YWDOf6t7IJw2AXSfdg9r0plg2/mVZeQ+PP1PwRzLx
uMvJ8tgylHYd3gfMo8Sok3dA4/0pNT£fJ0ggaM8+0KO14+£Schbm09IskmDhXW7pUN
ThygGYLOPXCnlu6Yua3TpX9zTww8dKD8iVmwAVISrdD7EF1AD6MkQsA6Z/tFuRrR
egyD1twvVSOGsykAnyuQfQ2YTi7nht /4wAyBGsD//iVZEf6VQG869Ng4Djed4X6Bhl
s117L4Rc188LmgVeyhR1b/1Ru2rJTn+eFWJRRN/u0JJF5479W/1Kd0EMmelSJiyt
EgQdT+S7Uve50nHY1bjHETKQ56nVhqu6BigLBWOzwb4 9JA2GUKLGIQOnvyKEd7u4T
d23K5bx4AglP/wOUwEYV7gMS8vnhbhv+YOVaGTTQXnDLgvnMu jbl+nuUL2jjDD+c
syFkpm6uPbi45bzzuLuNEcuh2Q055mLrEMy0hVOYbRaZszGgv+AUrLIfoxzTZNwrX
krP1803/IYDtZc5LAdKSM4wZdk2 JM1IE+2SxvsdP5gRXc8CVwWZ /b3n0kXyGzvgFUb4
73rCzZX4J3%ZjXRkhjCx+ACp+ASuz5C7RSr5Uox4dEiWNUOY JS6P07x90wYK jbX /Ul
QfhTOBIESRC6xrmGl5zLT+6CnBF0GallwcPbLxRTX4auRIJMEfy5Mn1HX7sQL6JE03
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cohUtmfI2fcFotgVgwc5yciX4Yp38rgmRhUwFDRVrENyyApvk/uRSolCxnjiQcab
9GPC5brfg9PRgl j1CSCZmhA6UrKy4xuKB/rGmK1l2rnHeul+981dK4R+dvC067eyn
PZJjuwZ9PpGrCKsmib/rEuwoU9yB4g/ycnE4SG/C6NRjy6gILdckQNOLIt vHw+axy
3T1T2ua04cX9dvxLtxPed08s/Jj+1TJJjcBjG2HskT2WuHHz5h00PTSXTvgxfYWZT3
nb4QiIMXMTBzh6LXYA+gM9as0QNvJ jKG+v5/s6AVzZPL3/J6HN2biG9hXRhA/TntH
JwIW8PgODplvhhLgllXG8UFCsv1SY82sQpnZORkhBfLuznHYp4ZgMhRBR8BIOKtO
TwgaaoSuAxIhSFTXt387mLmJJIMs55N7 9cFU4T6bJLhwLmWlTNeus1i0vRJInN45Cx
60wQ5CDcxU0NNeyoz2HJTSD3EDIdARbMzQs8iEOVNVM1IKIglYTsTr20dFMTaE9TEN
OeKML7L8cI3PTZt+fUg0Ezfyl1YdAKHROp/hVW7kz1Qyti5P727yrxeqOQNGhiFig
SYQI/00/r8xtXjNGAnDJoUOpRPEasOYBIEZM/Gg+VewG7G+JIG8pYUT7azJdpUjXCkQ
Jag6IRUXnSuQlzmyEIcnCAZ77bKoLge0cmY5NJ78T+R2cZFFLrxE jhYyGAd70+LT
sNzLgrrH41P6rta90BM4Es1lmLv70JHchdKiFZYCXgZXyW4 IwIubHzb4yNF7ntoki
4Yk6gadQrQVZjF6t1Zz8xevPwyodUC6tNcgMT7PunPwUALlf1XHfWksPgm/ J4RgEpP
CgQzdkX//dWt 5PW6/vKUK8 7BBcC1ISVMSNFpME+EuftXLNP/7GmS0eSu7gnS0+Qz
yOoLuC+4FFXxBl+ocpvHEf4i0WWfme7gP 73 7bCMwNpdBS3XwUMwG3U1lkrRnKUTL+xrQ
vSMWIvSX0Q/xDcJIX6d2Lb41i5gHV0/0/BtQiQrP3F7f+r1sI4EQiuUMCBxsi8Zab
pC7wd/XWms1TEDOyOsFRX/Nd8hXakrgC9X1RyoJ+mdMsI5fgsgIKIRhyhRmUe jXN
9D3FAuU2c8PyP+bWiylw+0Krl1TSFOT3FMLF 6DKUDQYLplVm/stmREJFXJsw5+gxbm
rtFI9hQHJiINdxFvmxVcvurddJIt/D7PUEALk1dIQ50/mIhTUBgwvj12705bJ8 ju
xF1/YKUlINhdbIEt2/we04QAuew6Y3mAP4CR460eWNIELtQeGL1tSI3nS1710X2L9
gsxwKt fHv/33n78w6X1iK821wITrRGfR94ZDLJAAOYy0i0ZdAgORS8+HOdrOgMuOwL
t27Zct6RzT8Ni+L8gjI86UIlepUe6QVZIMYgDr/nisD+gegdhxxuHTkJXWYPuDkNh
ACLgHS5iMh+0hnI2MLcoY05shOLUVXahslndbeiJ2onEo/IG9EsUzzH+0IX+hGSo
nzdTu7MyoBte+VEYtV/7QkTKuhUa51kTyUwM1lvEiqTUl5wlOxAhfp+sPcHdAtdf+0
xmaUgDurFcltQbvjHoU/bB8y/Bw5Ie8QluguSEVSaloavmrSgTCioF 64z4wwgwDk
01sBx4NBt jkUl6m/CGW58geCIIioUCAXD6EPAllknha7gBd018Je9fMM+Dr/UREJT
AUv4cVByu0d0cHaPAwplNg6+CK2duLOuHg3LG8HIGUL6NHhM7G2D5/Ltw/Wi2t10
NgXI/OmdjwHXJ2Bnt1S0/cjO7shAgnWigp8PiTN7nQh8U6ZA6TWgPm2uDFcY+Voz
40PLNFLJ5akdKBZ1w9mitx/U+Uhkba2GoKehjaVcc3Bluyk+wv5i8RrrId00S20Q2
SZBCSCOLJjU1X/ 9t /MjhFNHduhUzTGKS2PUolez3Zpuxxh39tt 7UuHp9YGHO/KwBL
1gKGVgHggeGt 6£gk5yjAfpz9rRGf12vA39y+Bi9sn7KP0CdAJ158rt3giW2Ka8Z1Kc
IVOjzoFecveQJ7NxVol8YTD1kyYmxDGXBUHWX7CANWM+jzdHgoL4Q8 7WgKHt icBO
Y+3d/RVb4o0HMVXxNpxFXzX30gqp3NrlGlz/nbgzFmyokBms0BeyPgzGkScdiazy+
w80USxqJdR4KX12xkkadNHaXkCvijgkbVQIiOnRuoZN1PrPczmszFrsB1lUKalxPG4g
z1jJ5kClWISPVvJYXEVKHNN4dCOYT1i6rrPC21B+RNIH2KXdjc8+8xKJ4QKkrJ5sou
COsGRNtFRVyzVT30Xe5NKg]jjsdjFWThXkSbIThDDMORY044NnKKvKOAZSOWHwWrYel
4ZkrPY1Ta71YMg+kOCEWSWKiFW34JWRgl1hJlgqJixolDwNy 9oWkKt qUXuZ2rnxRWY
knSv1FJuo01S2dQHAXO9bOJ+CCdWry/9UCNIB/4xwwezHUTNT9stBLCIgIf1RtQ0
mRnjevYNQPpB7WIHQVROExm4 7+ 3TJIInDIr6/fXm2kk+sonwyul CHhPJFRhkBdchc/
Ad+1Z5IK554dEI+e3JQesa5vKt TRt smBdZiyEpkrXNA/XmOAYWIJEBOKDUVMr 7TTE
3EUKKKEGHIMQyl1GrVMcAiQ==
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B.3.17. S/MIME Encrypted and Signed Over a Complex Message, Injected
Headers With hcp_strong

This is a encrypted and signed S/MIME message using PKCS#7
envelopedData around signedData. The payload is a multipart/
alternative message with an inline image/png attachment. It uses the
Injected Headers header protection scheme with the hcp_strong Header
Confidentiality Policy.

It has the following structure:

application/pkcs7-mime [smime.p7m] 9795 bytes
(decrypts to)
application/pkcs7-mime [smime.p7m] 6246 bytes
(unwraps to)
multipart/mixed 1941 bytes
multipart/alternative 1132 bytes
text/plain 385 bytes
text/html 480 bytes
image/png inline 236 bytes

Its contents are:

Content-Transfer-Encoding: base64

Content-Type: application/pkcs7-mime; name="smime.p7m";
smime-type="enveloped-data"

Subject: [...]

Message—-ID: <23abef5f-8781-5c95-a46c-61e3a4464d58@1lhp.example>

From: Alice <alice(@smime.example>

To: Bob <bob@smime.example>

Date: Sat, 20 Feb 2021 12:12:02 -0500

MITIcPAYJKoZIhvcNAQcDoITIcLTCCHCkCAQAXxggMOMITIBhATBADBsMFUxXDTALBgNV
BAOTBE1FVEYXETAPBgNVBASTCEXBTVBT IFAHMTEWLWYDVQQODEYhTYW1wbGUgTEFN
UFMgU1NBIENlcnRpZml jYXRpb24gQXV0aG9yaXR5AhMPLSWIETMXSs5CVIeh7500
BogOMAOGCSgGSIb3DQEBAQUABIIBADPye jvIQ41LGeGoBdDpNDv6uUYtRx1aRJOfn
f4sbWXr40/34962uv803XkNQUPykKKYZ41bEXBUU3enu5MvV/CQIbHYBIxhYmAMD
vrwd1lJyVEN+yH53wtubTwSC8poalTt JNv2S4nBgbsDOBbN7IR/DHKCbUK7AMSt 1
UUuSHgMWpZrcRkUmBlkkgYym/kYfK51FnZbMSODJES jwQOrdhXJqgv1lRJIFG6TO0kw2a
GOTxsg7spf/dDxEyNMngm5t LOArFLKOBOxcpbJBP TWumUyKh2P+d8D/8pSGW351u
SVEfw5Zw4zX5k1wBKLVowk07vI30S1u5DKEQJ/5WOBUcUOEQDGIwggGEAGEAMGWW
VTENMASGA1UEChMESUVURJERMA8GA1UECXMITEFNUFMgV0cxMTAVBgNVBAMTKENh
bXBsZSBMQU1QUyBSUOEgQ2VydGlmaWNhdGlvbiBBdXRob3JpdHkCEZBB8ROAPhiY6
HGLS64Mv1sDXhpQwDQYJKoZIhvcNAQEBBQAEGgEAKK12BJIjTcV/79qS94c1NAH+NC
s1gE+RXD3UJ4VQM1 fu/X4uszwrQtE8eWO/ToCVp/g+WSFZIzDRBfhbv/7rFDF1s2
OoRVHpoZrO0sUrB6IQB7R+5WCueJomWRJJIYb jbAcFSuff3WzC9sh6o+hu8p691lndm
7/ht/8X40bRHcno/68mPOu4UEL 9 jOphAxXwAZVPc6DgAPzt yBvTOIERPp7JhEYUyY OW
rO0lWxuYsVFFO0Z5NI0OZRybPAJPuBQUM385880am6CxgKgOR+QLy/s0HDiZQ63tbXG

Gillmor, et al. Expires 2 September 2024 [Page 153]



Internet-Draft Cryptographic MIME Header Protection March 2024

NcRsbWIHMrIC6xLWH14cmgb6VQdnSNGgoHVaQKAz1QjDgfwp4cQ9pFK3HaJJ3bTCC
GQ4GCSgGSIb3DQEHATAdBglghkgBZOMEAQIEENbALSM2+FbI0AL6GKCOVE+Aghig
88tKiODrMGsmUZonZvPqg/tu/822mi0P1igqCEdG3Jby4dU+exxrgn3InoEZQI0QcL
go70m0xpadSPHFp0ZP£3gDAIJub62gC6/kvshuxVyWeHySYp9gn9nwwesP8JLGBJ
1BgtQEjeRZPx17A00LLalGfe5C88%Z/zM4QgL3H0HUJzBM55W5pCm5Vv2 fvtAnnpW
g45+YYV9z05elpolx8dQQOm8+D3RGp+D1lp5nd/yiSgMSolIBZhnxK+jkPZ6dicKXV
CQwyIFfHB5k2J74wsGDYBgeZKIhGZuXEL2YQ9LwchmMv++AjoGOhXnoYdStCh7Lu
z17eZgnlMriXFXJ4rMdD58BXYByFr jDMoIiMXCD2dZF 6wrCPDfECKtaEA4XFP32n
hkLdX602r+9uDS7vJIX3RvcYVocXdkoVnwxB9664vLWuczwb6BueYit1xU50d1sU29
v7IpFTrcSYJOtgftglY38+L1fHGrfdOEKIeY1KeXv2TbT3ZDpiZ0Ve9KuC993XW1
+5T+JGV02 jiDWgDgkP55TRnz+F+1i0cowve6gcRrDVM8 7ECP/4qC3mh/st1g/AkvY
y6DFD45GTLkrMgeKcSHBo06jS3D+/BarpG4X01tNUhUOgd5DVhURSMNQXrt VXAGY
ro5iupY¥1Jh/00sN8gHoCcwsgdvl1Y20CwagmSrfY+8FhfZXBOA4sHP /apBVJIDmIrgqg
MRBXrZUHNmSwEaL/kFVMzNDPrVjU8RPr2qgqufkelU6si9+sZptEEEragNWUyWZ i
X6e62jJWAxv8gOnuD/6zukgOx7tsQVpiJYPHDw+tVd76Yvefe5UCtp4d /mBRFqZoz4
tZFm/nC52VuRNyDQ79h4YPQTryxvrgKaGEm5xDZLcM5Mt JUy1lo/sNiKOyoZHVEix
d4DkM5/IbEO0JM1zhVp3fDhlgkkCEF1yKLsYV1HFamAN22U8Im1lGsRSnZVmpLMM6
GuV78wRP/zwJJ0pYrwIf2SzyXI+K9vc6£fZQUT 90LCV7/mwRRUMN1 7HMJIN/Qi641g+
KaL9sTZKs84Nu8 jAmjGLD11KbvpAXJIrlnlnKoeoT3560Ih01RHEXmh12ZtT16gc
zUPROCNGcbDePcmKwpUrS+DPsNIVZNIFgqWVsi2bsGFbASpRxTiulA/rTgIT3/ToA
M4gp2mANIG3dtxKYDnJskUn6LoX7Hsbf9ALSI2CFrA9Malo47ILNMhDZn8foho%e
do6cIwlLY/1lbaxjh5sRFe6IEYI8Bsc5whhRRX552¢cxYtQprYfr+HDY11LwJITOEF1
JD1wQOyEBSMGFnNEOwiZPM/iquwnfVsackMwFxg2eCleOwcryRSH7QFtB69gZYJTr
1GiHXr9TKeKduXVk7CpeiM/SQkgi3cA69dwezdblHAKCcb8z jpGp4h JHWXANTrwV
kuf9s26nTC1jU/z5XTJIc3yP746MKHe+G46Qetn+h/DjvX612v5VKA+XEavB8eyex
5NYLFh0/JQ4zgvNB7DwW3T1+0XyQ+rgplaj318sMmH7Z2kcvk8Z1bnl2TAHV1wOcS
GOnUCeoJVOguIC4KKjgneuOrNxhWUD7WczWwm5HIAvggO0bjZu9dzCIoZXK9UJ5UN
hp5W/G5MLCQEzmwe TXG1dg9UBUOBRWjaAEOLsSDZYr4E1E1QiTIzYOVUOIRhIQt 9tO
DvB3YksC/788W5jIX305G+MjX7kxmaY5fcXWHU7BwgMLKkpvy2gCNYC4z3rBPaGL
ftZ/sJdkRO9uvClh9X5zU+JINAE3ROLIDFW68cUIFxpw+bx43BCesis7r/plhW/Vp
4JS1x8am2uChAKNMQT jHxeGuaxEvoBjOwWTT2D211i1F2KJIp+SxKZtb9bTbJzvt /£X
/8nUUR6VAwS fgxmOEf+JCRI5U/z27V1YVIO8BZ+wfOvvNbfGsFAR1IUhEGusARNV1w
gRO27cfkJ01WDkgYWzWXXvwoTbTgVJ41i01GhA6nChdatUem5nR8cXrUchXkZQ837
OsNAUN9s jSR11PA+bwM49kF1kysRRv7T1+uZ59%hw3P1lj/eN95+GNORsIMwUJTfAZp
bgx+8YdB2szVpBoFYy9eYmeAa jdO6NYkzeXvYAoP7391Fs+DQSYVvoASUr6CxhBZi
6d3L07¢c+0HsgGTiocgGtX8qcP7T3rHDA2njfPzhr980zHQbESJ7TaZ0sS1YtsOB4
S5rL4nWDXBFgtd5ugCfYmtbMdyWH8xuOTPB7yCUJUI9AANTEFGPPZ1lcgo+YHHcQMd
TK7TA6C58piH2gnz2NuFcOol+4uwVittRGSSETrpEA3wWP jJiNtO18wt72Mbt sYgMec
36DWhQpUnnKOJ619jbQP00aldGe/TlrSLtEpsOJEi5UHkXiuKEVTH2y jPO9RAIRYT
7YWecLbKS5Hv1+Tw45k81X9IIKMFtdPbQ4sUanD3ErzKGOvccIcEQH947ZI3B1VJIT
Uvah90DsIdJ1a68GGIwFdyydJdHIOWUgBiQ7190/33x3Czxt0T1te9dRkJkP7510
V+vLRDQS5HHCHOSzWQOVeGAsoNa4AFgrO9HMcMTHS5VYeeHMVZBCtKGpuC08PKehul
rxY¥+tQ3jlbYgPdL40IdyNFCVD4edYollsDkYofsGEjcV5J3umLHWcfLOSdcXylc]
OcGWIz1lmAwSeOT8Qgk+8vM6£fRKy2neClQB5L4SFGrmnnVPg91KBEgaZt 6EOOMm1P
CwrbY5VETS5NE /w2 JdJWlhxnViPglg6E2Zx9dRRTriGItd81FA87+dL7xZc+kt 30tk
2RhG9YLW601IpBOC9akLEAlQY/ikJWziVrerWKZ0XQ7IAh7c3Q9Au83eRYqgL3jEb
InXN94Di6dfwGXi29FwYgxzkgz2P21t6KcpvrRIBk378yKn7jLVgkil/TEzQ5vce
qUAINWS2WmME+10aW7/nhcIpYBOOHZK1IDYSSLAraK0xvydsZTO5HAGkynJ6ddty0z9
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J4KhESVT7X6hrqIkOcfoGl2GNXjelhNDUJSOYKRYvda56b2hbn7ppThsaydOmdGl
HxTg+/9ENaBmASEqcgF0/RojJI5ZcLv8+fwwbqmxkQI+GG7PLyseI0GA/Zy/THHoD
uhikRUmMY8eFAZNT10kL/4wlGFIGO0Ik/ZGVHs 7paRJhWeOcFhnGHgQ+4g60cGCcWMi
AZGIgzDT7A7sb0zKxtbeSWWrgvS9fhussCMA7avcDNi1I6WCVTxHSMnV1wCzM5CHemt
rYQ6/kRKQ7mkJ7xWyHuKDb4e93+ZsBOomaM3AETVwagmeYiMKG8Ir7EswzuQLkau
Pe5qh3i33Z3UcNE+4 jaD+Pg01LUOHPMsGkTi9hJSADWC7bZpRsSES2WtoJ7PoLOFJ
I/SNdk9yzLnDLPiOziNQiY2i+rLI5H2BI1RwGRspyZiRwdMthuP4A261dhCscP3fT
TY+DQ9tV5NItvRVNa640E0X/CV/bwNIV8ciFrsGgpVrkAD7gmSdrK5IUsxUEUaYh
vVOLECYSmICQOb1n0A+GxwCFrPWL3Ls590+8UxD jygcPUA3AY jyz6GUGGAWNOYOgXp
DXHHafrIKs8p5ixcjVili9Lz6Hni9XJIGZClQ+nxZQml1C5h557ft+UD0b423beluT
20+M+Wenck 90px fbK7IPBIXOVBT j/WNQDWFbt 2t 2wzgYxZmGZ4x3ULMYH1yqgGlu9
KpGud40w+3pAgtuFlfiXW2yBiv5exC+/vz/mfozBnW3PF 7BpCmwgHXPpOIHwgcL5W
gtmnF3rz3SxUiHGvIWDU/POC6PEXG1xbP4xhmAyVHIkxXYLOEK3J112Q0pL.8UHh6wW3
eXJwuztXaK4HUQhLI7a331DRtI+fQ9JPfh1bXLJJsLw8LorloBgjVOCR3D19ESEf
NFUj96B5QPwulOKAA3GS5 jtrBoNaOU+PWxyw3CUhi4d7gsy7eXpGJICc0INgY6P 65t
kXVIzY7TRI6zGg+4RFES3uiaxG4oUyfIlat4dYYGg500x5iwmOQgaveY8CkGOQmMZUmE
49CiEvsxVUxzUsmESGvvIXTeOsG550DX/XqyG44ieigP jCcMjRTQw2wO2CaNy1HC
8jMIMiteoLovVgThlAmHBNKO3EqnOcRJ01isR5JHkv4WTpMLOgU+oEkiDhJEKymgy
UAgnKwdZN+2dc7wYFS3j8U30oMnVKjtQzgpRVZsanuMmTGaTlhY7+HmS15M4TjVigb
I0J+mJLVYyNrl18zvplhl/pAIlwepwoihS04m3S0I jU+IWproQmeELEPUW2VNEmMIZ
cggeDENMg60gS8ZoX2wPU1lhXgedO1lFNSKHividiFYCgqW5SZ/obLgUbaetzZnSVT
KLfpQDgiblIzp2wKJIXvBiZgCfIp2gRLoushp7v57DoT1G48KBI8/a8b9x1CvxFVk
1Tx0irCIHS jenI30YSPURZQEZE/RZiiyxOrnMiloa2wP1l1lg+z8mDFikKcygHNL7W
do3FS2GDA/hj5GJIFVISELV3vBUMdgjSxyASskxAXMleHwH1 9R1poDmpAUqg/4/hyJd
8NLVJI6GGOZF jbbfJzLdh75gTgjbCj/tW1WOChzhnjXRN9U2d4YCR3UkE51Soo/Fw
Jg5AZNo51cuygrviWAl jeRgCmDfaHp67CYonsr4VulWy5Jpul9/1szIk/19C0U9QqY9
wH23xyRz5rG/9NfWMbh6auVHRGYpfQAGNwwjs1FAhIFAAJSWkmbP SRn+7SVMLDAW
FYOpNcliMbknfapvsU9cQiTxkRB7NJfgazVxd6A6h/1rOZNmSuUPou/8NB71F9Jm
1rYt10p9TF95Z9D30FwsmCjhRAZa/t1k7S1icT8K+LJISCGks+0ySOKVHIEbsoVI jMC
vBMz fXEEVINk5qvHNe907T5iivAf52 jnTYMwVP5UwvNnseR0/qg5/20dseLwgqYbgs
BS3NRJjHaV3cO0Y8E+Koc4+1RrcE3wbmv0OFsu3IApwQj4AyKd7JDwsfzs2iv2Upedv
RMCzS7Tww4gY¥1SIejglr27iXgiOkR4ehLChh+k9WbyewNYWQWEJqgvgzfT390ormMg
dTJIDCQh08cUVMBEf1IMKImg/T£2ng+3SvbnD7fkbImgfCHzfQlmSRrwp7amGRj3£51
CfMywN5B02si9UrkKvgzZMaMnl OpIXwziUbSqiGyE9/8SqdLtBtVRY/x/XFUL4eEEQ
dUUCk/9gBkB3M15vquva6BUVjlhhiKFgnnpZ8eI904RLO2UfBJRtgBzicI9I1GOB
+Dfveo85TdQLZB3duuEolRMrnSKreOKi50xp7I80guRkie+++71s3wixp42GENXDb
pesxCalAZWreIJoVgFsqJLkpDHrh/C1lVVe/D1IMfYROf6rTKLAF sudylbxEEOXw1Q3
DkNIgPoy7x38a0TUj59t2H5xbfbQj3rRmbSUhVWIYgeGLI9w/NANXYmMW01Xs9QxHz
Y15/X+cYWrOV9zLhHvjhYAA3z8pevd3v7HgYvyayHHIFAOQOzwtiNP1D1i jZ9zVQy
XxDT1m9Y+rTdVxj36dzUd/EVAMUIgH7HASTAC+2fwfcoMN+4cyFBNVw/FhnvhgY0
S788MBOUdK6UPbTyPte9szSgkdVRLzTt JiURPGE£3DACDPOVUT7bzewbXN8f+KHjDK
aSdLktQiFgbzdXFsCZPOYHQXbs9zvztTU/xCliGjvsDK/A+exn8QuBuLnumKzzZ6
viW88zNPulJdZIgdsz JEQt 5STrMnSVBgxcB3TeerA8GQOCmgZlgnN+Jy5PIQHTz40Lu
mp8ZPBWA8BDRsST59L1tNwyKTDLCYTiN2Xx1YOmfpUQDKnnvmct 7W5us jD8Vnt HWoY
gJ3J+Rd8xPdQsnW4 /HCX3uTjgp/mUTgCYP+J+226n0ac+jdfDmi/otRn2jE9zvKG
TgKpFu/gGEfXZvY80OUSANP/h8+VCtaUzbDgkbNkIIsyhArupkDBvSICW5gxybXB/a
k471+F9nug6jdyIi3HgpO0FvubcsSchYA1UP9EtUg0ae9hDB1tRYIGT1Aa0OBd2xbI
zvVvEBeEcV1T1zaY9B6XaTG3VIt401i8S1BrD1Jh50jc/gG3B7X3Tk9Vvyn2N6otF5
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nidTIwwJ+HLGt4h6c+YsVIWZ1PZDta3n6/HNh/+pAdwSP/2t43PJMgJ101S1xR1T
C/0Ugu7gNndyg9sm0j8rpPUz7p5s7cTPIzGkyZ1VzEACc19dv2RFB4TV62z9h/BLWI
TUfx0RCcH6Ny4mvPiQKUADUMHGNZOOHXEpsIQPvpgL/XDXeEZCgKIH7nZIaoirNWO
OG7cJU3F7Ko0Ee jbSsrG2HIVrDd09T1fr7HP6/4Tu3h6gox1TuINjNCWs IwUgdxx
3HNzXc+0JAKElxiuoat5Y/aGnfabVUVB29ad8yFPtG4cv3ftWHM/N87Uezeni6f4
vsZhKLoo6FcI6xpmWDOYOHys1YtukQs8ThuKNYBBRTINFGrB1CgKJVn7MIsziv1d4
NGgmDpVQ6sgIr8EbIVVsQC/0WgzONlhsfLvweYfd0I8AaVEPWA39Q/y8DS1Lg/yq
0f 7TKgAyObSxxqum¥+hJwW71VufGFiRiZDYilbdoRaVb0OgVnRF S5pU7YkXYwbyowzFE
7701QUVcEoXMIVtWLNU7h3mI7£Q5F2F4a9bclLGXDcNMHsfh3JallhXkmUbEyrgF
EBOuotyT8Jtz4a6rSG8VLCDE jfw/DKFm/2vtAg9CWb8ulTj8Ir0j/0YPO1ViNtKe
dOmi+Grects/5cYbhewOIaoaDO0ON2Hy+7MQLMDrHo/NF1rCHtLUT+B0I7acnjAdit
v202eROGGQa9YDjmZ8tMhHVGYko4 6yepO8AWMSRR4vVd8b3CbvFbzJy8wIGIBlsE
5Ds5rviggzKcVV1xRneES5k9udwY7CeLl1DnVX5SksdmZoxgabfQECR11 6SB5REMSW
y1CDnTwMg64WCGG8XCWMn JEydtEGK2JoI1lb5Zikor 9F5Wighg2 9Ropv+CjekM7MP
F71W0+C0iB9PaQsn47J5Wuzhdt 85RfLpCm56r5729eMctbGEfmhUl13YMth9J71x0B
NZyBXUnAzQ7qIlaOuFJ8ZxZT3V55hYAoKF/Ph+6W/rHcSshEblnzUQ8Yf4jgjLmcl
S9I1cVE2xkwiWTS+6+xOMoEugeGK6TF3brI+s8gqmnimIIxYsspnpznNun6fXcoXmh
6TOKCAOCHh3wWPklucj+JzK5LHDUhoBzccx1colVE4To9Le3X07Svh5L9Zoud2IM
NHgP5tv7V3dCyPfiLo4ROLGEQ903x4vQqlQ9Tt8VP1++Z93H7Sqly9/XNYAMtp2b
erh0i5Qc7plzFgMN+0L7cO/r+jM3/Xt4uBdenLk1Ws9MICC21Pg4vLvs7£5XNjIF
nKSsAgo/zxxngqrwsfLCEir4dnIZaOSmQvFATKAumi Iq/Bml jy3yJaNFhNuo8k44mi
6C5rChBO59FkgFJI6s3s0BW/ARDMpRzwZzLgEiaYQxXrvh/YWatmzdMcOGjObivG
R6cgEjJ3ycfymZ4cl/dQVvggeNGSfcuumI3eimiIgdtxhUFaSQwkp8WI19n0yBnFm
ygdePhIuat£5n9yuKNLbTxamloG4Kd9m2iHGp9oYETf4xt 9icTvNalg6kEJFkEF29
JAl7Thx7ws5uAr1INIu5Yo09dmgzQ9c5DToQr3TPsNMOSnNNR3S4nujNc5zyAybkgD 9N
01rZ0yz3BMyWadhbVACK26hYME jdM/eE6Va2M8yg2alXU+d1H+hR/C4RNOv50u7L
xnBmTU8y+AY/vb14042v1TcvL5ICO0vOG5moFRgUziCcsncVeE1lIh5EBbwcK52dvit
OCEOJR7HV323h/mBe2uMdCrsvRSdIO9/VgTU9PbVb13xGwz /mXpQrRyf/HLk1Bxx
8PNZU6gLQP 7Kt go9RTKV4ZgEcbsFrg/npdmOwb+wQrI4d6XX1vHMPitO0ofu6bM/ed
FoyKwg0J£f2Bcfg33eCeTa9%t10a4G7d0ML4NgZi6sxaGG94XMMzu9nD6ewUN8hlxa
mhn+uLGFiE3ylEvhI3ICCeJInZNfbPU5SbXg8zuwqgp/YJUUlhoshBna+VO891W217v
koo01lYxZB5GE/BvngnYDUPY7cGyutFO3uRofOHMc2Q76mWl 9hgdcltF£C0O950nre
dOcNgrMsmtryp7tJ7FpsD8QE2t / JWG5P1Ck+m/8GbeRk2gimvkchOM2 JSIEUhLTr
ZNxIQO0dVtrMTtsLaATMTGlsH/Ai1Y+Ajuzhbpl0G8YVilyIYpxx6RSpRb6hpvLgC/
xZy4kBsoJfcppiODphgcRLYyNg+80gdHwg7LXgT8VvHQ6t3wfASSV1wetnwCQvEiB8J
XjnBSSUXoTHhghvpJ9SXxHR1A+XHgFYc6BOAepLYWMculzvxTweEsy6£feQynVKWG
P9DiKuvc/v29gse50u2E+E5rPQuTj8/SLrGUbwl2i1TkQhUIYZMIOHYBDFxu9pyD
ulzx3DsnS1LWTzJr//wkr31Jd5L3WUerfEp4gRAagshGCgkSZs4yC7YEnjiNyGWS2
FPFhOo2EhGBGLHCO+mSSYXMNkKkR1+sDUMzx8d1l jVByeM=

B.3.18. S/MIME Encrypted and Signed Over a Complex Message, Injected
Headers With hcp_strong (+ Legacy Display)

This is a encrypted and signed S/MIME message using PKCS#7
envelopedData around signedData. The payload is a multipart/
alternative message with an inline image/png attachment. It uses the
Injected Headers header protection scheme with the hcp_strong Header
Confidentiality Policy with a "Legacy Display" part.
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It has the following structure:

application/pkcs7-mime [smime.p7m] 10380 bytes
(decrypts to)
application/pkcs7-mime [smime.p7m] 6676 bytes
(unwraps to)
multipart/mixed 2248 bytes
multipart/alternative 1425 bytes
text/plain 482 bytes
text/html 634 bytes
image/png inline 236 bytes

Its contents are:

Content-Transfer-Encoding: base64

Content-Type: application/pkcs7-mime; name="smime.p7m";
smime-type="enveloped-data"

Subject: [...]

Message—ID: <9cfcaae2-9fec-5aca-9a29-c98da35b262d@1lhp.example>

From: Alice <alice@smime.example>

To: Bob <bob@smime.example>

Date: Sat, 20 Feb 2021 12:13:02 -0500

MIId7AYJKoZIhvcNAQcDoIId3TCCHAkCAQAxXggMOMITIBhAIBADBsMFUxXDTALBgNV
BAOTBELlFVEYXETAPBgNVBASTCEXBTVBTIFAHMTEWLWYDVQQODEYhTYW1wbGUgTEFN
UFMgUINBIENlcnRpZmljYXRpb24gQXV0aG9yaXRSAhMPLSWIETMXSs5CVIeh7500
BogOMAOGCSgGSIb3DQEBAQUABITIBAFyXL5Bdsrj47hCSCMZg5HssJuTOWk fgzrt+
Uauk+x0G9fu/C2gZF1lc6itV0sTYKogOf2UOEet IXbj4ad9TeExHON3YJdELbKBpOa
KnYn5zyuaRc2VmBGWCrAcPaGLHL59ul93+Quyvp6t 6T7L+y+rvgtOh6tMsCH2yVp
TGUJj2FVg6FxB4kg63f1FBlofpUl0wSB8nn+dUzUgxD/Pwvt0yxhB89ea2+3C4ncH
36wQPHM711a9981grPRH7RHBcWdyvnyOLPipQ8v9p8bweJyVQ40oDgLdByO4XuNzL
XgZnTKmhXugkRs2pShYJa9P/YnVE6£fPhc9mlz12R0UXZ00ezMZYWggGEAGEAMGWW
VTENMASGA1UEChMESUVURJERMASGA1UECxXMITEFNUFMgV0cxMTAVBgNVBAMTKENh
bXBsZSBMQU1QUyBSUOEgQ2VydGlmaWNhdGlvbiBBdXRob3JpdHkCEzZB8ROAPhiY6
HGLS64Mv1sDXhpQwDQYJKoZIhvcNAQEBBQAEGgEAIAfSNTfAC/vD/MMeOHO+9¢ciT
ntt01b98dS2zwaGnURIB567tVQjWS+hXSWYZ7BSdp4Mnt1QyeIsFadrHZp9RGnXS
gxfzpCBOM6400PesyumvXNwInjIsgFScVJ2cfyFhdH8DM8yKCdBZclueiaTDTHXb
efDBndblmGaJESe99TIzSWu7dgltVvm81lu7NnPdY7yM1IHPp8I jomxrxm/S5pXNINv
ZK0QlvoE2pBgdQZS2gZIoevepePkveqNYsMk666ThBmSR3RAelucLaRhCdGJlutn
myOOM75Rn6A9UINAEUa6HXXgqIx4G3XeRFvwIEX3gW+sd2+glzNaIOK5VKVPDzCC
Gr4GCSgGSIb3DQEHATAIBGlghkgBZOMEAQIEEOSKKKhbXhpNDoX/ 10pLE+GAghgQ
fImfWwlxwLL9TIO5jrbrEB+Nwv/IEPx/eZR77kGkohfz/1D2J140bHrkGO8DF+610
dlcXUtVeJ4EJeQdugoF3Zf41ulAF+skxo/0kbTZuReff0aGENU3beequQ0£fi8yzd
UDGRc+HVYpmKFgy8YXdNexYY¥XaDGxBCvHx4WrPmczGeLE3KAnR8BR6630xU8zcV7
zmG9LH/7N8JimcVvphNpKpbgCOW4vcklwsJ4HsQ5/5XQ9b I rXviwkxDLgCL7wNJIhFy
MDHc582aczLwOcb/RVr83VN1JDLGe+FR/snhhxpM+yFNblpXcZiDnzVwpr/kVE55
B8Z5P/9Vkhu+dG3opNmronOWOgoUdul 0H4BaebYmIIRzvFFWetRSYmhlIZeJ2s4u
dCclGclveZBBOfmXWYRJF1ImbEKdo5vVN/wbilQalfjbm4iQ4YkZZBmRFhsSgvlpm
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GQTES5pm+A+40scp+dngMGD10jzAWNnyN7t1bkIW5vY1lcnoDdRpT2r93ZRZ/sFggog
pkooY¥Y5q9d2Vw+ghVPS19wToGlROL8GUQ6SRTg8FN+vuJjT1ldfyNhsYp7ia9+ttqg
Y5KdR+3e4u6SmVLWudC9k4 jsglndrKNgXvVyd6NBPQpmeGaXGXhtQkzy3FBBfcsg
mjwgKUmkpgsY2a8YZgRce2PgCuDSsXeYZvVEs0EDjl17XnPadz jIBdL190UGaaD+1i
3gq6j5y7xbyvjGc8T4TICss7z50Louuxw/g5VBHHDZz4huywugOR3SICAOFNn665uTS
zSXXuNi+jITI1laLOtPttgmOmPa4KXHZhQFiT/F8D578Wnt5hGV6fwHXOjvvilJrsd
k5X0Ei1d+vY3THdAmEQe+IWOg5ViTK1 j4Yc6I36CX/Ek8k6sjjL11gKgKo0XXon2a3
2MdZxnNuSPvx0EZ7b3GE1okJyChNPguG3J3yx0Leb24pQ+jDLmkalX/pLALIEZLR
HUks6pNQ35eYoULzB2Sc24t3Xk1C2As9dS6xVXCxpoC/2f+SDOMJIzCDi+3Cig+dU
SZcgHGNmKdp27ScsNmt geGp4gKPBIEVBC1SYHAWwuAlhj9bOuBC6zAEMfr4FnLlr
bH/K7K1HYHjBwrIZmfvbEOMF3CYdX3kFwUnv71sgfwiW863DrJpW600Fyzi9zecdS
MHAF1mL3t5Yp3ul+z9+MVIpfgJdfv3GDwoM+Cb4s2+kH/P101tUdZcAyohu8gcylqg
eJ1lmfgRbBSILwrzLrO0egMLOguHdXWpllncSswgYm52zcUWuo2M+gz2/vD+6t160V
AxX1GZQEAVwwd+z765wfiQAvI00dQYhrdX0zblgdDSSUCrl1I/rc8CE40gZQM2g+Bx
ZVzvFLQI15SgQOMZ59I jZRcNcOsungtnN6VqUrbOvgrdYBFHJd9VISgTL8CtvECIW
EBw5S5nsz2dPYXY jbZkQsxYGVxeEKiNyOt 6XhFKAV2pFi1iECi26XbnI1Pcq0BU+8iM
KTv41Ku2lGp+DVFtSxaBY2ge/hyYpFp52zTPelPSvDw8VENAZN4BzFd4L5Qb5nNGh
MOsOg2nbU2CFZJg7515gTODf£gdeCDJkADLD jG+3g9Tp9rMb4tNsZ1j820goCHY4eE
1Hgw96FAF1VvR3BSk7wO0rNgAbCEt 08 fBKaDqp4X0ivsNk6ows/3E3DyCuZdpWOhWN
RZ+fdMWVgFaZa7hJA11QxeX+b3Cl1bHBUEeRIPHNns93uAA7Y9+Bicm+91lp51Mwefe
yEW2wHIV/d1vOPUnUIV6VSe64vBlkdbfexY8/C6z30owe6KyLIJHiDNLK8sA/wHOrP
3pXMZ91dHweG4pPeUmMWF fQWgYDufi H2uRWSe 9qLImGALOlyuKvt 5bV80znIGhhdn
WW8GGIWZtzpL9IfShYVk3RAAEfUVO1lelB0C22fNaQZJZf0FAXByW3g/nkVXMW1nF
9IRkiIMWWYXK8f73YVrxfCn/NpJKxfkm60r8UrJKapDbbgbQ/phLVPyEufA/12/Q1
gKK1lcxvTUIyJwnmMCUAvV5P57QpWCmpJVhRzKIGgmauf2bjg2UKdtnuMINcD5kV1z
Xa+40eSEFahhkDzoeJPCGrc8s/+0£f0bp69YMMLrlonrbaAOuiVyRL21tUpR4Nexu
YVEwWHRAKWMOL7gqL9dMngEvV/p650gsiXXMuhn0oW2QaWP7YOJYCvrIZCDEsMiwz fW
TgDArodbZ6Z+X4PLEf9XLALXZEGanQwc3Z26nz40EnJAYNSFKodL JMGUyXAtYfkUTV
zF0e2RgVSRQ03/035z0nQEjgo07UhHIytprIX3JKONENgzQFp 7TONIRpTTgykmxTT
6Drzlyn/daFZubp3am80Hg704VICWHGKiO3E/Pm0O9UcQSb6cPbTe08QVZd3074ne
unrhol39pO0UdBSiWAl1RCcACBiH2AM4g4ILgXMX+ES5JTTUWCXUbtMEtK7QXX+YzYu
BdwnmvzNr4nLgM24Tcg5c+1DgT+£xMc8jy006Iegdt ABgGUQGAW/ 0 jEDWID+vIUn
FT£82vMpYCwZmeCX7/N4BAdLHBa6t JWQANOKAhZ8QWNXO6X5TGQStEtpWidzrSe3s
QWJJINN051ajQKX58QY95z/PntOWUrTmWC+pJJZhxXxFVWBAFOF 1NKNseOWB60F zbgZz
ClrN14gCb6twVR/F8nIJqICeOQHMBS9tFyl+FksXg5WwmrAdkflorihZ+I9AbhBL
PD5jdJJagZelLYP8X1W0AaaSHa2p5V/cdDumDz/rnkzpbiA9VN8/pLy2aWsvQE1gE
R3Fxb7N8bU+1c/FG+ekaiC+mzBfaOgq7WimFgk 7rKVOgfSeHXTQVolkNceeIowKDY
9YeodW61yVClzWyPfhidx/icE2xzD+0hjM/beUpfUOCWlehut 9dwRmjujhwK7Z2ivL
rC4ex1D5KrT9npgcB+cO0wylghrdxjn9xpiBIFmo4NJ+76777PuudkhUBuv/zYav
fkupDpG7M19n0eX9x90XQSLeEDagQXnqovVgxbOgCsJbssADsy9Q85mDgc4 jIxc/Z
MunEcErg01lNIEOeu9wx/yiNu2ioPoVvIUf9qRzhli6cZzpZOVkpsfC7KaunfyU9a
BlIuZaI5ZclbeulLxjCO005tCCLzpltdLNBBXAQzQEDZOCNDExsXhvsmQ50PWwbHbFE
IrTTyW1l0UYhigfzKgcgjL56sd4cPzO0AEbxHRb1i4TGW]jG411FkgtTjle4wRK+EGWm
JtzZ8DwgU6szLrEc/R36Jc+vENDI4+UE4tQx0ioR7/yR1JeACjiWcliK3G20aM8h
s0Yt90pHZc7C0c3v31s5g4i8115DL/gK+4Q8PINotFG9ScytPiMd2SRNcHKORAHZ
mgEe5+MJUKXRcTLMOkXYC51cPnl 9y jRoJYVB68kyaC5sxs1DgS2cTTNS5h8LymUGx
PM1PUGAmKF+AV60vcVS51YTama4FivtYFfYIDEfC7TwSfgCOtrWeFZuhNI jzmWXzYuTs
080LVeeBRAfMgIbFS3fBQI9EiUs4ITIuoVGoG64vg5HG4FxpialPHDAHIB8eTOCZ 71
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XAQK/ml1/DHino+SE3bNUIArL27v/e59Fc/USW5BeII6hrsmRhdJgmzDf90Aw641nS
DKUdAWYJVyYMGA0oSOhv8AGvxDDh93kSjAwlNUHieLCA2Ac6H8iv64napmdaeI4A0Tx
DyRjzUT/MWJ1i jxmfnUlkszgQOIwg2ClFHKAO31P5T3e6CyGIp8HIwM6IvYIiGu59
w1CXpHbhCxMS/BeZX8SFq9mIMdyCu7HUQFaxkbpRhOuMkMJI8p7ej72XGbNYOv/Ur
1WrQyRAOUFPympv4tOXFygDcOr jOR/Kwnlh0Kxk3ocm51mDUVWXpTrraSfQNIGOW
R1YUO+VCoD5D/FOMZ5cjPYBHF 6EkKysfZ3sclLkEarkW+iONWsOaJ2Ax77£z230b
NaG9SYBkHVI9e+xsmVIMt 41Rgt TsF8ptFxmJPJQ5ERDPOLh//nPtmXYgt IrzIs2gK
2AuPwR8QjgHZ+wjeo/xk JBsyHnQiB+nxfH20Qhwp8umEs9Kjan3qa68fITchKZ6f
z6I1zV9w4gn9EdLaM713n04ZizXpN6SKOYQfOsfDyv5uvSPKH/ jeskupt3JBLpgLv
aEXzY2DNZApFdvRmbjd1l7t2DuyX1zh9bs8tP2IpMaV+6T2cH8AiINVUumoVzCFJISG
NFb0eWzhP+EFiLojHP8QfG7y80X3Y jbpGSfnapiXv3/nPg5xCaRZC6ryz1G/cl]j0
7THDfOmMxd11F/hSAi+CbRmMGASPp8WI7cYH2Q0+1wGiSwOsOYU22t1livgdRm6cNux/Y
BeUDQWOfYPdGn/UM1FGxKWvdqCeyrA3j5k1PTFO1AeKY/+QGRNASsnDC8UUP003M
VbiMD7Z0uB52J6tt/mpHcUXnZ2LkoLrAacFdi5wxbz/LnN5A++QP+rkh6TMg7puM
FgfXQCg43+hYhbrkvwmiBFAJz1B91 j1LSL2G0HzszyGcKNL1s9YoBK jbOxx8wIfw
eEfuYuoQstud4Ea788+n70zmNS7kFQ6hYtPhCmUPhjUUTrWtWV1F89Zf4JiFihrzF
WUFj5laAjou8wzBO0kf6epeInRy5xJ4rpwZIizM9%eJrulvDD+HMMwU2UGCY jjpXNIE
vi50cJEQQZoP7JB7fw9EMjq/WG10ODxR1ezbmOHUfbgbbFVM/KP111J750EQdKw1J
M4iTZWZ24e/aEqoGZ/R87dfG9ZKuu80713Qx0vn2cm57ywdG4NQVIXj74FdVrLoM
U5nTKeimdkYc6BUhNDriWeoTz jfAWbGxBomgWoy2+mne 6 £4hVX08Kxv2YTG+yDeAn
1GxXKOLiUW+F9GkqUlHPgAe jMOoIH6Z2zTyuTVJVe8ig3gUQLECO2AJz9¢c0/pQILgH
npBgpg+4WdW0Yip+91r3BP5KGUSMGHde lwxxmL3A7 /p6tMaCOWOEXhfIKIwWUtE8c
1CXT+HUS9z JONAG61tTVIPZkEY8KIMr6voINHUUCVbD62P4WIOZEbxWuSoucc+XHo+
Bgk5r4vFgR5G3emt 7gGsFennb3siQu/aB+JENycjzN7Rnl1RCYiZvJAlgy3dLEeE9
S/M1IfCWSLijcIMHgMvm4akifigl+wCrNg+S15End4xTAet /Ur7rzhl1VSEQOHxRM9
OVP5rL3vLgbYnHNONBWgM8FV4hDBzsfLy4CRvNUvYiJ0eyqv5Wsift+4sSj3nwLO
COONx74+0gX1ICO07yiClW/DhakIVI5Ydm2TsBchKh9dSg+W/Ez6C2ph2v33x4ZBP
ucurUokYNgz7UO0VSSYEtB/1EzBCWAM2 1PXdMpht WAOLQFt05/816nDY3+Q0+y0Au
81A5nhgzXIEoDwWPafSJWJI5YUJE8tnftD/CiSHIKbmwQlsTbvXAed 9Jtdx28Jb+Rp
9E3QBexiFgpkkwAP175CIb8yPVjaugqBO8kJQcAOyookzBya/ouZC5uClVmACNrY1l
8BA35zxa+/f4kmffuvEOabmUCTGxwVwJOan6uvaVgVMINSH 1 j2TZcNmdgZyCwMW
JIAA1IdATISbTEYkUdctgD3CrV0eqQL+b/Lv10JZD58R+1iaNsQaUGpdsycW2aBfUc
XHiesdG1lYCS/J2biGSDIrYYKho9ANKNRtMOXRAUR/dUaVikL8 jMN2ka89RDyX41N
gdQHI90MUQP10QcKIMACQcBOOQL162WL1INnEKoP2P3VemkyMGRSAitD6QPkfutnOlf
6D8LCYRTb4/p91wzIxdov3XvpbaX//koMOWHWaDgDsBPK/MmRwPp8ym+yE+tuz+S
JI3NV8L5KkshFraFsEUpPcx41njBvQVOh7vP /hqwwnbFSJYPm380LK30s4rD1g5G
ILNyaBIaNTPrc43j78SknD01I0KhA1JXSKX2U1l5TMmgOOyuP SwGBUJ jAHPpYgvTnZ7C
fUihEbg8mBx243NZP/XrH10XtNzGv64BJIAGNx8bmwW3guuo4£XG5aZ0AFzY1HMC1
UfFtEWAL1B//GVpj4uxZ5B5nd8zNiQrMGL7B/xYGilhAhDYN/JLwgnNkFWP2Uo8dU
2MPzCBuglZLvzgXQWBR12M8JX17iyXKfKie+5921WocB32ZSclBCrpc9crlvzWfm
YJyC1lGvHKAAY/b4XvRGrS4NmvDLgjzWNzkDCru5dEc9+oPvE+/rsyP7709Hsde0Q
gAP2IWEF/YHJIDIgVwWQEIWAWHRbk fasLigsEyXHZ6BGNFBaywfQCaz4Y4dvUzryDC
mtz4YgXwsvOHcaY8UvHLU4c3/+FwYM+0Xs1C50Ybk7D68KNeXxwllui7WSBySalf
IGcm30M2tZfwaulzXHwSRLy5gtIZj/RH3gfVQZ06ys4S1kzIbJgo8lK6ysgyDIQL
1HWzSxPnGUVz0GOJ2rHbleYyPzPJ1lggJdkIga jvDh3ZdnblHK+GkIJGgXhgQCa¥dQ
1lhwIJzHOX1R/usdFxyGA396uz7cSTejY7DISN/taXdHUJp+TJilvm20xMWwHvpkh
uyjbjvITmyM589077dyTSBGbRFAR1 9y 6ekkMCdDi7Z6jYyEi 9pMvMGUNWO4 2mHTL
ehLtRFGOLX6VVF1HJocgMLves/yInAPWnfTtgBbe2028/ rfWpkFnVTEKkmEobl1pP
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mhWSue/1drOMI9TL8TYtLF8+zF4+v/E11vEfBIBiRLZSA8+D+uG3gGMDg20Lg4 X0V
9cv4I4x2KSYKivv4AMnwJId91h9TodTr4sdgeLLEA3CT15/£2iP5jb9vED+2¢c8NhzY
Qb7/0YPgtPZwgNrp5dBI9n2gNm9y/cVhYf1C9pauNnLSANIXBt 5yXRudkzNv/B56K
FtbDalYVdfLbhSEcW50DgpBFDKPzbt GdpCsOP /+ViQEImtNNuTIYwQW4eBtIGELiT
37N/PvZyKn+9uoVDJaNG61iTeKj1WB/kNz+zdmuag3yxlkttcl jDpchMFgR1CUKD j
+SPrKp+DglGCOTpvO+3JiN567WDVICVvIdfttHI5zpGPe31C4MuuOVYASUN3UrCXB
eQLeelty7rk61M/R1gIizC8JANntPx4hfBbbujZnyrujGRowG/TLsdQNODvVj3Fw8r
i/huor6VwkJwC/FQxvjTNWcEL+MUu7cBv+02Pd/gL70tyQP7eg0QENUcyUsZ5NX1
f/BILERQWESr108 fRTbKWLHNG6/nowUZz/0c3AgC/SNHTuMkyOLcy5+33Xhlktblrz
6TRBojU1 9y jD+DnbmpGY5£fDKhQeOUV+ydFSRUCU/1X5P8mkU5+k ja8KIWP 9HTRDuU
3QtuUN/MGQO0i0k8Hwr/3U9spCplE5KsxWExU+M/10KIgKWPcyW1bX8JUZMRMmLS5s
gSiZIbkE7yuXFrZw+ubzDnoCZwNM37F685nJ08Wuk6gikK6owl /g7t cKAv+mMmrg8+
2iKIrT/oWIAS5iHKEGI56VrvgetNLOWOoOHK1f8ZjsBd3Xc8SIYn2eWticKy8cH5n1
LyI11lgNjphhUCz0b7wSLOA7d51cZ7yCPgWs9uB7bM1HzefI JTGVNVT8ktRm9/4VK
0gQugt+L500KRVZ6UpHXAZz/Mkd0Y81cM39nD/hl1DfxA/0IoEM9Ze7NQS0sxD+PCG
Pylc9Z61lhys8KHlonuv7tyIZ1a2CITXJzP1llcIi/cgbrUdBK6XVNla9exfSxVH21
XJPUcB3UIvS1750KAXJIXVT+Hh+63LCzhUZaVVwPR21tiYZI9%9exGKh3n2H+Mm+H8g
ODkrO6y+WnmhCwGFZLGUKJA8f2gqg2HfJcL2RGV6CT71ACCc5PGOG5zbqUxmEX1dQOmj
cpykjsFcy7CsBWI/wmH5vX4A1TN17FFE2Gutasn/JICUXE2yoeabr35F3SbFMnLa
A+x4+MPbsg8eR1RK3/X9eGooP0fkQbuQDk1J8BIMdAOT1yXVn4DTDSSsxNBK+HRBM
Q8GBkIVisBV51AfEeqIDYN6rklhEwAEi4Ulc4Uv0IN24vMdaeX55wE507JjNEFNcT
c79oChUxRP65Ls joTOxM11E6Ra7302PwaJZK3dsmLIE+7 jagdm3w689tw6srI9Mzc
hTK8nUWEfkXWKOOiLplESVIUG4E14xARJYgOM1ItY1lrA/wgFLoJkVBAEVMVVLG6hROL
JOKUTBDgwU9jvu7Zhgasey0Q48+yY8yPET3CM2XCDIyoGAbc58gIC7vnlmeulL4+F
ot JxJW1xn2T6WoUtTUL6yCCRHHe+xcx1Svt1lwr36M71i7IapgGlUdrRoKZsiPWHDP
1iEPglY7105hK+pMZg580mFB1eRkSZ1rZDzRZWCPErT7vGnZX3InSRtNuhjx7uTB
gN7ygv47r/xMPEPVshGj/KQpEu6+PtMZn80OmF1CgN69yPhc40VENwyQWwWHBBZ 43 j
Gx8Vv2IHL60HGYyOyhdcSz5NdNdsBwhs0Ygn72xxMKYY/Ax/kVO4GP8kW11F2mmvPg
a931xxKUnuKRY1Jwl1lgPnJOmtLm4WjPgSXxgY0OD9/vnDgfv/9PXjK4hNnDNvi+Ji
gqwwAW7nLMF4uVkirCndrt1ldhIDEaqg/Wju+gvo+pCllggRZIyuQhCwm2swB5 jTuGh
c7V8X0KEgunWe+QXzMMBAdUOMAIoHddnA1dOKgNJIRfnIwOEL93§9zYK5U3cDjF6
LKmDO0f2rbA8mWc7DDSiN1ZglQQf+wwLzJ7yct HadK3dzNZdMiToQb4 1Kt uKXdxM
sTHmhXcbeC5cPIWzbr5tQA6AtbusfwgUFek+jhlb69cw3Tbm8nCu20kSbJ6DEax0
7/Q6D/wQCWV1HSQRpzCV1BESRzg823D/VPK1Cnx5qjlFupXyPHlhl j1BEongTwwl
TLrfK3UGH4zgvrOaglaMgDpOofQ36DvMge8RmholdlMRHgSuUIzRhJVYL2z1AWaz6
unVyO0Ohr5F1R+5FCynUNxu9XjofgNp4032Thd+0IiOgqORfObfPhFMLDFQgWCXnO3
W3LZR8epSit76AEYaw+6+FmrDPVmMQGab0JgEOLctPNyYPmM5XoVIM3/675GyKz/3E
dx0OHTSm6BLyrY4h4FMVal/nCu+MkizmdZx8jDd4nSHya3NdNOjphJv5nW//W1EPO
6BOTjzVrI6YvHIugkC3FssUY+VWZRC/+01Y1DYnaBWU=

B.3.19. S/MIME Encrypted and Signed Reply Over a Complex Message,
Wrapped Message With hcp_minimal

This is a encrypted and signed S/MIME message using PKCS#7
envelopedData around signedData. The payload is a multipart/
alternative message with an inline image/png attachment. It uses the
Wrapped Message header protection scheme with the hcp_minimal Header
Confidentiality Policy.
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It has the following structure:

application/pkcs7-mime [smime.p7m] 9970 bytes
(decrypts to)
application/pkcs7-mime [smime.p7m] 6366 bytes
(unwraps to)
message/rfc822 inline 2082 bytes
multipart/mixed 1977 bytes
multipart/alternative 1144 bytes
text/plain 381 bytes
text/html 479 bytes
image/png inline 232 bytes

Its contents are:

Content-Transfer-Encoding: base64

Content-Type: application/pkcs7-mime; name="smime.p7m";
smime-type="enveloped-data"

Subject: [...]

Message—ID:
<smime-enc-signed-complex-wrapped-minimal-reply@lhp.example>

From: Alice <alice(@smime.example>

To: Bob <bob@smime.example>

Date: Sat, 20 Feb 2021 12:14:02 -0500

User—-Agent: Sample MUA Version 1.0

In-Reply-To:
<smime-enc-signed-complex-wrapped-minimal@lhp.example>

References:
<smime-enc-signed-complex-wrapped-minimal@lhp.example>

MIIcvAYJKoZIhvcNAQcDoIIcrTCCHKkCAQAXggMOMITBhAIBADBsMFUxXDTALBgNV
BAOTBELlFVEYXETAPBgNVBASTCExXBTVBT IFAHMTEWLWYDVQODEYhTYW1wbGUgTEFEFN
UFMgU1NBIENlcnRpZml jYXRpb24gQXvV0aG9yaXR5AhMPLSWIETMXSs5CVIeh7500
BogOMAOGCSgGSIb3DQEBAQUABRIIBADCscHA3WYayfDBOSnAJLLRn3cTs jsbLknQh
1iSnrygFniP70V1HS0exfVijnkyz5YxHRCrqLuXfV7EB4GRaieVzIkQTUEnhfBB+oM
JXJzEZW13Q/03b/5AMsV8vks+gCf3eND5y/dxgFuzgTrYbE+M3XsfkiT4£f9MaKoG
96uzaTOE1PLOCWQYUuWtPCffled484roJwgd++H+JWYPGvIWhM1 £GUUu7dbNX779ErA
PAMMOS4cywx9W20uczJ2Vzaa7O0AEbgXrSinji4 7uAMFNVb/g2toeX1m4bITvdjdl
JhBgQoxgIGAVLfmxG9aZzKIWWF9D62cEdnyCu/t 7A2knMCPkAqQUWggGEAGEAMGWW
VTENMASGA1UEChMESUVURJERMAS8GA1UECXMITEFNUFMgV0cxMTAVBgNVBAMTKENh
bXBsZSBMQU1QUyBSUOEgQ2VydGlmaWNhdGlvbiBBdXRob3JpdHkCEZBSROAPhiY6
HGLS64Mv1sDXhpQwDQYJKoZIhvcNAQEBBQAEggEAedVmzC4JhhB1JEAXJONgpV+6
St1CprlktO3ukPWbOBwWuUoMKcyt 8aCN+XHtdVUFNgSAqIJPHtcTGjg9JC4qUn8TY
tiH5BLyu5JDU1d1f9FvnFgbHpdbiiFKF3d2F8YRYEa6IrU//1qJdWisnlZBoYBKe
t07G6mMgL/4cGEyMGGbWxIBLZDImhxr/JvPS93jGRIChTPDnNbYKt L4t 0rMquM8e
PE4ya8MpWXZwXZh3gGz4pcBrGPY70Ekho9pzOMmoHU/ sD3CpmXyGewWHTOgQZBgHQ
wwZkg8DeJseAai2r5yUx1£f1M4cZ9LTcgUQNFOu+vOLjELS5eiGlzgmNhx8axcvDCC
GY4GCSQGSIb3DQEHATAIBGlghkgBZOMEAQIEEDAL zb1BMVVV1ZjclFL6tSSAghlg
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XtLH7SSnyPyftXAjx/P8gkLeTa7PvaM2TOhUL9fQsc60oNeqgG4tLomIbN32Xa jG2N
kxPAX9J8ywwHaF js+OIXgBGKdyYDmdjRANfI911052ywxk1dXkiYJIVomEpKkIApPS
NBwYkfgyLS£f3Qed0+6FGALBXwBrNdvIOyn4zn90gwkGRRzG8MQO1MXVGIngzgClZ9
CkHSPpeKS5vUHOWG1JOtRoOE jadmLXG9dJyYHAFm2v/Y65mvOhmCnIfzieGydzTxS
kBXRFttXEsPoxOJjR6jX271KbVulO5hAr3xxr08qgtrFUZ6ug9vVvgMfwpTupsYivVv/
NSgB1lKBHxpocubCF+84BUBIN6NE1qZFdc23gVaDcgDd59QETfiCj6cvkul2vrZYm
6RSK3s4mt50glry8507TgAKgZXuGqRgEHMx1mB1XQcVzoiXai4NROAWKTVrm0J5h
tSgs6zbd8asTjJo9+CcykzxVex2900z0mRDb1z1dAF1TFAQsvmY/TfKjO0kiA19MC
Tc6To0SUagvUV4G/2Sghh0zdDihTK55dSG9jygVOjVsnRtg36A4bYef71A4 jNUbk
dz8AsP6JVgHwWysQsOn8JVKNMEs1i1hR0Z/05BE3PgMHhKSz1Kh55zb6MoBJquyqr
TRF3wlmXb+t sM6yUR9WimlOgIon/GTxROLHKkYeLX2wDhQCr2PBcIbAGIP+W20Bb
qjviPxcjfOAQzfxsTYGUr/mTcalZYvVNIL3wg2u60pgzZ+67KszKn3U3Efib/+6aT
8QVliwegEfjZRyc80+S3g6JES/zPhCxykoo5Dmx1trvTOhK4+0V7U5SrUbC+S/oie
hQZd+pk3AVS6x00jtAQWOoBWKDZVvPSQ3VXPVN1wCnt 3muqg/xV540MgKt Z2XRkuCwy
Cez3s4AyhdX1Ko/81sJ81isSWsgG511TODRGjooFMFMzANXmNZXES5ink2Ba6w80XS
CPmVQ3SKnuKaUGmknHSmAQfUrzCZrSqwppTuWNZ9xTTrz//kSiBSv7aAz5GVcm+5
fzLWAMoMoWWn81nhEUO jX8vmZ17I50nA01UjLNBTyomiZgz7PD/iIvEPmM1XggZpe
mIBYmMIZI9cSB11QF1I4R5GBhBTBT3fyPAT61NkVMgWgL4KGOK32tz9XAJ+UJP4z/
PAQPYMKXcKsIgl9YLJzFgi8ACRtuACS5tQI61vkd3N960HZxI2T7Q0+n3skFXXcud
v3buX1+N8M40VBFybsx3dAxUPuAtkb/tiYcXHL+9ivc+ncXZWml j53tPMiodDEVR
zBb2s02cCX0+k3mdrCgLMvwlxN/874+CJ8C98XDijhclLL+/vfe6VEHIiTJhoW/Hu
5SLt+bTcrlbcmbgBkFwUO75vp/ 9YIWFWIMQODa99PiwVYzM7GDkWtFZRGS8RUXaHh
BoCi908wzibGT jskFvu42xccfqgpOjYrFLktMp31G9JdMyZvallixcY1dJLIrB7m4 fp
Mx5/mxfxmbjwdziG3Y0uTOupzJtzb94GogLA4VyG3D4EzQyUWLMsvwSrIJXSWuMHY
ZTgb79qjb7DVKOYVpmmgAb2 ThVIbPRS1Uc9y0SSr23KqrJd9Z+z8/8BJIJWEC/ /kMZ2
91NnMsZ9X9rPAuuQOjylvgBR3Gy 6Wm+dRngyPpl/NWnYJTKrbdM61VzuM1NFtxKn
d6eZgj94N0BOxvTIn++F229TILgz404kJSVvKGZc4af6akE18v4VMe 95pYdiD8vi1ebE
mLbAo0/5JMu6Enlvz//U+0AiCaloZ]1BUNXweK6PNHSAUKF7RY1d3eMBqVDaIiYJJE
dKKMtK2bGUsrTMbWhA210p8g0Iz7LNpCjXBYzDevLdWzn4vZzgdobaja3x/Y0e8]jT
1gxC4CZ6drM4eHKRJgHJTqnxKXZF3/++w3JpdNnUYel 9nCQTCid3DLOKYtrmuoSJd
SsJJKFQkKEC/1nI4Hopo4MQG1KDgaHBps06IVVAMITFzd4IErtQSjgRYZkp4i+SfU
TLYzVQP/Up96 jphXuQGmvIveks7oNiFATyGzsUB/1CW7ysoNpcHN7vrXv4+3KyDZ
1d82+dgb¥YTk7HiFgAt 9UtKoNRazBLF2E5xcax8T JEHSLNANInX4hwI jgyIJMggXcR
9H+v3WHYsgyCHHGXE15b9/PLwuBDiYAKOQHC jHqujotRSpWgmiFP7D/QQUCGVsSEg
RhtyC8KjJINtFmd/4PVGbct ImTEyMuk1Phxg/+uj+iEr8cHmdKvL6aT0VQ4dpllE2
JCzdgosO0uW0ssSBIJHEWDGIY3NtZz+AeToty53LZGT1gYWHIWS JIMHOQSFcp/ 9UEp
rzoT8Y¥xaNUjXs3IKzviwDdtdvVm2hmukVZaRcpOgMNA1ZNnbzngOu7Pw8jeBSc36g
HhsPJUgWLz1W5xr/BpdudwrmxEFz100MXZKVIFFJXVXMOUMJ2P2FrZRgnaPAifmS6
12GBGfBcgTvO0b3cAussB+1EjaeZugOMwThMuKotaWYS5UKghvSKJIIp07NOBS5kQQ6
8S0Xh5ekYcesMwVTzx4bt EEJwWOVgKF11i4S+eFAtOy9tcBv4A9alzdYZ8b1IMAg4p
54+uVv++0G70uS2FB1x7ANX1gsXG2HJ+IbwfUTmpn7XsI8e/dNe9P+F2h28390S02
Yp8YdobE4Kw/G2E9VQImvRK3BLs4nTcyYouHzcz41GoVQkB7MQriW4iivVY14BBCSW
TLVkKk1gRXNQswSyN67YRGMMEPGNnIvsOzswlGOwzBul5sHXTFCN7pl jEkI2udfdoWe
31Z/RgMOVLOV5H1Han0Kxsgx8IPcw7szf4Ccd1IJGKHEVPkDOVviga9oD6dC/vitu
nxM718ResIQuLIxTpgL6plZUxbGhsShurTdHb9fuPDaSv4SBeYXV+mWyNSAlydv4
6sjVDSUCPiTm/ fmg6XFHQwi8DC839RkrEls/YpHKI2xuhSr+FvgMkh8UVuFyxMiv
OXnbBKHLAdY9 jnRjy6TgSUSEafYg7pAmgcBcyVmrz1lWYATaIodA84xeCctSpT34Du
+z61sLddbwkgK/SyFKLJjrSPNmoeJ jHtRe+LLO0y09ZbbR6YunaGnKIEWS1CSBVVNR
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fV8Fb6XAMHPbH/xVSBqy+s1qT4IbcL1BAyt HkgNzCYgUKx8RQLFUbiEcrNOTMbBt
OKQUVQHOJIXY8pbwHRgPCgUyNQWLEYdVuJBnWt 4bUOg6hcsLEMOt fhvxSMgWF4phh
ZOwP9rq/8LRik9zw59PF6rIxXFuZ3WtXfRcLMGDg/hLJ/VNN7eCgQyTO/DIzPM2cO
EBOP04JVcYqcTy9FuaiJNE45+1Bot JAlIHADWIPWyWEFv8foLSwwgG8c1N7Z26Li0T3
PoBIBVNhT2McZ/GhOMXMr12T7I3zHtpvh3XecfmO1lGsNijZU3yxcygRkisHDbNTn
fAYolU1TdgtTvgy/XuWFOdK/+/t7sT4owjrLHYXeeZgTszYqL0gZdTJh7vhZ 7nnN
P70NLfObi+eIUbCHhy6rTawucjnx0oc0SI7g64GU2dHSINYb/ 7wNSAm2D jcobNrg
1IVyWNd9g6a8JQOMBEBQOt rbGGwEDfcCiFW63V+2KGWS+Wghg5mB+aXWocUoRgv02
yrONuRUwSZb JTDgNsSE+5aCLCVIppoKwGU+LYS5oNXfE7NTERx7zKfgv1G2y9dLf5p
2rSimOUEgLFJO7r74BzcTysTOpgF1PsRYZgxiwGHFgyKgP8Y1vZLeMkdDYwUtu9v
R1fru/el37/rlv1EKPfGoKPVTwsM0S6Ur95AZSr90/chylxSp2wLaoaTY20crx3H
G7DDYH+Ldx6fWwlT60JzNYq3Y50xfir22F3QVwsXs1lWhrQhjHs5ggGlucSJ8kh4v
nCW8kkdrvAs 7HS5wuTmxR9hat073vnpBNWOOAMWO2kLLuVs8y/2KLPP jpRP/u80ol4
o7rHFsestbznvbcPaoAtKFsEyUbMJewR3ApTuR2pubpZ95cdJgtclZHYyP183W+5
zbyNgwmmcDQXvTocOgYhlTpxSO0UjXwHgSCx jKbglkiR9YgCiMR8Z1Tm0oCmOLVO9
xm/sArkY7g5NDZdLIpjTx1BtwSWe 9KDUTHWv+58CDPeXyDz/429g9A6TzJ9mgS+S
WtmU9uhlpxs7yglYAWSDUPY+uCAO2DFett 6tO6RqUbmXEYail3Z4wc8qgdzgkf5+R
TG1lnB91DIN81rUmhGGGpWuhHKQ7YC+n3hi jDWNyUbbhSYQGXZgz0z/p5e08GAVZP
wbf76Fgk JFBKykXx151POn6WJIHR1S1KjjgJepf2j£5zBt35mSW82ngOrvOR1Ey50
WafAkxvdx30uoax5IAdb7/gl5Po6fvsFQ71GFTY2/skYIMI1tZa32M/4gPkdIIal
urUs7R42M/46LASI4+e08inNtunOwed4 2AW1gYDWuFPfxE321ZVzkc7+26Lj00GGK
QrViXejF2czzJowh9FQDHMZ 9DQZ0rksGev147v+vEinRULMWkCGEUEbuunDFJi102J
cL2wtgrf4H67YJI51wkn950LoCgHu34eXz24jMjVyVDBMJIS9wH/ jIfk+7Yn8L1lbab
Fv7AMxx+i0ePwwF2ZNTIXLVvwRqgtN7FpbOtCkoQZkDILE jLS22bC0zGt 6eCwOvV+I
KoP9nl6KJjEutLUMUL133RWyW8BcyImgDUzaVo8CsjarzndLFizNYS/1wiWSIzjOEyDb
ZnlZ+£f7AAgQwM+hE9610hALUhReVYQfyxwAMxN1IklcmuFsuG2gFgRr0CaYCQOYff
RyphlYLK1xMyuEM9b4UCZ1CIfFXwDnjx1lukJjVXuujVWEO1DVsA4pSzIupCig9¥Y6
pA2ywyaD2nS8vLvrydpG3elvkXaSp8wTJzJgOxJ7McPt ZWNnaRt 7Vb203hn318R7
Qe5NiZwmBFtSdSCIeEvmZz4l2ewKSc6wDadJJyvKeC6/0ism2cyU6n2bmESxt0oD4L
g¥SfQabyhoks900Q+vmALnw3ocupHg4CkI6+9Y3eLsx8U2NgAYVnWSuFxQ/E/tuc
7fAcsJouG/u38MSE4eB+4Yrfn4Nh7trE87HrwtOZPn8fWosPY1g0Qnlk6vg4dIxY7
dO0iFtCImjinsxa339p128ClEmOi0Z0wcwHIKrMh9Axzk /pQtYP2V1/ggMh+1BE+It
PV/Et9pjlzsPBNvKOu2C0t1ljQMo5TsEGX/fglIVYNcobDx1sltWWu7xWkREUOQmuU
0z49JWzU61G4008V0eYquV68onBYIWCxsiZMTdwpPkxK3rtc+LIdFByDac7QPWJ1F
NXNsr/9pF3viYyD3wcmKng4X5gtC/adM30JUkAacrH4nPE jtCSPKLceeJFV1Zchyg
yveZsZJIBE6X2CvICUIIRGrSIaFHOPvzwlk8jgN/2FDKNvFhVxtBOKNasckImhzGUY
TF20WkglIVQQeZzCZezX5yqaq9G7RmiegBL8k6/CJaQs1VI2t+gcl7Wb3JR3uatx
ukfZE//8i0WuFvJIXDiKgkLryJev4v6e39nmF /myEK jmM1YLG3WnE21rCKkwkZVg6
HJqJ7sflZ+zzeBPQTFsaccuOPXF8wpXFzNNTNA/a2W+gjbSXZQTJkIVujtaE9wNz
/TnybvsgGsTi0tGMAJXfCJIL+yTp/EnRDMOF9Gdt 98plc5JayING6tNyMitxCo2QQ7Z
vip0SBc8y0QUef09TUDNWQCLbIM/aw3J2£4Ht zLjdyPFRKAVLBvWEpP2J+IZ 9hpBPS
03yftnWko5nBKAZzK2NV1sWjiq/A6Pgev4X0i8HRsJvZzVDuDLioeStB52XguORr7
qVbMYwUg+BcSwPLrVH3wLORg2UV7cXvB6WomYNh3/Iv1lDLdrVhhVd++P8jznG22W
F817vfIuSOgzzMOPYWyLDfYEh9XiKiJAWpDr4QKx/K41rRIc/+UNNhnbLR4QK/ Zb
Y6JIyh6H8ZWg8es8aaWKYEIPhL0O6gMGZyf7gw0jHZLo/5GyI+tAhPMIDdeT/aHRs
k1lisHJI67A8WsNrHWXft7 JNTKNVmM310XIROtAVSTTWYXntAOZO87f0YEwrywYKNHE
w5icQlUpOwWRJNATgW4887N2yKgPdLNgxHaMdYxn0eKKvbhkJIJNadA4A+vGKcnVYm
I5ZdUp+AHaVArDf4oH8xmrP809Ty9e7boxLZGzBHT1if3UzuAvD5B5rZNnJVSZ56W
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VXo0z6LxuD/NMGE1VUptgxCr6miaxeHC4ALc2CV+5FxGKTy0Jpi6098crFfngKr7Tv
WEgWHbs jb3JdKT3rarCoxxxC0ccqgI5hlJJ55UvCnlrZAVxBladz4eG/UlIfmy31iR
7T6kNDbWNgrGlT5rr70wt xghxBSrTRXCOAW6 J1HMIYkvVcqoKgS/Mj7+hDVUdglBtW
/DEyeBgRAeQTekmMj1NOeclRgMmP2VhP jgKvXdsHvi5HRVI/sSLELKkBXfnZIIyiVR8
4EM9sJyJWrB7zrK/ZSJR8eY/xY1361S524GKufzKkIg+gq7+P41SBNIxGp998DzT6g
/31E9y/7TnlZb8sQZtN6wa2KVO0Aov1t 9YWPkQlxdouaTp4MCIwPpPbD/vXrgXwcdM
fX05EGSuyqyyU7CDEG88P/xyBikToGRYygfNKjagD4YwIPW/1Kswt jaFFIgt IPh3B
TeILYznxYvIp+FKAYFESPJioM9cI2/ge5u/SyVNK3PZ5r fkZmX5E jNdbDUGMQBCA
XJ3YgyEEjAfVptQ/rgdnkedOXnkdmsk7I6xX3QkM9jnhcNgzGWXsFwa9smwXubWEL
eW89gdes3PFXps5gn+VZNr3POJnvcd74g8cVuGDvCat 8B1AdEeTDsX7BtEvMd/ 9+
EfqJ+pQIlhbvU6NIy6+9suDFhzJIpncPMZ1oLAC+bdgjmRM5eqg/70kLM1FXDZtgzs
zAX941ijUP+6IwzISHWlImoMclvZ4zA6Z3H{FtdY+uAASrRutmgte jv5FsKWENpg4D
fW2IF1joOOBkg7AAKds13kFR3UMG5CW016+EQImMUPYIpaZyD9SPx1XZ7djtRESOV
a0dilENelpwX3WGUY6rQo57iKWa+7hMw/ rkdFxC50p6wyGyazUKSk0QD1S/7MR9g
R3kKRrdSavVg7X6pRXsJJQsGQd2z JFXBM09i+C1RgjBWWP+8eSdhBkO0xEoVyiHuUM3
31eTp/uPStDzzl1UJZVYrd2rtF/VHVA+M]l TmrIkgA2e0fShiezCw3JhIV2GNOcnI4
kfNo4wKuHO0lsJVu+CYWwlgEaoH+nB2//HO9R+fxZ/Luh/fakxBlKfIFe96YIVicIm
AWO6XsSEVENnQghTWuCU4evFMTmOpjZS3MH4eL+usAB4 TMpFZgqCPFJTMAL2Kxx0OaAuk
AaHg7cmiCtpQGMdlY+YUNBac4d47szdRhvDnGRyJpGwCYiJRQp3DZKvtwoodJKW3
YW3K/MTAnDRPwuGhVKb2AwcPwSC7kw0azROvVYOnTHOtRKOKNBWht XhHYORaxSZR
0hUAe6X28GGPalObt3cvduQJDW/eEbG6z5x1bvCvim9ghj8ahoWm2elLoSgmeJLa9X
p6L5JFGTLVaC9L0nIJraVcr70RGEN7DhubGufRQe2AViaJ7DNRUUNmMbIOVuUmMP1Q3
gntaO0wo8bhUTEpZDLRIQWEbZxtwi2hXgzEQMNZS52yFAexyRVgZN+0rVVAAKLV 6/
aJ/nwEK3jIApSCvgUOu+BzHGp6Xg3xcCcAIgRWWYbxuXWmgPgcRNiFUIMg/HrEiy
y8YWawF4FwzmZ 9sJGQVHkJSzIbxa89JGX7Qp jhPov70b4wD/JU8VvBgXDHDHkR1VK
aEgRdAFbcv2G514hT17y5pxXYvJaLM7BnGDBvo3bbQhHYtBglC2VkHexvUpmLRVR2
nTcexYOOMssxeYPvSaLQCWO2NZ+0LwFKx/0wXA3zcUsQnROmghHs jessCCsBXEng
wpJcU2gCG1lG1Nkz3dnAeTyzNI/h8hpauW07yZA4tas5172z6j5vSSwMD4m1XHKBPC
MHQXE+GaHiMZe2Fxt A5GQgkggstNxn3W8UcCNgSDkPKUNmHzPK1KL 7MvM6g5Hidz
HGKJ7NY/LzSQftcu5h31i2YfAlImptcUVZVhOf8T/halWo9Gp3F9+6TUvhvP 9dVP
T33eCEPxBkz3RwUZSEmMZXRuJbh3SSiFtFwn5RA9p8XZai/wurfOZsp55ma7r0M3C
2fomu+tcQ4BZJIzMRRWvZzHA084 jIrY6gHCWK7Ppe lEgGWDFSIcU/1stOXimAXATUBY
k8RXxpbTVu7csDQOBF sKEbdgsCy90Kw jOGObJYThkAVTfVFDUtEiT6VI1ITNOkVIpQE
L8gjyRLQEANBssW7z4JE+gINP/BDb1TM71K11SH86e4U8I/DzEAS50Ax8ujATeVmN
Fgz/blzI5ggbe6ROpFtRD4sGPn0azCNyMlks47czVaSjI3cEN+yU7GBXfAWriRch
250s7tzgmILnTXfytItquZTBPvsOIIM4TGIzzQ3yLdIp0lnzzBZ7zWeYNZFbesTw
/r/tl+q/aldan5g3sgwlmN7ZE jp2+bc62mRI/cCI0mMVIVXPpP£G/wuzWdOBi680Na
DUGS2zNJPDLnLwQZKaN8HcB6FiXhMNrVIF4bgPoPoiRoA1U/psIaa26CKdso51Jdp
y9DdzQLMM/7PZT1w9uRk 6 1WBHGNUJIXgGIMoZpJVb1hFAKUZwUa6MREZMBgNbYszH
e/YMYKXibjeYXgEA81n+Pw==
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B.3.20. S/MIME Encrypted and Signed Reply Over a Complex Message,
Injected Headers With hcp_minimal

This is a encrypted and signed S/MIME message using PKCS#7
envelopedData around signedData. The payload is a multipart/
alternative message with an inline image/png attachment. It uses the
Injected Headers header protection scheme with the hcp_minimal Header
Confidentiality Policy.

It has the following structure:

application/pkcs7-mime [smime.p7m] 9925 bytes
(decrypts to)
application/pkcs7-mime [smime.p7m] 6342 bytes
(unwraps to)
multipart/mixed 2009 bytes
multipart/alternative 1148 bytes
text/plain 393 bytes
text/html 488 bytes
image/png inline 236 bytes

Its contents are:

Content-Transfer-Encoding: base64

Content-Type: application/pkcs7-mime; name="smime.p7m";
smime-type="enveloped-data"

Subject: [...]

Message—-ID:
<smime-enc-signed-complex—-injected-minimal-reply@lhp.example>

From: Alice <alice@smime.example>

To: Bob <bob@smime.example>

Date: Sat, 20 Feb 2021 12:15:02 -0500

User—-Agent: Sample MUA Version 1.0

In-Reply-To:
<smime-enc-signed-complex—-injected-minimal@lhp.example>

References:
<smime-enc-signed-complex—-injected-minimal@lhp.example>

MITcnAYJKoZIhvceNAQcDoIIcjTCCHIKCAQAXggMOMIIBhATBADBsMFUXDTALBgNV
BAOTBElFVEYXETAPBgNVBASTCEXBTVBTIFAHMTEWLwYDVQODEyhTYW1wbGUgTEFEFN
UFMgU1NBIENlcnRpZml jYXRpb24gQXV0aG9yaXR5AhMPLSWIETMXSs5CVIeh7500
BogOMAOGCSgGSIb3DQEBAQUABIIBADE6mMU323yt3WjthHoigYZZ7xRsO0RS1uUkr5
I1v101SNg5YQ95dD5vNuhMvjt/EtfgCJ7A03adNaldxCo/ jIwbg5I60dTQZ7aEWN
BkZ1KMHtu+gDoczg+jPyGvpY¥X14x4yUtSwbp0I8nm2VMoYVvNY9nBagaXuraOLnGE
VegcJd0lh+hkybOrcx9cxLk92xMk71/HQK41YD2uMSnec26UemFmvSbi jnBoJgghi
wDG/1UN6/7y05U¥nku7+66Ub9Jj4pdt JMXAYF 7LvVBNcQ4L+aXMFJQQTJOK6RENT
bgogVv/1ijZt SRmB6 JKIZOwHruSgKIGF1i3GdUhFxf7URV+Xc6/QUwggGEAGEAMGWW
VTENMASGA1UEChMESUVURJERMA8GA1UECXMITEFNUFMgV0cxMTAVBgNVBAMTKENQ
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bXBsZSBMQU1QUyBSUOEgQ2VydGlmaWNhdGlvbiBBdXRob3JpdHkCEZB8ROAPhiY6
HGLS64Mv1sDXhpQwDQYJKoZIhvcNAQEBBQAEggEAC8xsgG6RvIzmyeWC417tECWY
cLRsPjr0ZP+NZ9j5BjhHOOA8KUh8deF6z2C99D1ixeMVHXxTWgYETK/yAKR6VASWglZ
JT/PXeV3uw JFKF j+VEMzJ70ZmToXAJIN5d1PzYeWeL JN7gRx00/Dvy jmvNcfwXI1l/
uwiTkdmokX8dyMk93ELSY1wwQ3fKOMiRIt4gngU8r4+gMZzpy70PWQ72EukdIySkv
wga+KasO7PeTLJ8KS/dQ7DxQ7BLMjVF+1zbQlvTujOPQmQ1l3u7+sNe7YbsIpMEmMN
RICHHVEm12QdRm7KQhKJO0TMC2YeW/alCrLGnJd9eK9Qz1BfcUtIJn9hWVsivj9£fTCC
GW4GCSgGSIb3DQEHATAdBglghkgBZOMEAQIEEBONNi rHKPkLATpSNOfBt 7iAghlA
yX9nf2uy06ybPSZFJaD/uxbWjINQfItZY7VyFAQBIMHBg6MOT21WdzkvQA2n jMSF
xXQx2zKxBaPtnRUKQCYyHaEygqrCT/cUcJIx6nVSoEntZQcTTrgSiDL6TxHgSyp809
d+VfULsu82GGbdylE6wesW6wZxJUCuD1DJInfonJdZUf/Z12Lvif0ol2csXjaYpbTc
13GtrcWDVDg+ugb57moD6ylinulseAlviro9dBUT9mki16073hZA099/kbDfgSdTU
KJ9gIZ19sjifNaoDN5noumSWzUiUSFITO3RE/1ATAy jnrhiWOMwzbedPtxzfHJuJE
m5hgiQHyk1h5wv1Qi2vJ16joL8nSmU1871192+x8S6dFBhpo918+mFSvIWPCO+Zas
4TPogFfY27sAjL+s0hOmHE+AzkQ2aSK23uowhlvTIyFxY4VANikyVIJWNW3ULASUv
iNirhafgxPwS5p4xiymX2ymgM/t7V9//sePvuVDzQolEz02601i01sFgqTd0Otun4Aj
P3j0FrvkXvI9BDEbqg/alllgkH7+9CyQtoRb0/hjCe+ZClWU9T6b4Z7bvsOsibnwPB
koEXLPuPMzxQMe1Q4P5jOdcTukoDJIMX5nV jhHbQwZ6P+SSaKRntO+uJdcGnUCeyG/
MM3PHMzQOP3QcZUgpZxGlwxNQHMD1G80OnLS+VNWUSHQlaKg9xkgZi/ru7a0uPRLg
GWIGEYurZRSBOf jdgi/dAwsYSAmekybCdBYPMDhNK3MnI2alBh6YQ2ML2KHDfLXm
9sHgMA/OCTP1AbVgp4 9G4Qh jfPK5XMEKqTqoBXILeGxwMABWV/Qnt Yrdcj4oShx 9
wHz/47YXRSALJvS2ZBATEavEzkIVSmOMhv jv8mSP jkDoth/UvMIeiIKavygpZPJC
b6NVrnkYhiINruDUheOU/N4pPro6yF7Q0+DdoJfmgRmIry4G8vj5])/36GDgs21hll1K
rtNsC6A8hgBK1XvLobN+WSmVjolHI9x JHbJI/TtAlb6DGPr4n51sPx3vHU8pSc6VR6
Bz90T7wm8UYvRAyRUWb16jOQWOFhO2 jgsnKEXMuu+5JUR1J2els32hfPjBrr7B4px
MYnh3070XTjyx/ES8tsOdukPgbFfB1LYbdvINVjyvkJAlaek4+30/XeC6Iuzuook
EECWH+JSArJpgH7n75dnpmQTGRU/ZnhghCHrXUnIsKIIXpThIOWOuzXCrufxz+22
NtAjJhfrJCxK0+miSLeZv2bsxNSFbSYKNNYpzTgH+6nFHgbZglspkQMvDFuo3jP7
LYrcEOI/WwbcQE/xIC3QgtimfkPodf741+2ZsNarHX2SB9ys3DoQZle0ryX7HeL4
WImseW9kY/89f4Hbya3Q1lMoASes8pZcoxcGaQMO1DXVYwRszcpgD80OxXxMASBY72z7T
r38uATXNDwecqCb649/MYQMCVRX10yUQVAPPVY1hfIN7LK1awCIPMLPWEUHPES3zZ
cp9K+zVWmne3o7uZ/Rxo/YwQoLt51BT991Yt jZ8b2AWRAUZfLu8C+sugpE3WDB1k
SdYxzACoUonQRa0QAPx409P7s/HKprklJpzmciaNVV7gLO0YVml1S3RPpOwIOHidgC
CSKcHg33Q0g23do2+mKU1leZ6QQIm8ZLwgGuAngSzlwo/SGSGF 7FuCURzVjSabITsa
vY1lb2Sey00o0dZyFyjoc8suyDbv3qUDRusFcklyAbAJithEuzwh9s1gVhP+QCLOGp
gad4rgzgb/mVIUqfBugzv20+IKfeE7AJOETpokF jW43Vaf688NhdPgtYVYle7aHpm
VZWx5dRr1Cp/sV/82MuTgpl6£fdxi60000ITeOB/x0YVaYROSPxG2g8d+gxI5fMUP
1sKIGVPdgfH/oyJ330J+r08eH5bdwQ4ZLJIx8VNNZ5DQeJ1ldeeG3g/KLDKDXaUi3c
wmIRLWZ90RAsirg3GQuVagVOhSWRpxESt rht LBUUuuNyxC1l1McvwZPQUEWgNLImQ3
z/5kNguw/qmuzVcd0Zu66X/Pi0yhIJINv1brGtGQOm5PV1Zc80XAtxz/UjwZaf6yv
+tukIzP8XHo1INSYi0I8qyro/DY3CUSAZZm0e0AbTSbX6GwDLvo4 jgg2ZjIMI/aga
w+1bBrVSVvS8LsUGViRYCIjQOTg4g7rGBS5DDcdO9YGjdLn8swV+kZQ+Q6HORyYy 3F I
CNqg/9f£9GLn80On1bKFLDMRR3eA0dCP/FcMa+20/t fhweawpFcw4dRQEVt 5qWxSTwRU
11BghRZ1VMyvz/c8Jtk1lbTavzZcF96j1iugRnU3svEV60£fiiTkvMemb5kReBnH1mO0
F2rgLSsgdPzLZX7jNnvZ1lojlciEOVEqZU6ieS+yEfEDG5DKEZZ9bMUYVUUYM/PbI
UVT14NuNHcOVkNz5D681iICSXZFEugGH12xb812GRpU73gve+VwelCapVxrXCnOPO
MEYCu/ENIBTy/LTrfOE+kJPhWj56Lzg2eJ7wTHwd/fx1Rjsvth/1gMLpWBbWWAPd
IKcskR1SLU3VgYOoE4PhlgaQpd4IjGFF fBbgypjmBUATDl1aQlBzwbHCpetKTWDcC
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3CeCEn7AUFzFIL5PAFRbWZzR+Yoqlz+Z15cznBEwyU37 fwNWIpUrFPbRp7j3fh5e
j44Z2z4yHkCB41iIvszmOO+PGIVVQW2PIZB9JPsyQ7mzONb9S3gxD9VHs3+UCmTD91
IpJWAQBCcosDWgIGSs1+Xi8tydrp/Q9ec5v4u3fOxqUX2s65N5eRwup2pfNwexyc
H6gsgFVkPOY/bth6Pdr08gYDxYAP5iwKvQgh7/5vaHdJGOdnml zJuia jmYTXK jMu
hOEssR1ZdT2d/ivnzZnSQyCKkKxSIUIIyWb+UrDoIe+GSUWtplaoVG8mTc3NfxBa2
wPyJ61pIEKNQABOS8OJPfj10XvgBnr6f1ln365yIKoG9G8valOMDgjGFYHk8ZF£x08t
MgpPS+W5731L56+11gb8V3dixzZxTD8prgd/xBU+fn5559La9faudpl+U9TwJIZIBm
Q/WH4V8Q12sd0gATT6XUccYuOCX524eGUh7bHELe jr JOSEW2WINOhBiNylInsPbP
UsCBCUujCF+VEe40oN1UuMqggbDOkVgd4d2AcPuhjfYpg7BISwdxaTBt kJHXYTpvmG
7Xh1Pj9YCZio+mU9wmHwWD8Fv3S/V01tBYrboQtFu9Z2+gq4hJ0sY+ZES5qtmOpb071M
TFg2 6VAWGAOFFtx3xvEf9feM8yLL0O9PigGmKgl5RwlVovasdEPa jMy74UwhnMMaQl
P8XQ1dV0YUIaGT1uvoMGs 98gXJogJ+1WObrglKhFVsP10wGyPEHfhnZ4HX+4IMvd
wiolUltWUtdMY2rsgsz6Hp6Gc7+Dke30zvValL25RCwyHX1DI9NmlohY/8dSTcr3/9
DtvBTypw9GZofsmEr jJuig4UCUZe311lsLXzgxuaWlYd9qOUJaXugCNtmkctc8Xsa
dXMfxAZc2igIMDDTOpVCufCm7DoA5zsnocDXWXTTE£4Dza9Dk/EqyK4brFecXq/sE
Fg5csMiWmyHysJAJEswhBxPKz20IvVhRSOLpPIdlvrgl7i4UasneOxMpt LRWMLCOK
D6x609R74e5QydItuawdeQ7VaHcPdOcmI fKqW3RgO0o4qyPUXxUnnYYMmMTcH9p8/d
FKJhhrllECw6hp7g8IwFsYV04pgqv0lgANSwfwulC/VRf2n9zA1lm+1CEfRC1dfvbtk
W7NOgD61afl3Mt 5SHAcuTCUNNg7chnDPAMQ5PTI1/x1s1ZtigWaAigxIGmVn9eAW2e
YLv/ckPed6ovZlEnqw5gb3b+JIBf80hVLjekgzYI50E1kAiEs8fDhHIUIOGN2rv3o0
V7gnlAux9h8mBJIKvr4KviWu2fouPlcQXJ1X77Thdj3asxyd4q7UrnAhzLNWGXYS+h
0jwLb496fameKx7qovgnCEPp2TUbJunP9kk/azZloVgunNe+Wo6c741w3X7a0a730g
LTdPZ/fNkWdpj6tEwW2ufJ5EZz5TZ1RtNCdh9H+uk+tbiki61gmCSjwZ6wgZFOP 9QA
VkO6aMCl+80XIsTbP8RSYR8YTr+Tkft SWmUGRY9ssBweUJWIZCt4nMWMzzZ3M1E
YOOhhZnreEVxo3Hn1RAF3VUGHrkrR2k47JF61FI6GMVMZBgYW7vGeSOjZW/gf0oZ
QGn2AFBLAMH80CJOVBT6N2MMy IQxKBQrk2nQ09a4DbZeln3IBJgiTYsvew/WrrOH
gTGf1N1080OHaCcBGgRE71x80wKk1tPOKkYcQOBITV6Ha+cOwT4xVAFY6SB+Q7wRhOz
5t2FugHaoIl jvLnGPip/93GEnpFiS3gDoROFiN3xDkOM60CENAdIBh+h4ajDm7eTa
b8wgsBqUIX2j1LOJYepG81MadrDvMvYnEPqJ7zPYOMZYfL5pRKA78+DHdeYuCikJ
ELg81GjJboHOTI4ZLTH2smh3cBDcIS5dgv0ZTo387037NnOKT3KEfimaP 6cQbEWDmMN
L48gAVsGndEOQiea2j5nas7VszypAH4X1CZ/AYgQP80IzKZp888D4tMTw/1x8be5
EMU96NzWvJciyw5aQ33clgIrF5UB7JJINYhQ3b3iVrPWScv3GgHYrgZrNO4Mvbg4
JSOWFUMGCcloAbd5p5RnJI5ewZx0JDncuhAG9Ge jZ2bJ87Dgd2IP0dgn 9Dt HVjuVbOE
XzuNNxhuBpKk+dwTDRQ6VNdAC10fQgllyZiiwzahsRO9bgHtpbWQD7+8MGS6Kh1Yqg7
r4uc+tMNjudvcO9pMLAilzgle jKb9JZcWa3vl1¥x1f+8AmF80ZaDgiLKKxEbloQlhIt
WYd5b8S75fGrQugwlupd268p/X97GKLmkJQz5YeSSEKRA9ycHpxB84nmFd9hMFNX
U4m91cwpxSkrkf9pDGaZJ9R6kYigjltv1DuNtGHXLDJXELHr 9IVP8shWsQwQUipT
wZ0sBWwNppl4 /01lIvbfErvBe/pCUPMiQhjLsgFEKcCLt2hs0iWW8yfTcCTEKS8m3
7aNOZJjk jKvmd /KYO2kvgx4sXt85fXxfCbrGWUFGGXgugklcKo9JMC2WzY/1EcsB
OpkzkOLLAlYXfPCc2HWMIK3jz69hoQwYz0DAbwtQQoChb/bbueyM/gwIxUuor4BYP
bWKXSfcdWDLBUFNK316JHb1nZ1VDxMz3Miqtc6bovZrW9zfa0Gj6KRooDTd+TzprGe
uzdj2WJIKJusQcU4PKOSiPCF+hMpFzvenH/8d5JwDI9BhJITn8ITFL7zHc+ju5k0Vtu
2c/ascRhbbnméroX/SeZzoDs4kcYzQioE4GaDxyuz fbEbNt0We5I0pzdiv/1pd9Y
NgdrIRm1DINjuBpDQSZGKEwCtd3yORuYpR1LcQglHI6hvhu50v6r3cBMXsQPycOn
mvjzTOZb4uv3Hd6ucklfGIgarFfhfolPuqIlvwVXJZJIXFxkPE177GbaVGcRHCGZCS
aMn+VjvRJS1iAs0IESspjH/bQTIjP2hnrgQoY¥sd33v9dredenTrOgzRQyolGXEOFO
MsNT1lr7QThBw4LdjPV1hlIchoebmOAixwh+HY9ahXkUoP184z2d6P31ruUpbd40p
18i3THpExutzeAPfQfsOhU7K6USYHT8M1a7NacGVgRISBGbMVg3QZEj/b49c5h+M
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ymml2xXYe jmQFVGLiM+3FnwAX90+k 93MZdICMi3UQHCVFACb7fRgxrzrRLagLuXI
OW/M8CD1CLem2/WMINJwzpITtFRRZzB+op4ghtnLuleOCIOtdRIrBTpOK5XQY+U0
fSmY1FfQ+FEBl1yh4UNwarnSBdaTtAs6jyXzkDgtUGFYLOPxgilbTrul 9Mk+7z0Xe
PIN3hHMZwWNVN40PnzQgN2Bwi4clcbbgPHhozVEimbWsAFINwlS5FrrFzyAgeBfF1hQU
k3D/Rdg6H/07XDgshclfjgZZmev78S90j4cNC01lxnxihU3/KA09fnBMHSYp4 J1RN
+Chdh6sIm6tObJgKEzm+e 988A3AgFzcYKVWhTX2nJ7glvx/zb5RgCD2vVaBhS3VE
0S5HrkC5r19alwlbsL1LbGNw8dkcL51nhufvb3zbgS9k0Je jpdfs5JEMSbMO jcDr
bQOxz6WIYWC1AHNHDNB6K5aZx4r0y1l7c04QVbUSAZULYQONCEJS5qyUvJ8/ j3£7eNRZ
dmdj4Hkgda+Ct6tTI/KPvefpL7Ci8QdiuSIN+P6pb04s/9Z6PQjNnobj4StX+hAS5
hxXc5dIQZ4Xdin8A8ujAbjO0VihbsBbu8bAIrf1dPOfHbAG8onYF34gtzLLyClo3g
PWOPpgGcmGZkXzxwN3NOYFPEZ+VZI24EEE]1 91 fKQKyz2UE2 /FiCadcGdtrDrriwdyY
RK9EerlKY6nvgF01lVzyeIlgxUvlciTi7jd7Rpn+g92CGVkquOl1PHOgMkBtWBiBHwW
ep3X/eZGdV5WWZm+gnaloOd/TxqiG9vymJkPzycrrxds7LgY1K5pLijTOfJUAYEL
JCnVsFVx10YiUDmWmwSmRp59M4cTI+0hz5T7m8VIXB5 7bWmhkXEg79rQm/EczvoV
zvO6t J4BSkFtxKKUACcYrgpZgdN1CQlnOae73eCdIZl6goNWty 7/NSwLaMhf6RsB+t
m6Zga36Ka98a+y6J46ttpltvpW7wiWpUMsDNOLRRgACE1YQAWM78YTuK6A0b4DM1V
kgeDgAOESmMLbgB0c/mah50uNEPQD+/X4118jV51wj3LV0Onxyyzf3ehnel 6jvMulm
Im+2vGokh9POVMPhIRJMPGt 8QaoW7QyUDVo5G+n8t 8WyHQBT8ZpCS1wgOMIuSMIZ
eHP2dr1uSkiNIQ9fwnQROOGQOgLOK2iALt GCLE3BBYyltKxDyv2K9jgxGvEkpOfsB
CBajFmYED6+/0x0wTnT2bHzzy7p4 9vgE+EKQRVHO082z0 jzLa7KNEAMoku+270yWWO
fPgiMZv6yoOkpG3LRgg It HMPbCvaWIxZufAzZzJuv4d /W04+Kg2ZgduicGtIQyx7Hy
KyksxWIAVil8/bwt3MzjZTU3cav/kP2FLDos5510XC0ZAC1dggqrMDZ/0gP5Gs jZB
WKJIQpgi2L+zs0SiXbHAdLmJITEDUQP4FsQSFES8HF1AANHd/xx79VEOJPwubSWVXDda
dfGweNmFhagacc7LMFraCty6uAjFRGeBuRc4nlISbhfPbAr0AgOmUduGXh/QtmMs
hpcs50NGNWeuFMhKDimpGe530DpPXWZt f6ERioKuacZVCEzmBkmHLTz8K+zml 5y £
1Hwx6n8s/hP95EsHZpQL1 66mrWpIlowCODCYHAgrt CqLMRtx02f105KgqCGPRXvXzm
He6Tiqg/O04Eiz2NrE1GsykFIkXaoB/uKNEXYU4MYG3hglCoPN4BdQrPhkwf03ApF4
aRZ7gqbZzkiuKGAVMC80FGWS26yIwoyxDP90aLluzake3NLgVV/RwhDLAQt JDD9Qbc
10g+ACKRS1XXEKRLj8u/8zw+MAPE/zcVg+tiPH7dS9sfERMa0PK1fviwhfVVEiCAP
2364xuWMAHgPMT1eDsvLk/fvpVLfPo2gp/tC2ybmH+obUAgA3aD/repVvt HIBDLV
x+r5pDZCpfTCgZKTYzSOoWYCOfHW1L1DLbBe4 1MUCSWPIQtOxXxLTTctv1lgISuxMgOW
5JyRfNazZ50XYgqIlhUwpZckycThFt4g2I£fJ3cS06rqgGuéd 7kCVmEytVWLNSuczkhE
PDBGhv6uMVk8r0vk+0jf8wJh/wL5evIY77gXPUIyufVPfoWThy850VVnJFgbDwX0
eoDk1VYGvi+0yhe+gQKMmXWE6GsHHPhRfWDkNNAPPRJI8xQqqtVC4cIHZ3KOHofFr
vYG8JInwCpdy2vkv4PtCLds+/ jDIRLRvUCWD/HVk90ve4eQH7Bjcs559eInQ+JSgd
Tg60srKAY1feMlcm3XeVOlFJst1VGg+5DzD/XUIVjVzbEPMHKhgwZ j/Dznt 6AeK9
KNj8apWhYaYA4 jt 4wYA2t HyU3UuKvPEIr8+BOf7YLwDAWamXmlS/94454XUJHuHh
DQ610KROCuX2BY6Ze7J/WVyyUQM/ gt 103R1TQwd5Hb+3MG8kFvn9EW2vnkr41l jLY
AOzr+fMQyX5H4g/VE6g/Ek6KMNAINVgW7exsz7ZQX1raK0CExJkPDzo9Qle++0gh
02XX2kr2FICib5S800S80Z1Mwpcc+JI8dAzt fk+hLj+vN1t3gz2F20/rB1XGXkV1K
XAt £fo7GngbrG5PnKE2Yh7x8nTYdOdmWXDRnrviwgo+gd4mxeCiJbiZW+gohm2iVIoT
FkwZ/ASTMDpR8pCDpvQfRyoTu68BmuvVCuc/9VaiRz/icIg9jnLAYMyfCc5LhYUxy
spUrMiLp33LvsTd2GhmNnMXh4mWnIZ0Hj3HnizJrRzBhOrA0V87wOwUcDUzWEdEf/
UNFtO0X4IzMcaSTDxAjDbDCkem+z6QugMYQ55x2FEMMLGjP0QsBZp 9ESbpfImgWds
Ak7TnYxqVtdJIzFWS1G2btA13H5i6yynX335T7t1EmlcAtVcraXRijWOWz7ZoLtgZ0
MzgK0bU8ViUQT1G3bmwP1lgFy jM75X8AS2rx701lard3CV918zGppn91 jQHCWSLBy 1
zYHKNN97GVhKnRExnsrTQIeb60rvtrkKtOoz0rPG0OgSY=
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B.3.21. S/MIME Encrypted and Signed Reply Over a Complex Message,
Injected Headers With hcp_minimal (+ Legacy Display)

This is a encrypted and signed S/MIME message using PKCS#7
envelopedData around signedData. The payload is a multipart/
alternative message with an inline image/png attachment. It uses the
Injected Headers header protection scheme with the hcp_minimal Header
Confidentiality Policy with a "Legacy Display" part.

It has the following structure:

application/pkcs7-mime [smime.p7m] 10510 bytes
(decrypts to)
application/pkcs7-mime [smime.p7m] 6766 bytes
(unwraps to)
multipart/mixed 2314 bytes
multipart/alternative 1435 bytes
text/plain 487 bytes
text/html 639 bytes
image/png inline 236 bytes

Its contents are:

Content-Transfer-Encoding: base64

Content-Type: application/pkcs7-mime; name="smime.p7m";
smime-type="enveloped-data"

Subject: [...]

Message—-ID:
<smime—-enc-signed-complex—-injected-minimal-lgc-rpl@lhp.example>

From: Alice <alice@smime.example>

To: Bob <bob@smime.example>

Date: Sat, 20 Feb 2021 12:16:02 -0500

User—-Agent: Sample MUA Version 1.0

In-Reply-To:
<smime-enc-signed-complex—-injected-minimal-legacy@lhp.example>

References:
<smime-enc-signed-complex-injected-minimal-legacy@lhp.example>

MIIeTAYJKoZIhvcNAQcDoIIePTCCHJkCAQAxggMOMIIBhAIBADBsMFUxXDTALBgNV
BAOTBE1FVEYXETAPBgNVBASTCEXBTVBT IFAHMTEWLWYDVQQODEYhTYW1wbGUgTEFN
UFMgU1NBIENlcnRpZml jYXRpb24gQXV0aG9yaXR5AhMPLSWIETMXSs5CVIeh7500
BogOMAOGCSgGSIb3DQEBAQUABITIBAGRS5655g11dQrEnl+gjllolGr+bLsb6vwGIH
YA/sZgZfUPrdFQZRoIgGr+mw90FYhsaTjR+Z21K/19IZJUDSXOIgANO2kCRaLbelR
822KrjNTYSKYNUI8mEMuls8Mm/J3RE6LDss3Z2gcKKxDg5XgDtBG39VEFTXgHVg5p5
xYKt 88FM1CHe 60MOBVNCEKLu9aNm6iaQx/1IPGUYpQfEY1VEFHEyJeD9UenyYR+f
07UYz1X0k017901IxspqgqbRbehwsCVirzy9XfDzWFclAl4GTtMp8n+7wm7BchMX/
7586+FiypOQFv/nHoeEgE5Z24Cfm/m464/g86£J80tv4iTNQ7MGIwggGEAGEAMGWW
VTENMASGA1UEChMESUVURJERMA8GA1UECXMITEFNUFMgV0cxMTAVBgNVBAMTKENQ
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bXBsZSBMQU1QUyBSUOEgQ2VydGlmaWNhdGlvbiBBdXRob3JpdHkCEZB8ROAPhiY6
HGLS64Mv1sDXhpQwDQYJKoZIhvcNAQEBBQAEgGgEATIK+kWhO1GQu8sKhJuZf1l1zGB
7uDFNxt /SEB+I311UgQJuK6BjEXoFhDy0j6Wwi5KFEfCOGip5PdSd/UgLId10TIDY
R7/34ZIVZL2WBKNY5aFEoiy4v6/RAXRYY7VNony/vSeH0ZTHyC2zC2mn5R4BUSRy
PcNTni458Aedk JLZGhyh9gbf4XOBMWT7Se3P//h8a00rJsPpgulEr9eYk+SEmdor
s/dvtN2Fa/c5sgf8Ha2j8zFEET0fe5727t3b4TPhLamne 94RF2Ban2hYKyGthaOd
E3s1E24n/cJP9iUtz5FBFel72287rQS6QKkRJIUjyuutwsA2HzggcRaizMRVhyzCC
Gx4GCSgGSIb3DQEHATAdBglghkgBZOMEAQIEEIz0JLuCYpHS6PTGPdIol3gAghrw
yOPDrclOUUgt5eVulaxY+gP6Irw21lLxwF 7HtbaDzcOiOv7rG7122glmfKvUEf3vYS
k6c2J2YBxR/£4ngS00TGiZaRnEbD75gEuKOpwlmQDOc8Yv/NqUlt8Igx8fg75Vaw
51SK+rw+BZ8AW/D+AIOKJIx JgX89INFZaAkJEcohJAGTRz4wrUoLEpwFE5V6qzSqgF
JJIXm4 SoDXH8ZAGMA1Vyxx0obZ5P04Aggn5CXxYkdLV5BoVhkzFizP6HEtnKPd1lmaMT
Ct0AajBVvWJjdC+vZ11igU/txiyp9i04VLFUNQJjROGzk5p9gFWwQ6tWIf3tpsgGU+n
cghiSLig6DvL8IOv4T15fYW8j09rOSiETIaBGRL6PsC4U6D5xeE7FosGO1K8HVxfg
IIgoOFr4f7egd+cRxuegtLn/podCkfmfKEMFb5Nagsarc5r/63GMSufpt c5RKROZ
8ReY010JzNzgYUUyMzerv2J6Qya6bybcVHBfLsK9j2XjGt fMG5MiXOHOb3gJE15H8
yWsNtiewdFXhSt zWLWFHWJ jJPWwZEQExgqJIxXMRRm1CfJroW3NgCE1S8AQCseTAbL jRm
MO9mVD78£G51p98iPe0JHYDrv3bsBOFaPhCavVhnxt 5cdsqU42kblavmH6VPUgoygx
QgKojyvQUllzyz7udh/M70eWVag731BLa62h5zCQ8V3F9J1y8s6r67dad9h09dg3K
5h30xWUBcQhO0rgKMWd23X1X2T5D46LoJAQIgOmb/ /askhoNr9BKLIy5K2gFQjI+T
quUMLP6ysZd+oszVbRtyNfKyFyJNmkS0sONZ5FgeLLc5h3y/ fOMOUS59PZVvET/ fEP
R89dIDTt41CRrT7N90YESQ8N+e/hajahnQDS78VX1lg6énnrIerI/WLXr8eKQILOFs
Quw/A7YQ4DOyt sxOLUENGRunIPBePzu/gF37Dd81ZdcviTIBToLylhIOPIMw2COf
vaqgy+xwooSnwzZNQMh+F i fuBOOScbhHmHKU jaymT/Ybx+A/8saXRN+SfizVi8tLXb
XI4faBkFoVbYvuQh4PYHogTz8W3UjWhyVtmCicL55kMk9TSksxu5SGn+PpIFovJF
zuxSk0Xm+7it3gIlisd++sZSRA2a/dYyFPOUNnfOIB15Nsq//H5sL71Y0o9ynujUd2R
ATlwtAyymPt/+stRjbSqg31b39I1b9A8rFyv2Dhi/p66Z6XLTSyMI9gvCdBgxjvcp4
OopNEUsriap5zFtvDC3YvPmlYaWo2 jK94mDa/F7VmJ52R32NGrTP£3hlprs+ma+2c
wJRT/P2gVip86VOxTb+KgJSEGbIHhdJI9+gF jTNg9y0dgwhLgvN3rWFwU8H/nTa3v
ymRTNEi/CCxcKctLgSckRZ5mMCJEJMgtgF 13t T5BAMtUSWA75Iqu/uambE11J1/1
903ZRB36f2UHGILPWEJTOYyL4wsW3Gggt eXmjBx6qyXhJ4pNc01y4HF0XIiWXKZEE
0dIY8Rpx9c0Tw056YP4gHXAC2t/JIgTMIM6hB8y 7Pdnh5XIw41ltCc2glXuzwKdgi
UWHNMzCVmIykubDh87yZgzZb8BaWZb jYFnwXFsV+XgV7hiBGMBoQYRWEQQO5synd
LzvG8WKcBdATDTawuwvz2riK4n0pO0YVBNTnJZBXsvS3GG0Jhjto5c+pZlrLmRAUNuU
€0s03Z0bo0Z6bZGt 9goGHAYdoIi0inUyMEtAEs910k334nCnTh79FZAd/aEInLupg
dx2aNBzv0IdCPiERuUWvMu6QLHQ7vyqoU7ibulelWcS/IhIsnMXLj//gxlCedax/5
rer059X4kK33h4IY0Q1lo9CF9Xs1CVhpVnVwuw9Hp3C51/ fTdg+yR3xdQ8CAJWIid
UfZb/nIbU2460JANRVNL17LFW4Wwywv6uDbC3zTeVR/KUJ4Zg2uIMcpLCUSVXK6U
vTviCdl jyuUxDoP jMPpf/s+4kCkR3ALQyZIMf 60wMTBw8sQ6U3H75UNGert SKPEY
A0sStLy/K5wtgoHbsANk8i1UNFm1UdVh3yEAfzz1gNxuW8y7xCN4ihlaBF6UBJf3x
PggNcA7802kUcJeAfQqClk8WGodnaCy01XQA52xF45pdJ2HzGHRpKM2hgRYB jNOA
2kS/8eTiufFmgHvoaXVvNspEwNaH+adrsk9TmlPk5m/1vjB3kYsGofuUp94MPYAV
PG96GHJ0OPNs4/KRx8ECBQgjVruE902j062S4EeonEIQOipulAj6CXxYiQv5L1YO+
HOOgV1AKDa506Yf0rcQFlys7IVDGokVScJIgCEYzIOfubhrw413Y4S16ka+ZgLKg9
DLzuMXkNMgL7WamkK4pLx2kHvLggLP5X jynagJHWNmOzYO8 JDgWHx jbQxmaoNf4 9
0IFXdzESzLnz3T+1K+0SyJjg32IJZbCWCzWcc8PX8290b/Kn0/a9VD/UCpMMz6ELE
aSxE+ywyGo/gpW45d4ZRIxzWBTo0BVvhrUC6NY jseSoNLUorVmWbzkgpnfO92bfi
L5Fu4Y¥nKbh6VCxnEUOMAMaCzXIWO1LMg5Myep 9JrNnVPb+PYKhOmOQwVpwhxKwsG
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+/MKZ0e0jMHA6 jk9GZxNDVOVuCcmt iLPuBW9+AxcAx jUSh4GHIfmH1 ZMJDsIBDaR
qt/D1jTognJK261x8KmQ7yI/zUAKZzOlwALXxBBnV3f2600LQfqrA2MpTvdt 0YKPCR
brmXI8ROZJGXO0H3HZ607P2NRum/ 9hJAQx1/ZR74gu7FpPUUIJjr3JEHQ3icNcS4h
9icI4wSS1oFngY30ONUdVHOtvCEYsMexrZo2rk7gasTFHoHTrbk jncbhw/dc0LXCX
79wCmue 63UbkamFUz5827rDiRpEdA7QwiWg+RexkYeZ+b52T1oyti82ivolKeBKp+f
vsF2Ni+mag0zUPrraO0lg0Q¥mOklZiCm+GtYNpltOROT1Yh1lcg0743B6gvRBkgSM5
WwYgqMR+zIVBbgKOKmel+CO9AfPF4AK6vsSGMIKNRPWHXAsSEt ONzwGMO 6 HhUhKXSKPYTN
EKdsM2Et4dWF JHDYBii jVna47yQbHVCmOa/118tA7xQTETyZoDdxg8eoWS4ANnYSM
0nUOnylbKIN+N7Qjd4briWegRmOFDvxas9He /msMOOYNMVWXMoKc64UfLL4mRcqg7fK
YVY90E5YKanWsNDkuONSbK9zI1QTz9ASOuvohQniIPGBNGO/X9JAgIsg7hy5/2z33
58b9JyBpufXxeCUP430eEm3HHQKNWk 72BxsuBZK1Np28fdFgstOVs jDXFdmUpFt £
0jbiQ+GM+GWCCYk£XTmSV3kCAWALHILOCEVJ1XZbhtK6y500G9YP81m5nQngyvyM
nG87JkhY1MpzPGKIKTXRHCPTKrGgxkVEIOVEMVZAQZ3fHXzM3cRVRYERG6RB70KYU
CO0gvzTAgBr6W1OErYNKys jD+QG8FyfzbfYH/zXumG8 jiiEGNKFUOYOAXOAKHIQYH
a2Cz4Dzcbt9YdTE£7VIFSFWWZspRivCGCmgsFD+pbz4XcOREJEf+fG6K4ytalJFJgY
fVkVe+Ecdt3007N+LL54 jA2MBrbkt XhpnHGmMD3WAk sG/ IMorMTKpcKEM6J0O0ou0AX
q/TeKF1fUKP/61g5fN4HWCHRWXXGNThBVF zg+gXUvZ8Iddt YEqOpSqJ7z1PvD610
vgBFovrswn2E6hiLMgwS6én/P/04HHLLXVBCca9w5sApMsnfAQK5DzLxKiUU3xUJP
FISFIVXWMJ0aCi9UulfTA5J7I0dCe0l1dJ2 j3BmAKfHsSNcvNSMfuG3gHLX3wb6n+Bi
0XQVQggD7plihfXccgx¥k070CtCuxi8OMBOMWEFvDm6BHWE Jx 6BNNoCOdpVEFTiF 36
g0Hb9%aVIcO6pietUr45MgwlAGCBOS5T jOVGORONErdQZChE jOw7LsoZfNT1x5wAnz
OKTLIbVvHCKKNUTz5Lb9WwE1501DRxmHfa8e0jYk8PrjDfJ5hSL2n/ug+SCh+w7dr
hzFsIhhhAFPt5Ezv0vdad3LAG8a08pgr+K+AbAtwth90a6ufLMMeUKR3AQrbTL4/
svVQX+yVkQsbEp65SgN4h4g46Z2JL1lyY5138yXi5a8nFusWbLH/gW5gHLCNG6103Fuz
NQP5L84K8HiBs 7ykgqVEOqdl+Gs JtNKUNDOLxV6IsAobLt cX4WoYUE8d2FnfY/I2a
xII82SmhXgL2Chyymz60dQNf29zfBVYONZS82N1JroHHMrwvI/ys5o0dt jNve9kT/
XxKCJWAQj5X8rcnmch+kL24HNpFntNbddiPdfVvceVv3g5+Ma2V1A/ZHOBokPsjl5yrt
CDFK3+4x5bRnFbNUMWUACVeORO0J1DHMWydG8 JhgFv961NsYnKrVQShJw jMWS1ifP
I6VaR8kH08ZJP93NNpXy7GnXeByF4hDTy+PDS97ulZu2eXo09/5txg4Ted6bts2tVa
L6nBR225Nne8t fasxOLnp4TyCOFbvAskPLQOzFIAUv72Rh2iGxPg6S6300grFXD0J
kiHNjwh+IxuZ+1plGsK50afrG+dAX09APDibR8X09iBhWt IJDI9RsS7TESWIEX61/T8
y6kV5CGNSXbF j1YgkNWF28EdSyl8ipmd6alwczNJ/ugvixef/Vn94KgwrHkOwuIqg
UwtXr23/X18+0/RBVeLARpvILOM37pWKBIT7+/09QyAAEdAyET375Z2s0Hr9sYcSgf
w/3vb9HX74/cAGQVtQz2geqgCrlcSgKBd8rivVirakIvdgGI83DoIim/EcHD7rKh4B
Uyb2Z0V5Mi70uncXn4MHsIJwrpfiFZmgcXUfOKE35gNAgbTNi+m01z8bmQ+VO8gF 8
Fj4hW8JJmfnLxwjfE/gh7RJYOYrQM+JELY8PFY1x6A21J51TKsCOXFGO5000bngv
01rRy8LFOLncR4f3syZhymcccrR6obIdgwdcz+1+zWDoLxoQsLOKrTgKnJez5GXC
kRXQ4YNJ98Ly8M+wcAz5bZCeqoq3e5BCCB8Z4g+I0ryLKirnFvSbXx1QWCIgV7sG
QDRFPve+moQkBjw9UfVdD2C+of jPUZd8m8 7t 1bKdx0z31YSGVNy1l2b1McsNUtQRI
Skyhri40iIvcheXuaAEXZ4YCW787ABIyc54DLv1XSnb22Pr/0JGLS jGDLu/U7Fe8
3iE90fCDPsfUU6yASfNLRr2LcZhNrwOF+siRcEHe/naDOunt Yg3W3UB5Vji8k/bw
S5kvLoTUEIEL/UJn05uHX2tco59IgdTyR2WL8BCLekJdpvzg52M+e88BX4S4cod+w
Ml1gyXmG8TkSXTIGLGua+JEYE2gk5pG9dmhTO+K1CgKdrJX45N1CEh7C617sWC3rg
rdc5CQFh2g¥Yv10Z0WJ76wn+LA5gUTU7pvhgdeDCES3dTwyNHJCFYJedBHO jzFG4m
oJrThIYxfMkPTBLab6ht HIgutpdOG6GDINP 7TmKimUXgl jP1iaJMHTaQkoRGYsvP7y
2019eMvOQm6Ppm351Z0OMpInAOOUWHLMIJWwHIWvTvhlvKJVKMWKscd79fybBk6XIt
hFbWKRHQaVQ7YvPUDjYfuyAhnJt1016fRiRNIMApwTTHg3tVZE2QoTfkKfM4kmOh
+VQdyiUwkbpg5rfCVhQWIO+imgKFWoAT jOm0+352eJB63 jgvH709myg5RU+AK+6D
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ssSVGjhp9vgOC3KbGY81dHVhF JcWEApJ39REOxe4YkcCeaYTDMghldlhzIUWNbLP Z
EdCnrlGaZlEGeMQeu+QOmIBM60ur/Mwr712cwMt zmbasFiC8zARsbkZQZh8ujXep
yMiWkXXGPKdYClaldpjoBmLrPaOX1rybD9K5mKZEOpbpDPGYzgE/C+tvPYCP8KpH
MGmaHYUwWWdAL1IPI2YDOFL3WAW3fA8ugJUNdAnYV7I2sRA0gl9J0QZa¥xeGbylVJZh
EWRSybauamQJ7TUORdboivZOuINoYKPOwJUIPEiK7ZgJR8pvP 6HLEOSyXu8dgVTSs
gi39Nrfe34xH+TMpuDp7K2f1orTNMVe 6WMryOonuTCln3KxD2nCXr5pT+AtUzmZm
401YzwDgIBlyNgSpxX9FML+mFgfT3mt fLm9Kt5YiF4/SXiEF16Go9VV4xM/znwlg
Rl1aORawjDtZ+CzPsRU9v8Dr78xHFhiApOohwrzmOVHGbZk4d9 jt I8yHgLmPEPKH1
mV8vvDNgBbzkpst2Z26ahBMa2hvOiI3JzE59PUXdg4GBQz20pieW6ghRalIyIVJVg7
Ot 0cZ+wp+04X9pyUtKaEZMDfQMJO3F2Z/dvSP1538NsZieYj4PNuF1ToGG3AbB6a
Ccs3wK7TzG4bQtRnEUk5121U02zm5uxoUJTOr£S110Ks5 jGXN+mxow5H3D6QEGYgI
nZbhB5BUuR01AJe8uAbUnT4r7aSB/LFXV6NP4HaF0qJv2YCESKAV2//2dHNgL4 7k
PaLI9CW53XRjr3xUnLO8+GjHSMWNEVwWVLat SLBNgQrLSwk2IrbHJEHCECrNICtx76
P4/CkOcLgx7wS1FVu82Pm6UHQhb9Ke4K075tNRDAJIDJI5v88/zbsu641AyfVXxma
1 fHUNKgYhd9mk1IEjXfTvJPouyI5a9FabSs7kK9S+awuENvyhSJ6PQ0+MC+J5eW0
yW5SJgcCIXSkIKNhUTAVLUmMEgjla7KRrbDjYF2u5GSa/sey71921aHnoXWnC6W3/
rGt+BsbuJhf+MgZf24zVWUcFhMJW6t 6a/jguD2QH7opt 9d7NLvzLNNStARXRONAQ
0hXx1dj3fk/6hrVO2IsuxPSAysGLlTQOhrwEuUNsp8ff/cJhCjlXQ9JGoiWYP3+niaT
ZrYoaTbPRA/NOELG3Kmdsinzn8+EC1AKsh8cy8EwtNd14MGiZNr0tZVJI3Y1YPzF ]
WRr27iH7¢c1IzBfcKOV20xvO/mEYhYxLffIUid5ph23QtSEa/4r2/mlH1ILMD3Z1Cx
/6X0yeDx1bQBijnh0SEVOE1S6ATwWS14sGE/DrNdVhot rdDHEBv6u9vcOzob504us’
MWBGFo028ypruRWxRaQ++H3ysrW1GPZY710jLjmOBwRiMg4aY7LxbbzJU+tF3mRBm
F5Brb0zRMKiniZtP5zKgqIPTBIfvuymfQbrf8pEE1VnSHgd8ZFWRUeBFgIFGH113¢
VdL+n+tUT jXUXRSkGKgXc21AaS7sU3z11o0Pgi2mU0TsJY20F4kWznPtUFGn36zbm JLwHtGdPFYelfVwOc
6VVefVA+21vmXS4nKcOFgGWhLTQ/u+xhJIMfY9mAzZSH5f74KK5FcNspC9/mOUQmv
tDVCcOoIWIJdxoHVNWcSuSVW8+IS1+25wSTOwShD3sKaTVhgFPuQGbe j2wCgirZkPQ
82FCxLDkzhL+goh85EGV8FuxMoo6gblkrFTxDF TMGdEv6RwOy jOPXLEgG/ctyule
Y46Peb435ScUFXTa5jU6yGOjHrzz JNN74wArISFtFI5qggTDcd9DSwZFh15Adbj81
TamIMutl3IE6n7v5kuTngEAM2y4He5d0Vnv/Ms5+1al2LaPgwpykbz3WdScD1Kxc
+0FUTNXGfs19C6/DiWdAB7btcMmXVAOKaFPgllHtUAoP+gxrgwwL3aa3+rtC/wbX
EgGI9W+6U6eMBbPw/1i++M1aiAWSq7e2NylT7i3wylV1icpSSFhrn2EX10IS1VmPwn
f9yzUwQ6yvk3r5Ca0Xg+LmgWrebMngXmYtHICGrzkk6c25sKY424S/d2ggJeCkUp7
MHh12gWjO0rUtei+DKx3SjkHXhct20+t5E0zmaGQgGKL5C1HR8ODX/pmRH5QWILUs
F1K8Uf+NP6Vwmf3sYpyWchMKWRmM1AdDibSGfhl fMarEh9kpxEXuGdcvgxIXfWEHm
ksitbzmnMzHhfXy6UtN6VTp5BfYma3rD9dgAQxmkgmGKhEKKnEuU6RLg7MVXwh6Kg
H63f1dMdx81Dphv6tcpD57BS2748MbIkGpVGekpwg/HQIb4YY9bPOPTPMKzrZ 09w
aWdf5gqJI8NK638ZEpOYFxog71EAOFLS5JrmRmMhX90uxyyIThbR89v1I{fnCPnozN0s9D
DRTLEi63UbiVMfSYTJz01Di0sFoQfMM14/8vagwh4NQU3b1lC9GcMf/hOQyezuKvx
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/UHNmM64IeGuF2Q875R340g4T5xF/1QzMb6uBWAHCfVB3kDrETQ/nSGPu9qLWMkeG
RkCBrotadhbkddytBgM9LagIWPA2ROAr5W3PUOh6ZLUZzh2hGRiF9pQ+wLj71YmIX
SFXnT3n2KzCEVc6XHpU9c+6PRAa2nY¥fIgcsli8IlyyxJERzDeIBNh7m2ihYHYFQ+1
GGk JF2pWvVIN2hB+KS961UAwWmM+1vvRNIOwx18YSpJ5T2BKNkgOpucDUYP7KYsiRd4
4TCHEgQK0JeF3CzYYt 9NVKHCulQMa4 9LARmcENdoKMS2975EqTpg0aP3TpnS/81Uc
E941ZftUsFKhsOyttvYS/fw20Sp62hmT2JIab230p4 jd2wpwP8GA1KHzWwjjbRiB
FO9vrhTYbWntat4k8AeEKJj2Z jHIMOGMG3sSx33JcaBwiWug69Pg7nEcxdP+GxbGyTZ
fPCC/s5G0gxtUc+Xk/svewI7gbdlBYAQNBVs4wUVNMw=

B.3.22. S/MIME Encrypted and Signed Reply Over a Complex Message,
Wrapped Message With hcp_strong

This is a encrypted and signed S/MIME message using PKCS#7
envelopedData around signedData. The payload is a multipart/
alternative message with an inline image/png attachment. It uses the
Wrapped Message header protection scheme with the hcp_strong Header
Confidentiality Policy.

It has the following structure:

application/pkcs7-mime [smime.p7m] 10185 bytes
(decrypts to)
application/pkcs7-mime [smime.p7m] 6526 bytes
(unwraps to)
message/rfc822 inline 2198 bytes
multipart/mixed 2093 bytes
multipart/alternative 1140 bytes
text/plain 379 bytes
text/html 477 bytes
image/png inline 232 bytes

Its contents are:

Content-Transfer-Encoding: base64

Content-Type: application/pkcs7-mime; name="smime.p7m";
smime-type="enveloped-data"

Subject: [...]

Message—ID: <38al0b7ba-76e0-5351-93e9-f44877e20e6e@lhp.example>

From: Alice <alice@smime.example>

To: Bob <bob@smime.example>

Date: Sat, 20 Feb 2021 12:17:02 -0500

MITIdXAYJKoZIhvcNAQcDoIIdTTCCHUkKCAQAxXggMOMITIBhAIBADBsMFUxXDTALBgNV
BAOTBELlFVEYXETAPBgNVBASTCExXBTVBT IFAHMTEWLWYDVQODEYhTYW1wbGUgTEFEFN
UFMgU1NBIENIlcnRpZmljYXRpb24gQXvV0aG9yaXR5AhMPLSWIETMXSs5CVIeh7500
BogOMAOGCSgGSIb3DQEBAQUABRIIBABOfkRzWpe8+giahAB4aK4FyKBN6535VHc1c
4f+nf8otkhBtrdwQfFeOuErPGeHzRvmDmaMt JF£1J24hsbhV4RbQ+mbxJPxogKT5
g0YS3j218aZl1RvM4E3Y5Cy816iFGDOKBVSc+RHVv+UukIOs9IMhLC3K/Tmf64MQOKYLS
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SGAepPWv36xSQR3VSrmioM55u0zX1892mtuk207bpPiTnXXs4LHCgZptWc85vg4 s
JtS2AKUMUQOCUvyO0oK1gQsERyy5BfkXE9jkjB90/ba/No5LUBnhfhyJpmnfEeU2F
JB1dGcO7drxF3FQNHgvj49TIJHYEXndC7L8LkDvL+vh3XSTvedLAwWggGEAgEAMGwWW
VTENMASGA1UEChMESUVURJERMAS8GA1UECXMITEFNUFMgV0cxMTAVBgNVBAMTKENh
bXBsZSBMQU1QUyBSUOEgQ2VydGlmaWNhdGlvbiBBdXRob3JpdHkCEZBSROAPhiY6
HGLS64Mv1sDXhpOQwDQYJKoZIhvcNAQEBBQAEggEAGQPKO+X6DScUvIt340nIzHRne
LvUy0321wpOwyvc6rFSLrBto/WGpAGSINQBGF 1k 7roGzXH3BTMnzpF /sFj8rntQT
JHHgm6Cgvam9gBlnyu5/tihN9eHBCjF8M60Yksj18TomW9I9tm3KADcoe3AVPEOEg
39AJIsiS8c+sayVKEG8gyeaDn/m6AK1AgeoWXJ4yZtV13B5J/mC8Td9m1dPQe74r
JuInHR5tM1DKLe8Lg79zs3SwcIJgNZhKt 9IH75ZxDTYEI 7Bpgqa2ZF4R31E1XrKR9A
fRa+/fqrMjTKFm4 /1 jeqVD5owr jK9iv/T3caGpIl8WwGUopeOgBaeyYeLk JoOGTCC
Gi4GCSgGSIb3DQEHATAABglghkgBZOMEAQIEEP 9IzMSducnagCO0xK5rxgoCAghoA
ZXRVWTctm+0Vn4PowOnRtA7FkEfnVfUCkKkZNfwHUZPp jNFDLiFPRr12UjvMLA20Wr5
8cISjkBlm/wiWzoWOXAZStA1X2kvE1uvdKTjS71y/kexutYDclf456v9+H+IQZkbI
XxTjniKhnD7NK1kk jvzRRcZ3DOMFfIJMbS5ISvHL1055I+9vRzHIIbwExwL3ReRhHo
1cjdrMRzs0sTsRYEFyf+xxQT7yCTfz6xglkzAfRg+ki1CCMbcIJCXZOH91kv3HL6d
oTWJI6RItWpALJIQk34M1HIkHKU8yYnaIyKcDwu/b2wMgVhy3hcVzUIz1KoqUOfm5y
gotJrpJ0QqGqjfuBkzk7S/R30zLL1YOWAXbEhiJsCepYrINeYrizMBS5rwGGS7wPO0
JPGBRWWUkXjPT1zhAkGRwk8pmFaiBC5KzF3JJ/mXwNwCT41fgu9MX4ughpUUs/FK
16V+LjSonYGATec9K9405eSszRKT13z8BYt1HIOur/e/P/easCIcb09zd30kONCC
83WKUaqw7VBLbxCkfVDYg3S1VmdpHXPnrFUgkn/NGAKTYhJS4Wd1g2rKFOFPiC1lS
6qux09Kh+a¥YJYX8SjbcFDBF1+1UjmIBAhNMgzbUaYol JtNI jxL5fqCP+Z6Wy4izt
19/2z03zVPP+ZG1i71i0D5eBNYMBfHMZ0 JJUSK+HQVvd80569khEGoQGwdm7Sr JRLbf
SKcPu93aAucALk8S5ur0xmR1nVbDpiu/VDYIgz4Vi4RFV4rjvU7aa4UvV5r j4XJSS
IpBM1GYJhZ029ZxPGC7e8J11sC1lnY17gnT8aMWeNKk4GN7ATWEFZ0goaENepGziUT
yRr/ORn1umEmrTGjv3HZ 7cbtovm0r58JtiUX/2CLaFAwWEP jcp4dGVEDgtosrKdUIy
9xk/rMOvIshXrOUoEhfuJda6yqiH8F1/49UTCADQgcKUEFkwza90romsVngEF1jzG
AMTOPDVQRXcYc7DYaqgzDiaIBXKYrt/zcdHpKeOYttHY7070KrzNEZTZ9y1lg+k0jc
F6XuXMHWWCcEFN+Ca64d45ABOyooyxXgYWRWQGgOOKoWY 6eVaub9b607eeTe7 j8+HKDb
LPQCop80JFHFOFOhpGIaCWY00iv08t zFNbP5DNskt TA5ADOg9ZK7WgIhnIPzOG/A
N32EEJjnoMQIHVi9z0Vwthm02Ltngw7buAjOB9gtuadccM+taallZKHKBKIXdoAtr
L+35BH21J+0OFOhKnKG2nLooYdYPmsaApQboaGyObEnu3FFICix9yn9ZbG1BD1IR4
GQthFIMiyxnkxSndAQCu6K4I8RGY3Tm45tlugAgvopmd2ze5SGnBWOVIGS/+LImd
mcP1JFMnO0EUdkWG+ckNJE1Q86C7dVPpOLALl 7Kkp6QWBC jmN1+WQ76JdmTMEPox5dV
cBY3xtbYLkOHHebwgmnbg6R5GGD3dB2mU+41JJHz0yx/gqco2Hb8MDhbOtx9sb8j
zQ1lRcONHrDzbrxRWZkuF1lUPJgOOtxWqV0OzqdII3eUHhV3gziuHW7k0XORJIDgx20R
Jjm7+dve04VHmoKmCeeDU/iLcG1lB4ukErg3b4sluein7z59KFv500PY682z1Pj40Jb
J8bV/fL8vo7kEmsoDALXYSetTtQY9hlozljymzcz7gJAu9JI0mkg7£6G3rzhabNan
el2tnTWLFJXOecpKtnOJzHBEzZRWVZcelJKhgrUgzAwQeSazXXMCeRUDOe 6 6EhMCT
OpBIzJKvuY0zs46nwzRAC/HxgqfdX4aj80wMoK jx1B5rAdB9b9beZXiZXgdY7kupg
53UyKJOt7efeWiVrsrjkob6quek6AuuZtgLbBHURMB8kIPtEillcnGvZUl9Z2igoNs+
F7U/Arn/COk1+0QmCCqLC2+ngf5UvpwSXsX+d3bZ7b20sYrGEU2iA3sW3ucdnllv
Kf9thGwNgiggGDkDhe jtYUD2PVvmeBpsrkUKS5BmHW1OulhHv1iLOKmZOg5xUCALK
wkUD2hnt sMBoVwW9AB8KS22ZzIKm+3U3tUtrEcp6WG4kcKOEQH5rrEUS5/m70+sbS0s
TpXfe/0pOU4XounNi+K/LchIMe6VizL58vm450DWI9JRKRvssIJpjY111XHVHr5uH
JoKs+9xTapfStY8WKwX/cd7J8B2yQfxU7iy0de6kGLfUZLgwOuurlxrbOzVkO4FR
g5BWOWGFKX8GUC14SFKGbyxhQG1V2Uplo4UloLt 7SNwA/RA3Temxy 904YDe OyHEL
VM8JBR6dOBGhHvCYY JEd5+1 ITNFFkxLglg+MfFBi8eb0gqfHzNexCShN2COIRk /16
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KX30COmrYZAusQXk/S10/tdvUFaDwvmt iPBbuVaeTmiBIwMfLlgbkuphykeTSgWm
dCU9uUBNJhI0/95BexW7+ifLjVpksBbKiyAdHe6+1cnszoNrZWW5P 9vzqoPLLUjR8
DDbmEeW3ud6QUGZ7V8gL6Q6cxBpS11Dvglp7Srfouel0RTcmv39gIrhoEszybmhZzS
PMIInSaJhuYzYfXJS1rNMVIhms08DVO/ 6k 7pm6QA7TpMwAI8rntSEf9Z70Uzr5Wgl
eCSuOxHgL71pU49wNap8r3YYK2PuMUt GEzw+u9HBEf+F86NygDfhmVIEt 14035 QW
/6gpdy+hibsPLpPi6ne8bnvkdNV3dxFoV0o/rD5aiQe jLsO0HvthxsMY7gpnV8LoU
FW+fN154VyGg7znerTYHyoOlG7tmsxs/ejYaT0gGlrk2WE+9XAGpkZhapBlLUrCu
Y3fFOCPaNfC5kYOy3oNAambJIViYrZw5J2zjaL4wbOFRIJE3dmpHU+M1ffRK86ke/S
MGai7HW/uAVZAOQpUxUzxnN/zHI1xHNISrgSTcFeYCnBcx1leMxoARVges7PPEYVKy
QapYffxV2BKZag4215PkxQmppYwpO+gmCYg2fF/I1u2PN42BmfTe40pPrWSe juDC
CD3coLRnsgTydRsMIAB2XaApMepwEp6Bp6PyHU1BYRZBAGj+MuxVG2+MBfLYOS1R
B4V6ZQ+AA1UFu++e0OVC5umDr8oCisITepnc62S5eQKp/40iA+JUJD/SclWNrGGO4
Dy6/2MC0O5EgKhQxNB5TmU1q0Bn7/JZ0WI+zTBypsMzcHuiBHKy1CAVB3FU+W6L0m
XEuLZeokayYotglJlfLOgZSZiX2RPfub2x31EPer/NsXISfmfvaKa/2ZHPKQ jmRW
FC7447gHXyrUl1SzBH4SHPAOpl1CZMAhA3N439zGMO0brt1Ag6XVeAxkiv1rOAhd40
BrAD7ScUBGhPPeKp5zY7p4HSeOhEYdIumVmKOKY6J16X7Lialpjlus+Va7AEAhTv
HWKDWrlryafbj5ixrAxROfK1tFtgp84ywO9gUdf6Mam2nY/BFhktiyfmP41iBXDUD
gAACiNotDXSVMwdA4rbCGDf3TdX+rJgdny6mGNY57F1 jXK8SdnLpyhb0EEtyr /Ot
75LCcXgBPmMPN6y69pRF85ezLeUMINMzmLUQgTVUpREU4rFA2NNEUNnFtbpKplAY/H
pdKfuP6khZU/fCXRoogGeC2LkIsofCiIJAOhE3FShVH8z2hXhjsNRtxlaLUSFxee
rYEG3741uRjwcPkZC6dxzrcSpWHfRWSInsVLVVXEFSkazr2690WfWiMDVUtm+XS1lp
YefZr/+SRGnRa4Xwj9F 7b+CC7bHT+otFr3IAayy+RXVAif jHypRUpBVTpk64mp5H
ux8FF/ghgbLjP1PN16ZB6LXV1/HD7dK7Gkglsfu2GTmjpQwSEFx/SMXbDv1bfiQT5
8tR/nY62vL46jp0BTxEgezwiWX6+SvFaQc/AgMolL5JdJIUCX3+QUOKEOhVP2PMaT
GJjVuRivkEyWzh6eKk 9YJgdmB/oCptKFpdEOzh5yqgtPcmT6JQuI6pJH7fA65E+12
k9beHY1hd9pzcQiy5Tw7AcXsRX750Q0rdddg/ZK60kL9b 6458 JTJLLTHIR57t89069
dGiN18bdrFenh9TigpbwgTAcmLHIKU8Nc+zs9Wbk0egeMLMpEUSR4TO8EI60ojrZt
gNOhQw6 JWCbA9a+plxiF2ShRYSaACdvUybC4hSfMH2fcG0s05¢cjchKvJdbu8wW8k09
tKedeNatpRXT3DJIWAGKIHh/oWt0Lu3ulGCIxP1lf7ip8E8195wrnDFFfIx/0P1lrjj
vIpL7nmF1HoXgVLbTyreDAMLGBMYpXv1HH4ef5vrz10A6r8 jgoDwoOpcLQzzZC20
4rLCKSCgIC9+6Cy8cfD1tGkoMLb1BRM+80F0O7pUwpt 3/B5fnMQO+WsHxOcVYbcs26
17zUgFWV4Aga3TpicWgc+EUAhYt 7DEbQ3c773y08sRIFiHhacpBrI+7aDFJpbFkj
SpCKzY5ReQxbdzZiGecbxiclGGaUNQ/qFX28n/RvgIWgAOz 7yt sme2pcEmp+jJLT 9D
JJ88hzF1iK1gLGCRwj3iVjROpgnAjd/yPpwB8TNyoEc5UrDNOBORIRX1dJWQSkRF
onCJ81DfXJOBNvttbOAABLwvgiA+jewXyRnD22gxx/m+uD/ 6 JHI+U587W/Yhr2Tg
OKR2zhLxgz01Nc521k8geeCHIKtvIWaKWYsUg4CAINQTvtBhMOLtT76F0qW+AP0eO
yrN1F3ZfynT67Leat252y8b1iHCLa05ccNMG5SEfzugjlzGosWIw/g22cqgZ4k3FUG
uWagQYAZeaP7GZNGR+Mf2/x8YTkg2nUoeHt 0OEhk3YQ8NMtgcES53T5Pa50p4sEQVZ
Mr5+LscPIMKOP1Q35uNIkhYMXtZp8/VNUERa3UvMv53NjC3THU/TGjf0+Ye85wss
sGMI6G8E1tTkYDhB2GIdmd/CD68E6Y/u3xhShP9z2DgBUh3hHHjJbFF8DYpASACBtL 1
Ad40Vbl1FXoAfY47ZtQ1UaOBgkAkXyQ4yROFNMpWhS3RbRUsez1ielSg8PKSLy1YE
bbvvuQGkaYBIvNoJJhcdFc5ELgdz4F6vXHS1jzMg0071eyL6TSEs5nI jvXSa3MsF
AFPGWuoKZAd jmwV3CbUgR7pzUJNBt J1K1asPUd4sIAPKxP473AwUjYyfMX/2tWHL
DQalwVph+pgad4n/GchKN3K4Pte6RTT7j2LG34+WOudOT+LILS7iVnw55PsP4P2a
gh5Yt2Ed2/wSN+WnPBooJPIg35fhI4AiA0cKjA9B01RvE85BavVi5UpyviB7YiZNxB
sU7TBCMYnM1SLgwQgL9HjaB1XzUNzPaU8zkzJVa+/gkah/61CkCp4FL7QNNnbcQgi
SQW+C5X1i20B5tDWNmMRKRF 9cwCwicpERhri/rQZqgq/WV1BiDmbCEgujxfgOo4mCse
80XUNsOgfRz40UAMIPUyZwaDiLgl83jXjQ7JTyJ8SmOggvnCOCApua92rToZ1M70m
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CPzt6839JSfxpyrGaQpa2c5CP6qJi+edGfUoLtmc25vt9sYi1Z2Tciek JMNDRMMyYR
7zDppxLNGYuT5Ly4afWg30Q0UsK/CsOxd8JINsZ5FFNbG7uh0996CxQjjFswah9KL
6Xp60mBNsYuD9ocaffel f2ShgF2KSJ/bkSeYcAIJ72m0O18EXPn+zKu5BDoanCRCt
YOA7rxp3N0Ga4T6JQNOrtN1w8mF feUWSwi4PRYJFgDkb1VKvapN3oCovj3wgelwL
KOpOOyFDMLY9/SxrmbF jioKf11KhIRVOIA6t2+ndwudciyUY/1GQgnn6gQjelGtdm
NpTAHHMgM7e jBJIL6Zpmg6Nj4xngiaoAuvd09GjglKpfR38j5DW8BN1VEJ+0fPo0D
nhLpYtWLA7cudQFWKBUNazW6YcfZeEzKExDdEab6CJI5bhzgbXEiw4Qde2snuVkZa
MpgvXgCtKkT6Vvm8embkJJrNWw3gelOMRZQHUoBnv7D+ai+CveXKEm2sBMLw+gN5p
93ZHIWI9LDyeJn9Xc+nuZBzgKxoAS5UXAThkPfOt 9BVgIOcaN1lUeMtguYf1VjZdKCI
LzXvK5Uz5ZKIUKOWuXmoZHXPcCFfH/3VSpME1LgRXxfWR14pYyuxFFWOgRPNC1zK
MSHIUDYbyzdTPI7Ivp4I2vUTjLVuiQSjYKs4SFcOEKSP3jFxPQX1vDfu0sC2h2pm
kV3W15903AEws j7VXg5zUzLMJ+8Kkv6/dVvevpu8+mIpuBQ6nv6roYUl2QWegP jh
18as6/TS919xm3ujanRON7bxBJ8LBHUJPiuUe9iIj+2Ygv1YQF jOGAKj1NTn4kS1
KFTglQ5tewpiCiHnDok48asnI1TDZQrcncQfi/bOmGOBUWZNij4v88DYhfQuxek7
hRWgcFgRzi1FxXInHI1+ABFOVclnwZeAiwwanRSgP1lUzxMDRIkKkFWkmpnQC4NoDNaY
ECsnUX34Ffh/0hx40cjbpVxpUcQudpTiNIEIXtJIs41DKbwk3wWe9VEQCjjilkhsh
X3K1X+1PY1/UvgHHfxHPaTPKNtr jYtWnASxLoVdF7201BWGSatd/QDCRy380VNF1
9oV+WwH6ISallQJduggqrcO2uVyIlzsiKwEFnFR5zgqb5NOMdYSu9hXZ+j7IvL+ixFSMh
AKuGK1nNhKE91UfJq/rJojV2brpAa2PVug5KdlpY4MN6gEUY/UrocyPxV9cwpabd
IF/XPAfHFYyBpXfV31BiEOCVEPUc8TGNUuIl9700bifFTjPf8KolGp8X0Th6uGo]j/b
WWZyVRoOa8nx5W2glabeKQlwaZzoJee+HkLeuWgRk1Vb7kNs jVH6bJiX4zQErsyts
GyzlpsT/kmsldHiclEFAUKvQYPmMO5t90d+sL9QoB7XxpMOmt sMtgC8n4XXdoCf7w
1SsmnrQgIVPMGBKGUBimxvWyCN6mviWgi8E1gmBWtvdGlsPgAqrOnZrGs4gvdlwul
Aw8mMhxEE/brrjPs704BV13Q24eAfr7ANJRQabPapOiedEWeXyUdal jkKsoLauboR
Ss+CJjiB3TdANdRv Iz fSBJE0oCFnQ4MaMvdYXKDVZ 6ayeYVkRPcBP1RCMpwHt r3KrBcH
1uHpRtsLV2SQclécn/EzQY5Lus6aGyB/KDSf+ONAUhv+BziNvh8ThGFB4L41xIYH
0nNdek 9gtNOby1lpJ+DAV/CSQREARr TMQUTKI+T5WgB8BVVVHCQQBP78YYz2D0o3K3
2JjAVe03MdmMvDDMfDICAYmKt 2LcOp6oE60at1051zB/WUvnGecPKTVUJHICNTQl S
wISQG7ALhTOMpoVmmJIUstqgQEl1TeT1sQPKf113g6HpGlV+42V3Gp2Ne4oMGni7pr
cssoAAMOeDMUJHObx2B87iWUUpKC6UnlaYFlgIlixrbigbad4g4ZYrHADxXxV6YWNNQR
Drl1kw2XnPHdgRW7F0rvMCYITEP4Rc4DrzMhzTHISEsSp50K2657QkYinOWb07Ki65
fE1T7MGk jkfc+TolDUIZz2J91rtdTCZS1QDIcgHISCHg73£VYjdt 73££VhUS2Nsw7
dlL7RX19TzmeyYTCpkgTsVszlncZrujO0fUl j6mORmFQynMmD91zn805+HRbIfODy
plaipknwoHZ jhRYiHgooZo/0DOYHQXA+0vjkQgqudKz9rkDeannMedt BH2UgO0aFW
JPT2P1EVsP591VXjwiWwo2 jTjk6F 9A0aSb0LWOcwYxJJ08EV+/NWiDOWMEBwWmoJ4m
cLxub2XHm2XUdgiXz6EUYReMoMzBSKfehJAZ6rkUxV0i7ZYRLBi+nl1RNOXIkTu+o
4UKMLReeTMcKW5yQlx6e0aQcRxw39FLgcRjF8e+feny2rK90GXUojgVU3+1LAj15
dQSi+dw+Rgmvnt cMgmeBhuEWE /KYbgvTiIRgMrPNnYEOCERL+y0xS7QVvOGVr3YL 8WGMsJB ]
P2zTWxHY90xvXapg9Jdci9dDg/Z2Q0e58RS8hT1ul29gRKPkupf+Llc6GZgomxZ4us
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h63bK4GMI jTOkYzWUSRrDm2Lo5EX1izbVEiUtKLgaZolxtVAdPpbVNXcQONJIXEPP jvrZ
HxJUUu7gfacXyedwqj4+9MkhlFXZ4QFauege+ZwrwAX1S+cNSPNNAKCEMYXnjAD7
dDs75K+hx3/LtHellbmYP jGOWwyaWFV5Tpz84PSz7FR+tmFb jnal qwLxNBmCGDDp
vC1lISYOwoWcIJRmVxgZgTqWUqOAOggiz0VW11+RO3z0TYbJLIsAci+AczKYRyzLGC
W4LgUchjKmgzXr0Ul7ERgRO9v6doalp+ajGrPf1¥Ys+VJIZES5Lb1hMO/E/nrFt jCIGS
AAiD7/MLASFRO0L72brj37aIXMrrZ9fWZMo5EwzRT+P7hzGMcICyH+1/52it 0595
KOr4TYYD3LO9oTEpytBI7r3hmf6hr59aez9xbWhHaQYU=

B.3.23. S/MIME Encrypted and Signed Reply Over a Complex Message,
Injected Headers With hcp_strong

This is a encrypted and signed S/MIME message using PKCS#7
envelopedData around signedData. The payload is a multipart/
alternative message with an inline image/png attachment. It uses the
Injected Headers header protection scheme with the hcp_strong Header
Confidentiality Policy.

It has the following structure:

application/pkcs7-mime [smime.p7m] 10140 bytes
(decrypts to)
application/pkcs7-mime [smime.p7m] 6502 bytes
(unwraps to)
multipart/mixed 2125 bytes
multipart/alternative 1144 bytes
text/plain 391 bytes
text/html 486 bytes
image/png inline 236 bytes

Its contents are:

Content-Transfer—-Encoding: base64

Content-Type: application/pkcs7-mime; name="smime.p7m";
smime-type="enveloped-data"

Subject: [...]

Message—ID: <c6774fdb-3ef5-5293-ab2d-eca8b66b4bbf@lhp.example>

From: Alice <alice@smime.example>

To: Bob <bob@smime.example>

Date: Sat, 20 Feb 2021 12:18:02 -0500

MIIdPAYJKoZIhvcNAQcDoIIdLTCCHSkCAQAxggMOMITIBhAIBADBsMFUxXDTALBgNV
BAOTBEL1FVEYXETAPBgNVBASTCExXBTVBT IFAHMTEWLWYDVQQODEYhTYW1wbGUgTEFN
UFMgUINBIENlcnRpZml jYXRpb24gQ0XvV0aG9yaXR5AhMPLSWIETMXSs5CVIeh7300
BogOMAOGCSgGSIb3DQEBAQUABIIBAHW/91uDglfJb003YLEnXot 60oUedmQUuwrV
0+AAMXpx+Ag22aGkQndolEnr51SPudU674Rgcmd8GhOYv/SN7k2hJHCcVJ1INB1Bgk
KB1ndk80Z3CmHiV04gDZUaHOCVHSXFS/SV2fixL4CuP j1/KolO1AFuOU3361iRXTe
cx1iI6UL/n/feSVEOHNgSFgdnQsl/3pQIOA/33mSIBNIgLsZIohefKGYgzhjIO9EU
T3PKk7A59nZhZ1is0olDMUSNuUHOMRRHGbfPKle9mMe3s/H8LXkgRXFeb9Dvme3R4pC
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GHEEsT4zJJgO0TwYC201gn83v22k1Tych2daG/sMgDp+1nYV4KIQwggGEAGEAMGWwW
VTENMASGA1UEChMESUVURJERMA8GA1UECXMITEFNUFMgV0cxMTAVBgNVBAMTKENh
bXBsZSBMQU1QUyBSUOEgQ2VydGlmaWNhdGlvbiBBdXRob3JpdHkCEzZBB8ROAPhiY6
HGLS64Mv1sDXhpQwDQYJKoZ IhvcNAQEBBQAEggEAPe52gnO+vt 6h8MkYH5DP 9GdZ
UkyDSFBx4fkz1lmlOivGHVrmeMAacHrUOEIthagq/gIoX3VL6+t0czMIm+19svu3la
tXUyCjDJOFS3gxXmlwxg91lrYWunz1Mj7sMBRt 3RjvZXUKh1uL1kz3£10J77Y9G0oG8
rDj+BnVM4GHUKkNnTTSaQDYsXnarJOFTLMHFTMe fuAf4bSxn/WyNU720tNYG1MO/0O
PE+SZPEA+we615WjdMv jwsBZT1hQKxV8mF sAmsiuk JWYAWHN5ZaPS0xA8W80NyEh
GF68xJyltYBwLExtii2NgD+4atl6aXj/odarl/FTLCG4fUJeBWH3/ea6keEr9DCC
Gg4GCSgGSIb3DQEHATAABglghkgBZOMEAQIEEGkoJQ9zwg8mv0aBdHy fuSKAghng
Z6pgVbu/KHUWPthP3sxFazxNC2ZfrvCGWwuFAXAZQQr5D3WhHqUYWhWoMRP343rZ
NjZzzBNA3KgDR0Z30j50M2ek jBb8d477Q2ytFz3wuC6+0jxFO17y90UQBZnl1BI2z
Hdg02Y¥JhdmlaLKoRThsXHCdSzr1JIx1lsp7fhkA83CcKAi7z3T890£4z8g7pu+AUvG
vIMFYxQ+d63eZTucWXdjbbxgzN9iQGlP4kg2lIeccX5Fr6gzwwoTRcQSxj/wyTRX
PWJjoVWEWedOoiMbAXs0120+idiam88MhdHOkSpxve/DAF51x14X7mMJIJFogrsNao
ebrrzg+hojwO9CMJIVLFBNV1Imy3EcdrFpeFsxUWK1XnclUycAv5 jNHKERmz5gK056
alBQFGkD38VsiH028KT9uNbpInxlFNsvfJ0ulYMrAO4kuYcOvbuBDnF/ha8Tdj+v
d6No2b050+3£80TB1IelkhM8jV/Cy3pYgixAm70gH+USuvViviLhBp/EJ2XWA/mv
MbvbesuyVERZpnvoQlA3bayJAV3HyDZ1oJdmEM7/ynY6J1GpQaloTQcfvFbhUnYa
00V199V2kXAWIJ5CcKEWFOoLFHV3wgYQPK81BpgxKlp4/ZgGpnjG6I711FNxDc7mzU
dNCK2fUu2XbSuXz1gz2XNML77LkD/0Bbv7clktiCQ6nNCd+Zhb20eGO/WOlclm/a
S5ZFI3pW07vLNIAaOTQOx1mBUOC7tvYiOPVmnjlk+6UshdT2MJyUagcz6yPRWJIFt fg
LaPNphyRVTYPCAOY7TmEBNoy9VssOAbbxgq8JjJOL4aV7/mS0J56BHzZLUNH4GQOMYso
NnEr6b75sRMoV1sYAInDf0fg2gAzWrdAOO6XJNQ6rdgrYbHPN7WgYhcstN+vTuGAP
Zed2pN5L7ayKXKwrTIvHB2j1iP5pKNat2jz/MiLCzfzEvSgburwpYVakk 9t 8ZvEE
ICmsUK+vaF+GePy0LO3/G1bVBFPHGAFBTB3DAbo6R1hF+sys2/xR3Lc/8+mPJThO
3gAoOMXTRRgBxF4pTgilTGF7JjYbSQybNZ8f4Y13T0Z1uStTTXa0£85G0gYpTR3dI
cCk+fTDU3UAL1dQEr8sBm/hdWxYJ6yL5kw34R84/vL7yZzhs02z3rfVV1l/WNENF/1i
TX8GLl4PYT3IZ06AeSZ5Y01%1/xx81D8t/azHhX+1n7LZVazj2M/2/tql22wWNjZb
yiORJDSjeI5TvyE1QVIFXYw7dz8vK0GGz jDTx/0S50h1mVhI1r£Y/IWMrHNhSVAP
H5vcjQ8duMhbPIWjl/w3bhOL6UWiI+X041cE1TeABE/ZLEfgAO9EON4+kbXWGBIMM
BYQWTsp8/tKgZQCl jWS6drh8v08jP7aMRNbLNCYS92G4 fpMdTJ81lonJgDeLdUks1
uSH1CpGop3XGbFVvOHN1YS+m/ft SMRvEfJUXKIixKHRLIhhclwaxKXWzvfn4Q4Tsli
JKK8UeKOTXI2bdaNGkDGVW2Abo0YdiDgCe5v51XHiPecPxoGvzU4TT3625sK1lmfi
4f4X4f9X+E7e+61SIf8bs5rJZDEnE7AwWDLgGpupCY06180yug/VDcnHFMCsgvvCJd
yvaBkI9nRIYJEfL7HOuJyn6t j1Cqbu42m5zCM40NiQ1GN140SgJykTKe50pSy5nkDDy
BMyBdnspolQl9HOdvLtL923VEfPD1coS/MjSg7kRVPqOJdo70dN5sjUD91dnFI6he
97w39ivE9zeGQkWMe9gQtsO0fy4QN6bLxrgSbt SKpLvdOafpbakE7/zyswtPulyhsj
AidFKrgOgyuiRdychkA06J1gSsbiBpvkOsFmeADgdKnG71g4e3tmGMEOrooIBfHg
txCMG9QzMebaQVI6TqzA2xs/ta20rokiN15YzjjHhLgwXN2Sr3eOXxUR3LNF5SZI
HrzY+oBoamyDFSFEJLAHfOJABA/bruPwCzIzraXq7YtkOJINZGSK1CvMpklorMVrx
vdMcoGCT/UcGOLakk+3r60euHO0T4UWWO9/VEYXWWqUZusY1iR2h1Z2TgBae8F4nt
QLhb+sZquSC0a7t£90228eK7nfmUjXyhk07wTZkFL6vdxPvdzfrAVDMTMsEOl 9aw
XcXgn7cMshAl1goY3GIwnFKvvHwWZD+x81crpVEMXUb1nN10nseH35EWm3DHVHIr4H
ET+jbiQfXiRs/qEZAVPIzE2c4UUKEYYKPF3£fFNKJ1/qWgAh603yURYD4 9ayP+7gW
wJYQ4Y04aaGPxURZxBAXeVS3t 7oK 7ptTa931isM8fxGVJIZofraeCX/I8VIgdTXzzC
QIO0smZydy+GKcQi60U2/S0e0Q0zmCd54Fh+Mg7YzJIsyfxGhCoIVEKDknyP4rMBr3
71BZD05pxgiWsFRoHUn8Aw2nhb+TIUNAHK/61iBHglRN1 jhEsfc5d7yEZDGVAIRVDX

Gillmor, et al. Expires 2 September 2024 [Page 178]



Internet-Draft Cryptographic MIME Header Protection March 2024

0ZAhXBxcKz1GJGAd1At /hzZDmj8MsxoIThRN6pCvBrN1x70xJybtnp/6dKtE9A6VRM
ek/zdWKIdHiZ0nNnp5SBnamRCx+pHECFtTuQyVmcvzbH2X/itmxrLPIAfdLk11tW
Qv19Vo57I3MKEEWPVWVsSMQs6gDkon+hfSplhIKHS1jv4911BORELdAp8Av3ijCVae
JJAgi23xwAFUEGEtniNwwGyFGKMdbHRRNgsNiaUS49VP44x/60aedcfUQOt 1gLXW
7/fmGSB1LeQUglnv1igfRW6u8bLObRwrN+jOPWmxxAdS2ipjB3e8PIbNHDi+SYtW
B8SRWcQlpDUEtyY/hGl7pgRtxFBgRZWXAQWMXwVh31lcexasEd6j2cIRk1Ck/70rf
H5zXVSw3LNDps90Xal0k9TnP5x1Yt1L89SDILy1lDUlfpzhwhsyS3V5fhoGCdxbils
qjA/pYvgjC4mlISlyt jj3bMUvbP3x2etnqoVSGAtaH9ewHfCENdFIkMGIglWee81
SC8hvNRS8TCWIANzWxglUF018EMQEN1OTAJES59K8sXadgluyX jbN2K/DibdbzG7hL
XY¥+0QxLsW8uJddlzviiugLnmul sNogAgrJCvgO0XTG6dx3MuaTC4Uci jGpWvSO0rlXh
FO+4gmScEs 9t g5xXRgRRhbu5BXAJ/TR1Z6vaSKUoeLQ4 9MC7CeBO6XTKHSPPO6x5
Fjdyql89062hngKFa8MgMfwx+vpyyA4KSVPN36W18EPMYNABKTM1 TbL1+SHWAMVX
ghDuDNRZv70176CYrQrBqunwzGhV51vhkdT8uyqVvVovtdfdpL3gpQHbggI jSQT6/k
iDfMI81QLdHXv0283FSN1/huldQ6Glu0I7tPsBWVoIcaKCFO0z63dHfOQzPupT4wO
ZmDv/Yae7wLuhhDCFoe26A4mAWUEXCk fdKouP7GygalVzi4dV2bYVmVWO36XDNDy I
6PETY9bQU+fOHEhMLKAMpkblLZiWTclvI9PIoR4dwKnufsnncbZsgAPankJmBjP8p
tHvDrct JvqYCZHSYTQT5IWgOAP3c8K/RxDI1wiFvCkECAOUZBUGTLWZ J1bbKLXEM
hImtBn412g7ic+ud3zT502fAcuAw84tKKKbpT79jxiaz5EOATiBeEYmMR6MNxux3u
TDvBabBA6h6Sc6NbQB5QpU8knGmoGy JTm7nwNPsJtud70Q0pjt//XIKAGE4xBLAT
gB44uBhwJETOb jkeWKqVV/Umnv/TYf7CZaKIA5udixJwglOL1dPAXgNXRZVX2+2K
ArZABmju+eEKLZGQF1LIX0/20BaIlJUbpK+DSappBovKoTGASTfr830ECEVUP 0BNu
+A2TkB74WzoVImO0orGRhzJZ1J1C6X50MqaqcO0+RXTm2LBaa7k18REnUQpRr14PPJ6Z
JL93AMfFZgGLt 9N8ITg657MHvt 2rt ZpTh8c4vBDsbg8kuDH/CMyZFt 4CpG7TMhTC
neVVRYNHwj/d7Kd+9T6UM1ly9LGMnJItP7yXPWuldLGLvOgk1wRQCfVN6ePHHLAW1O
b40r6tL2kURGCLOQkIVXMIx3Iypyg4mRSnWcZTJI1 6hviWVIWIOP 6e 1XERXUSWEOGHRgG
9JNFAENt+p+x8rocnrV4+A0g952uhH96£f++0sz2z6T0aM37SKEfUfAvVIVEXdt ZwyV ]
a3LAh8vJIzhfVOWfRv110UxIZUVP4gM1K+cTpj304bEOhilgQL6+26s34Vrv8363G
Gae+hYTGX1INF jReMi9r/X4YYIEDPKC5eETSnnZYSkP50163vDsVtTmZfkSXyT3vY
7TplUaF6AvZTdhapMKCelEqOyMiOMNSIgXC3VX12bd4miHuP8Z6FgKIn8vtc2dNPc
d+d3EAO0+Gpt4L331lokogHAnEHOkiiZkviWIJHyw6UDUnRmJI3p0AxR1zmgGbFGLeuYV
BTP1X1yYHRHUWI+TVL+QVc6c77Q5Q0RVX6RVLxeqSW+drnkHCtGX4eWz082xy61S+
SBoOxt2JVPYvyiCA5cTkALyVhlbak9dHMPVe04Ul1£45c8mApm6xPT20187vnVBxd
gWwPxVaC90X1gXvaTvowO8yvgLOPEO+eISkRCm3X26Wfyck8W6HsMrUE18Boa25H
/Txq2TdRT jkIkaE8ek2YOMdv+JFnkxbgUEL1jJjRt5rYDzD8M7yTePkrg80chx2WX
0qUID5dUkXYXsGABOCyoE7RRwsHuzc39c3NMuMzKm6zBY2Q8 JcCINAANZS221g95
1nhN5/7dUkByuRMpXNghKmkP6AA7Th9H7YNeG8hd1mRB+3BeFIdezvIt1PGs/mtdZz
ImsI7yfIPDTXF/7gF5KpcwAhWQOuMySeTHBZwrLP8mNoTcoH/0r7PRGUORSUVE9A
5GnEH4BhgnMKf4MB/TbhkNMoCB1Jh2NFiQ+HInJRxRoXXJjZdIQj7wF7evcwHIZXE
I/BSUSCrLeY0OsO8QnOLOHbfiJZMlthygFJC2Hc22zmeIu7wNRMAL1yQZMv/0z8gAk
WA1MTpT2 jFBn/uVEFwWuEBv6vbKCIDmMINADBS9xg0P39FmhYt zCmrWuG/gQ+JP9RIe
vuwOww JgxH+VEUWSXNt SAOFPYHIm2ggWSQuUTBREF£1Sf j95PUMn6kgNFwaIxzLpow
quFfghz5HIzdjL1AYFOz1+MepHXGGNm/H8UMAVStO1MIBIUgbVjbGSkF1p20SVgT
+99928fB8CcDHY8rSFVUJEMiJTQUEQHBr 7Xk 3d2gOHBJA21ivixcYe2yWa5qJZ1WB
ObKTXaLVbLvHac5XdX1vNtzzF+gqo5C5UGRNg93IIbFYxw6V1kF6kQYJIMusgceMLN
9aWDHsuVtdQR+mNP 9FOKkt TQ3GzYM/szBDi+ZaPmkswmnvA80Q4Qbrxp//TZFLKA
HI1TigPTk4XgQwS7k4K4kv16K7Fn9sngqUBg90DaxrEfvH8JS6pvulvi+wvUOIDOH
23jaz4wjlCkmzWjl1lG/JWBHiMhaXc81lvS6C610KyvVFo1JWOvSdhgM2 jgm2TYBSS
NI6hVgLpAQVFNgZuKopRgHJIt /OQXfQBCUAOL JEBxBJ1ZDzk4xSx05bsw+85W7Zz7
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vzePFOLmT7Cy/gkGQW+R0O4ID96w8Lg3+gX0aAi5oPwvA7G7Jtp+BhPucvehn3z5r
bl/aMEcoIgTd49gpcYZLgDPaD0SsOYBicShs/CtwgdoYDgwkzi1WEfQK3KIrsJIxPd
Us2VGlus7E1s0zQKz0pJuFUz1xdyz0339tuh04Kc39DNPzvlacwkPHMVsYHjOgmD
zeWxpxHpiVJIYX1V/CEHaOCtQHu79WJZDHDWaiaXopVp9VI6toArzz9nZ ffM+pSJIL
Gagv6eP0DZbGxecnSXgONw8nucoEK6pXSoofCpCCaWFo+xi29Mv3gA982UDEDuUbW7D
zpc6b31luSYEwl3p7VMaWsbWsitzjt 9IMBg9g354SWnTMoF5yabvRoZad4gj2j30£8Z
9pEkPEgHO2cQHEgrHVvPpFUuAiNHk2gBmFiIp0/MUIeUOXVsrDI9mUzoTe2WOYYeTAU9
4yE1lcTlapMhOoFGurW351kxbR1GQ4zy+osgikbuK3kAskOHHkibRR/sXLMrHgy9Z
gdi3Kw2aU4nyzzMqueoK3rtC5ulIEfHMsRUIE76Q6T£S1gcITGDXwZJ1T9z3pfab
1Bet51VIMCBpOpQkvxGt 00KvmVcqdXVSz1Z2F3j15gkyz20pn7uyUWrl 6rdppglPk
KMkiOz1CKIIWfnnA3dDiF8a60otgX+bYGgBwx00Z8GIzIhgLkrINvF5ufeZGaGSCo
iNT24WGBcnKJot 6Zrr2K4mo/eNuvTrYv4dZt /rmWBUdEyug9VKOfi SGEYEDOhUDA
UxXGPRXxIU1FgSwOH1H1tNH4mzQRIIMAS9nw3xChbvPDIwOlodalk6KDXF2fy6Emgt
xSCLbB8AL1WS8/S0VtaDornyN1ApTvXWX/tDSUalOswZpIBNB35vrYh8NOcK49j7Kb
1dEnsuzSROZX7hPZvwc9z93S8IgNuX0nPrOmNLi1gpxPOuW3UMDNr 6gKBZnKgcGo
HnWD112Air849gN1EAXcGcORUWb405d0Ohu6lcsSvYKvaE j4Mct76vDaeFECb5Pz ]
yUQ4Z2UFpp/KsnP3B2CElzdxulAstDRAO/x2dcDWLJI jUy3c2wM+U9nvHvbxTnM12
gx5UV1IM21UHeM4kiwAhYKJjOMsnpx/HnNk8kgP500B1lWwusS3JTr76tzBtzQfocaW
HEOMvMy 35x2Bh1ql1PRTSh9c3mgSpXIPut 014xvNBtVKh5GG3rTZf44qIkMbwy3d
C36hOWWkV/z7y5e0xERArT1CsFP+uDdGny3XGUP10yj7jz/XFy3UnxzsKGVQPaOl
E90Ezi8eMNRtx/gBy0s9KwgUvam+3dG525y1Gvbio2mrgLuTI2CKZiQBoTICXkP7
/A1RGpIW4AwWI23/Xt3hDWOXuBgvoJb6Ux1NabXMBoV8MQF /KfWVJ7nnhgQDrRujuo
va9Id5L57bLdP4SEHCWLVPERMDzRk 9wpeVgivKN2 902hhAU5SRCgOIK jXWdlmoTku
4FA1TZErCqgfkIHALTN5GKeL+kYFIfUV8CV1r6D6MVwpNS5QGzX2Y/+iat7i54C4dY
MZ1HgMwkBRdxy jBBDYBiXGILjhgMGQ8HyzV/sJSYv3pDS4WEghTW3mSNgQ50cVz/
3uGZeNe6ZkbE9EyGe/rRVCiBT5HkCpabG1l18Bj8MO+R19CM7ddVvO23WbaKt +Vwl
f+yzK+LAELR3XfAfqJPo7nK1UE2/QOLFDwOW4 /uPbb611Rkp31MWINRZNAQsUAUT
HgLQT7Q9%hn23wBTiQwiBS3ke j4Gi6wVW2Cjd4o/8EPROgn6ne6nhGhgcYHpkwlUz6
Ql19vjLyUFKJjEOoONWOu6pgyDcfW4uGNzvsdxcnvRQ4+qVyHeXLEMSA2EhAw+TzW9
vWDpgYTTa/ZIILvJv3f4iKNZYs5PeUJWLX1IPQbrPPKFevufJk31d8K8QRuxtNvx
aKp+scgFC36GXvCrGsR1HVaawBCGkCL6DYZVIDtaWIwzt IvCXu0zOR9D6hnsbmFn
t15MSUwr2B8GWmM1I0OyVgxp9UOtF4uTDUfo9BLNnPpJ+2QY JUEPXv1BgjEaw3iQsBK
h6XPNfRIQrRXJCbpCwZSigSMKPgh88PB3F5H r6//UgVY4Z1lwfYLSUgyZF IKBmKZ
8LAdeMKui2WTsI1HM1Tv+yWcbf/6mlF6gx9Rb111Q70xGAP18JkfVBANuFqulilm
1r9x10Y+873/GcaYOEWC/CHxduAgqprr03sEz450M0kSD8ZfhbHfuYH/QrbEdZQd87
FkCzNVdV3ZjGia0I4o/0CpmBfhUSxN5G4tXY9cCEfIXEpkgvO3/guoOlkbNWBHJIJU
WGLKv1uSpoa6C9bfnaS9xr4YZjolD1W90odFCOUE6aHYyMNFKTt71YT2sTMbVG9Y10o
BWKv+DQAcai6BECVV1bvy9UyhicbzGLFXRmFS+/pGSi6h40eF7uEkUivmlZYnN/B
yKL3yEqQV7CgpUYrBmACS5RL jOpgWsBER6BIwES5gfRL8LMZp3106g /w3y jgH434L9H
Su/VzZmVijrCzZIOXE/ZG1GGMUc61+Z3D/910MeVdAWs 94YhoFT4nn5SREDVa4+4YWw
sUokgK5i61los9mY1u/SIPxnwdCZxk/GyRRgH6Kk7IW21iWVXO8DENn2+n5szNLhv2E
70azywsBB9JEH+Cf£Jk1lmgC2gL7RbN4TDguMZvNGmtK3y500r3wRDMsCBX2iWG4r2
9HYAChFcmbEW1CL3A3y5SMGIFTrrfIYmKAWB8 foOM6hhWWEVVTITIXPgqlvSZ6QXz0MA
VATVL5TVx1tJot zLAbCKOYSRVMt JSEhsxTXHCWPX8YUpZvopO/dWsY6udBkaadjv
Xdp6MyFOWPgs3TYKF jZCHueaP8vqg46vr6jP15h3tpxi5Jj+TWggbOGmmn7re JKvx
XNFpPHjydvLC3FbHoda/sE+cbjDup/bbjsUdZIVGulg67sMZc0Xk+eIIw3RIzcso
f+c0AJz+6bGZ/k8xryPcGOlpud37J6F0nJZHITrEAs JFJQt VmZoYbHDsZgOMVHWO
J0YksygeZn0aYHVA3gxfVcG2PbQpeXfnZyUsQt £ JjZOoEHIWh1vh6bSEFs+5TFbIUC
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Twxynb5ssf2yjxTrI+kCx1RfIe7r5/etsBUjQzpKju5V1XcgbmsTqO2xjOQFKy jyZ
wci7X/1zVJIvEeT/v/ /It TWzmUFEJ+Bux0vol jadxlsgglwPyAEgKBOXVM4AE40OJCL
vjC3vL1lb8Y¥1134JcymIrLk1D8etIJdhNMsoil6oy7yFtyxmgHjJ+9EgbJRheflau
JWP7++n1NNtheB5YoL1GoRfgxA8pIpDrF1UxdYKN3mBX+IdaTk4f+gXoNpTXbtRD

B.3.24. S/MIME Encrypted and Signed Reply Over a Complex Message,
Injected Headers With hcp_strong (+ Legacy Display)

This is a encrypted and signed S/MIME message using PKCS#7
envelopedData around signedData. The payload is a multipart/
alternative message with an inline image/png attachment. It uses the
Injected Headers header protection scheme with the hcp_strong Header
Confidentiality Policy with a "Legacy Display" part.

It has the following structure:

application/pkcs7-mime [smime.p7m] 10790 bytes
(decrypts to)
application/pkcs7-mime [smime.p7m] 6968 bytes
(unwraps to)
multipart/mixed 2460 bytes
multipart/alternative 1449 bytes
text/plain 494 bytes
text/html 646 bytes
image/png inline 236 bytes

Its contents are:

Content-Transfer-Encoding: base64

Content-Type: application/pkcs7-mime; name="smime.p7m";
smime-type="enveloped-data"

Subject: [...]

Message-ID: <acced3c9-111b-5a4f-bd80-34558da32b4dl1hp.example>

From: Alice <alice@smime.example>

To: Bob <bob@smime.example>

Date: Sat, 20 Feb 2021 12:19:02 -0500

MITIfHAYJKoZIhvcNAQcDoIIfDTCCHwkCAQAxXxggMOMITIBhAIBADBsMFUxXDTALBgNV
BAOTBE1lFVEYXETAPBgNVBASTCEXBTVBT IFAHMTEWLWYDVQQODEYhTYW1wbGUgTEFN
UFMgU1NBIEN1cnRpZml jYXRpb24g0XV0aG9yaXR5AhMPLSWIETMXSs5CVIeh7500
BogOMAOGCSgGSIb3DQEBAQUABIIBAAGBquNYGXBsi563D5scoeCEhSWiHeZcEBof
53CMvSnOVtdWust OR7xoMAJyg82DsQ/rIWOAvgm3xYi/8hVHowZtCe+dZozlkiG8
yL1la7UpcJdVogRZ fMKoHwgySPOVvNK+1BhgSQSP06z111T2HBMeMBwjJ+6y9/CwOnr
hRXiQOW1BTBcLF/P+rpulAsFtv6jdxm/jzXEMgQe5j/aConPchgGzKHy9XiCc2Y0z
RZDJs5Zc7cmnefTA3f0IH0Qa041g6ST8EngimWsec/eNaAEakZ0ZZJRYAhgLXciD
1gjuByWAAN4h9KnKXWg3Vt ZpX3T40YMPLw319TGAJGNP5kh+DScwggGEAgGEAMGwWW
VTENMAsGA1UEChMESUVURJERMAS8GA1UECXMITEFNUFMgV0cxMTAVBgNVBAMTKEFNh
bXBsZSBMQU1QUyBSUOEgQ2VydGlmaWNhdGlvbiBBdXRob3JpdHkCEZB8ROAPhiY6
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HGLS64Mv1sDXhpQwDQYJKoZIhvcNAQEBBQAEgGgEAdhmdRrcVpFpMT38ZFuE125Pt
kTT7HYAcrOSov7Fuohjk7kukQyTQCG4y73sHeu/FZ1IPKzxkOU3kfBEbJunPykkc
VuFJPQJImrDpk4 j5dvSgikvqU9cP/GliakTrCBiLdb7D05jsA/80+30mN4S8F4AMjw
gA6BYODOT97FeTKpMoht 1GhGpTtrVe8cVelC2QPDOrKBYEgwJ7t83mzyaaj8Ywsl
sUAk JFY9hoTuwLspdiTgKbuUvEZaEaKrhOl0WYqoTpLP jbl33KCo7fhtwj8zeVbR
Gb/1JbKsc6y/raPGO0sTZXrCMQRmAJzEaNiYAmYaP 6qdLOVuUBONDhEE f2bPopuDCC
G+4GCSQGSIb3DQEHATAIBGlghkgBZOMEAQIEECNS fmBIh5ur f+GVWT5DQImMAGhVA
JKFFJHAo+gcmKmrs£GJ1oYSxEavtM1O1VK8qtt 1ITxGFRx0i2frbYzKjMOELjKkKE
0QSux6e/uGdvnBtx85/00x+zECTF4 jTU4u750U+pXgAKDHKkHQvN/SAeTaDMR2iKU
W1KJIXpL98HgBBmMmaKzXGpXXt OWNKG2fnNs9+x0qzC1lTkyUTTNOG81NOfkosHCBmdx
VY8Uslp+BJRKQ3DYIEH1i3e0ktMCkSRh59s0J3rOpyAPel.8xtQF1SzjCSBociz/8H
OOECaDJ9RyrhkD9E8t10eTWF8PD1VMsGgllF/eWPSGnDVKLOfvHPmg5nASKMb91i0
4wgwRigvIndyadhughQigM+wveRj7EpCXzaGeMusjc5Gzfau78VguloIVPnBInwk
cYAm4hLR4SjksWiKctCREWCB5HhYmrClladob7AkLSfVLGEGW+w jcOByHSQt LeyX
pisImxrygb5WpczagBwIEt 6AYk6kgWMsPtHF1FYtCHjdfv1lLr10zgVPuEHROM9gA
OkWUnfSEdckaLw+c+YAde2g2NCt52wgdc4hcAvhInJIP0x25HWGODOsoCp74zx57z
DuUvv6q77RFZtD/+ykYLYXHhMysKNg7d+3jUuQlI3LSt Z0K1lxxeHsKN515AGNKTV
3HT6LA01W400UOBh/+bZRm6fPNMLsoTC+WHA1B4rOTUel jz7PEqTvpeDSbHbpORN
Oh5UKUuwTEHG6FmEfFUCMS1beqyJoSghsalF5ccEJKRzZKVR/ujYRcLIJPoxRTVEWUhG
agsyQ5893TjSixMFyvB2ZFg+I1JdL/NU39801wGWyg6FCck/UndwbV+DVrQ2pfgK
s1e97pSnL3w0J jMXpxs5WLWs f9wy2eTa jsVMAORWaHKXKPcIgTmIC6M8g4d jWxie7
14ZfrIVAHTbKaDaLlbGn7Y6nL2aWjlpLke9kE/gngZpKWEiAuG+MjY271AbNZB6X
zJL18Btd4VuzhmYnJCPBZ9g+YGV1TVtgbKeq5c9/06T6QvkEzULQHUWYK jXvZAEL
ZbGGzDcXVuWoBbP1lfbzzpWKuhzgrN8Jvof5elSBuKe8nnQFUAKIHxzf2shWkQvG7
gPkhDJdcWXErpohhnnmEzE/deIGWRp2Kmh27 /FW1FfKbF4s/UiYI2za6 jNRmCSF8
FoTtHwOU23YdKfSgg+gx6Cr464wV1V7jUgBIfdMdHk 9gx+1Nb3vnBpYnhg2tVHkDb
aCUfOQxHN7FHySADTMunZSJ4DLHpS+e4ufY6jEmUwdgz/ j+gqTTDon9mwH31liyis]j
0lndOvAlftBh4gfnjV5PQJ+COvYhHU20V/udt78 JGAFP27gN31ZPj1Vgl/gPT/xr6
BJzPXJIxS5FUqwhEKMUE6B5hD51 9hNNrrAltvSl jugdGsoGUwbwlgffE29nGxTJKch
+pMJUOXRUDe105a75M9uidr2nFb5yUhJdh/KwBxTgfsuzQ2kZVkSv1GRWzFOKeV/U
SOAJXRTmmxpKgcf002XdQYQqglkO71iIGgxTQefTGNIsv+VSCKOVT jbD1RHBOOft 2
1xWO0GyLejwt fvRuFBozL268ZfyUI0xfgVRm/mjT272zBNoBDVsF3K8AGvuJRCIoVe
Pw2akifn2+n8w9n3EDNkck4JDxkLIRQBULMYkxAcUwfxdXzPT/ixNHiEqj7VCubk
gTLPr7Yt7qLe/BbndIs8u/rDc5SVIWmd jzX3s0po7uw7XiII3Z2vxWVmBhi65rJUzD
bx1lpzAl+1lrKGecnCetEPpnZuirmb33CKBrzLNXHSXTE1UfLr4g+kEWnFJL/ZvIwct
VzxwIGkeWfrkpdR27chlbGwXyZGeghR7SgwYoevOwvj55VKEGajWsb09Sw613Fgs
109fmgKv536pY1SYClfFSshuQiBOFVDlagtnb45FNGA2HaNt ZuT+IWfwBpj308zI
fEGrm/NzhFFGnB/R8xgX3pB4nEQgbZ09Kbw7Bvd7XQ+2v6zQjHy82TP2Q2+vnDJIN
fwwwJIJI2mzTIQPcTjUuB84RATIritBIJh9QqU/pskedJJ+LW9Is37uCExXxICMnbaMT0btG
h8JBUYpxJ92M9511NSgv9pnex7PfUTAAq6CEYgqnN2K5XFZQ9kVIWYABuUcxCd++s05
uLOTbepB3MRJopgKpMYThCHagd/MCc+J300+Jw/g/zTwlg2tXiNw/smN1tsR0O47x
ec/I9fK9VkxzXa34HQ6uhjhbzw+pzNUimI1CCr/ZrAGGYyUx+GgiAZ JUWXuRtETFp
1YUpzM4+0Dnv5z1iQONTWizAFWUTW++FmHpU8NzadzgqiVUkuxsFQC0I4zR9f1C6Ch
20gqRkuFIa203t£76D7h+BwoBK1INmOyWjZFDpb71fbckQJIZUQI9ChbdpLdzY1SW1jyD
rO9sRMt ZeWOrE54k0XMyZ08MIUbvorlXiif94QdhtWMFz2ne6r jBEfgh4YF89QDtA
zJRBS0UeHXzv2N5LnYLaArADFGbhm4bhZVmgdQeHiPW5EaUF 9PbaiWXs1E2dz710
DIgZAaz51ij3mWgRdu2ugBio7Abibsfhd0D3ImyEoBl1AwiisV3x8ucrTLjlmOLt4f
UX1tfF7hDgRnKrtgQFe94pruaA8aWD8hMhLyycnOWhpmBHbWEAe2KTh3xC3XpVbr
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V8IQdjSxYOAY1InS5ktoAZG26U0ilV34I601lmCyTTLKgbJv0Ka069Qszj3shoIJbtF
k7WeKn8xgSugjl5t+n/6F+pl0ed4Tszh08+d2F11aBY27gGzxjE7THGBbXY60hBZxg
vvC4DtZj31YmzFzXIRgbhgJLAjvtXRftxs90kHIHAfx1AgnrIJWmUeVEzVI£2/d10
vmJIw/yg/u/d+HhFD18XXR8YRUHjCAsnewhs9F2I6B/abUpWELATTnL+SPYxdFOkC
Ip/+ziCiOZ6uiwNwiecu+VjzrZ0iGVARGHHHZOjTx1P10OcIsryOPOrJ6vGMIusyr
cS9GYERRszavcaAQqYv/SF8Zi9VcuJA3ymyIHTI1MaAghJYYzVecrr7NHWrU6+gf/S
zL3z2Jj30G1lUftX70tN41cIGITHfciWKI1Fgn5AdKigqOhgR2rOWEfWy4E3/A2tKBe
AESRwu3p0K2UuCniE7UAg2P8C93S/0dKQ7 fepdUEWSCRIxb+jmm9033NLvnkTItw
49sHHJDfF4HxVx/vouoJ37SQqArYThgLcaEWHRrNtmx/vPtYf+MrYviKGdCDgncs
ocBKiCb0UziONYNJnMp3j3rr69jZ2fxOHI4WsmI1M3ANsyopul 9c5NeXEZIiB1Sne
GAxXPbcpIXERxd3HJI5gOB8+D7amye jIvIgqUpQIlpBBYCYLFSIHukonEUt+Bj4Hc N
1BctOKTFVaEZs jhPywdgKmzWUuPn6Y4IVoEeQnxP3cSkk5vhgwZg+pfVvk 6CMPnYx
ihmcuEiuzddzFL9Igaqd57qni6yduEbo7AgGbaSDE6ISXtMvw jOQHXNDWEAMbnQSU
BbmidJAOBYy+Gz jeKDX2SF/we jnmucBvVGBVPDyZ8bhj0ZH1 jSBRvoegxCnP7JkT
K3SFIWvTx4iulzpugxyfQNIWFazRORyrQamvklz/u0OtlmlrozRKPVDhFAG6CWN15
djcA+pBv7gMXDPS jNwgZLm4mhlwpuQMImOfrNdWJLjvo5X4k4B2SCLp2eRYLw /24
hi4Q0gs3yNSbV3VODnCj+VIpLFnwoOD1QyOH2GrEnRE jJKS jgzCGbgBkXcvP030E
dSioL/OvppL4cS5FbQY135rQ6YtN8Ibww4dQgCt3BEgP JUL820Pod0u/Fs5n0OmOd0yY
/TAP1SUASRNoX3huZXPvPws4wHXtymYobUeiTz7091JGN1htySDhg6hHNBbzoIdh
OBSI7/j1UwWOFLE6gAGIkxgxBRCKur/xUEiaS5MLfWsIDkd+MiAqRAtyHLZuvVx4J5K
SgF08VucGPJINSkxMWpx30M65CBMc 9t 7THR2EaMD230L51F /maNyMH5X530Hib1Zg4
y8PaUdClk6eodc5qVzDf7a6xtuSr2dlR5gymyzG/22dLIpIL700jwcfrsAZrMoul
LoDt YkWxf8gHHMD4AmsrXY61PBECvrvI/s4CQlMvr8pChdtQJdcuSH+1vuGUggtFO
KnpdtecpSIAlhOEemdhet 53LepT2EUVY 7Ns 6N7PMHCGt QHOTPLIMkKRw4 c3FWxpH
230C19w3+Wvwnv+EDp6Egza50ahCU7YeylteE2EY+1jaOFge+jleTysemllwz46U
wOSOM6X1zJhwNR1vgag7Ld4ZgtAUF jQjazR+Ko2IK91x6x+gxXkRDBt sdtUrdnLA
e0SVEB8JdYQdJ5517xhh46npC51d5xX7igmlWFWpWj6V/5RoTKNYCAYo8UXKANJI 7B
yLYfK5yHF9KnLd9dTBxUuvOKYvdvKzgasfDhCd+SFwxL1RO1JM8yDxmyy4rZEUwt
f+Q9DTt1bINMcIowXtJCi7afhzQRsEnDylbzuaCi72Dor6d266tnmDNTIQALZ0j1
AivVD66/kTLb6Pp09BzZRYIx 9P 6SBHZSRIS0uyVIjSrmlSF jAKxxH/KgkpS06b6 L
RBaSylJj/oBOFgqgEehDZtyhFSKAftkd3grfn9YhObhP1ltDwgOrUtSXrSpazgSzcyg
kS/zcFjd9e51wPHAMPEOrrZuRJzWwrC2G81iZt AsVR8z3Ns2AWx0SDRSbE8IWxJIY0
u9DbnvvJV4Ri39N0ulcfadWiNePn22TMT5bszIrcgAlXiAMobfKok1xmAgPW1nAK
AaGhXgvumPCYp6+hNItX/PGIdO11iXyURVWOJg/g9CotmaRM1 j4g3JoHuleARJJW
Uf/jgzmcEFBYYwft JJ6BJQtqhJ+HiBCVmMJIlaFKNAXYcSfwBLaamN6SCQ8hXBulTe
TDgnbMo98r7amvNalliwXtgY¥tz+FkfRZOwjgBDVIfrELmeoXbM8Ioj/zvnqUW8Y1l
cMQjkHetmeIgGU2AY 9GAuVQW7xVIGc7kkE7SIpnm/dQTL62rkPpAO0gGLl 7t 5cPsBW
FUSCJjbJR2RS1L0UcgZ1z1X6peuCN7XZwA2AvPPaz8u2IWEghyneOyms/4Zp5crlL
ZfycEWokZ33zSGU7D8OPIXDkEcMas/a0hP7zYh+zQr7yazyxMOpncl6MNPJ4Ekeh
Dplf6Rr/at8JRAdz081iJujlWmcbdycUagg6v19gS10mD5v7gcScZHOAOzYcYpntz
£36dd3VZEDT2heEkp+dmlNo5jiP/ZxANGylqU+Dcg5vp/ 6KyHnlQZBMHwOKE f I AW
HO04zUBXDBtiWIsX6UgW5bHR+nhKaB4oHpvnGPFekQZ01+5v/UbkAwIpEd3nPa96M
Xgt1oXO0WR105AYfgel0zJo64KDryolmNNXAqw2gOzN9b1lHOeltkiNIwFAIU9gGHH
HAT7F3M600InX07X702Vw7y/7Ze9pWTnACP5k 75EXXMgd9401c1pR990X805kwdg
yFCc6ZKVQEK/5rHRHWL12RfugIl6Z43aY5nVt TQpJCUgw6HS4PzZAELDNrHAQIEd+BZn
tGXvbt £f09ps115A02HRS2Yzd1lrcQJIgP5wD9gyT1lhIzoTn6Z27eyIzYXGgte2GChFa
iC6V3SgPAP16XheH50GBj11KFJPoFRYiNJIsqdJF80y/Ywo6ile8sByRx9JiASUZL
QOSDxdMgt 3m9ATbZQ3JoEGGUUOhASWwn7ZhUDK1lsfxp61lh/1D2npjsS98hYuBdgck
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a3jYM1yR90h8KV1pSQ9ebaz2XXgmU2Egn9I0OHQdQJIO0wwgD 7K5yneQ04/alv3/0zG
JjaliEfbgS81Dj4+iuucJUqTtS50K3H88zr11slvr+KtFAOk8TESWk 9ncDc2Uo+0w
JLIumCCdXZk+ZiUbD7bAdTYoCBKaPP j2RamY5K3/CYxRGdhuEra38Uyfk6S7Tiyr
UXVEEFZZVdP3UFvOOOPwW/p+1iXnJusPZ7vZw7Zg5SCnO+RXtVngl80S/HP9LbvX8g
39gjABx1uBtH2HMWyLiNhxZdG/OtgRzVYnBExVafqaBRtP7qNxI18u36U2p9IFn+
99UNm1uZOup+ygVGzMDH7KUST£360z9Q0pEghKwyohmK6u6s9F03zHNVCkg2rvIOG
61Y8ro02q/KC41i0ShoU+KM8DyBzAe8t8Yz/c06ipWlae+cMsBgulhgF70AyyRJIUX4
LMX1DAILi2FzmA2Cu347axP3woiquwG9GYiC+a3tfgzsnvVBay76JBPPUh2myy2L
1mxv1xewOJE+VREBMGo6bPouwNgf1QGnDhWLwKyNzIAI7AiL/BHK7xhT4Be7+xWH
7P/Pd+90ZbYC4heifbXg/y+wYHBLVENSM9sM7qCbuJdJSACUWQkNBBHJUQC1IZeGQb
710dc jBQE+JINyJO8mo4cNhfIWlmINH510JHRAZVO2gerF80ucHQF 7xWGV3gKg8P 8
x5MAQDTiTigKFGOHj50nM3Z6rbmRSRAbn6CJul 65GGIjx6EnfX1pMG7I1GCFHv1U
CV1Tnop5onytADFQih9LmjNvpHxonEOQ8WUENICiKEVFo/k1leDiI/gRQhEV+KrX7
3/zsGEYF jMMbY6Uk40cPpZ70CwS4P7coHdTIQIX261inNN26UvQRI9u48mhA0/ezuD
ttmO0IHs7uK9THOM1IMB jSmEJxbDEVWND4srbj1Q00cv84bSPX3HHROHGkwtPE4zgNg
Iw6e0OpYUsJIDdNyTog3A8Q+omzoz30YUzeBBRVVbf/Mwrd0Ci8+QcTI9DbF4qUKVYT
XWGPQTnoLt+5DDPsfLESLbl1gXyxkYFavbnS1vNuAF1/AzD7C2T9GRvVK7x7pleNrA
mwstYUVDPALB83egLxxgKDYeS7IPFZal3MJX0+/L8fr5zm+ZLh/fDFcHSTdkW/Mnh
PZfTjjcINL7O1W2bpKUAVatptOggsDNgX81mXd2getYTvVdcOrHrxz6moG8gtb2+
tzbi888edf615de8UTFOu4rTgN82IACEZC/78eealVv0jOogUaQi/gY2yxt JFPOCZB
15Vwe/KkUMonf4btX1IMAUOhSr83gQbhZR01ikKcI9R42MwucOOri3mWafvVmiN/ rB+E
hoF4756QzdkT7N93iGToMeiicCu+nHZ6ME/4wcOE2GzQ0w8LGMI2AXMXWS5LBITEA
/95Eaug8JQ4dQ1srdw5Sn9CvaiyGOLvgiYMDj26YfPne75m2 9HmEFTgPI6xphEcO
Z /MCRP5kMXJuAm8 9d0KUZmXmRveNoudqmZO0VEXYz086wn6u64P j7RONIN4gQYdZe
CZI33gShQfhpGVKMHK31Kc8tgBOI4PoPZF9QZu7pYalKi9VreFv4SA9X4182NEHM
sLOH1j+7Mr7k0zLXaFOLO2X/uLUz+58aKeho9TnH72j0Za71C7BoIcsVhdv1vHDz
+nw8bmeCHZA7mrThb5DUSG6J8TTDCcAGAHXWD3R+voCcAJGNDtE/ 6FvPHI IUMLXOkY
Y+HPzvJhx4hN3plTXfLeB7ERgBsAQnnJYcZ/91sNNsC91lubbyC6X7Eu//V102nvv
Qo04M77evEo+ZWIOvxyVXEF+GjEucei SCGztxKFFBhb3Z4XNNnC1lGPO3GbAWAdnyI4T
TO09QATAO0QWK5t 4Bt S57 fuE8VgTEE2d29JImXM2J0vYqr1Bu7VWVVKS8RjieqWi6g64
PAINJrfACyitfbibkU51shu7pgrNKOr jiwewADLyUH/8s+HoPJCFellNgialOvMN
5Z2y2nY¥s71GfW+Be6iNvLBef2vvVhbnhRMbPCwMuQteJp3Vklu98n78rVY0Q+G2wy
xGoJ5j020LCkboH8IBIsp0t19Chb28x8AFTONWwWnXp jtmNAWwb Obak f+XvpLPkT1Q
/31+cHHBVIWzPBpbg8am8Ct2HalSRcOV3gF1lU9jg3UslpYdX7p0ggaQRgJOumcCu
/3tE8Jjye4VDUYwHmMCiIsO8mnyFGNg7gBb/Ig4AXegXMHTN/1oDVWglKaPog2t23X
1UW1ly0KzV68g7jYQSyJCSAbhX1/K/1lyY6YiRPukCu3cOjE66SFuVFeVbEPgsNuvU
cgTWLyDibMP3dzP1lYTjVt jsdxs9kMoJcKyRG6uPVuD502Q/zrF+tB1l4Fu8tBscjM
q4xDg50fcXVHIHAZDDgaPYJEANRVVAEfiOapnrHC71W/Wit1gCGKyHtwpXNyGZgi
gTdtdDOMIOtKXYcbA4gzaFRCXHAI sVVALhzznS1cGPWKZUIKOR3Fprl1CgbENzOwWJ
959ySW84J3qoiNCgAl+gEJhXzCoRmb74+J0XwQxGINz2EdPaQ9zn7fzS6EaBvioN
imKS94YwzD0bw4viUNxv+V9++hs/3Q5UL/TBrCTtaoUpzdkGGR/zoemj0S8LYLO2
6J17+U2N31i/Wenpm8Y4 7LupdvbL+zddh8WQkmdJ7X8sHVEHsUzSLxvYWnIQzdETY
+7xxzAY+W2309MSTIhGHR+x0cLe /FB0131ifpZo5gFRNasTWVLUPBZkwF3eFrSjCH
bnGredWFFWLrOYR3VEslZxczYJinI93N59nQUDNOFSTuoCT5i0IS2GQk1WoAbzRL
/7erGVX40mppmzB/tQ9wxXQoKZdWUyAJMRk1wV4XhnpUJScxJE+2HtBkaUi6I4/G
5wUs41i/cHAfrWkSJOSII9zKxX1EimwOGc1lWentB24+UCChb7¢cTI2I5V6gmhAFK2ReX+
0Bcm8j8gmRJItEEKFon5Pp07CR/8FMr0X39D7VOmpc6t8hyA8xPhWWiRDALwibMt j
7ZSNtVEfiNMBof j+7k/INPNSe75DIuGaO+yAhizYYIJAF+HgqObyMv+eBImiM3A6IT
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464xi2PNOJGOVHKQbIONF4GjkXXUe+4 JKu9FkyxfaNFNMkhKgcNcEOS 7TLwyhKHk
vXGp/TDgY+3QMjhS5uf jvD5r0Z2ZQyNclbJ+my4 1wu8BR2Xkc+uhQaMJ/ jOjla3ZN
fgBmxL2+DylgC21hg5X/0OFAO0KsA5iyJa8419g2k5F /K1GhWkyPgpRSbrEt TWWQ1KM
cbhQI1v1D3/9yZLcrtLr+InDmgX3V171zzSwhwPsbDvi+c5z0EXagDgXWhlWs+sI
bhhlozpomjyrER61wPWRI11JcSdAgRugUVMIGQ600sIE0dRPMCI37esvBv/0XAmX
gsad9xT2a4TxezWjBUQINTcvIdRcDXidNt 3py3F1jBgx9MkTnEbrYKOXZ1wk71£S
FZQ7IcPrdKjwY7id53j9ABHQfQWy8bRECh3wog42JisX17wmBX1lmt jmeaPUkZynKA
taPBG5IMS5 JRgxHNt ADCWQRXg5UBB/ssj221yd8xSpIlZnikMcJQUZALOWprCXmlkC
LBYanEAhce71K/079v13de+Ynox5v0smvsMF9RU7+90Yzx/2dWzbMSwh4+IDoAZ3
fYUFootrl4wPHVA4z34Vuyc30BR7UMv3JvIXmU8awdENHUf9yVGOTbMhu2MOkp50
9//u36yzJCVIX6CcF8I1NrDaoS70Szt 5kWvMm3t3nGZAibf12Z2GdeVKO+ypaIlcVA

Appendix C. Composition Examples

This section offers step-by-step examples of message composition.
C.1l. New message composition

A typical MUA composition interface offers the user a place to

indicate the message recipients, the subject, and the body. Consider
a composition window filled out by the user like so:

t-———— = + | send |
To: | Alice <alice@example.net> | f——
fo———————— Fo——— +
Subject: | Handling the Jones contract
- +
- +
Please review and approve or decline by Thursday, it’s
critical!
Thanks,
Bob

Bob Gonzalez
ACME, Inc.

Figure 1l: Example Message Composition Interface
When Bob clicks "Send", his MUA generates values for Message-1ID,

From, and Date Header Fields, and converts the message body into the
appropriate format.

Gillmor, et al. Expires 2 September 2024 [Page 185]



Internet-Draft Cryptographic MIME Header Protection March 2024

C.1.1. Unprotected message

The resulting message would look something like this if it was sent
without cryptographic protections:

Date: Wed, 11 Jan 2023 16:08:43 -0500

From: Bob <bob@example.net>

To: Alice <alicelexample.net>

Subject: Handling the Jones contract
Message—-ID: <20230111T210843Z.1234Q@1hp.example>
Content-Type: text/plain; charset="us—-ascii"
MIME-Version: 1.0

Please review and approve or decline by Thursday, it’s critical!

Thanks,
Bob

Bob Gonzalez
ACME, Inc.

C.1.2. Encrypted with hcp_minimal and Legacy Display
Now consider the message to be generated if it is to be
cryptographically signed and encrypted, using HCP hcp_minimal, and
the legacy variable is set.
For each Header Field, Bob’s MUA passes its name and value through
hcp_minimal. This returns the same value for every Header Field,
except that:
hcp_minimal ("Subject", "Handling the Jones contract") yields "[...]".
C.1.2.1. Cryptographic Payload
The Cryptographic Payload that will be signed and then encrypted is
very similar to the unprotected message in Appendix C.1l.1. Note the
addition of:
* the protected-headers="v1" parameter for the Content-Type
* the appropriate HP-Obscured header for Subject,

* the hp-legacy-display="1" parameter for the Content-Type

* the Legacy Display Element (the simple pseudo-header and its
trailing newline) in the Main Body Part.

Gillmor, et al. Expires 2 September 2024 [Page 186]



Internet-Draft Cryptographic MIME Header Protection March 2024

Date: Wed, 11 Jan 2023 16:08:43 -0500

From: Bob <bob@example.net>

To: Alice <aliceW@example.net>

Subject: Handling the Jones contract

Message—-ID: <20230111T210843Z.1234Q@1hp.example>

Content-Type: text/plain; charset="us-ascii"; hp-legacy-display="1";
protected-headers="v1"

MIME-Version: 1.0

HP-Obscured: Subject: [...]

Subject: Handling the Jones contract
Please review and approve or decline by Thursday, it’s critical!

Thanks,
Bob

Bob Gonzalez
ACME, Inc.

C.1.2.2. External Header Section

The Cryptographic Payload from Appendix C.1.2.1 is then wrapped in
the appropriate Cryptographic Layers. For this example, using S/
MIME, it is wrapped in an application/pkcs7-mime; smime-type="signed-
data" layer, which is in turn wrapped in a application/pkcs7-mime;
smime-type="enveloped-data" layer.

Then an external Header Section is applied to the outer MIME object,
which looks like this:

Date: Wed, 11 Jan 2023 16:08:43 -0500

From: Bob <bob@example.net>

To: Alice <alice(@example.net>

Subject: [...]

Message—ID: <20230111T210843Z.1234Q@1hp.example>

Content-Transfer—-Encoding: base64

Content-Type: application/pkcs7-mime; name="smime.p7m";
smime-type="enveloped-data"

MIME-Version: 1.0

Note that the Subject Header Field has been obscured appropriately by

hcp_minimal. The output of the CMS enveloping operation is
base64-encoded and forms the body of the message.
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C.2. Composing a Reply

Next we consider a typical MUA reply interface, where we see Alice
replying to Bob’s message from Appendix C.1.

When Alice clicks "Reply" to Bob’s signed-and-encrypted message with
Header Protection, she might see something like this:

Replying to Bob ("Handling the Jones Contract") .-—-———.

- + | send |
To: | Bob <bob@example.net> | f
- - +
Subject: | Re: Handling the Jones contract
o +
e +

On Wed, 11 Jan 2023 16:08:43 -0500, Bob wrote:

Please review and approve or decline by Thursday,
it’s critical!

Thanks,
Bob

Bob Gonzalez
ACME, Inc.

VVVVVVYVYVYV

Alice Jenkins
ACME, Inc.

Figure 2: Example Message Reply Interface (unedited)

Note that because Alice’s MUA is aware of Header Protection, it knows
what the correct Subject header is, even though it was obscured. It
also knows to avoid including the Legacy Display Element in the
quoted/attributed text that it includes in the draft reply.

Once Alice has edited the reply message, it might look something like
this:
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Replying to Bob ("Handling the Jones Contract") .—-——-.

+--———— + | Send |
To: | Bob <bob@example.net> | f———
e Fm +
Subject: | Re: Handling the Jones contract
e +
e +

On Wed, 11 Jan 2023 16:08:43 -0500, Bob wrote:

> Please review and approve or decline by Thursday,
> it’s critical!

I’11 get right on it, Bob!

Regards,
Alice

Alice Jenkins
ACME, Inc.

Figure 3: Example Message Reply Interface (edited)
When Alice clicks "Send", the MUA generates values for Message-1D,
From, and Date Header Fields, populates the In-Reply-To, and
References Header Fields, and also converts the reply body into the
appropriate format.

C.2.1. VUnprotected message

The resulting message would look something like this if it were to be
sent without any cryptographic protections:
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Date: Wed, 11 Jan 2023 16:48:22 -0500

From: Alice <alice@Rexample.net>

To: Bob <bob@example.net>

Subject: Re: Handling the Jones contract
Message—-ID: <20230111T2148227Z.5678Q@1hp.example>
In-Reply-To: <20230111T210843Z.1234Q@1hp.example>
References: <20230111T210843Z.1234@1lhp.example>
Content-Type: text/plain; charset="us-ascii"
MIME-Version: 1.0

On Wed, 11 Jan 2023 16:08:43 -0500, Bob wrote:

> Please review and approve or decline by Thursday,
> it’s critical!

I’11 get right on it, Bob!

Regards,
Alice

Alice Jenkins
ACME, Inc.

Of course, this would leak not only the contents of Alice’s message,
but also the contents of Bob’s initial message, as well as the
Subject Header Field! So Alice’s MUA won’t do that; it is going to
create a signed-and-encrypted message to submit to the network.

C.2.2. Encrypted with hcp_null and Legacy Display

This example assumes that Alice’s MUA uses hcp_null, not hcp_minimal.
That is, by default, it does not obscure or remove any Header Fields,
even when encrypting.

However, it follows the guidance in Section 2.5.8.1, and will make
use of the HP-Obscured field in the Cryptographic Payload of Bob’s
original message (Appendix C.1.2.1) to determine what to obscure.

When crafting the Cryptographic Payload, its baseline HCP (hcp_null)
leaves each field untouched. But it also knows that In-Reply-To,
References, To, and Subject are all derived from Header Fields in
Bob’s original message.

For each of these Header Fields, it observes whether the origin

Header Field was signed-and-encrypted or merely signed in Bob’s
original message.
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In-Reply-To and References derive from Bob’s original message’s
Message—ID field, which was merely signed. The To Header Field is
derived from Bob’s original message’s From field, which was also
merely signed. So these three Header Fields are passed through
untouched.

But the Subject Header Field is derived from Bob’s original message’s
Subject field (by prefixing Re: to it), and that Header Field is
signed-and-encrypted, which the MUA can tell because the HP-Obscured:
Subject entry in the Cryptographic Payload of Bob’s message.

So Alice’s MUA generates a new external Subject header by applying
its derivation rules to the HP-Obscured: Subject value from Bob’s
message, yielding the value Re: [...].

C.2.2.1. Cryptographic Payload

Consesquently, the Cryptographic Payload for Alice’s reply looks like
this:

Date: Wed, 11 Jan 2023 16:48:22 -0500

From: Alice <alice(@example.net>

To: Bob <boblexample.net>

Subject: Re: Handling the Jones contract
Message—ID: <20230111T214822Z.5678Q@1hp.example>
In-Reply-To: <20230111T210843Z.1234Q@1hp.example>
References: <20230111T210843Z.1234@1lhp.example>
Content-Type: text/plain; charset="us—-ascii"; hp-legacy-display="1";
protected-headers="v1"

MIME-Version: 1.0

HP-Obscured: Subject: Re: [...]

Subject: Re: Handling the Jones contract
On Wed, 11 Jan 2023 16:08:43 -0500, Bob wrote:

> Please review and approve or decline by Thursday,
> it’s critical!

I’11 get right on it, Bob!

Regards,
Alice

Alice Jenkins
ACME, Inc.
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Note the following features:

* the protected-header="v1l" parameter to Content-Type

* the appropriate HP-Obscured header for Subject,

* the hp-legacy-display="1" parameter for the Content-Type

* the Legacy Display Element (the simple pseudo-header and its
trailing newline) in the Main Body Part.

C.2.2.2. External Header Section

The Cryptographic Payload from Appendix C.2.2.1 is then wrapped in
the appropriate Cryptographic Layers. For this example, using S/
MIME, it is wrapped in an application/pkcs7-mime; smime-type="signed-
data" layer, which is in turn wrapped in a application/pkcs7-mime;
smime-type="enveloped-data" layer.

Then an external Header Section is applied to the outer MIME object,
which looks like this:

Date: Wed, 11 Jan 2023 16:48:22 -0500

From: Alice <alice@Rexample.net>

To: Bob <bobRexample.net>

Subject: Re: [...]

Message—-ID: <20230111T2148227Z.5678Q@1hp.example>
In-Reply-To: <20230111T210843Z.1234Q@1hp.example>

References: <20230111T210843Z.1234@1lhp.example>

Content-Transfer-Encoding: base64

Content-Type: application/pkcs7-mime; name="smime.p7m";
smime-type="enveloped-data"

MIME-Version: 1.0

Note that the Subject Header Field has been obscured appropriately
even though hcp_null would not have touched it by default. The
output of the CMS enveloping operation is base64-encoded and forms
the body of the message.

Appendix D. Rendering Examples
This section offers example Cryptographic Payloads (the content

within the Cryptographic Envelope) that contain Legacy Display
Elements.
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D.1. Example text/plain Cryptographic Payload with Legacy Display
Elements

Here is a simple one-part Cryptographic Payload (Header Section and
body) of a message that includes Legacy Display Elements:

Date: Fri, 21 Jan 2022 20:40:48 -0500

From: Alice <alice@Rexample.net>

To: Bob <bob@example.net>

Subject: Dinner plans

Message—-ID: <text-plain-legacy-display@lhp.example>

MIME-Version: 1.0

Content-Type: text/plain; charset="us-ascii"; hp-legacy-display="1";
protected-headers="v1"

Subject: Dinner plans

Let’s meet at Rama’s Roti Shop at 8pm and go to the park
from there.

A compatible MUA will recognize the hp-legacy-display="1" parameter
and render the body of the message as:

Let’s meet at Rama’s Roti Shop at 8pm and go to the park
from there.

A legacy decryption-capable MUA that is unaware of this mechanism
will ignore the hp-legacy-display="1" parameter and instead render
the body including the Legacy Display Elements:

Subject: Dinner plans

Let’s meet at Rama’s Roti Shop at 8pm and go to the park
from there.

D.2. Example text/html Cryptographic Payload with Legacy Display
Elements

Here is a modern one-part Cryptographic Payload (Header Section and
body) of a message that includes Legacy Display Elements:
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Date: Fri, 21 Jan 2022 20:40:48 -0500

From: Alice <alice@Rexample.net>

To: Bob <bob@example.net>

Subject: Dinner plans

Message—-ID: <text-html-legacy-display@lhp.example>

MIME-Version: 1.0

Content-Type: text/html; charset="us-ascii"; hp-legacy-display="1";
protected-headers="v1"

<html><head><title></title></head><body>

<div class="header-protection-legacy-display">
<pre>Subject: Dinner plans</pre>

</div>

<p>

Let’s meet at Rama’s Roti Shop at 8pm and go to the park
from there.

</p>

</body>

</html>

A compatible MUA will recognize the hp-legacy-display="1" parameter
and mask out the Legacy Display div, rendering the body of the
message as a simple paragraph:

Let’s meet at Rama’s Roti Shop at 8pm and go to the park
from there.

A legacy decryption-capable MUA that is unaware of this mechanism
will ignore the hp-legacy-display="1" parameter and instead render
the body including the Legacy Display Elements:

Subject: Dinner plans

Let’s meet at Rama’s Roti Shop at 8pm and go to the park
from there.

Appendix E. Other Header Protection Schemes

Other Header Protection schemes have been proposed in the past.
However, those typically have drawbacks such as sparse
implementation, known problems with legacy interoperability (in
particular with rendering), lack of clear signalling of sender
intent, and/or incomplete cryptographic protections. This section
lists such schemes known at the time of the publication of this
document out of historical interest.
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E.1. Original RFC 8551 Header Protection

S/MIME [RFC8551] (as well as its predecessors [RFC5751] and
[RFC3851]) defined a form of cryptographic Header Protection that is
similar to the "Wrapped Message" scheme specified in this document.
In fact, the scheme originally defined in S/MIME is a subset of the
"Wrapped Message" scheme specified in this document. The differences
between the original and the updated scheme are outlined in

Section 2.2.

E.2. Pretty Easy Privacy (pEp)

The pEp (pretty Easy privacy) [I-D.pep-general] project specifies two
different MIME schemes that include Header Protection for Signed-and-

Encrypted e-mail messages in [I-D.pep-email]: One scheme —-- referred
as pEp Email Format 1 (PEF-1) —-- is generated towards MUAs not known
to be pEp-capable, while the other scheme —-- referred as PEF-2 —- is

used between MUAs discovered to be compatible with pEp. Signed-only
messages are not recommended in pEp.

E.3. "draft—-autocrypt" Protected Headers
[I-D.autocrypt-lamps—-protected-headers] describes a scheme similar to
the "Injected Headers" scheme specified in this document. However,
instead of adding Legacy Display Elements to existing MIME parts (cf.
Section 2.3.4.1), "draft-autocrypt" injects a new MIME element
"Legacy Display Part", thus modifying the MIME structure of the
Cryptographic Payload.

Appendix F. Document Changelog
[[ RFC Editor: This section is to be removed before publication ]]

* draft-ietf-lamps-header-protection-20

— clarify IANA guidance about registration policy and designated
expert review

- emphasize that Content-Type parameter hp-legacy-display=1
belongs on all main body parts with a legacy display element

— clean up/normalize pseudocode variable names and text (no
algorithm changes)

* draft-ietf-lamps-header-protection-19

- improve text, capitalize defined terms, fix typos
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— Clean up from AD review:
— updates RFC 8551 explicitly

— add "Legacy Signed Message" and "Ordinary User" explicitly to
terms

- tighten up SHOULDs/MUSTs for conformant MUAs

— expand references to other relevant Security Considerations

— drop nudge about non-existent Content-Type Parameters registry
- <clarify IANA notes to align with table columns

- explicitly request HCP registry

— add references to other header protections schemes, but move
all of them to appendix

* draft-ietf-lamps—-header-protection-18

— only allow US-ASCII as modified output of HCP, adjusted ABNF to
match

* draft-ietf-lamps-header-protection-17
— More edits from WGLC:
— clean up definition of "Header Field"
— note leakage of encrypted recipient hints

— <clarify explanation of LDE generation

clarify how some obscured headers might not actually be private
* draft-ietf-lamps—-header-protection-16

— correct variable names in message composition algorithms

- make text more readable
* draft-ietf-lamps—-header-protection-15

— include clarifications, typos, etc from comments received
during WGLC
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* draft-ietf-lamps-header-protection-14

- provide section references for draft-ietf-lamps—-e2e-mail-
guidance

- encouarge a future IANA named HCP registry if HCP development
takes off

* draft-ietf-lamps-header-protection-13

— Retitle from "Header Protection for S/MIME" to "Header
Protection for Cryptographically Protected E-mail"

* draft-ietf-lamps-header-protection-12

— MUST produce HP-Obscured and HP-Removed when generating
encrypted messages with non-null HCP

— Wrapped Message: move from forwarded=no to protected-
headers=wrapped

— Wrapped Message: recommend Content-Disposition: inline
* draft-ietf-lamps-header-protection-11

— Remove most of the Bcc text (transferred general discussion to
e2e-mail—-guidance)

- Fix bug in algorithm for generating HP-Obscured and HP-Removed
— More detail about handling Reply messages
— Considerations around handling risky Legacy Display Elements
— Narrative descriptions of some worked examples
— Describe potential leaks to recipients
- Clarify debugging/troubleshooting UX affordances
* draft-ietf-lamps-header-protection-10
— Clarify that HCP doesn’t apply to Structural Header Fields
— Drop out-of-date "Open Issues" section

— Brief commentary on UI of messages with intermediate/mixed
protections
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Deprecation prospects for messages without protected headers

Describe generating replies to encrypted messages with stronger
HCP

* draft-ietf-lamps-header-protection-09

clarify terminology

add privacy and security considerations

clarify HCP examples and baselines

recommend hcp_minimal as default HCP

add HP-Obscured and HP-Removed (avoids reasoning about
differences between outside and inside the Cryptographic

Envelope)

regenerated test vectors

* draft-ietf-lamps-header-protection-08

MUST compose injected headers, MAY compose wrapped messages
MUST parse both schemes

cleanup and restructure document

* draft-ietf-lamps-header-protection-07

move from legacy display MIME part to legacy display elements
within main body part

* draft-ietf-lamps-header-protection-06

document observed problems with legacy MUAs

avoid duplicated outer Message—-IDs in hcp_strong test vectors

* draft-ietf-lamps-header-protection-05

fix multipart/signed wrapped test vectors

* draft-ietf-lamps—-header-protection-04

Gillmor,

add test vectors
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add "problems with Injected Messages" subsection

* draft-ietf-lamps-header-protection-03

dkg takes over from Bernie as primary author
Add Usability section

describe two distinct formats "Wrapped Message" and "Injected
Headers™"

Introduce Header Confidentiality Policy model
Overhaul message composition guidance

Simplify document creation workflow, move public face to gitlab

* draft-ietf-lamps-header-protection-02

editorial changes / improve language

* draft-ietf-lamps-header-protection-01

Gillmor,

Add DKG as co-author

Partial Rewrite of Abstract and Introduction [HB/AM/DKG]
Adding definitions for Cryptographic Layer, Cryptographic
Payload, and Cryptographic Envelope (reference to

[I-D.ietf-lamps—-e2e-mail-guidance]) [DKG]

Enhanced MITM Definition to include Machine- / Meddler-in-the-
middle [HB]

Relaxed definition of Original message, which may not be of
type "message/rfc822" [HB]

Move "memory hole" option to the Appendix (on request by Chair
to only maintain one option in the specification) [HB]

Updated Scope of Protection Levels according to WG discussion
during IETF-108 [HB]

Obfuscation recommendation only for Subject and Message-Id and
distinguish between Encrypted and Unencrypted Messages [HB]

Removed (commented out) Header Field Flow Figure (it appeared
to be confusing as is was) [HB]
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* draft-ietf-lamps-header-protection-00

— Initial version (text partially taken over from
[I-D.ietf-lamps—header-protection-requirements]
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