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Abstract

This document defines Post—Quantum / Traditional composite Key
Signaturem algorithms suitable for use within X.509, PKIX and CMS
protocols. Composite algorithms are provided which combine ML-DSA
with RSA, ECDSA, Ed25519, and Ed448. The provided set of composite
algorithms should meet most X.509, PKIX, and CMS needs.
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1. Changes in version -13
* Shortened Abstract.

* Added text to Introduction to justify where and why this mechani
would be used.

* Resolved comments from Kris Kwiatkowski

* Resolved Key Usage comments from Tim Hollebeek

* Fixed up Algorithm names in Algorithm Deprecation section

* Removed Falcon composites to not delay the release of this
document. Falcon (FN-DSA) composites can be added in a separate
document

* Add a security consideration about Trust Anchors

* Updated the included samples to conform to this draft

2. Introduction
During the transition to post—quantum cryptography, there will be

uncertainty as to the strength of cryptographic algorithms; we will
no longer fully trust traditional cryptography such as RSA, Diffie-
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Hellman, DSA and their elliptic curve variants, but we will also not

fully trust their post—-quantum replacements until they have had

sufficient scrutiny and time to discover and fix implementation bugs.

Unlike previous cryptographic algorithm migrations, the choice of
when to migrate and which algorithms to migrate to, is not so clear
Even after the migration period, it may be advantageous for an

entity’s cryptographic identity to be composed of multiple public-key

algorithms.

Cautious implementers may wish to combine cryptographic algorithms
such that an attacker would need to break all of them in order to

compromise the data being protected. Such mechanisms are referred to

as Post—Quantum / Traditional Hybrids
[I-D.driscoll-pgt-hybrid-terminology].
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In particular, certain jurisdictions are recommending or requiring
that PQC lattice schemes only be used within a PQ/T hybrid. As an
example, we point to [BSI2021] which includes the following
recommendation:

"Therefore, quantum computer-resistant methods should not be used

alone - at least in a transitional period - but only in hybrid mode,
i.e. in combination with a classical method. For this purpose,
protocols must be modified or supplemented accordingly. In addition,

public key infrastructures, for example, must also be adapted"

This specification represents the straightforward implementation of
the hybrid solutions called for by European cyber security agencies.

PQ/T Hybrid cryptography can, in general, provide solutions to two
migration problems:

* Algorithm strength uncertainty: During the transition period, some
post—quantum signature and encryption algorithms will not be fully
trusted, while also the trust in legacy public key algorithms will
start to erode. A relying party may learn some time after
deployment that a public key algorithm has become untrustworthy,
but in the interim, they may not know which algorithm an adversary
has compromised.

* FEase-of-migration: During the transition period, systems will
require mechanisms that allow for staged migrations from fully
classical to fully post-quantum—-aware cryptography.

* Safeguard against faulty algorithm implementations and compromised
keys: Even for long known algorithms there is a non-negligible
risk of severe implementation faults. Latest examples are the
ROCA attack and ECDSA psychic signatures. Using more than one
algorithms will mitigate these risks.

This document defines a specific instantiation of the PQ/T Hybrid
paradigm called "composite" where multiple cryptographic algorithms
are combined to form a single signature such that it can be treated
as a single atomic algorithm at the protocol level. Composite
algorithms address algorithm strength uncertainty because the
composite algorithm remains strong so long as one of its components
remains strong. Concrete instantiations of composite signature
algorithms are provided based on ML-DSA, RSA and ECDSA. Backwards
compatibility is not directly covered in this document, but is the
subject of Appendix B.2.
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This document is intended for general applicability anywhere that
digital signatures are used within PKIX and CMS structures. For a
more detailed use-case discussion for composite signatures, the
reader is encouraged to look at [I-D.vaira-pguip-pgc-use-cases]

This document attemps to bind the composite component keys together
to achieve the weak non-separability property as defined in
[I-D.hale-pquip-hybrid-signature-spectrums] using a label as defined
in [Bindel2017].

2.1. Terminology

The key words "MUST", "MUST NOT", "REQUIRED", "SHALL", "SHALL NOT",
"SHOULD", "SHOULD NOT", "RECOMMENDED", "NOT RECOMMENDED", "MAY", and
"OPTIONAL" in this document are to be interpreted as described in BCP
14 [RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here.

The following terms are used in this document:

ALGORITHM: A standardized cryptographic primitive, as well as any
ASN.1 structures needed for encoding data and metadata needed to use
the algorithm. This document is primarily concerned with algorithms
for producing digital signatures.

BER: Basic Encoding Rules (BER) as defined in [X.690].

CLIENT: Any software that is making use of a cryptographic key. This
includes a signer, verifier, encrypter, decrypter.

COMPONENT ALGORITHM: A single basic algorithm which is contained
within a composite algorithm.

COMPOSITE ALGORITHM: An algorithm which is a sequence of two
component algorithms, as defined in Section 3.

DER: Distinguished Encoding Rules as defined in [X.690].

LEGACY: For the purposes of this document, a legacy algorithm is any
cryptographic algorithm currently in use which is not believed to be
resistant to quantum cryptanalysis.

PKI: Public Key Infrastructure, as defined in [RFC5280].

POST-QUANTUM ALGORITHM: Any cryptographic algorithm which is believed

to be resistant to classical and gquantum cryptanalysis, such as the
algorithms being considered for standardization by NIST.
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PUBLIC / PRIVATE KEY: The public and private portion of an asymmetric
cryptographic key, making no assumptions about which algorithm.

SIGNATURE: A digital cryptographic signature, making no assumptions
about which algorithm.

STRIPPING ATTACK: An attack in which the attacker is able to
downgrade the cryptographic object to an attacker-chosen subset of
original set of component algorithms in such a way that it is not
detectable by the receiver. For example, substituting a composite
public key or signature for a version with fewer components.

2.2. Composite Design Philosophy
[I-D.driscoll-pgt-hybrid-terminology] defines composites as:

_Composite Cryptographic Element_: A cryptographic element that
incorporates multiple component cryptographic elements of the same
type in a multi-algorithm scheme.

Composite keys as defined here follow this definition and should be
regarded as a single key that performs a single cryptographic
operation such key generation, signing, verifying, encapsulating, or
decapsulating —- using its internal sequence of component keys as if
they form a single key. This generally means that the complexity of
combining algorithms can and should be handled by the cryptographic
library or cryptographic module, and the single composite public key,
private key, and ciphertext can be carried in existing fields in
protocols such as PKCS#10 [RFC2986], CMP [RFC4210], X.509 [RFC5280],
CMS [RFC5652], and the Trust Anchor Format [RFC5914]. 1In this way,
composites achieve "protocol backwards-compatibility" in that they
will drop cleanly into any protocol that accepts signature algorithms
without requiring any modification of the protocol to handle multiple
keys.

2.3. Composite Signatures

Here we define the signature mechanism in which a signature is a
cryptographic primitive that consists of three algorithms:

* KeyGen() —> (pk, sk): A probabilistic key generation algorithm,
which generates a public key pk and a secret key sk.

* Sign(sk, Message) —> (signature): A signing algorithm which takes
as input a secret key sk and a Message, and outputs a signature
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* Verify(pk, Message, signature) —-> true or false: A verification
algorithm which takes as input a public key, a Message and
signature and outputs true if the signature verifies correctly.
Thus it proves the Message was signed with the secret key
associated with the public key and verifies the integrity of the
Message. If the signature and public key cannot verify the
Message, it returns false.

A composite signature allows two underlying signature algorithms to
be combined into a single cryptographic signature operation and can
be used for applications that require signatures.

2.3.1. Composite KeyGen

The KeyGen () -> (pk, sk) of a composite signature algorithm will
perform the KeyGen () of the respective component signature algorithms
and it produces a composite public key pk as per Section 3.2 and a
composite secret key sk is per Section 3.3. The component keys MUST
be uniquely generated for each component key of a Composite and MUST
NOT be used in any other keys or as a standalone key.

2.3.2. Composite Sign
Generation of a composite signature involves applying each component
algorithm’s signature process to the input message according to its
specification, and then placing each component signature value into

the CompositeSignatureValue structure defined in Section 4.1.

The following process is used to generate composite signature values.
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Input:
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Al, A2
Message
HASH
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OID
Output:
signature

—->
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(signature)
Signing private keys for each component. See note below o
composite inputs.

Component signature algorithms. See note below on
composite inputs.

The Message to be signed, an octet string

The Message Digest Algorithm used for pre-hashing. See s
on pre-hashing below.

The Composite Signature String Algorithm Name converted

from ASCII to bytes. See section on OID concatenation
below.

The composite signature, a CompositeSignatureValue

Signature Generation Process:

1. Compute a Hash of the Message

M’ = HASH (Message)

2. Generate the n component signatures independently,
according to their algorithm specifications.

S1 := Sign( K1, Al, DER(OID) || M’ )
S2 := Sign( K2, A2, DER(OID) || M’ )

3. Encode each component signature S1 and S2 into a BIT STRING
according to its algorithm specification.

signature

4. Output signature

Sequence { S1, S2 }

Figure 1: Composite Sign(sk, Message)
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Note on composite inputs: the method of providing the list of
component keys and algorithms is flexible and beyond the scope of
this pseudo-code. When passed to the Composite Sign(sk, Message) API
the sk is a CompositePrivateKey. It is possible to construct a
CompositePrivateKey from component keys stored in separate software
or hardware keystores. Variations in the process to accommodate
particular private key storage mechanisms are considered to be
conformant to this document so long as it produces the same output as
the process sketched above.

Since recursive composite public keys are disallowed, no component
signature may itself be a composite; ie the signature generation
process MUST fail if one of the private keys Kl or K2 is a composite.

A composite signature MUST produce, and include in the output, a
signature value for every component key in the corresponding
CompositePublicKey, and they MUST be in the same order; ie in the
output, S1 MUST correspond to Kl, S2 to K2.

2.3.3. Composite Verify
Verification of a composite signature involves applying each
component algorithm’s verification process according to its
specification.
Compliant applications MUST output "Valid signature" (true) if and
only if all component signatures were successfully validated, and
"Invalid signature" (false) otherwise.

The following process is used to perform this verification.

Composite Verify (pk, Message, signature)

Input:

Pl, P2 Public verification keys. See note below on
composite inputs.

Message Message whose signature is to be verified,
an octet string.

signature CompositeSignatureValue containing the component
signature values (S1 and S2) to be verified.

Al, A2 Component signature algorithms. See note
below on composite inputs.

HASH The Message Digest Algorithm for pre-hashing. See

section on pre-hashing the message below.
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OID The Composite Signature String Algorithm Name converted
from ASCII to bytes. See section on OID concatenation
below

Output:
Validity (bool) "Valid signature" (true) if the composite

signature is valid, "Invalid signature"
(false) otherwise.

Signature Verification Procedure::
1. Check keys, signatures, and algorithms lists for consistency.

If Error during Desequencing, or the sequences have
different numbers of elements, or any of the public keys
Pl or P2 and the algorithm identifiers Al or A2 are
composite then output "Invalid signature" and stop.

2. Compute a Hash of the Message
M’ = HASH (Message)
3. Check each component signature individually, according to its

algorithm specification.
If any fail, then the entire signature validation fails.

if not verify( P1, DER(OID) || M’, S1, Al ) then
output "Invalid signature"
if not verify( P2, DER(OID) || M’, S2, A2 ) then

output "Invalid signature"

if all succeeded, then
output "Valid signature"

Figure 2: Composite Verify (pk, Message, signature)

Note on composite inputs: the method of providing the list of
component keys and algorithms is flexible and beyond the scope of
this pseudo-code. When passed to the Composite Verify (pk, Message,
signature) API the pk is a CompositePublicKey. It is possible to
construct a CompositePublicKey from component keys stored in separate
software or hardware keystores. Variations in the process to
accommodate particular private key storage mechanisms are considered
to be conformant to this document so long as it produces the same
output as the process sketched above.

Since recursive composite public keys are disallowed, no component

signature may itself be a composite; ie the signature generation
process MUST fail if one of the private keys Kl or K2 is a composite.
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2.4. OID Concatenation

As mentioned above, the OID input value for the Composite Signature
Generation and verification process is the DER encoding of the OID
represented in Hexidecimal bytes. The following table shows the HEX
encoding for each Signature AlgorithmID

TComposite Signature AlgorithmID TDER Encoding to be T

|prepended to each Message |
+ + +
| id-MLDSA44-RSA2048-PSS—-SHA256 |060B6086480186FA6B50080101 |
|Ld MIDSA44 ReAz04e PRCSLS saazss |060m6086480186FA6R50080102 |
|id-wipsadd Edzssiosmasiz 0603608648018 6726850080103
|id-wipsats Ecosa p2se smazss 0603608648018 6726850080104
| L4 MLDSA44_2CDSA brainpoolp256zL SHAZSG| 060RE086480186FACE50080105 |
|id-wipsass Rsas07z pss smAsiz 0603608648018 6726850080106
| 1d-MLDSAGS RSA3072-PKCS1S SHASLZ 0608608 6450186FA6350080107
|id uiosacs mcosa p2se smasiz |06026086480186FA6250080108 |
| 10 MLDSAG5 ECDSA-brainpoolp256r] SHASL2 | 060B608 648018 6FAGE50080109|
|id-wipsacs a2ssio smasiz 0603608648018 6726850080108
|id uiosaer mcosa paed smasiz |06086086480186FA6250080108 |
| 1d-MLDSAS 7 ECDSA-brainpoolp384rl SHASL2|060B6086480186FACE5008010C |
|id-wipsaes eddss smasiz 0603608648018 6726850080100
o R et et +

Table 1: Composite Signature OID Concatenations
2.5. PreHashing the Message

As noted in the composite signature generation process and composite
signature verification process, the Message should be pre-hashed into
M’ with the digest algorithm specified in the composite signature
algorithm identifier. The choice of the digest algorithm was chosen
with the following criteria:
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2.6.

For composites paired with RSA or ECDSA, the hashing algorithm
SHA256 or SHA512 is used as part of the RSA or ECDSA signature
algorithm and is therefore also used as the composite prehashing
algorithm.

For ML-DSA signing a digest of the message is allowed as long as
the hash function provides at least y bits of classical security
strength against both collision and second preimage attacks. For
MLDSA44 y is 128 bits, MLDSA65 y is 192 bits and for MLDSA87 y is
256 bits. Therefore SHA256 is paired with RSA and ECDSA with
MLDSA44 and SHA512 is paired with RSA and ECDSA with MLDSA65 and
MLDSA87 to match the appropriate security strength.

Ed25519 [RFC8032] uses SHAS512 internally, therefore SHAL12 is
used to pre-hash the message when Ed25519 is a component
algorithm.

Ed448 [RFC8032] uses SHAKE256 internally, but to reduce the set
of prehashing algorihtms, SHA512 was selected to pre-hash the

message when Ed448 is a component algorithm.

Algorithm Selection Criteria

The composite algorithm combinations defined in this document were
chosen according to the following guidelines:

1.

A single RSA combination is provided at a key size of 3072 bits,
matched with NIST PQC Level 3 algorithms.

Elliptic curve algorithms are provided with combinations on each
of the NIST [RFC6090], Brainpool [RFC5639], and Edwards [RFC7748]
curves. NIST PQC Levels 1 - 3 algorithms are matched with
256-bit curves, while NIST levels 4 - 5 are matched with 384-bit
elliptic curves. This provides a balance between matching
classical security levels of post—-quantum and traditional
algorithms, and also selecting elliptic curves which already have
wide adoption.

NIST level 1 candidates are provided, matched with 256-bit
elliptic curves, intended for constrained use cases.

If other combinations are needed, a separate specification should be
submitted to the IETF LAMPS working group. To ease implementation,
these specifications are encouraged to follow the construction
pattern of the algorithms specified in this document.
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The composite structures defined in this specification allow only for
pairs of algorithms. This also does not preclude future
specification from extending these structures to define combinations
with three or more components.

3. Composite Signature Structures

In order for signatures to be composed of multiple algorithms, we
define encodings consisting of a sequence of signature primitives
(aka "component algorithms") such that these structures can be used
as a drop-in replacement for existing signature fields such as those
found in PKCS#10 [RFC2986], CMP [RFC4210], X.509 [RFC5280], CMS
[RFC5652] .

3.1. pk-CompositeSignature

The following ASN.1l Information Object Class is a template to be used
in defining all composite Signature public key types.

pk-CompositeSignature {OBJECT IDENTIFIER:id,
FirstPublicKeyType, SecondPublicKeyType}
PUBLIC-KEY ::= {

IDENTIFIER id

KEY SEQUENCE ({
firstPublicKey BIT STRING (CONTAINING FirstPublicKeyType),
secondPublicKey BIT STRING (CONTAINING SecondPublicKeyType)

}

PARAMS ARE absent

CERT-KEY-USAGE { digitalSignature, nonRepudiation, keyCertSign, cRLSign}
}

As an example, the public key type pk-MLDSA65-ECDSA-P256-SHA256 is
defined as:

pk-MLDSA65-ECDSA-P256—-SHA256 PUBLIC-KEY ::=
pk-CompositeSignature{ id-MLDSA65-ECDSA-P256-SHA256,
OCTET STRING, ECPoint}

The full set of key types defined by this specification can be found
in the ASN.1 Module in Section 6.

3.2. CompositeSignaturePublicKey
Composite public key data is represented by the following structure:

CompositeSignaturePublicKey ::= SEQUENCE SIZE (2) OF BIT STRING
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A composite key MUST contain two component public keys. The order of
the component keys is determined by the definition of the
corresponding algorithm identifier as defined in section Section 5.

Some applications may need to reconstruct the SubjectPublicKeyInfo
objects corresponding to each component public key. Table 3 in
Section 5 provides the necessary mapping between composite and their
component algorithms for doing this reconstruction. This also
motivates the design choice of SEQUENCE OF BIT STRING instead of
SEQUENCE OF OCTET STRING; using BIT STRING allows for easier
transcription between CompositeSignaturePublicKey and
SubjectPublicKeyInfo.

When the CompositeSignaturePublicKey must be provided in octet string
or bit string format, the data structure is encoded as specified in
Section 3.4.

Component keys of a CompositeSignaturePublicKey MUST NOT be used in
any other type of key or as a standalone key.

3.3. CompositeSignaturePrivateKey

Usecases that require an interoperable encoding for composite private
keys, such as when private keys are carried in PKCS #12 [RFC7292],
CMP [RFC4210] or CRMF [RFC4211] MUST use the following structure.

CompositeSignaturePrivateKey ::= SEQUENCE SIZE (2) OF OneAsymmetricKey

Each element is a OneAsymmetricKey' [RFC5958] object for a component
private key.

The parameters field MUST be absent.

The order of the component keys is the same as the order defined in
Section 3.2 for the components of CompositeSignaturePublicKey.

When a CompositeSignaturePrivateKey is conveyed inside a
OneAsymmetricKey structure (version 1 of which is also known as
PrivateKeyInfo) [RFC5958], the privateKeyAlgorithm field SHALL be set
to the corresponding composite algorithm identifier defined according
to Section 5, the privateKey field SHALL contain the
CompositeSignaturePrivateKey, and the publicKey field MUST NOT be
present. Associated public key material MAY be present in the
CompositeSignaturePrivateKey.

In some usecases the private keys that comprise a composite key may

not be represented in a single structure or even be contained in a
single cryptographic module; for example if one component is within
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the FIPS boundary of a cryptographic module and the other is not; see
{sec—-fips} for more discussion. The establishment of correspondence
between public keys in a CompositeSignaturePublicKey and private keys
not represented in a single composite structure is beyond the scope
of this document.

Component keys of a CompositeSignaturePrivateKey MUST NOT be used in
any other type of key or as a standalone key.

3.4. Encoding Rules

Many protocol specifications will require that the composite public
key and composite private key data structures be represented by an
octet string or bit string.

When an octet string is required, the DER encoding of the composite
data structure SHALL be used directly.

CompositeSignaturePublicKeyOs ::= OCTET STRING (CONTAINING CompositeSignatureP
ublicKey ENCODED BY der)

When a bit string is required, the octets of the DER encoded
composite data structure SHALL be used as the bits of the bit string,
with the most significant bit of the first octet becoming the first
bit, and so on, ending with the least significant bit of the last
octet becoming the last bit of the bit string.

CompositeSignaturePublicKeyBs ::= BIT STRING (CONTAINING CompositeSignaturePub
licKey ENCODED BY der)

In the interests of simplicity and avoiding compatibility issues,

implementations that parse these structures MAY accept both BER and
DER.

3.5. [Key Usage Bits

For protocols such as X.509 [RFC5280] that specify key usage along
with the public key, then the composite public key associated with a
composite signature MUST have a signing-type key usage. This is
because the composite public key can only be used in situations that
are appropriate for both component algorithms, so even if the
classical component key supports both signing and encryption, the
post—quantum algorithms do not.

If the keyUsage extension is present in a Certification Authority
(CA) certificate that indicates a composite key, then any combination
of the following values MAY be present and any other values MUST NOT
be present:
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digitalSignature;
nonRepudiation;
keyCertSign; and
cRLSign.

If the keyUsage extension is present in an End Entity (EE)
certificate that indicates a composite key, then any combination of
the following values MAY be present and any other values MUST NOT be
present:

digitalSignature; and

nonRepudiation;
4. Composite Signature Structures
4.1. sa-CompositeSignature

The ASN.l1 algorithm object for a composite signature is:

sa-CompositeSignature {

OBJECT IDENTIFIER:id,
PUBLIC-KEY:publicKeyType }
SIGNATURE-ALGORITHM ::= {

IDENTIFIER id

VALUE CompositeSignatureValue

PARAMS ARE absent

PUBLIC-KEYS { publicKeyType }
}

The following is an explanation how SIGNATURE-ALGORITHM elements are
used to create Composite Signatures:

t===========———————————————— t========mmm——————— e +
| SIGNATURE-ALGORITHM element | Definition
+ + +
IDENTIFIER The Object ID used to identify
the composite Signature Algorithm
—— - +
VALUE The Sequence of BIT STRINGS for
each component signature value
o o ————————— +
PARAMS | Parameters are absent
f———————————————— f———————— +
PUBLIC-KEYS The composite key required to
produce the composite signature
t—————————————— t——————————————— +
Table 2

Ounsworth, et al. Expires 5 September 2024 [Page 16]



Internet-Draft PQ Composite ML-DSA March 2024

4.2. CompositeSignatureValue

The output of the composite signature algorithm is the DER encoding
of the following structure:

CompositeSignatureValue ::= SEQUENCE SIZE (2) OF BIT STRING

Where each BIT STRING within the SEQUENCE is a signature value
produced by one of the component keys. It MUST contain one signature
value produced by each component algorithm, and in the same order as
specified in the object identifier.

The choice of SEQUENCE SIZE (2) OF BIT STRING, rather than for
example a single BIT STRING containing the concatenated signature
values, is to gracefully handle variable-length signature values by
taking advantage of ASN.1l’s built-in length fields.

5. Algorithm Identifiers

This section defines the algorithm identifiers for explicit
combinations. For simplicity and prototyping purposes, the signature
algorithm object identifiers specified in this document are the same
as the composite key object Identifiers. A proper implementation
should not presume that the object ID of a composite key will be the
same as its composite signature algorithm.

This section is not intended to be exhaustive and other authors may
define other composite signature algorithms so long as they are
compatible with the structures and processes defined in this and
companion public and private key documents.

Some use-cases desire the flexibility for clients to use any
combination of supported algorithms, while others desire the rigidity

of explicitly-specified combinations of algorithms.

The following table summarizes the details for each explicit
composite signature algorithms:

The OID referenced are TBD for prototyping only, and the following
prefix is used for each:

replace <CompSig> with the String "2.16.840.1.114027.80.8.1"
Therefore <CompSig>.1l is equal to 2.16.840.1.114027.80.8.1.1

Signature public key types:
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+ + + +
======+

| Composite Signature |o1D |First | Second Algorithm
Pre- |

|AlgorithmID | |Algorithm]|
Hash

+ + + +
======1

| id-MLDSA44-RSA2048-PSS—SHA256 | <CompSig>.1 |MLDSA44 |SHA256WithRSAPSS
SHA256 |

o o o e et it +
—————— +

|id- | <CompSig>.2 |MLDSA44 |SHA256WithRSAEncryption|
SHA256 |

|MLDSA44-RSA2048-PKCS15-SHA256 |

o o o e et it +
—————— +

| id-MLDSA44-Ed25519-SHA512 | <CompSig>.3 |MLDSA44 |Ed25519
SHA512 |

o o o o +
—————— +

| id-MLDSA44-ECDSA-P256-SHA256 |<CompSig>.4 |MLDSA44 |SHA256withECDSA
SHA256 |

e Fom fom o +
—————— +

| id-MLDSA44-ECDSA- |<CompSig>.5 |MLDSA44 |SHA256withECDSA
SHA256 |

|brTinpoolP256rl—SHA256 | |

e Fom fom o +
—————— +

| id-MLDSA65-RSA3072-PSS—SHA512 | <CompSig>.6 |MLDSA65 |SHA512WithRSAPSS
SHA512 |

o o o e +
—————— +

|id- | <CompSig>.7 |MLDSA65 |SHAS512WithRSAEncryption|
SHA512 |

|MLDSA65-RSA3072-PKCS15-SHA512 |

- - - - +
—————— +

| id-MLDSA65-ECDSA-P256-SHA512 |<CompSig>.8 |MLDSA65 |SHA512withECDSA
SHA512 |

f————————————— o Fo——— fo————————— +
—————— +

| id-MLDSA65-ECDSA- | <CompSig>.9 |MLDSA65 |SHA512withECDSA
SHA512 |

|brTinpoolP256rl—SHA512 | |

f————————————— o Fo——— fo————————— +
—————— +

| id-MLDSA65-Ed25519-SHA512 | <CompSig>.10|MLDSA65 |Ed25519
SHAS512 |

et Fom fom— e +
—————— +

| id-MLDSA87-ECDSA-P384-SHA512 |<CompSig>.11|MLDSA87 |SHA512withECDSA

SHA512 |



| id-MLDSA87-ECDSA- | <CompSig>.12|MLDSA87 |SHA512withECDSA
SHA512 |

|brainpoolP384r1-SHA512 | |

f————————————— o Fo——— fo————————— +
—————— +

| id-MLDSA87-Ed448-SHAS512 | <CompSig>.13|MLDSA87 |Ed448
SHA512 |

o fom Fo————— o +
—————— +

Table 3: Composite Signature Algorithms

The table above contains everything needed to implement the listed
explicit composite algorithms. See the ASN.1l module in section

Section 6 for the explicit definitions of the above Composite
signature algorithms.

Full specifications for the referenced algorithms can be found as
follows:

* _MIDSA_: [I-D.ietf-lamps—-dilithium-certificates] and
[FIPS.204-ipd]
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* _ECDSA_: [RFC5480]

* _Ed25519 / Ed448_: [RFC8410]
* _RSAES-PKCS-v1_5_: [RFC8017]
* _RSASSA-PSS_: [RFC8017]

5.1. Notes on id-MLDSA44-RSA2048-PSS—-SHA256
Use of RSA-PSS [RFC8017] deserves a special explanation.

The RSA component keys MUST be generated at the 2048-bit security
level in order to match with ML-DSA-44

As with the other composite signature algorithms, when id-
MLDSA44-RSA2048-PSS—-SHA256 is used in an AlgorithmIdentifier, the
parameters MUST be absent. id-MLDSA44-RSA2048-PSS—-SHA256 SHALL
instantiate RSA-PSS with the following parameters:

t========================== t========= +
| RSA-PSS Parameter | value |
+ + +
| Mask Generation Function | mgfl |
e fom +
| Mask Generation params | sHA-256 |
= - +
| Message Digest Algorithm | SHA-256 |
o Fm +

Table 4: RSA-PSS 2048 Parameters
where:
* Mask Generation Function (mgfl) is defined in [RFC8017]
* SHA-256 is defined in [RFC6234].
5.2. Notes on id-MLDSA65-RSA3072-PSS—-SHA512

The RSA component keys MUST be generated at the 3072-bit security
level in order to match with ML-DSA-65.

As with the other composite signature algorithms, when id-
MLDSA65-RSA3072-PSS—-SHA512 is used in an AlgorithmIdentifier, the
parameters MUST be absent. id-MLDSA65-RSA3072-PSS-SHA512 SHALL
instantiate RSA-PSS with the following parameters:
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+ + +
| RSA-PSS Parameter | value |
+ + +
| Mask Generation Function | mgfl |
e o +
| Mask Generation params | SHA-512 |
ettt S o +
| Message Digest Algorithm | SHA-512 |
e o +

Table 5: RSA-PSS 3072 Parameters

where:

* Mask Generation Function (mgfl) is defined in [RFC8017]

* SHA-512 is defined in [RFC6234].
6. ASN.1l Module

<CODE STARTS>

Composite-Signatures-2023
{ joint-iso-itu-t(2) country(l16) us(840) organization(l) entrust (114027)
algorithm(80) id-composite-signatures-2023 (TBDMOD) }
DEFINITIONS IMPLICIT TAGS ::= BEGIN

EXPORTS ALLj;

IMPORTS
PUBLIC-KEY, SIGNATURE-ALGORITHM, AlgorithmIdentifier({}
FROM AlgorithmInformation-2009 —-- RFC 5912 [X509ASN1]

{ iso(l) identified-organization(3) dod(6) internet(1l)
security (5) mechanisms (5) pkix(7) id-mod (0)
id-mod-algorithmInformation-02(58) }

SubjectPublicKeyInfo
FROM PKIX1Explicit-2009
{ iso(l) identified-organization(3) dod(6) internet(1l)
security (5) mechanisms (5) pkix(7) id-mod (0)
id-mod-pkixl-explicit-02(51) }

OneAsymmetricKey
FROM AsymmetricKeyPackageModuleV1l
{ iso(l) member-body(2) us(840) rsadsi(113549) pkcs(l)
pkcs-9(9) smime (16) modules (0)
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id-mod-asymmetricKeyPkgVl (50) 1}

RSAPublicKey, ECPoint
FROM PKIXAlgs—-2009
{ iso(l) identified-organization(3) dod(6)
internet (1) security(5) mechanisms (5) pkix(7) id-mod (0)
id-mod-pkixl-algorithms2008-02(56) 1}

sa-rsaSSA-PSS
FROM PKIX1-PSS-OAEP-Algorithms-2009
{iso(l) identified-organization(3) dod(6) internet (1) security (5)
mechanisms (5) pkix(7) id-mod(0) id-mod-pkixl-rsa-pkalgs—-02(54)}

—— Object Identifiers

—— Defined in ITU-T X.690
der OBJECT IDENTIFIER ::=
{joint—-iso—-itu-t asnl(l) ber-derived(2) distinguished-encoding (1)}

—— Signature Algorithm

—— Composite Signature basic structures

CompositeSignaturePublicKey ::= SEQUENCE SIZE (2) OF BIT STRING

CompositeSignaturePublicKeyOs ::= OCTET STRING (CONTAINING
CompositeSignaturePublicKey ENCODED BY der)

CompositeSignaturePublicKeyBs ::= BIT STRING (CONTAINING
CompositeSignaturePublicKey ENCODED BY der)

CompositeSignaturePrivateKey ::= SEQUENCE SIZE (2) OF OneAsymmetricKey
CompositeSignatureValue ::= SEQUENCE SIZE (2) OF BIT STRING

—— Composite Signature Value is just a sequence of OCTET STRINGS
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- CompositeSignaturePair{FirstSignatureValue, SecondSignatureValue} ::=
- SEQUENCE {

—— signaturevaluel FirstSignatureValue,

—— signaturevalue2 SecondSignatureValue }

—— An Explicit Compsite Signature is a set of Signatures which
—— are composed of OCTET STRINGS
- ExplicitCompositeSignatureValue ::= CompositeSignaturePair {
- OCTET STRING,OCTET STRING}

—— Information Object Classes

pk—-CompositeSignature {OBJECT IDENTIFIER:id,
FirstPublicKeyType, SecondPublicKeyType}
PUBLIC-KEY ::= {
IDENTIFIER id
KEY SEQUENCE {
firstPublicKey BIT STRING (CONTAINING FirstPublicKeyType),
secondPublicKey BIT STRING (CONTAINING SecondPublicKeyType)
}
PARAMS ARE absent
CERT-KEY-USAGE { digitalSignature, nonRepudiation, keyCertSign, cRLSign}
}

sa-CompositeSignature{OBJECT IDENTIFIER:id,
PUBLIC-KEY:publicKeyType }
SIGNATURE-ALGORITHM ::= {
IDENTIFIER id
VALUE CompositeSignatureValue
PARAMS ARE absent
PUBLIC-KEYS {publicKeyType}
}

—— TODO: OID to be replaced by IANA

id-MLDSA44-RSA2048-PSS—-SHA256 OBJECT IDENTIFIER ::= {
joint—-iso—-itu-t (2) country(16) us(840) organization (1)
entrust (114027) algorithm(80) composite (8) signature(l) 1 }

pk-MLDSA44-RSA2048-PSS—-SHA256 PUBLIC-KEY ::=
pk-CompositeSignature{ id-MLDSA44-RSA2048-PSS-SHA256,
OCTET STRING, RSAPublicKey}

sa-MLDSA44-RSA2048-PSS—-SHA256 SIGNATURE-ALGORITHM
sa—-CompositeSignature{
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1id-MLDSA44-RSA2048-PSS—-SHA256,
pk—-MLDSA44-RSA2048-PSS—-SHA256 }

—— TODO: OID to be replaced by IANA

1id-MLDSA44-RSA2048-PKCS15-SHA256 OBJECT IDENTIFIER ::= {
joint-iso—-itu-t (2) country(l6) us(840) organization (1)
entrust (114027) algorithm(80) composite(8) signature(l) 2 }

pk—-MLDSA44-RSA2048-PKCS15-SHA256 PUBLIC-KEY ::=
pk—-CompositeSignature{ id-MLDSA44-RSA2048-PKCS15-SHA256,
OCTET STRING, RSAPublicKey}

sa-MLDSA44-RSA2048-PKCS15-SHA256 SIGNATURE-ALGORITHM ::=
sa—-CompositeSignature{
id-MLDSA44-RSA2048-PKCS15-SHA256,
pk—-MLDSA44-RSA2048-PKCS15-SHA256 }

—— TODO: OID to be replaced by IANA

id-MLDSA44-Ed25519-SHA512 OBJECT IDENTIFIER ::= {
joint-iso—-itu-t (2) country(16) us(840) organization (1)
entrust (114027) algorithm(80) composite (8) signature(l) 3 }

pk—-MLDSA44-Ed25519-SHAS512 PUBLIC-KEY ::=
pk-CompositeSignature{ id-MLDSA44-Ed25519-SHA512,
OCTET STRING, ECPoint}

sa-MLDSA44-Ed25519-SHA512 SIGNATURE-ALGORITHM ::=
sa—-CompositeSignature(
1id-MLDSA44-Ed25519-SHA5L12,
pk-MLDSA44-Ed25519-SHAL12 }

—— TODO: OID to be replaced by IANA

1id-MLDSA44-ECDSA-P256-SHA256 OBJECT IDENTIFIER ::= {
joint-iso—-itu-t (2) country(l6) us(840) organization (1)
entrust (114027) algorithm(80) composite(8) signature(l) 4 }

pk—-MLDSA44-ECDSA-P256-SHA256 PUBLIC-KEY ::=
pk—-CompositeSignature{ id-MLDSA44-ECDSA-P256-SHA256,
OCTET STRING, ECPoint}

sa-MLDSA44-ECDSA-P256-SHA256 SIGNATURE-ALGORITHM ::=
sa-CompositeSignature{
id-MLDSA44-ECDSA-P256-SHA256,
pk—-MLDSA44-ECDSA-P256—-SHA256 }
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—— TODO: OID to be replaced by IANA

1d-MLDSA44-ECDSA-brainpoolP256r1-SHA256 OBJECT IDENTIFIER ::= {
joint-iso—-itu-t (2) country(16) us(840) organization (1)
entrust (114027) algorithm(80) composite (8) signature(l) 5 }

pk-MLDSA44-ECDSA-brainpoolP256r1-SHA256 PUBLIC-KEY ::=
pk-CompositeSignature{ id-MLDSA44-ECDSA-brainpoolP256r1-SHA256,
OCTET STRING, ECPoint}

sa-MLDSA44-ECDSA-brainpoolP256r1-SHA256 SIGNATURE-ALGORITHM ::=
sa—-CompositeSignature(
1d-MLDSA44-ECDSA-brainpoolP256r1-SHA256,
pk—-MLDSA44-ECDSA-brainpoolP256r1-SHA256 }

—— TODO: OID to be replaced by IANA

1id-MLDSA65-RSA3072-PSS—-SHA512 OBJECT IDENTIFIER ::= {
joint-iso—-itu-t (2) country(l6) us(840) organization (1)
entrust (114027) algorithm(80) composite(8) signature(l) 6 }

pk—-MLDSA65-RSA3072-PSS—-SHA512 PUBLIC-KEY ::=
pk—-CompositeSignature{ id-MLDSA65-RSA3072-PSS-SHA512,
OCTET STRING, RSAPublicKey}

sa-MLDSA65-RSA3072-PSS—SHA512 SIGNATURE-ALGORITHM ::=
sa—-CompositeSignature{
id-MLDSA65-RSA3072-PSS—-SHA512,
pk—-MLDSA65-RSA3072-PSS—-SHA512 }

—— TODO: OID to be replaced by IANA

id-MLDSA65-RSA3072-PKCS15-SHA512 OBJECT IDENTIFIER ::= {
joint-iso—-itu-t(2) country(16) us(840) organization (1)
entrust (114027) algorithm(80) composite (8) signature(l) 7 }

pk—-MLDSA65-RSA3072-PKCS15-SHA512 PUBLIC-KEY ::=
pk-CompositeSignature{ id-MLDSA65-RSA3072-PKCS15-SHA512,
OCTET STRING, RSAPublicKey}

sa-MLDSA65-RSA3072-PKCS15-SHA512 SIGNATURE-ALGORITHM
sa—-CompositeSignature(
1d-MLDSA65-RSA3072-PKCS15-SHA512,
pk-MLDSA65-RSA3072-PKCS15-SHAS512 }

—— TODO: OID to be replaced by IANA
1id-MLDSA65-ECDSA-P256—-SHA512 OBJECT IDENTIFIER ::= {
joint-iso—-itu-t (2) country(l6) us(840) organization (1)
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entrust (114027) algorithm(80) composite(8) signature(l) 8 }

pk—-MLDSA65-ECDSA-P256-SHA512 PUBLIC-KEY ::=
pk—-CompositeSignature{ id-MLDSA65-ECDSA-P256-SHA512,
OCTET STRING, ECPoint}

sa-MLDSA65-ECDSA-P256-SHA512 SIGNATURE-ALGORITHM ::=
sa-CompositeSignature{
id-MLDSA65-ECDSA-P256-SHA512,
pk—-MLDSA65-ECDSA-P256—-SHA512 }

—— TODO: OID to be replaced by IANA

1d-MLDSA65-ECDSA-brainpoolP256r1-SHA512 OBJECT IDENTIFIER ::= {
joint-iso—-itu-t (2) country(16) us(840) organization (1)
entrust (114027) algorithm(80) composite (8) signature(l) 9 }

pk—-id-MLDSA65-ECDSA-brainpoolP256r1-SHA512 PUBLIC-KEY ::=
pk-CompositeSignature{ id-MLDSA65-ECDSA-brainpoolP256r1-SHA512,
OCTET STRING, ECPoint}

sa-1d-MLDSA65-ECDSA-brainpoolP256r1-SHA512 SIGNATURE-ALGORITHM
sa—-CompositeSignature(
1d-MLDSA65-ECDSA-brainpoolP256r1-SHA512,
pk—-id-MLDSA65-ECDSA-brainpoolP256r1-SHAS512 }

—— TODO: OID to be replaced by IANA

1id-MLDSA65-Ed25519-SHA512 OBJECT IDENTIFIER ::= {
joint-iso—-itu-t (2) country(l6) us(840) organization (1)
entrust (114027) algorithm(80) composite(8) signature(l) 10 }

pk—-MLDSA65-Ed25519-SHA512 PUBLIC-KEY ::=
pk—-CompositeSignature{ id-MLDSA65-Ed25519-SHA512,
OCTET STRING, ECPoint}

sa-MLDSA65-Ed25519-SHA512 SIGNATURE-ALGORITHM ::=
sa—-CompositeSignature{
id-MLDSA65-Ed25519-SHA512,
pk-MLDSA65-Ed25519-SHA512 }

—— TODO: OID to be replaced by IANA

id-MLDSA87-ECDSA-P384-SHA512 OBJECT IDENTIFIER ::= {
joint—-iso—-itu-t (2) country(16) us(840) organization (1)
entrust (114027) algorithm(80) composite (8) signature(l) 11 }

pk-MLDSA87-ECDSA-P384-SHA512 PUBLIC-KEY ::=
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pk-CompositeSignature{ id-MLDSA87-ECDSA-P384-SHA512,
OCTET STRING, ECPoint}

sa-MLDSA87-ECDSA-P384-SHA512 SIGNATURE-ALGORITHM
sa—-CompositeSignature(
id-MLDSA87-ECDSA-P384-SHAS512,
pk-MLDSA87-ECDSA-P384-SHA512 }

—— TODO: OID to be replaced by IANA

1id-MLDSA87-ECDSA-brainpoolP384r1-SHA512 OBJECT IDENTIFIER ::= {
joint-iso—-itu-t (2) country(l6) us(840) organization (1)
entrust (114027) algorithm(80) composite(8) signature(l) 12 }

pk-MLDSA87-ECDSA-brainpoolP384r1-SHA512 PUBLIC-KEY ::=
pk—-CompositeSignature{ id-MLDSA87-ECDSA-brainpoolP384rl1-SHA512,
OCTET STRING, ECPoint}

sa-MLDSA87-ECDSA-brainpoolP384rl1-SHA512 SIGNATURE-ALGORITHM ::=
sa—-CompositeSignature{
1d-MLDSA87-ECDSA-brainpoolP384r1-SHAS512,
pk—-MLDSA87-ECDSA-brainpoolP384r1-SHA512 }

—— TODO: OID to be replaced by IANA

id-MLDSA87-Ed448-SHA512 OBJECT IDENTIFIER ::= {
joint-iso—-itu-t(2) country(16) us(840) organization (1)
entrust (114027) algorithm(80) composite (8) signature(l) 13 }

pk—-MLDSA87-Ed448-SHA512 PUBLIC-KEY ::=
pk-CompositeSignature{ id-MLDSA87-Ed448-SHA512,
OCTET STRING, ECPoint}

sa-MLDSA87-Ed448-SHA512 SIGNATURE-ALGORITHM
sa-CompositeSignature(
1id-MLDSA87-Ed448-SHA512,
pk-MLDSA87-Ed448-SHAS512 }

—— TODO: OID to be replaced by IANA

id-Falon512-ECDSA-P256-SHA256 OBJECT IDENTIFIER ::= {
joint-iso—-itu-t (2) country(l16) us(840) organization (1)
entrust (114027) algorithm(80) composite(8) signature(l) 14 }

pk-Falon512-ECDSA-P256-SHA256 PUBLIC-KEY ::=
pk-CompositeSignature{ id-Falon512-ECDSA-P256-SHA256,
OCTET STRING, ECPoint}

sa-Falon512-ECDSA-P256-SHA256 SIGNATURE-ALGORITHM ::=
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sa-CompositeSignature{

id-Falon512-ECDSA-P256-SHA256,

pk-Falon512-ECDSA-P256-SHA256 }
END
<CODE ENDS>

7. IANA Considerations

IANA is requested to allocate a value from the "SMI Security for PKIX
Module Identifier" registry [RFC7299] for the included ASN.1l module,
and allocate values from "SMI Security for PKIX Algorithms" to
identify the fourteen Algorithms defined within.

7.1. Object Identifier Allocations

EDNOTE to IANA: OIDs will need to be replaced in both the ASN.1
module and in Table 3.

7.1.1. Module Registration — SMI Security for PKIX Module Identifier
* Decimal: IANA Assigned - *Replace TBDMOD*

* Description: Composite-Signatures-2023 - id-mod-composite-—
signatures

* References: This Document

7.1.2. Object Identifier Registrations - SMI Security for PKIX
Algorithms

* 1d-MLDSA44-RSA2048-PSS—SHA256

* Decimal: IANA Assigned

* Description: i1d-MLDSA44-RSA2048-PSS—-SHA256

* References: This Document

* 1id-MLDSA44-RSA2048-PKCS15-SHA256

* Decimal: IANA Assigned

* Description: i1id-MLDSA44-RSA2048-PKCS15-SHA256

* References: This Document
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* 1d-MLDSA44-Ed25519-SHA512

* Decimal: IANA Assigned

* Description: id-MLDSA44-Ed25519-SHA512

* References: This Document

* 1d-MLDSA44-ECDSA-P256-SHA256

* Decimal: IANA Assigned

* Description: i1d-MLDSA44-ECDSA-P256-SHA256
* References: This Document

* 1d-MLDSA44-ECDSA-brainpoolP256r1-SHA256

* Decimal: IANA Assigned

* Description: i1d-MLDSA44-ECDSA-brainpoolP256r1-SHA256
* References: This Document

* 1d-MLDSA65-RSA3072-PSS—-SHAS512

* Decimal: IANA Assigned

* Description: id-MLDSA65-RSA3072-PSS—-SHA512
* References: This Document

* 1d-MLDSA65-RSA3072-PKCS15-SHAS512

* Decimal: IANA Assigned

* Description: i1d-MLDSA65-RSA3072-PKCS15-SHAS512
* References: This Document

* 1d-MLDSA65-ECDSA-P256—-SHA512

* Decimal: IANA Assigned

* Description: i1id-MLDSA65-ECDSA-P256-SHA512

* References: This Document
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* 1d-MLDSA65-ECDSA-brainpoolP256r1-SHAS512

* Decimal: IANA Assigned

* Description: i1id-MLDSA65-ECDSA-brainpoolP256r1-SHA512

* References: This Document

* 1d-MLDSA65-Ed25519-SHA512

* Decimal: IANA Assigned

* Description: id-MLDSA65-Ed25519-SHAS512

* References: This Document

* 1d-MLDSA87-ECDSA-P384-SHA512

* Decimal: IANA Assigned

* Description: i1id-MLDSA87-ECDSA-P384-SHA512
* References: This Document

* 1d-MLDSA87-ECDSA-brainpoolP384rl1-SHA512

* Decimal: IANA Assigned

* Description: i1id-MLDSA87-ECDSA-brainpoolP384r1-SHA512

* References: This Document

* 1d-MLDSA87-Ed448-SHA512

* Decimal: IANA Assigned

* Description: i1d-MLDSA87-Ed448-SHAS512
* References: This Document

8. Security Considerations
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8.1. Policy for Deprecated and Acceptable Algorithms

Traditionally, a public key, certificate, or signature contains a
single cryptographic algorithm. If and when an algorithm becomes
deprecated (for example, RSA-512, or SHAl), then clients performing
signatures or verifications should be updated to adhere to
appropriate policies.

In the composite model this is less obvious since implementers may
decide that certain cryptographic algorithms have complementary
security properties and are acceptable in combination even though one
or both algorithms are deprecated for individual use. As such, a
single composite public key or certificate may contain a mixture of
deprecated and non-deprecated algorithms.

Since composite algorithms are registered independently of their
component algorithms, their deprecation can be handled indpendently
from that of their component algorithms. For example a cryptographic
policy might continue to allow id-MLDSA65-ECDSA-P256-SHAS512 even
after ECDSA-P256 is deprecated.

When considering stripping attacks, one need consider the case where
an attacker has fully compromised one of the component algorithms to
the point that they can produce forged signatures that appear valid
under one of the component public keys, and thus fool a victim
verifier into accepting a forged signature. The protection against
this attack relies on the victim verifier trusting the pair of public
keys as a single composite key, and not trusting the individual
component keys by themselves.

Specifically, in order to achieve this non-separability property,
this specification makes two assumptions about how the verifier will
establish trust in a composite public key:

1. This specification assumes that all of the component keys within
a composite key are freshly generated for the composite; ie a
given public key MUST NOT appear as a component within a
composite key and also within single-algorithm constructions.

2. This specification assumes that composite public keys will be
bound in a structure that contains a signature over the public
key (for example, an X.509 Certificate [RFC5280]), which is
chained back to a trust anchor, and where that signature
algorithm is at least as strong as the composite public key that
it is protecting.
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There are mechanisms within Internet PKI where trusted public keys do
not appear within signed structures —-- such as the Trust Anchor
format defined in [RFC5914]. 1In such cases, it is the responsibility
of implementers to ensure that trusted composite keys are distributed
in a way that is tamper-resistant and does not allow the component
keys to be trusted independently.
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Appendix A. Samples

A.l1. Explicit Composite Signature Examples

A.1.1. MLDSA44-ECDSA-P256-SHA256 Public Key

MIIFgTANBgt ghkgBhvprUAgGBBAOCBW4AMIIFaQOCBSEAJaSzbEOXCT27FgXshv87
2HLTgePmYCJCH20VU1/PBOYTyBXXnw+smoXT4w0pcg3WPs7gQXz6GKj7ROMF£Tjp
Rd6uH3hgdS5cbg+PwMWsRKigE6mWEpMwr1iS8CfR2yYgjhRav7wGa4 ja7RdmZoLz
T8UBN2Yg6P/KceWAlgX6rdVUalrUvmcfR64ry06Ifot XXNFwQc3vI6s7khHSUZX5
Rsw55RK3EOE1INpZxfFHv17d2xwFkGRAYgqJao+qo37Wt £G6Ynx4cqgQyLJz1Rn++5R
G6K1nCwaghErpk4vDR2uHIWAPiWOStX9ZbBjO2smRTIUWS2WhmhZwJkDgSHmMCiRI2
tPsxCtLpM8t2IhTVy/ObAdQGPDNgTNIPH8kuoRrBhiWGIiWJIM1o8LkImCRt5m/8D1
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aL8C2BONL+BWBBcak/JZrLkKZOZM7pFwWruHVEd0608XerfivVO3ypgAxImJI2xcdD
kLys4jD1EMsC30z4RQGXahj2Pr8Jxu8i0TIDDAV5MZwIwId/m+0/vSD8BOAUO WU
V6ppUWKDZLH1zf122zx3Z2zBF/CMgZNsxMdTFNbu2gQ2/CZM1EvZ9f0gxn6gNf8NHC
UgdeRr7p9z8PuGHErLHqCvQMrzia71cD4URV//SR8EUQk009imtw3XT2uKGUIJT/
dDyqW18B1lAZ64dUp 9EWmMHWG1lcyKBcu2dtD0d4BMol1g4TOF7u/3hHcgOoiR+0ON/ 3
TMoxkX9mHt 6tP7hkViyOMb3Sjej12DG75D9z8gAzHyQhOs3suN1iCzCUmMUVYm5Mv
WdySiuShmb6yu+9Ah+GgvESuUNr/h6s1gzGbdCe911GdFPniilhL5J90DgYMp+wi2T
EeOugOFo0a¥1e20I10PjBpgl071ko9B3CGD+0PkPVKYMMGsOHTnzFWCLP j5dG2kg7
PEltarKvLVTIxrbjw0313SXmgpNPUBSqFJ7hB30pFJgjgL95IRTa68UM8aaUKLMa
Q3jJx08+el3P3wwY¥3niCR5U751fus4ArGLN2JgfPB7bPSdz043PIvxsCYZxUQXSW3
XWhWQgaHJLml19obvnf/tEXQZLheAr7ThOEb/UTNUIB]j/A6LfB0Gs012BlaXfnedW
9K/OFXc9p0C7aWIfjfMrA/1dOrdlEco2NGLid+wp8aXyDZkCEf50UretEFHqQcQ2J
znh8R4mh2Tf7hT8+Gj5SubbZggHi9iIJZ1G710j4Wm3g6DJAXF 6KbChMayKRunDp
k6Nm510eTmT+Vi40Jncul6HezZMz02s+21Y33uDL7tFR8fVn7dQiF78claNhWjfm
fIsLNQdZxt6orvnwSrZpdVhOtAu+vYVaEAShdHgfzvPSDHI jgyxs6mGdk0uDsGpP
£5d3e9KV40rXir20XaYMOg2KTkLb6KHHxZayLG0OD9/gSBOnSE/aXNhhlcHtKeYAe
J9XmfzsmgNELPNXFRrx8pEHG1Se0GINIVZEu6B2r9f09TgTxgPX/ 6XpBNUrlz21
fsIvNpRL48cwLHOCgYP/SAgE3gzRC6GE5NEE]1 9wQZHSFNGeUeGvrvUQgTyT1YwLx+
Abvp57bVigLWlil85/K1a8BmJ204RHEDhSFe7sVAIoI2pUcz7ydbl78DCAvupP20
CxUIkgOk3C+cgUzTwsFU411ix282ZBa8/nTUnH9r3IDJQIwdWtMCnByCc43UeVSh
WV3isRF+AN161SevNjOuzGEO7a5gPahctBWMmevhoegFcv5XucwNRe7en9607CgK+
5QNCAAReiebV/SXhsVO+AAEPt /7UjJgzbrZUlZHKBLCDbX1lcvl1Zkpy+SabE2P fpd
K7SzfBpZwOtxE+bjIUT4j3zjgIDa ————— END PUBLIC KEY-———-

A.1.2. MLDSA44-ECDSA-P256 Private Key

————— BEGIN PRIVATE KEY----- MIIP6gIBADANBgtghkgBhvprUAgGBBASCDIQwgq/
QOMIIPNgIBADANBgsrBgEEAQKC CwwEBASCDyAlpLNsQS5cJPbsWBeyG/
zvYctOB4+ZgIkIfY5VSL88H1oyY3xD+KvF2
4bnFPT7nM4+8rPjsCuuk2PyUr7vzEHf++30vDEFUsHo88ez4zfzBeW+Aho6yC4GE
H8BFsgVYvOHMRUPUEmMVhrJUKt 8VwHbOVyak7a4JW1l 6MWpwxnRYgsolrCcWKWZKQC
bZIQQhGIKaIlyZQSVRSI4bdBAShuBaQPGkBwUDgM3QQgGbhHDSBgzLQk4MooWSUkO
Zhk4JCAgUhg0ZVkkECOYTYBIMRQGJFICSaMiIYAAShMTJVAwbaFCakg0QcFCZolC
CmBEUQM5cQESASEQDCSgRGAYhMOGDWOAKRKZZES1AOIOKWAWbaIkbBoUJWO11iQk5
hhBCadgGhZEYglhIQACKkMJo4kmEwWSIDGBYtELcCOAVUGIMPAhCOFDRE1IRCSGLAQO
AAA1Cgk3CgjAZYEUKovCaBs5hti2CZ00DePECBVHZASNMAdmmMURSsXRFA4YRXGUOSY
EeEyUIA2isMOLRwWJIAGEAJGHGLRySJY JAGROBYQO1UUSCSRIACAgOZAGGABQH jAkm
JUOUQBPEgGNyY0jOPGIAZETdyIhZMIMVRCZgyyRUAgGLOQwcchIbF IWRswg IQHAJQOMY
RJIGQIFQERFUi1JQqjBIsChVpEMEsSCKFqwCFgkciRHIcwCICKUAEGWScTESdgiYWQy
MtCgIISkARMZRAg31ieMGK1BITMM210sCgiQ2MIKiKeI2TFhGaQKWAcCkEIJmE4hhII
bSEyjQUECM1ASBTBJF1IahIHaRhAAReQoMRQSDhQCcsiwYYg4BiETCAWiMRwwECyU
JA0oBDgLDDJImMC jZOWRECIkVQObdoiKgwmUlSoSFsASsOoIQNHAASWLFG4aSMICh1B
YBmMMUEKORIA4LiEMIAREJJEkKI1pCJANJIDBS5bZQ2QAT2 juHIKMkyihOnAR1DiSQG
KEJAkgijEQWZRkgCIGFIigqIWRROSJINCTQoXhNIihko2YCICRQvVIhQuUALVmMIhUAQ
T1RCasFAJJAQISGO0ZQgTYgkObEIiKZGOBYikBSEUYovCCBgZCgTJINwoSFwIaMEC
JBmOcUQQSMpALAKWDKEkZSOCIFySQWAAYAGYLcw4IVPIMQiYaBoi jduAMVrAjCQl
hdowJhpHKCCIKEMmbeEghRKiRRmgZAHAZRRDMc1GICGEZKOOReM2EFgwFoabywZ8
XF2nuUHyMuPJG+EpYRxQCAJaxByDrIGke83F1KVvEG5cCOPOXhi207cC4sxSopILK
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ISbRDIFdHk15n9mCLg6w/K72nQSX4usU4izDewR/JZQZV6ARID/yBSNyAfr50Z7U
PMrfg7NZp+Kst rHxs0SBDm5XNBXBaIpAwIHKKkL/epe+2gq2FI4DcylrZAQMVX80UT
SmhalLlCRud4YilpEnPf0taOiaE8hjgQwoZ1DUl6HviFsJIwaa2+y3RAjJsGZuIVRTC
3nirZrYPw+dWVEWvMgvjh97SYgC7eTn2R4Xu3f/2GVaiaXgCEBhHTY5Ar8Fz6E3L
MVi9hWMMF 6Mj5vXcdUhwA2aeXGjngPdtA/ JmZUXQ1K3NmxS4v2ga0z 7wFR1iv2nNF
bnEGP6T/80Tcd78NrWobcQHfV3uWbbSwOhPrNgBWzuMl /FGI9nMLRcQ80Zz jwxPgV
PGnWOtm/g2iAG30HtuagQP70TpibgBurtEE+1iVSFgoD0or4zYhPk3mz+OMVm5/4
1DALLTRtng7XVIVziy2JpTJVBeF8VDh5G9gQj8iFhXCNfj5ZFNfmjaHCE20Vefc4
FYVEr4MuoPgObFmsbA1ZMJIYJ3d/zvoIx0OWI5IMGUrFNT12fWzQyc75Q0MRcdKi2e0
YUcsFd6aWaHx/dhSid5PwXNryS8hsB4Uf202hvn5VXdUD7b9ZhDHvZy 91 /RaRZWr
1h6pwSQ6HEO06RCcZJaRAl2rG51i/TCkQN8Z+h0l6rxVSS0UesvhntrVEgo8hXVTnSi
3FREWG/AWvDPe/GNRiDCRBBS2S2cNvJrNtpgzxXUh+80oPrOTy1DQbnl £Xd9wCCey
bdUj4cHvYJra/XmXOUws+gcUF5wa7aXRm8suk/nrvVws+10U48C4£fvsit1rQbbaG
0SJsasIpudx0020zpxFm10TO619yATIeBYOVYDr28dckjJlr5latUFgZY5LcS4THL
PxgZa6lA/UcAxgnnc04PWL58ErsZ jGH2ULSTF2B1AVLRXVk1g4toM08vMpCWMucy
nvHIPfxBNT9I02sVEfnf5HL60jCVaFM0evkKQ00lyrRx/ASfkJJK10Vz8da0lzZmaCF
JUEB2pMVvgdvogflrKwOz jsPbAQbBATG54dd2vSdCSdxHTcHf 6MyxSO0xrPIUBRJR
1rUPU2ZzbTa/M59fSMEsv6GMLD jtbn00ckBhg7Xc8ecHXmhPWP4PIC36deXorFVS
4sSsECWbXQmNTJyYG0ex3Id9e+KZyKGwQm0OTs49sH8GCEd4VNJ48WdI/YrNBmz67RQ
HNOGIxOufDGiFxFrWjN7gOk0V75G2sLv6piA4N+2suvHYVyl0E7FGhUzTtDxhnAi
VAGNgFaYgp/UnpbLy6FuRQFop/6QT5nKBOvOLSwwd JKCFPXbCK34ybuTgV5RHCQJ
58CIyxcciGn7j0CIOZdT9F4zW4zIdjPVECGQVWQt seknxA8DU0YI9yO0XIgDhFRAOy
1Q0/4ynNFriItA83Q9XJk+DBrErRaXAcAclTi5jkNznyR5IGiHaliPIVhrYisVicm
+J1W93t £/ 4PgxEmB3aRPQPQK5xysT3Vh74bwXf IKRWQ4VLFPoSWuMh3hVtHB1dr6
NY3jELf5DXg2GYJ9cnfOiGhCNmVBbLIKI/aCWPxg45wZpwI3DtS7ueia/gBDY5N+0
UDDAUKW6EP 1pkdvhBHYhAHTUdS 6P /V0O0O0P01SWWCNwWXP /x5xmiz6yvy3YHg9b8H
4e+5HP3Fc6Q6JTRNZSB8BIVCLOhMIKDf3KP1iGdz7wKfAfgl/1JWkm+N91v8196U
9208fbv6Htt JU3z0xH200VaptDOGdAO024TciOR/FS/nL+g4zh81DcRFo04sKPUNQt
wYwWDTJIGMdxQ0aGhOIOEaDJ70HHvhg74hwwfn7DSimgGJIJvEub2kKkDP juQwv/+P1R
49V18QffWlQZMVa+0dOSYU2pI05XfGCapCHv3ZoD/orpNCEVOauMalvKdQObOBOS
/6TIcVojw3tHKgtgSDYUjihFEeFYg3vLrfe9C/DAapim9IM5P8Z1yndCJIrXgr2Kg0
RnkoXJ7kTGK7cyzdudhaS+b5JaJ0f3tsC64XMh300s90dMwKghbLIpGuiWYOeigm9
PRAaSPpc+NtzWTLIyVP1m22mGwpn jkkilwpF j3qtdlGlyY1GThn4 /BvcOAA+gCH2
2+yeL1MzdTXVVTYy/nbux7WwZ5RXIJmJ0JaSzbEOXCT27FgXshv872HLTgePmYCJC
H20VUi/PB9YTyBXXnw+smoXT4wOpcg3WPs79qQXz6GKj7ROMFfT jpRd6uH3hgdS5c
bg+PwMWsRKigE6mWEpMwrliS8CfR2yYgjhRav7wGad4 ja7RdmZoLzT8UBN2Yg6P /K
ceWAlgX6rdvUalrUvmcfR64ry06IfotXXNFwQc3vI6s7khHSUZX5Rsw55RK3EOEL
NpZxfFHv17d2xwFkGRAYgJao+go37Wt £G6Y¥nx4cgQyLJz1Rn++5RG6K1InCwghErp
k4vDR2uHIWAPIiWOStX9ZbBjO2smRTIuWS2WhmhZwJkDgSHMCiRI2tPsxCtLpM8t2
IhTVy/ObAdQGPDngTNIPH8kuoRrBhWGIiWJM1o8LkImCRt5m/8Dial.8C2BQNL+BW
BBcak/JZrLkKZOZM7pFwWruHVEd0608XerfivVO3ypgAxImJ2xcdDkLys4 jD1EMsC
30z4RQGXahj2Pr8Jxu8i0TIDDAV5MZwIwId/m+0/vSD8BOAU0IWUV6ppUWKDZLHL
zf122zx37ZzBF/CMgZNsxMdTFNbu2gQ2/CZM1EvZ9f0gxn6gNf8NHCUqgqdeRr7p9z8P
UGHErLHgCvQMrzia71cD4URV//SR8EUQk009imtw3XT2uKGUIjT/dDygqWl8BlAZ6
4dUp9EWMHWG1lcyKBcu2dtD0d4BMol1g4TOF7u/3hHcgOoiR+0ON/37MoxkX9mHt 6t
P7hkVWyOMb3Sjej12DG75D9z8gAzHyQh0s3suN1iCzCUmUVYm5MvIWdySiuShm6éyu
+9Ah+GgVvESuNr/h6s1gZGbdCe911GdFPniilhL5J90DgYMp+wi2IEeOugOFoaYle
20I10PjBpgl071ko9B3CGD+0PkPVKYMMGSOHTnzFWCLP j5dG2kg7PEltarKvLVTI
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xrbjw0313SXmgpNPU8SqFJ7hB30pFJgjgL95IRTa68UM8aaUKLMaQjjx08+el13P3
wwY¥3niCR5U751fus4ArGLN2JgfPB7bPSdz043PIvxsCYZxUQXSW3xWhWQgaHJILm1l
190bvnf/tEXQZLheAr7ThOEb/UTNUIBJ/A6LfB0Gs012BlaXfnedW9K/OFXc9p0C7
aWIfjfMrA/i1idOrdlEo0o2NGLid+wp8aXyDZkCEf50UretEFHgQcQ2Jznh8R4mh2T£7
hT8+Gj55u6bbZggHi9iTIJZz1G7i0j4Wm3g6DJAXF 6KbChMayKRunDpk 6Nm51i0eTmT+
Vi40Jdncul6HezZMz02s+21Y33uDL7tFR8fVn7dQiF78claNhWjfmfIsLNQdZxt 60
rvnwSrZpdVhOtAu+vYVaEAShdHgfzvPSDHI jgyxs6mGdkO0uDsGpP£5d3e9KV40rX
1r20XaYMOg2KTkLb6KHHxZayLG0D9/gSBOnSE/aXNhhlcHtKeYAe jjXmfzsmgNEL
PNxFRrx8pEHG1Se0GINJIVZE9u6B2r9f09TgTxgPX/ 6XpBNUrlz21fsIvNpRL48cw
LHOCgYP/SAgE3gzRC6G5NEE1 9wWQZHSFNGeUeGvrvUQgTyT1YwLx+Abvp57bVjgLWw
11185/K1a8BmJ204RHfDhSFe7sVAIoI2pUcz7ydbl78DCAvupP20CxUIkgOk3C+c
gUzTwsFU4111ix282ZBa8/nTUnH9r3IDJQIwdWtMCnByCc43UeVShWV3isRF+AN16
1SevNjOuzGEO7a5gPahctBWMmevh6gFcv5XucwNRe7en9607CgK+5TCBkwIBADAT
Bgcghk JOPQIBBggghk JOPQMBBWR5MHCCAQEEIGS03Q0xzabfR/cKWFDEkvue30guK
RrdY¥2ILm6isBSMZfZoA0oGCCgGSM49AWEHOUQDQgAEXonulf014bFdPgABD7f+1TIya
S262VNWRygSwg219XLIOWZKcvkmmxNj36XSulOs3waWcNLcRPm4yFE+I9844CA2g==

A.1.3. MLDSA44-ECDSA-P256 Self-Signed X509 Certificate

MIIP+TCCBhggAwWIBAgIUEsa5EwWGOLigbb3NMHEMsqrO0IoKMwDQYLYIZIAYb6alAT
AQQOWE JEQMA4GA1UEAWWHb3FzdGVzdDAeFwOyNDAzMDEyMzESMzFaFwOyNTAzMDEy
MzES5MzFaMBIXEDAOBgNVBAMMB2 9xc3R1c3QwggWBMAOGC2CGSAGG+mtQCAEEA4TF
bgAwggVpA4IFIQAlpLNsQ5cJPbsWBeyG/zvYctOB4+Z2gIkIfY5VSL88H1hPIFdef
D6yahdPjDS1lyrdY+zupBfPoYgPtHSYVI001lF3gq4feGB1L1xuD4/AxaxEqQKATgZYW
kzCuWJLwJ9HbJiCOFFq/VvAZriNrtF2ZmgvNPxQE3ZiDo/8px5YDWBfqt 1VRQWE S+
Zx9HrivLToh+ildc0XBBze8 jgqzuSEdJR1f1GzDnlErcTQSU21nF8Ue /Xt 3bHAWQZ
EBiolgj6gjftal8bpifHhypDIsnOVGEf771EborWcLCgESumTi8NHad4cjAA+JbRK1
fl11sGM7ayZFMi5ZLZaGaFnAmQOpIleYKJIEja0+zEKOukzy3YiFNXL85sB1AY80eBM
0g8fyS6hGsGFYY1iJYkyWjwuQiYJIG3mb/wOJovwLYFAOV4FYEFxgT81msuQpk5kzu
kXBau4dUR3TrTxd6t+JU7fKmoDEiYnbFx00QvKziMOUQywLe JPhFAZdgGPY+vwnG
7yLRMgMN1XkxnD3Ah3+b7T+9IPwE4C7Tla5XgmlRaQNkseXN/XbPHANMEX8Iypk?2
zEx1MUlu7apDb8JkyUS9nl/SDGfgqol/w0cJISpl5Gvun3Pw+4YcSsseoK9AyvOJrv
VWPhRFX/9JHWRRCS1ij2Ka3DddPa40ZQiNP 90PKpaXwGUBnrhlSnORaYfAbVzIoFy
7220PR3gEyiXWDhM4Xu7/eEdyA61iJH443/fsyjGRE2Ye3q0/uGRVbLOXVAKNGPXY
MbvkP3PyADMfJCE6zey42WILMJISZRVibky9Z3JKK5KGbrK770CH4ag8RK42v+Hgz
WBkZt0J72WUZ0U+eKKWEvkn2gOBgyn7CLYgR466A4WhpjV7Y4 jU4+MGmDXTvIWS j0
HcIYP7Q0+Q0+8piY¥YwazQdOfMVYIs+P10baSDs8SWlgsg8tVMjGtuPDTeXdJeagk09T
XKoUnuEHc6kUmCOov3KkhFNrrxQzxppQosxpCOPHTz57Xc/fDBjeeIJH1TvnV+6zg
CsYs3YmB88Hts9J3PTjc8i/GwIhnFRBAJbfFaFZCpockuaXX2hu+d/+0RdBkuF4C
vuE4RvVIRM1QgGP8Dot 8HQazTXYHVpd+d7hb0r84vdz2nQLtpYh+N8ysD+J06t3US
13Y0YuJd37CnxpfINmQJ/ k55t 60QUepBxDYNOeHxHiaHZN/uFPz4aP1K7ptmCAeL2
IglnUbuLSPhabeDoMkBcXopsKExrIpG6cOmTo2bmI550ZP5WLg4mdy4 jod7NkzM7
az7aJdjfedMvuOVHxIOWEt1CIXvxzVo2FaN+Z28iws1B1lnG3gqiu+fBKtml11WE60C769
hVoQBKF0eB/089IMciODLGzgYZ2TS40wak9/13d70pXjSteKvY5dpgwbrYpOQtvo
ocfFlrIsbQP3+pIlE6dIT9pc2GHVweO0p5gB60ONeZ/0yaA0Qs83EVGVHYkQcbVI7QY
k01VkT270Havl/T10BPGA9f/pekE1SuXPbV+wi821EvjxzAsc4KBg/9ICATeDNEL
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obk0QTX3BBkewU0Z5R4a+u9RCBPJPVJjAVH4Bu+nnt tWOAtaWLXzn8rVrwGYnbThE
d8OFIV7uxUAigjalRzPvJ1vXvwMIC+6k/bQLFQiSA6TcL5yBTNPCwVTiKKLHbzZk
Frz+dNScf2vcgMlAnBlaOwKcHIJz JjdROVKFZXeKxEX4A2XqgVJ682PSTMYTTt rmA9
qFy0FYyZ6+HqoVy/1e5zA1F7t6£3gqjsKAr71A0IABF6J7pX9JeGxXT4AAQ+3/tSM
mrNut 1TVkcoEsINt £Vy/VmSnL5JpsTY9+10rt LN8G1nDS3ET5uMhRP1PfOOAGNG]
ITAfMBOGA1UdDgQWBBR72Z1iceTDE3NVBPY4ryxmGCVY5p jANBgtghkgBhvprUAgB
BAOCCCcgAMIIJwwOCCXUAQZt 6/8sreFucKJFrgjKF21L559zuNhAAT7K1vugdO/4R3
3efTQ52tdQg345qgpW0BZR1gUDSWnglBmu3dy jcGDHY8LLVvHyoOyTe02AMgwTIW2C
UH6XpgeaGulcab6l0owF2m5yGVIEMKYC8fky4ThEk2As8312x1c4mVbAOINKEVQs
P94zz0dQdCYFJ5VY620ubFsy3mbrlzaRCvJ+GLfpplUeUO0vxggjIrPC3bDnId+gH
Wpkg+31ZLP/duGxYeXeeOm4zaQualUCJ0e/mFCFpbHywwgncay+00QFDTFRYhNDY
Z1JR3AWLF47Grn/MhOEJ5V04GJvi+CjlGl0e3Fn6ABE JARSDUOYykGg3NtnLIGk f
hM8 j4hd+ JfgGKwZrPNz /YaNC4YtKX1uwbjv1gGZSQ7I6zBPw37rlyblTAielXtPE
11DuoFr3£f059zJJF60uG6s7iBoUc5nlovrn3U085nCbSqqO02Kyl5xsqTkFPnz4+g
JUOZ0SkgznulXIaMtJf/SmF4Pn23fmjgpOBTqOkBAOF1oQIgSiQ90z45JU8Cy5sM
COU5d6shh90M1BMIhFco9Zgxc/VE3WNA71igINT120H06seAtMEMMS jtEUTsqWy QI
NnQvNVCTdGOjoftmHnn5Uczar6HLr1HNYV ) jXVudrp6ziKTFgblk1lGdcrgNOOTtx
hNSyacxucS5DWmS5RGicRQaWb8Khobl1Sn9nAZCO0rOaChzjzJ0F5FYH2 j3vL4ztLa
D5LMT+0FV590gkDHcowdQmWB1SwgyvJIm+SMUmT/ jyDPyf1VR71i1R3jeVgTut+kaw
ZkUpBztGzMLuPUrT1FeWa+QitEQegzObUw3zSRYaOpKa+Xz49zSLEEKSmOpKIvp0
qub+LXJXPBs38CUSxh2MRCOd8t 5L1QCNKOQbVOUuOUHVWMEhG/0a/3j97PClxrL0Oj
KTYSDr jhmwcPkJgl5zzgVC+gBHcmeUWSut 1p4HYskpOWyWc2fR4rKTawH6D3TCdu
IfBt1j80CWhNrWoaC+8yN+Y8rsogv0OVoeUkVbneAg7J7Tudo9poTu/RFyEJ4AkKIg
XzOxpjiwyUStVY5YH3x8zgquFau7bK8RQLowC8VFFWASBFcgAgQkmasiipREpGaz
PxFelJbl6enOUHS1VWDFO0sdadypkY+hAcVGPEOt 9pcWvPO0o31lioybplBLe831dlg
TtDITEfBHXNrlcFErgqfwryRUhVOJYNkwKGt 6IcNlsfe+j23wo/b1BRD1d4z1WL450
Tnebuv499egoHNS5+AHFSGx1eBVWvZe01JzXWMgfLGEEkXg92gh6+vMxQWODsh01D
mJP8xaD2cXZVN8+X1H7ESD7£fC8MyKgt HAzuPcNjx0Z218wihPNz/LBc9H109+LyDT
wcl4Mys3XDQgeg/efLB7W7eyWcCR/TeVO1lsNmFIfMOlgbAO4hgqao3g9PdN4L1KCR
RIDgxGMCnE6+/YZSmWbB4CyYQsy4yXHss3SNKFdO4KccUUMVRTACvSmMHs11UOIGI
OUaFJ6yw/ jp5Wiybx7G5r6v/kvnlh5V3EfdW4srrbMt iSvDrNsc6/pV4+/WJI81Da
T++u+phJpKAPbc2t0T1ly/x6/00L+PJLMID9gK1nGYdttvEDsKgHe4 JTkMytiYQp7
VolKPsbgLA505esMm4YVt fPOJNiRIPa6N1Vgf/enNziReTZVgWi8g/yDdcdpMuS9
Op6Hbx0gdH7vEFNJjAyuSorTzrUI1JPv52YdVw3gj+zcWybHAeozJfPQyXS5Q00Jm9
TmXfmNvtH620g5gG6CI9XyoP70Iull7bMiX7A0/cg06y3pxWRVwW/Tmnlsn4Er3jBg
XATF5+2R/euNmggiQAlYhXshKj401wQT+pFgFruB3/U2nSuZt TrOJXp33pcCEWx
USmitfUl0znkW2dIM41D7RUULftJKINnSDWYeJSyM3rijlOftc5BZontZuzzeNBxgs
HX7Q26p5S0JWbSjsffCTQfxxrxNGUx18qgVdDgtAhZ jw+ZnfD8LiJhHCcrYERTEFXWY
MjIMV7tP06XAgybmayAWCtbgJlDbZb/thROfPmmaaymiCbhnDKkQKOTLGNti1Z01ijy
yd5YL1c8cllBpxsNedMyvd4He743kK1S8EpS5YzrIgkwPdeO0fA6pnpHiUxoi4wmsK
NTDO1kV9Cly5t frRkDyfNOGLMOOpgzDXRpATUpu8xey5s+GHDMhI1K1ojybN3MKh
TTYJ9Gla+52EhetT8a5Dmlg+5fF jpOPtDhINKhdOOMZDRDCisf+SEeGi8Wiybw7n
x3w4hQZZpDzTkng3MZbmnlilpha jEPYulLAgGGAHMXEPHFMOT56cJxTCj5WUgksRh
/07PXQ62wVCpgZk7IUYOVv7UF+dcomp8kHaLT1KGCD1v6XgD2uySyt 9ha+3MEsOjk
PhfLWKeVAYFQX8malajcLKckHE27rzDgJ66nhJU/YmxtvRo84EGEfvkkgpDxVpM11l
KWVE5U6nXSNX9KAwWVr4v0Gn+Lw52WMHZAhzWDGDUE8Pkb/a41+Wb j8xDmDZXSNgx
RT90AI2IN2yZVONTY+t 1mGYgOMrdNMr 6KhtwE6E7Q6+84Cy4xKkwY3040b49SSCr
WHOplmtvqUIkvfo9nVOgm3A1lCdeblZGCULtYWIVhALUY9+YqtgvAlZWom6TW9609n
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xQ2pDbUnzz3RBSWotye/JZ3Tixsvinlgf32+0x6IGutdL7SYQ8C4ALiunoJTkF+Ab6
U5Chd9MiPvrUXjiileiifwlwOZUxpvS50tBXIwQTuriV3AZPS5R15nJplt4YzGOE
QWRJtNFnAkLsZ4iTrj/zDtgR6a2rdm/vzhUkrxIdZiptMO1E21zKfUMOtddPVgNg
SF4emCWJIhmaoAOfQbRmZAQxgSa JNFB4XPBK729A3wtTaN2TGlvm4iXz jsJuXhDzM
52NYEv8m2RoyKTiZFEfHndtvAHrqrdvV1ud5jYi0GoA9YpnrdLiuzhll jru3hkOwWP
ejLjifxg6XEHkmBlsaiJSFpDxbhwwuW2zBvsUtbyU+Y8KxUuSKmemlm2JUE+UOIvV
s7eJpbVOEA31p9Jd5rY1IPpud0gfRwyK65Rj20DYmdGoJpBPZbc2awktnniBMyI4
P1lhehYgQl5+hgavvGjM30ExPVVUQ1l5vA2dzm6QYMECNOWVI jgsfV5/H3EhQiJTtx
dpigxtff/QAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAOJKZgDSAAWRQIgTgIe913r
u9h+Hh3v0dLD71pyH3EidgMddgcO0vjd7gF8CIQCNygGxNNM4DuRCkDTWH+HdAmMGJ1
F21jUsBn8vo47P9JvA== ————— END CERTIFICATE-———-—

Appendix B. Implementation Considerations
B.1. FIPS certification

One of the primary design goals of this specification is for the
overall composite algorithm to be able to be considered FIPS-approved
even when one of the component algorithms is not.

Implementors seeking FIPS certification of a composite Signature
algorithm where only one of the component algorithms has been FIPS-
validated or FIPS-approved should credit the FIPS-validated component
algorithm with full security strength, the non-FIPS-validated
component algorith with zero security, and the overall composite
should be considered full strength and thus FIPS-approved.

The authors wish to note that this gives composite algorithms great
future utility both for future cryptographic migrations as well as
bridging across jurisdictions; for example defining composite
algorithms which combine FIPS cryptography with cryptography from a
different national standards body.

B.2. Backwards Compatibility

The term "backwards compatibility" is used here to mean something
more specific; that existing systems as they are deployed today can
interoperate with the upgraded systems of the future. This draft
explicitly does not provide backwards compatibility, only upgraded
systems will understand the OIDs defined in this document.

If backwards compatibility is required, then additional mechanisms
will be needed. Migration and interoperability concerns need to be
thought about in the context of various types of protocols that make
use of X.509 and PKIX with relation to digital signature obijects,
from online negotiated protocols such as TLS 1.3 [RFC8446] and IKEv2
[RFC7296], to non—-negotiated asynchronous protocols such as S/MIME
signed email [RFC8551], document signing such as in the context of
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the European eIDAS regulations [eIDAS2014], and publicly trusted code
signing [codeSigningBRsv2.8], as well as myriad other standardized
and proprietary protocols and applications that leverage CMS
[RFC5652] signed structures. Composite simplifies the protocol
design work because it can be implemented as a signature algorithm
that fits into existing systems.

B.2.1. Parallel PKIs

We present the term "Parallel PKI" to refer to the setup where a PKI
end entity possesses two or more distinct public keys or certificates
for the same identity (name), but containing keys for different
cryptographic algorithms. One could imagine a set of parallel PKIs
where an existing PKI using legacy algorithms (RSA, ECC) is left
operational during the post—-quantum migration but is shadowed by one
or more parallel PKIs using pure post quantum algorithms or composite
algorithms (legacy and post—-quantum) .

Equipped with a set of parallel public keys in this way, a client
would have the flexibility to choose which public key(s) or
certificate(s) to use in a given signature operation.

For negotiated protocols, the client could choose which public key (s)
or certificate(s) to use based on the negotiated algorithms, or could
combine two of the public keys for example in a non-composite hybrid
method such as [I-D.becker-guthrie—-noncomposite-hybrid-auth] or
[I-D.guthrie-ipsecme-ikev2-hybrid-auth]. Note that it is possible to
use the signature algorithms defined in Section 5 as a way to carry
the multiple signature values generated by one of the non-composite
public mechanism in protocols where it is easier to support the
composite signature algorithms than to implement such a mechanism in
the protocol itself. There is also nothing precluding a composite
public key from being one of the components used within a non-
composite authentication operation; this may lead to greater
convenience in setting up parallel PKI hierarchies that need to
service a range of clients implementing different styles of post-
quantum migration strategies.

For non—-negotiated protocols, the details for obtaining backwards
compatibility will vary by protocol, but for example in CMS
[RFC5652], the inclusion of multiple SignerInfo objects is often
already treated as an OR relationship, so including one for each of
the signer’s parallel PKI public keys would, in many cases, have the
desired effect of allowing the receiver to choose one they are
compatible with and ignore the others, thus achieving full backwards
compatibility.
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B.2.2. Hybrid Extensions (Keys and Signatures)

The use of Composite Crypto provides the possibility to process
multiple algorithms without changing the logic of applications, but
updating the cryptographic libraries: one-time change across the
whole system. However, when it is not possible to upgrade the crypto
engines/libraries, it is possible to leverage X.509 extensions to
encode the additional keys and signatures. When the custom
extensions are not marked critical, although this approach provides
the most backward-compatible approach where clients can simply ignore
the post—-quantum (or extra) keys and signatures, it also requires all
applications to be updated for correctly processing multiple
algorithms together.

Appendix C. Intellectual Property Considerations
The following IPR Disclosure relates to this draft:
https://datatracker.ietf.org/ipr/3588/
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of this document:

Scott Fluhrer (Cisco Systems), Daniel Van Geest (ISARA), Britta Hale,
Tim Hollebeek (Digicert), Panos Kampanakis (Cisco Systems), Richard
Kisley (IBM), Serge Mister (Entrust), Francois Rousseau, Falko
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This document borrows text from similar documents, including those
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D.1. Making contributions

Additional contributions to this draft are welcome. Please see the
working copy of this draft at, as well as open issues at:

https://github.com/EntrustCorporation/draft-ounsworth-composite-sigs
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