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IETF Hackathon – DNS^H^H^HEDER

Hackathon Plan

• DNS Error Reporting

• draft-ietf-dnsop-dns-error-reporting
• Builds upon Extended DNS Errors [RFC8914],

but reporting to authoritative instead of querier
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https://datatracker.ietf.org/doc/draft-ietf-dnsop-dns-error-reporting/
https://datatracker.ietf.org/doc/rfc8914/
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• Discussed during the DNSOP interim meeting
on the 26th  October
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IETF Hackathon – DNS^H^H^HEDER

What got done
• eBPF Program that appends EDNS Option on outgoing responses

• eBPF = extended Berkley Packet Filter (way beyond tcpdump -f)

• Run program in the Linux kernel

• Name server agnostic

• You don’t have to anticipate it beforehand
• https://github.com/NLnetLabs/XDPeriments/tree/master/opt-extend
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What got done
• RIPE Atlas measurements:

1) Baseline measurement with neither.nlnetlabs.nl
https://atlas.ripe.net/measurements/33267734/

2) Measurement with unsolicited option with eder.nlnetlabs.nl
https://atlas.ripe.net/measurements/33267733/

• One-off measurement targeting all probes
• 11193 probes participated
• Python program to process results:

https://github.com/NLnetLabs/XDPeriments/blob/master/opt-extend/process-RIPE-Atlas-results.py
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What we learned

1
1

• Would EDER give operators more confidence to deploy DNSSEC?

• Missing piece: Dry run DNSSEC!
• Get the reporting without the failures.
• Could for example be a bit in the DS hash algorithm field.

• Also allows for quick rollback in case of failures other than 
validation failure (for example too large packets… )
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Wrap Up
Team members:

1
2

Tom Carpay Willem Toorop

&

● Link to implementation & 
msm processing script:
https://github.com/NLnetLabs/XDP
eriments/tree/master/opt-extend

● Idea for new document:
Dry run DNSSEC

● WDYT?

https://github.com/NLnetLabs/XDPeriments/tree/master/opt-extend
https://github.com/NLnetLabs/XDPeriments/tree/master/opt-extend

