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IoT privacy and security!
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Projected Growth of IoT Devices

(Statista)

• IoT devices projected to be ~75 billion by 2025 

https://www.statista.com/statistics/1183457/iot-connected-devices-worldwide/
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• TLS de-facto web protocol to provide confidentiality, authenticity, and data integrity


 
 

• Effective TLS usage means:

1. Using secure protocol version and features (e.g., TLS 1.2)

2. Properly validating certificate chains  (e.g., trusted set of root certificates)

3. Adopting new features as the protocol evolves over time  
(e.g., TLS 1.3, modern ciphersuites)

TLS to the rescue!?
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Studying TLS in IoT devices poses new challenges compared to other environments:
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Challenge Our approach

1. Limited ways to trigger traffic 1. Automate device reboots using smart plugs

2. Limited vantage points 2. Uncontrolled experiments over a long period of time

Studying TLS in IoT devices poses new challenges compared to other environments:
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• 40 TLS-supporting consumer IoT devices across 7 categories: 
Cameras, TVs, Home Automation, Audio, Smart Hubs & Appliances 

• IRB-approved user-study with more than 30 participants

• ~2 years of longitudinal data from January 2018 to March 2020
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Key Results

• Do devices securely establish TLS connections? 
 
✓ Most devices use TLS 1.2 
✓ No device uses insecure ciphersuites (ANON/NULL) 
 
✗ Few devices upgrade to TLS 1.3 over time 
✗ Few devices upgrade to modern ciphersuites (DH/ECDHE) over time
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• Do devices securely establish TLS connections?


• Do devices properly validate TLS certificates? 
 
✗  11 devices vulnerable to TLS interception attacks 
✗  Devices do not appear to update their TLS root stores       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Key Results



Key Results

• Do devices securely establish TLS connections?


• Do devices properly validate TLS certificates?    


• Do devices share TLS libraries with other clients? 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— Devices & applications from same vendor likely share TLS libraries.  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Root stores exploration in IoT devices
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• Technique works for 8/24 IoT devices tested  

• Extracted historical root stores from 4 major root stores  
(Ubuntu, Android, Mozilla, and Microsoft)

• Generated two sets of CA certificates:

• Commonly-trusted certificates — certs available in latest versions of all platforms

• Deprecated certificates — certs that were removed from one or more stores over time

Root stores exploration in IoT devices
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Do IoT devices use deprecated root certificates?

• All 8 devices trust at least one CA certificate that is explicitly distrusted by  
Firefox or Chrome (e.g, TurkTrust, WoSign)

• All devices trust some deprecated root certificates

• Devices likely do not update their root stores
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Mon(IoT)r Lab at Northeastern University
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7 IoT devices that downgrade security upon connection failures.

18 IoT devices that support older TLS versions. 
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• 11 devices are vulnerable to TLS interception attacks.

• 7 vulnerable devices contained sensitive data that can be exposed to attackers.
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• All 8 devices trust at-least-one CA certificate that is explicitly distrusted by one of the  
major platforms (i.e., Chrome, Firefox, Ubuntu, Microsoft).

• Some devices trust CA certificates as old as 2013.
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