
Over-the -top or built - in 
approaches to improve 

privacy at the network layer

A tale of 2 complementary approaches to anonymize 

network traffic



Privacy protection
A global consumer demand

Å Recent announcementby Google
that it will proposealternativesto
third party cookies together with
privacysandboxesin Chrome.

Å Strong statements by Apple on
privacypillarsduringWWDC21and
in recent iOS15release

Å Brave browser and wish to help
usercontrol their data

Å New« Pixeltracking» techniqueto
bypasscookieslimitations

Č To go further, need to eliminate
other identity linking identifiers, and
IPisoneof them.



Privacy protection
A global regulatory concern

Å Lawspassedall over the world to
protectŎƛǘƛȊŜƴΩǎprivacy

ς GDPRin Europe

ς Cybersecurity Law in China with
privacyprotectionguidelines

Å Difficult balanceto find

ς Data protection is sometimes
consideredasa potential dangerfor
nationalsecurity

ς Pressurein somestandardbodiesto
insert backdoorsallowing states to
performlegalinterceptioneasily



Privacy protection from a network perspective

Å Defenseagainstsomeoneeavesdroppinga communicationbetweena sourceanddestinationfrom one
or severalvantagepoints(not global)

ς Dependingon the attackerand the level of privacyprotection we want to have,multiple mechanismscanbe
used:

Å Trustin a third party (the ISP?)to protect userprivacyė direct businessrelationshipVs. Indirectdatareselling.

Å Effort required to determine the traffic sourceand destination: Addresslookup / cryptographicattack / Timing and
topologyanalysis

Å Needfor destinationto behiddenė Useof indirect routing or anonymoussource-basedrouting

Å Hidingthe sourcefrom the destinationin specificcontexts

ς Requeststo privacy-hungryservices(Recentdiscussionsin the Webcommunityon 3rd party cookiesandpixel-
basedtracking)

Å Protectingagainsta globaleavesdropper

ς Eavesdroppingof all the linksshouldbe consideredpart of the threat model

ς If anactorcontrolsall the nodesin the network, it is impossibleto provideprivacyin the network



Two approaches to implement privacy at the network 
level

Over-the-top approach

Å Evolutionnaryapproach, similar to IPSec
for privacy

Å Main objective: hidingthe sourceaddress
of a packetor network flow, and increase
privacy to face increasingly powerful
adversaries

Å Mostly basedon trusted third partiesė
Dependent on the third ǇŀǊǘȅΩǎ
willingnessto protect theǳǎŜǊΩǎprivacy

Å Can be deployed easily with an
appropriatebusinesscase.

Built-in approach

Å Requiresstrong changesin the behavior
of network protocols (Nearly clean slate
approaches)

Å Main objective: Protectingprivacyagainst
a state of the art adversary (post-
Snowden)

Å Possibility to avoid third party
involvement provided we question the
use of destination-basedroutingė Less
dependencies

Å Academic/ Futureinternet projects



Gnatcatcher

A lightweight IP privacy approach from
Google



What is Gnatcatcher ?

Å Initiative from Googlepresentedduring IETF110
meetingin the PEARGworkinggroup

Å Global Network Address Translation Combined
with Audited and Trusted CDN or HTTP-proxy
EliminatingReidentification

Å Combinationof:

ς Near-PathNATthat allowsgroupsof usersto send
their traffic through the same privatizing server,
effectively hiding their IP addressesfrom the site
host.

ς Willful IP Blindness which ensures that sites
requiring access to IP addressesfor legitimate
purposes such as abuse prevention can do so,
subjectto certificationandauditing.



TOR

The second -generation onion router



TOR onion routing
Principle

Å Ideatakenfrom mixnetworks

Å Useof proxiesandrelaysto anonymizeTCPtraffic

Å Data sent among a set of relay nodes in the form of
recursivelyencryptedcells. Eachnode on the path decrypts
the cell andrelaysit to the next node.

Å Lightweightsystem:

ς Useof symetrickeyafter a circuit constructionprocedurewhile
mix networksusepublickeycryptographyextensively

ς Weak against traffic analysisattacks as there is no packet
shufflingmechanismin TOR



TOR onion routing
Cells and circuits

Å Cellsin TOR:

ς Trafficissentin cellsthat areeither Relaycellsor Datacells.

ς Cellsare 512 bytes long, and are multiplexed in TLStraffic
betweenthe TORnodes

Å Circuitsin TOR:

ς TORrelaysTCPtraffic from an entry point to an exit nodeusing
circuitsidentified byanID

ς Circuitsare built step by step from the entry point to convey
traffic anonymously. Nodesin the circuit exchangea symmetric
keywith the sourcethat is then usedto relaytraffic.

ς TCPflowscanbe multiplexedin TORusinga StreamID.

Č Symetrickeysin TORarenot changedat eachcell

Č Aroguenodeisableto link cellsusingthe CircuitID/ Stream
ID



iCloud + Private relay

An intermediate approach



What is iCloud + Private Relay 

Å Productpresentedby AppleduringWWDC21

Å Use of a chain of 2 proxies to ensure source-
destinationunlinkability

ς Ingressproxy encryptsall traffic from a sourceand
shieldsits addressfrom remoteservers

ς Egressproxy protects the destination from the
ingressproxy

Å Traffictunneledin QUIC- HTTP/3 tunnels

Å Trafficprotectedusingtemporarypublic / private
key pairs given by a Private RelayAccessToken
Server

ς Access token are made unlinkable by use of
cryptographicblinding

ς Quiteheavyfrom a cryptographicstandpoint



PHI

Path-Hidden Lightweight Anonymity Protocol 
at Network Layer 



PHI: Path-Hidden Lightweight Anonymity Protocol at 
Network Layer 

Å Lastof a seriesof lightweightanonymityprotocols

ς Hidingthe variousASpositionsto protect againsttopologicalattacks

ς Makingsurethat no ASknowsboth the sourceANDthe destinationaddresses(wrt. LAP)

ς Canworkon top of the typicalInternet (wrt. Dovetail)

Å tILΩǎcontributions:

1. PHIplacesƴƻŘŜǎΩstatesin a pseudo-randomorder in packetheadersto preventASesto determinetheir place
on a path

Č Topologicalattacksavoidance

2. Useof a back-off path constructionmethod to eliminate the need for the sourceto fully control the path to
destination

Č Noneedfor strict sourcerouting primitive

3. TheǇŀȅƭƻŀŘΩǎencryptionisboundto the paths

Č Sessionhijackingprotection



Principle
PHI: Path-Hidden Lightweight Anonymity Protocol at Network Layer 

AS1 AS2

AS4 AS5AS3

AS6 AS7 AS8 AS9

S D

We want to hide the 

path from S to D 

from eavesdroppers

in AS3, AS1, AS2, 

AS5 and AS9. 

We will use a helper

node to build the 

path from S to D.

Helper



Principle
PHI: Path-Hidden Lightweight Anonymity Protocol at Network Layer 

AS1 AS2

AS4 AS5AS3

AS6 AS7 AS8 AS9

S D

Path creation packet is sent to 

the Helper.

The final destination is encoded:

m = Enc(pubK(H); D)

A path segment vector is

initialized with white noise and 

included in the packet.  

Helper

N N N N N N



Principle
PHI: Path-Hidden Lightweight Anonymity Protocol at Network Layer 

AS1 AS2

AS4 AS5AS3

AS6 AS7 AS8 AS9

S DHelper

N N N S6 N S3

At each node a segment is encoded, and placed in a random position in the path

vector.

S3 is computed this way:

X3 = Enck3(IngressČEgress || posprev || flags)

M3 = MACk3(X3||M6)

S3 = E3 || M3

S3ôs position is given by the following formula:

pos = PRGk3(seed)



Principle
PHI: Path-Hidden Lightweight Anonymity Protocol at Network Layer 

AS1 AS2

AS4 AS5AS3

AS6 AS7 AS8 AS9

S D

At the helper node, the final 

destination is decrypted:

D = Dec(prvKH; m)

A backoff process starts: 

the helper node reverses 

the path and provides Dôs 

address in clear text. 

ASes on the path check 

whether they can reach D 

using another interface than

the ingress interface.

Helper

S8 N S4 S6 S1 S3



Principle
PHI: Path-Hidden Lightweight Anonymity Protocol at Network Layer 

AS1 AS2

AS4 AS5AS3

AS6 AS7 AS8 AS9

S D

AS1 identifies itself as the 

pivot for the path because it

can reach D only through a 

different interface than its

incoming interface in the 

path.

Helper

N N N S6 S1 S3



Principle
PHI: Path-Hidden Lightweight Anonymity Protocol at Network Layer 

AS1 AS2

AS4 AS5AS3

AS6 AS7 AS8 AS9

S D

The path to D starts being

built from AS1

Helper

N N N S6 S1 S3



Principle
PHI: Path-Hidden Lightweight Anonymity Protocol at Network Layer 

AS1 AS2

AS4 AS5AS3

AS6 AS7 AS8 AS9

S D

D receives the full path

vector from S with a 

minimal stretch.

Helper

S2 S9 S5 S6 S1 S3



Pros and Cons
PHI: Path-Hidden Lightweight Anonymity Protocol at Network Layer 

Å Advantages

ς Protectionagainstnaïvetopologicalattacksfrom randomizationprocedure

ς Sourceanddestinationidentitiesarenot revealedat the sametime to a givenAS.

ς Noneedto enforcepath from the source

Å Limitations:

ς Randomizationprocedureis imperfectandsubjectto collisions

Č ThepathǾŜŎǘƻǊΩǎsizeneedsto be 3 times largerthan the largestpath

Č Evenwith this countermeasure, severalpacketsneedto be sentto be surethe path iswell established(The
authorsadvise3 concurrenttentatives)

ς Theschemeisstill vulnerableagainstelaboratedtopologicalattacks

Å Information about the distanceto D canbe learnt by an on-path ASby comparingthe Pathsetupheader
with the dataheader

Å Anon-pathAScanmodify the pathsegmentsto learnaboutits positionin the path



Sphinx

A Compact and Provably Secure Mix Format



Sphinx : A Compact and Provably Secure Mix Format
Overview

Å Sphinx[1] isa majorMix networkproject

ς Hard-to-tracecommunications

ς Useof a chainof proxy serversknown asmixeswhich take in messagesfrom multiple senders,shuffle them,
andsendthem backout in randomorder to the next destination

Č Breakthe link betweenthe sourceof the requestandthe destination

Č Hardfor eavesdroppersto traceend-to-endcommunications.

Č Notrust in a singlerelaypoint needed

Å InterestingSphinxproperties

ς Provablysecureformat: {ǇƘƛƴȄΩǎanonymity properties are ensuredas soon as the cryptographicprimitives
usedbySphinxaresecure.

ς Quitestrongattackresistancedespite10yearsof efforts (1 attackpublishedin 2020[2], hardto put in place).

ς Projectssuchas HORNETor TARANEThaveshownthat the untraceabilitygranted by Sphinxis necessaryto
protect againsta state-levelpassiveobserverusingseveralvantagepointsin the network.

[1] Danezis, George, and Ian Goldberg. "Sphinx: A compact and provably secure mix format." 2009 30th IEEE Symposium on Security and Privacy. IEEE, 2009.

[2] Kuhn, Christiane, Martin Beck, and Thorsten Strufe. "Breaking and (partially) fixing provably secure onion routing." 2020 IEEE Symposium on Security and Privacy 

(SP). IEEE, 2020.



The Sphinx packet header processing
Structure

Additional 
data

Group
element 

Routing 
information MAC

Src

M2

M1

M3

Dst

Ciphered 
once

Ciphered 
twice

Ciphered 
4 times

Ciphered 
3 times

Mac and 

payload 

decrypted 

little by 

little

Only one routing 

information element in 

clear at a given time



Å Longsetupat the sourcenodeto computekeymaterialČ Heavypublickeycryptographyusage

Å At intermediatenodes,2 publickeycryptographyoperationsaredelayingpacketprocessinga lot

Å Severalsymmetrickeycryptographyoperationsare involvedin packetrelaying

Cryptographic overhead in Sphinx

Public key 
cryptography 
used here

Public key 
cryptography 
used here



HORNET

High -speed Onion Routing at the Network 
Layer



HORNET: High -speed Onion Routing at the Network 
Layer

Å Project aiming at addressingthe high computational load of the
Sphinxapproachto useit at the network layer

Å Sourcerouting approach

Å 2 stepsprocess:

1. Pathsetupphase:

ς The source is using two Sphinx-like packets to collect Forwarding
Segments(FS)from intermediatenodeson the path to a destination

ςA ForwardingSegment containsa routing segment,a sharedsecret
keyandan expirationtime encryptedwith a keyknownonly by each
intermediatenode

2. Datatransmissionphase:

ς Thesourceusesthe ForwardingSegmentsto build a sourcerouted
packet

ς OnlysymmetrickeyencryptionisusedČ Performance



Findings from the state of 
the art



Positionning SoA projects on a map

Latency

Attack class

PHI

TOR

iCloud+ private relay

Sphinx

Gnatcatcher
End server

Government class

Global eavesdropper

HORNET



Unlinking source and destination
From using a relay node to a source -routed approach

Å Oneof the most usedmethod to provide privacyfor a network path is to use third
party nodesandencryptionof source/ destinationaddresses

ς Pros: Simpleapproach

ς Cons: Requirea certainlevelof trust in the relaynode

Č Tryingto avoidusingthis approachto adopt an approachin which the trust required
from potential relaynodesis limited

Č Useof a path built at the source:

ς Sourceaddressescanbe safelyremoved,replacedby:

Å Theuseof a return block,i.e. a cipheredpointer to a mixcircuit

Å Makingthe path a loop includinga return path to the source

ς To improve the anonymitysubset,we should prevent a node on the path to be able to
determinethe destination,the path lengthandits positionin the path

ς To prevent attacks basedon an observationof the inter-AStopology, we can introduce
routing policy violations by using relay nodes to avoid attacksbasedon ASranking and
relationshipdetermination


