Over-the -top or bullt -in
approaches to improve
privacy at the network layer

A tale of 2 complementary approaches to anonymize
network traffic



Privacy protection
A global consumer demand

Google Ads & Commerce Blog Q

Take back control
with Brave.

Building a privacy-first
future for web advertising

nnnnnnnnnnnn

Ben C
( ,s & WIF? ‘s B2 web Ul seems to submit all of the names and sizes
ke of my files in my B2 bucket to facebook. | noticed because | saw “waiting for

facebook .com” at the bottom while trying to download a backup...

Privacy pillars

r tracking widget thing!

On-device processing

A Recentannouncementby Google
that it will proposealternativesto
third party cookiestogether with
privacysandboxesn Chrome

A Strong statements by Apple on
privacypillarsduringWwDQ@1 and
In recentiOS15release

A Brave browser and wish to help
usercontrol their data

A New « Pixeltracking» techniqueto
bypasscookieslimitations

N~

C To go further, need to eliminate
other identity linking identifiers, and
IPis one of them.



Privacy protection

A global regulatory concern

Where your Privacy Is (and Isn’t) Protected

Data Protection

b Law Passed or
Under Review

46 N

The EU implemented
the General Data
Protection Regulation
(GDPR) to give citizens
control over their
personal data.

Brazil passed a data
protection law inspired by
GDPR, although it lacks
some enforcement
measures.

Freedom
House

www.freedomonthenet.org

Data Localization
Requirement Passed
or Under Review

Russia mandates
that companies store
their users’ data on local
servers, where it can be
accessed by the gov't.

Companies like Apple and
Evernote have already
complied with China’s new

data localization regulations.

-
India's 2018 draft data
protection framework
mandates that personal data
be locally stored.

Encryption Passed

1? | Law Weakening

or Under Review
25 I

e -,

Adraft surveillance bill in
Australia could require
companies to build “back
doors” into encryption tools.

=

Encryption technologies
are strictly prohibited
in Cuba.

Morocco bans encryption
services except those
authorized by the military.

© | DataRetention
g Requirement Passed
or Under Review
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Colombia requires
service providers to
retain data for 5 years.

Italy requires telecom
operators to store
communications data
for up to 6 years.

Telecom providers in
Ethiopia store content

and metadata for at
least 1 year.

A Lawspassedall over the world to
protect OA U Aptivécy Qa
¢ GDPRn Europe

¢ CybersecurityLaw in China with
privacyprotectionguidelines

A Difficult balanceto find

¢ Data protection is sometimes
consideredasa potential dangerfor
nationalsecurity

¢ Pressuran somestandardbodiesto
insert backdoorsallowing states to
performlegalinterceptioneasily



Privacy protection from a network perspective

A Defenseagainstsomeoneeavesdropping communicationbetweena sourceand destinationfrom one
or severalvantagepoints (not global)

¢ Dependingon the attackerand the level of privacyprotection we want to have, multiple mechanismsanbe
used
A Trustin athird party (the ISP?Jo protect userprivacyé direct businesselationshipVs Indirectdatareselling

A Effort required to determine the traffic source and destination Addresslookup / cryptographicattack / Timingand
topologyanalysis

A Needfor destinationto be hiddené Useof indirect routing or anonymoussourcebasedrouting

A Hidingthe sourcefrom the destinationin specificcontexts

¢ Requestdo privacyhungryservicegRecentdiscussionsn the Web communityon 3rd party cookiesand pixek
basedtracking

A Protectingagainsta globaleavesdropper
¢ Eavesdroppingf all the linksshouldbe consideredpart of the threat model
¢ If anactorcontrolsall the nodesin the network, it isimpossibleto provideprivacyin the network



Two approaches to implement privacy atthe network

level

Overthe-top approach

Evolutionnaryapproach similar to IPSec
for privacy

Main objective hidingthe sourceaddress
of a packetor network flow, and increase
privacy to face increasingly powerful
adversaries

Mostly basedon trusted third partiese
Dependent on the third LJ NI & Qa
willingnesgo protect the dza SpUAQG&y

Can be deployed easily with an
appropriatebusinesscase

Built-in approach

Requiresstrong changesin the behavior
of network protocols (Nearly clean slate
approachey

Main objective Protectingprivacyagainst
a state of the art adversary (post
Snowden

Possibility to avoid third party
iInvolvement provided we question the
use of destinationbasedroutinge Less
dependencies

Academid Futureinternet projects



Gnatcatcher

A lightweight [P privacy approach from
Google



What 1s Gnatcatcher ?

A Initiative from Googlepresentedduring IETF110
meetingin the PEARG®@vorkinggroup

A Global Network Address Translation Combined
with Audited and Trusted CDN or HTTPproxy
EliminatingReidentification

A Combinationof:

¢ NearPathNATthat allows groupsof usersto send
their traffic through the same privatizing server,
effectively hiding their IP addressesfrom the site
host

¢ Willful IP Blindness which ensures that sites
requiring accessto IP addressesfor legitimate
purposes such as abuse prevention can do so,
subjectto certificationandauditing

Your Home

Computer 1.2.3.4

At the Edge

HTTP/3 session to 3.4.5.0

byte stream to 2.3.4.5

Browser

UDP packets to 4.5.6.7

NAT 3.4.5.0/30

Far Away

TCP t0 2.3.4.5 from 3.4.5.1

Server 2.3.4.5

UDP to 4.5.6.7 from 3.4.5.2

Server 4.5.6.7




TOR

The second -generation onion router



TOR onion routing
Principle

A
A

|deatakenfrom mix networks
Useof proxiesandrelaysto anonymizel CRraffic

Data sent among a set of relay nodes in the form of
recursivelyencryptedcells Eachnode on the path decrypts
the cellandrelaysit to the next node.

Lightweightsystem

¢ Useof symetrickey after a circuit constructionprocedurewhile
mix networksusepublickey cryptographyextensively

¢ Weak against traffic analysis attacks as there is no packet
shufflingmechanismn TOR

EEEEEEE



TOR onion routing
Cells and circuits

A Cellsin TOR
¢ Trafficissentin cellsthat are either Relaycellsor Datacells
¢ Cellsare 512 bytes long, and are multiplexed in TLStraffic
betweenthe TORhodes
A Circuitsin TOR

¢ TORrelaysTCRraffic from anentry point to an exit nodeusing
circuitsidentified by an1D

¢ Circuitsare built step by step from the entry point to convey
traffic anonymouslyNodesin the circuit exchangea symmetric
keywith the sourcethat isthen usedto relaytraffic.

¢ TCHlowscanbe multiplexedin TORusinga StreamiD.
C Symetrideysin TORare not changedat eachcell

7

C Aroguenodeisableto link cellsusingthe CircuitlD/ Stream
ID

2

1

503

Circ_id|Command

Data

(a) Tor Cell Format

2 1 1 2 2 4 2 498
N Relay : : .
Circ_id|Command Command Recognized| Stream_id | ntergrity| Length | Data
(b} Tor Realy Cell Format
Empty TLS Record | TLS CELL
20 12 3 21 12 5 512 20 12
IP TCP TLS TLS TLS TLS
Header| Header || Header 415 Padding Header Sl P adding
(a) Packet Format of 1 Cell
20 17 SH20+12  5+512+20+12 5+20+12 5+5124+20+12
B 1 TP [ An Empty e T -
Header| Header | TLS Record LS CELL I TLS Record TLs CELL
{(b) Packet Format of 2 Cells
20 32 S5+20+12 5+512+20+12 5+2-CI+12 S+512+2[_]+1? 5+20+12 5+234
IP TCP An Empty An Empty An Empty JFragmented
Header HeaderITLS Record] T2 “E-L Jris Record] "5 “E-- Jris Record] TLS CELL
20 32 2T8+20+12
P TCP |[fFragmented
Header| Header § TLS CELL
() Packet Format of 3 Cells
20 32 5+20+12  5+H512+420+12  5+20+12 54512420412 5+20+12 5+234
IP TCP nEmp n Empty An Empty [Fragmented
Header|Header JfTLS Record] ™55 CEHE fris Recard] ™5 “FLL It s Record] TUS CELL
20 32 278+20+12 5420412 5+512420+
1P TCF [JFragmented] An Empty
Header|Header | TLS CELL I TLS ecard I TLsicaLlL i

() Pack

et Format of 4 Cells




ICloud + Private relay

An intermediate approach



What Is iICloud + Private Relay

A Productpresentedby Appleduring WWDQ1

A Use of a chain of 2 proxiesto ensure source
destinationunlinkability

¢ Ingressproxy encryptsall traffic from a sourceand
shieldsits addresdrom remote servers

¢ Egressproxy protects the destination from the
Ingressproxy
A Traffictunneledin QUIG HTTPB tunnels

A Trafficprotected usingtemporary public/ private
key pairs given by a Private RelayAccessToken
Server

¢ Accesstoken are made unlinkable by use of
C ryptO g ra p h I d:) I I n d I n g ingressprovider.example.com

¢ Quiteheavyfrom a cryptographicstandpoint T




PHI

Path- Hidden Lightweight Anonymity Protocol
at Network Layer



PHI: Path-Hidden Lightweight Anonymity Protocol at
Network Layer

A Lastof a seriesof lightweightanonymityprotocols
¢ Hidingthe variousASpositionsto protect againstopologicalattacks
¢ Makingsurethat no ASknowsboth the sourceANDthe destinationaddressegwrt. LAP)
¢ Canworkontop of the typicallnternet (wrt. Dovetalil)

A t | lcdd@ibutions

1. PHiplacesy 2 R §ateSin a pseuderandomorder in packetheadersto preventASedo determinetheir place
onapath

C Topologicahttacksavoidance

2. Useof a backoff path constructionmethod to eliminate the needfor the sourceto fully control the path to
destination

C Noneedfor strict sourcerouting primitive

3. TheLJI & f 2ncrigfivhis boundto the paths
C Sessiomijackingprotection



Principle
PHI.: Path-Hidden Lightweight Anonymity Protocol at Network Layer

We want to hide the

path from S to D AS1 AS2
from eavesdroppers

in AS3, AS1, AS2,
AS5 and AS9.

We will use a helper
node to build the @ @ @
path from S to D.

S Helper D



Principle
PHI.: Path-Hidden Lightweight Anonymity Protocol at Network Layer

Path creation packet is sent to
the Helper.

The final destination is encoded:
m = Enc(puby(H); D)

A path segment vector is
initialized with white noise and
included in the packet.

IV <« <« <«

AS1 AS2

S Helper D



Principle
PHI.: Path-Hidden Lightweight Anonymity Protocol at Network Layer

At each node a segment is encoded, and placed in a random position in the path
vector.

S3is computed this way:

X5 = Encys(Ingress C Egress || posprev || flags)
M; = MAC,;(X3||M6)

S3=E3 || M3

S;6 s p oisgiveni by the following formula:
N{N[N|S|N|S pos = PRGy,(seed)

S Helper D




Principle
PHI.: Path-Hidden Lightweight Anonymity Protocol at Network Layer

At the helper node, the final
destination is decrypted:

D = Dec(prvKH; m)

A backoff process starts:
the helper node reverses
the path and provides D 6 s

address in clear text. @ @ @
ASes on the path check

whether they can reach D
using another interface than SIN|IS|ISIS|S

AS1 AS2

the ingress interface.
6 AS7 AS8 @

S Helper



Principle

PHI.: Path-Hidden Lightweight Anonymity Protocol at Network Layer

AS1

L —

AS2

AS1 identifies itself as the
pivot for the path because it
can reach D only through a
different interface than its
incoming interface in the
path.

AS7

AS8

Helper




Principle
PHI.: Path-Hidden Lightweight Anonymity Protocol at Network Layer

NI{N|N[S|SI|S ‘JThe path to D starts being

built from AS1

AS1 AS2

S Helper D




Principle

PHI.: Path-Hidden Lightweight Anonymity Protocol at Network Layer

AS1

AS2

D receives the full path
vector from S with a
minimal stretch.

AS7

AS8

Helper




Pros and Cons
PHI.: Path-Hidden Lightweight Anonymity Protocol at Network Layer

A Advantages
¢ Protectionagainstaivetopologicalattacksfrom randomizationprocedure
¢ Sourceanddestinationidentities are not revealedat the sametime to a givenAS
¢ Noneedto enforcepathfrom the source

A Limitations
¢ Randomizatiomprocedureisimperfectandsubjectto collisions
C Thepath@ S O (saNd@dsto be 3 times largerthan the largestpath

N~

C Evenwith this countermeasureseveralpacketsneedto be sentto be surethe pathiswell established The
authorsadvise3 concurrenttentatives)

¢ Theschemaeisstill vulnerableagainstelaboratedtopologicalattacks

A Information about the distanceto D canbe learnt by an on-path ASby comparingthe Path setup header
with the dataheader

A Anon-path AScanmodify the path segmentgo learnaboutits positionin the path



Sphinx

A Compact and Provably Secure Mix  Format



Sphinx: A Compact and Provably Secure Mix Format
Overview

A Sphinx1] isa major Mix network project
¢ Hardto-tracecommunications

¢ Useof a chainof proxy serversknown as mixeswhich take in message$rom multiple senders shuffle them,
andsendthem backout in randomorder to the nextdestination

Breakthe link betweenthe sourceof the requestand the destination
Hardfor eavesdropperso trace endto-end communications

O )

C Notrustin asinglerelaypoint needed

A InterestingSphinxproperties

¢ Provablysecureformat; { LIK A afidhydity properties are ensuredas soon as the cryptographicprimitives
usedby Sphinxare secure

Quite strongattackresistancedespite10 yearsof efforts (1 attackpublishedin 2020[2], hardto put in place)

Projectssuchas HORNEDr TARANETave shownthat the untraceabilitygranted by Sphinxis necessaryto
protect againsta state-levelpassiveobserverusingseveralvantagepointsin the network.

[1] Danezis, George, and lan Goldberg. "Sphinx: A compactand provably secure mix format.” 2009 30th IEEE Symposium on Security and Privacy. IEEE, 2009.
[2] Kuhn, Christiane, Martin Beck, and Thorsten Strufe. "Breaking and (partially) fixing provably secure onion routing.” 2020 IEEE Symposium on Security and Privacy
(SP). IEEE, 2020.



The Sphinx packet header processing
Structure
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Cryptographic overhead in Sphinx

A Longsetupat the sourcenodeto computekeymaterial C Heavypublickeycryptographyusage
A Atintermediatenodes,2 publickeycryptographyoperationsare delayingpacketprocessing lot

A Severabymmetrickeycryptographyoperationsare involvedin packetrelaying

Header , Payload
B ] i I
_,}f‘"\_Check
. —/ MAC ¥
Public key \ ' ~(_) Decrypt
Cryptography B ‘ 00 Padding
used here ~ | O |
Blind (" | ~() XOR
] * ’—
[m [ v B |
Rou;e to ; l, ; 5
Mix n’ o ‘ ‘ B ‘ Il ‘ 0 ‘




HORNET

High -speed Onion Routing at the Network
Layer



HORNET: High-speed Onion Routing at the Network
Layer

A Project aiming at addressingthe high computational load of the HORNET Setup Packet HORNET Data Packet
Sphinxapproachto useit at the network layer Tl ol
A Sourcerouting approach S =
A 2 stepsprocess FS Payload et
1. Pathsetupphase
¢ The sourceis using two Sphinxlike packetsto collect Forwarding
SegmentgFS)Yrom intermediatenodeson the pathto a destination  Anonymous Header l__DForwardinggegment{F?ﬁ
¢ A ForwardingSegment containsa routing segment,a sharedsecret 3 i

keyand an expirationtime encryptedwith a key known only by each
intermediatenode

2. Datatransmissiorphase

¢ Thesourceusesthe ForwardingSegmentgo build a sourcerouted
packet

¢ OnlysymmetrickeyencryptionisusedC Performance



Findings from the state of
the art



Positionning SOA projects on a map

Attack class

% PHI
End server
Y Gnatcatcher
% iCloud+ private relay
Government class % TOR
Yy HORNET
Global eavesdropper % Sphinx
>

Latency



Unlinking source and destination
From using a relay node to a source -routed approach

A Oneof the most usedmethod to provide privacyfor a network path is to usethird
party nodesandencryptionof source/ destinationaddresses

¢ Pros Simpleapproach
¢ ConsRequireacertainlevelof trustin the relaynode

C Tryingto avoid usingthis approachto adopt an approachin whichthe trust required
from potential relay nodesis limited

C Useof apath built at the source

¢ Sourceaddresseganbe safelyremoved,replacedby:
A Theuseof areturn block,i.e. acipheredpointer to a mix circuit
A Makingthe path aloop includingareturn path to the source

¢ Toimprove the anonymity subset,we should prevent a node on the path to be able to
determinethe destination,the pathlength andits positionin the path

¢ To prevent attacks basedon an observationof the inter-AStopology, we can introduce
routing policy violations by usingrelay nodesto avoid attacksbasedon ASrankingand
relationshipdetermination



