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What is RFC 7642 (https://www.rfc-editor.org/rfc/rfc7642.txt)

• System for Cross-Domain 
Identity Management: 
Definitions, Overview, 
Concepts & 
Requirements 

• Defined 2011-2015



Major Elements

Actors

• Cloud Service Provider 
• CSP

• Enterprise Cloud Subscriber
• ECS

• Cloud Service User
• CSU



Major Elements

Modes
 Push
 Pull

Use CasesTriggers

• Create
• Update
• Delete
• SSO

Which one is the Service Provider in RFC 7643 terms?
What if the ECS is the Service Provider?  Service providers can’t “push”!



Identity Management 
has changed in the 
last 10 years



Hypothesis: Two patterns at the end of the day
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• Push & pull often happen 
together

• Could differ by attribute

• Any participant can either 
be a client or a Service 
Provider

Legend

Primary activity
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A Start of Authority (SOA)



Service Provider as Provisioning Hub
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SCIM Client as Provisioning Hub
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Multi-Role Data Distribution
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Multi-Role Data Distribution
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What could we do in a new draft?

 Define & use in context the 
terms from RFC 7643/7644
 Service Provider
 Client
 Resource
 Provisioning Domain
 Resource Type

 Modernize the Use Cases
 Multi-directional interactions
 Ephemeral/time-sensitive uses
 Large Group management
 Use of /me
 Search

 Modernize the Concepts
 Bi-directionality
 Start of Authority & data flow
 Incremental & partial attribute exchange
 Extensibility & custom schema
 Synchronization

 Success Criteria
 Easy to Read
 Decreases time needed to understand the 

protocol & schema documents
 Explains nuance that does not belong in a 

normative document



Interested?

• Give feedback on direction
• Contact Nancy to volunteer as 

an Editor
• Help us review drafts

Photo credit: https://flickr.com/photos/51550312@N08/4733445650
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