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TLS with provisional accept of 
registrar certificate

Accept registrar certificate

Voucher-request {S/N, reg-cert, …}

• S/N verification
• Verification of pledge 
signature and IDevID 
(pledge)

Voucher-request {prior-signed-voucher, …}
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Voucher {reg-cert, assertion, …}
Voucher {reg-cert, assertion, …}

Pledge 
(caller)

Domain Registrar, RA /
LRA / enrollment proxy

PKI
CA

MASA

Certification request
 (self-contained)

Certification response (LDevID cert)

• IDevID
• Manufacturer 
trust anchor

• LDevID (Reg)
• IDevID Cert CA
• S/N Pledge

• PKI CA 
credentials 

• MASA 
credentials

Initial
steps: 
Voucher 
request/r
esponse 
handling 
as in 
BRSKI

Adapted step: 
Application of 
alternative 
enrollment 
protocol (e.g., 
Lightweight CMP)

Request CA certificates (opt.)

CA certificates (opt.)

Request certificate attributes (opt.)

Certificate attributes (opt.)

Verification 
of LDevID cert

Any remaining verification 
of request and authorization

Voucher-status

Enrollment-status

PKI
RA

• PKI RA 
credentials 

Full / partial / no 
processing of request

Device audit log

BRSKI-AE: abstract protocol overview
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BRSKI-AE status: recent changes

From draft version 04 to version 05:

• After the split with BRSKI-PRM, David von Oheimb became the editor.

• Shifted the emphasis towards supporting alternative enrollment protocols.

• Updated the title accordingly - preliminary change to be approved.

• Moved comments on EST and detailed application examples to informative annex.

• Moved the remaining text of section 3 as two new sub-sections of section 1.

• Streamlined wording, consolidated terminology, improved grammar, etc.
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• Clarification of open issues stated in the draft (currently no open issues on the ANIMA git):

• Application of Lightweight CMP Profile: some details to be clarified/defined

• Whether to use /getcacerts or the caPubs and extraCerts fields 
when further to-be-trusted (root CA) certificates and possibly other CA certs are needed

• Whether to use /getcertreqtemplate 
or let the registrar modify the CRMF and use raVerified

• Specify the optional use of implicitConfirm as alternative to certConf

• Whether to specify the use of /p10

• Application of EST with /fullCMC

• Further updates pending to fix the above and potential further issues

• WG review appreciated

• PoC implementation ongoing; please email us if you are interested in interop testing

BRSKI-AE status: next steps

https://github.com/anima-wg/anima-brski-async-enroll
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