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7KLV�LV�D�UHPLQGHU�RI�,(7)�SROLFLHV�LQ�HIIHFW�RQ�YDULRXV�WRSLFV�VXFK�DV�SDWHQWV�RU�FRGH�RI�FRQGXFW��,W�LV�RQO\�
PHDQW�WR�SRLQW�\RX�LQ�WKH�ULJKW�GLUHFWLRQ��([FHSWLRQV�PD\�DSSO\��7KH�,(7)
V�SDWHQW�SROLF\�DQG�WKH�GHILQLWLRQ�RI�DQ�
,(7)��FRQWULEXWLRQ��DQG��SDUWLFLSDWLRQ��DUH�VHW�IRUWK�LQ�%&3�����SOHDVH�UHDG�LW�FDUHIXOO\�

$V�D�UHPLQGHU�

%\�SDUWLFLSDWLQJ�LQ�WKH�,(7)��\RX�DJUHH�WR�IROORZ�,(7)�SURFHVVHV�DQG�SROLFLHV�
,I�\RX�DUH�DZDUH�WKDW�DQ\�,(7)�FRQWULEXWLRQ�LV�FRYHUHG�E\�SDWHQWV�RU�SDWHQW�DSSOLFDWLRQV�WKDW�DUH�RZQHG�RU�
FRQWUROOHG�E\�\RX�RU�\RXU�VSRQVRU��\RX�PXVW�GLVFORVH�WKDW�IDFW��RU�QRW�SDUWLFLSDWH�LQ�WKH�GLVFXVVLRQ�
$V�D�SDUWLFLSDQW�LQ�RU�DWWHQGHH�WR�DQ\�,(7)�DFWLYLW\�\RX�DFNQRZOHGJH�WKDW�ZULWWHQ��DXGLR��YLGHR��DQG�
SKRWRJUDSKLF�UHFRUGV�RI�PHHWLQJV�PD\�EH�PDGH�SXEOLF�
3HUVRQDO�LQIRUPDWLRQ�WKDW�\RX�SURYLGH�WR�,(7)�ZLOO�EH�KDQGOHG�LQ�DFFRUGDQFH�ZLWK�WKH�,(7)�3ULYDF\�6WDWHPHQW�
$V�D�SDUWLFLSDQW�RU�DWWHQGHH��\RX�DJUHH�WR�ZRUN�UHVSHFWIXOO\�ZLWK�RWKHU�SDUWLFLSDQWV��SOHDVH�FRQWDFW�WKH�
RPEXGVWHDP�LI�\RX�KDYH�TXHVWLRQV�RU�FRQFHUQV�DERXW�WKLV�
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�3ULYDF\�3ROLF\��

https://tools.ietf.org/html/bcp79
https://www.ietf.org/contact/ombudsteam/
https://tools.ietf.org/html/bcp9
https://tools.ietf.org/html/bcp25
https://tools.ietf.org/html/bcp25
https://tools.ietf.org/html/bcp54
https://tools.ietf.org/html/bcp78
https://tools.ietf.org/html/bcp79
https://www.ietf.org/privacy-policy/


,(7)�&RGH�2I�&RQGXFW�*XLGHOLQHV�5)&����

�
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�� 6SHDN�VORZO\�DQG�OLPLW�WKH�XVH�RI�VODQJ

�� 'LVSXWH�LGHDV�E\�XVLQJ�UHDVRQHG�DUJXPHQW

�� 8VH�EHVW�HQJLQHHULQJ�MXGJPHQW

�� )LQG�WKH�EHVW�VROXWLRQ�IRU�WKH�ZKROH�,QWHUQHW

�� &RQWULEXWH�WR�WKH�RQJRLQJ�ZRUN�RI�WKH�JURXS�DQG�WKH�,(7)
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Ɣ ,Q�SHUVRQ�SDUWLFLSDQWV

ż 0DNH�VXUH�WR�VLJQ�LQWR�WKH�VHVVLRQ�XVLQJ�WKH�0HHWHFKR��XVXDOO\�

WKH�³RQVLWH�WRRO´�FOLHQW��IURP�WKH�'DWDWUDFNHU�DJHQGD

ż 8VH�0HHWHFKR�WR�MRLQ�WKH�PLF�TXHXH

ż .HHS�DXGLR�DQG�YLGHR�RII�LI�QRW�XVLQJ�WKH�RQVLWH�YHUVLRQ

Ɣ 5HPRWH�SDUWLFLSDQWV

ż 0DNH�VXUH�\RXU�DXGLR�DQG�YLGHR�DUH�RII�XQOHVV�\RX�DUH�FKDLULQJ�

RU�SUHVHQWLQJ�GXULQJ�D�VHVVLRQ

ż 8VH�RI�D�KHDGVHW�LV�VWURQJO\�UHFRPPHQGHG
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RFC Adjustments for Multi-Signer
● Multi-Signer DNSSEC allows only for Signer using the same algorithm

Because of RFC 4035 section 2.2

● But RFC 6840 section 5.11 actually requires only one valid path for resolvers

● Non trivial problem if a resolver only supports one of the algorithms

● Signaling to not enforce requirement for all data to be signed by all available 

algorithms in the DNSKEY set

Ideas, comments, … welcome 

Shumon Huque shuque@gmail.com or Ulrich Wisser ulrich@wisser.se
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