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What is GNAP?

● Delegation protocol (like OAuth)
● Built on lessons learned from many years of OAuth deployments
● Minimizes security exposures through front-channel
● Flexible data access request for APIs and subject information



What was our focus?

● Protect requests with HTTP Signatures
● Make requests for tokens
● User interaction at AS
● Get usable access tokens



What did we build?

● New code:
○ PHP CLI & Web Client
○ SPA Client (JavaScript)

● Significant Updates to:
○ Java Web Client
○ Java Authorization Server

● Leveraged existing libraries and standards
○ Especially for HTTP structured fields and crypto primitives
○ https://github.com/ietf-wg-gnap/general/wiki/Implementations-and-Libraries

https://github.com/ietf-wg-gnap/general/wiki/Implementations-and-Libraries


What did we learn?

● HTTP Message Signatures is complex to do from scratch
○ Requires crypto, structured fields, HTTP message manipulation, etc.
○ Surprising fiddly bits (e.g., order of parameter fields)
○ Transparent if available within an HTTP library, but we aren’t there yet

● It’s actually possible to implement GNAP clients from scratch in relatively 
short order, if you already have a signing mechanism

● I still hate JavaScript



Improving the Specs

● GNAP
○ Need a way to communicate proof parameters (signature alg, digest alg, etc)
○ Polling uses an empty POST, why not GET?
○ Need to clarify grant lifecycle operations (already a set of open issues)
○ Need to reference hash methods from existing registry (open issue)
○ Need to clarify what the front-channel hash protects (probably with diagrams)
○ Some potential protocol cleanup/bikeshedding (“finish” vs “nonce”, “user_code.code”, etc)

● HTTP Structured Values
○ Would benefit from an implementer’s quickstart guide

● HTTP Message Signatures
○ Parameter order needs to be stable
○ Some library support, but more is needed (ours was all by hand)



Web-Based Java Client



Web-based Java Client - Configuration



Web-based Java Client - Grant Started



Web-based Java Client - Java AS Approval Page



Web-based Java Client - Grant Completed



Web-based Java Client - In the Background



JavaScript SPA Client - Configuration



JavaScript SPA Client - Java AS Approval Page



JavaScript SPA Client - Results



Web-Based PHP Client



PHP Web Client - Start



PHP Web Client - Processing Response



PHP Web Client - Java AS Approval Page



PHP Web Client - Response from AS



PHP Web Client - Logged In



Command Line PHP Client



PHP CLI Client - Start



PHP CLI Client - Scanning QR Code



PHP CLI Client - Approval on Second Device



PHP CLI Client - Polling



PHP CLI Client - Results


