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IPv6 Adoption Steady although Uneven. What’s the Momentum? 

• GDP per capita, user growth, IPv4 shortage, competition help [Huston 2018]

• What else?

https://www.google.com/intl/en/ipv6/statistics.html

S-curve growth pattern: https://vyncke.org/ipv6status

Low IPv6 deployment High

https://stats.labs.apnic.net/ipv6

https://www.google.com/intl/en/ipv6/statistics.html
https://vyncke.org/ipv6status
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Metro

UEs: 80%+ support IPv6

in IPv6 value chain, networks slightly behind UEs and big applications/clouds 

Networks: 42% support IPv6 [BGP] Clouds: 50%+ support IPv6
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IPv4 Address Price Doubled in 2021

• Price per IPv4 doubled in 2021 to $50+ (7x since April 2014)

https://auctions.ipv4.global/prior-sales
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Public Cloud’s IPv6 Support, IoT, 5G, SRv6 Add New Momentum

• Public clouds like AWS, Azure’s IPv6 support moves some SMEs (Small & Medium Enterprises) to IPv6 [AWS][Azure]

• SMEs slow to adopt IPv6.  Public cloud’s IPv6 support hopefully change the situation

• 6LoWPAN IoT widely deployed in the smart grid world

• G3-PLC: ~80M devices [G3PLC]

• Wi-SUN: ~91M devices [WiSUN]

• 5G brings new network builds.  Some operators take the opportunity to deploy IPv6

• In 2018, France regulator ARCEP required 5G spectrum bidders be IPv6 ready by end of 2020

• IPv6 enhanced innovations like SRv6 add additional incentives

• Some operators like SRv6 for better traffic engineering, network programming [Comcast] [SRv6 cases]
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IPv6 Challenges: An AFRINIC Survey 
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IPv6 Deployment Challenges: AFRINIC IPv6 Deployment Challenges Survey 2017 Challenges can be 

classified into 4 

categories: 

• motivation 

• knowledge 

• ecosystem 

• technology
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Challenge 1

• Thinking that IPv6 may be delayed with 

NAT or IPv4 purchase

• Lack the motivation or pressure to make 

the difficult transition.

Challenge 3

• Most user devices with mainstream OS 

support |Pv6, but some (e.g. old CPEs, 

smart TVs) don’t

• Big cloud services support IPv6, but many 

SMEs don’t

• Incompatible vendor roadmap

Challenge 2

• Not aware of progress in IPv6 standards, 

products, and deployment. Thinking IPv6 still 

has many problems

Challenge 4

• Legacy devices not support IPv6

• IPv6 NMS, OAM immature compared to 

IPv4 

• Some IPv6 products not as field-proven as 

IPv4

Challenge Analysis & Possible Solutions – An Overview

IPv6 experience sharing from leading operators and IPv6 Forums/Councils can help

Big ICT players, government policy can help IETF can lead to solve some technical challenges 

Motivation Knowledge

Ecosystem Technology

• Subsequent slides focus on technical challenges, especially on IPv6 performance challenges
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IETF has Done a lot to Solve IPv6 Challenges and Accelerate 

IPv6 Adoption

• Specified CPE, router requirements

• Specified various transition solutions

• Specified Happy Eyeballs v1/v2 to favor IPv6 connections

• Specified IPv6 solutions for IoT

• Document various operations & security issues and provide guidelines, e.g. RFCs 9098, 9099

• Specify innovative solutions on top of IPv6, solving remaining issues like HBH processing

• But there are remaining challenges 
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IPv6 Performance Challenge 1:  IPv6 RTT Improving but still 

6.5ms Higher than IPv4 

https://stats.labs.apnic.net/v6perf/XA

• What are top-3 factors leading to IPv6 RTT improvement?
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Performance Challenge 2: IPv6 Packet Loss Rate Likely Higher

• How much does high IPv6 packet loss due to EHs, fragmentation, filtering contribute to overall IPv6 PLR?

• Should we measure IPv6 PLR and analyze the causes?
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IPv6 fragmentation drop rate

IPv6 vs IPv4 PLR from anecdotal data

0.1%
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0.25%?

[Hindawi] reported lower IPv6 PLR than IPv4, 

based on 1-week measurement from China. 

[RFCs 7872/9098] reported very high PLR for IPv6 

packets with EHs. Combined with anecdotal data, we 

believe IPv6 PLR is higher
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Performance Challenge 3: IPv6 TCP Failure Rate Higher

• Is higher IPv6 TCP failure rate due to higher IPv6 PLR?

• Should we measure failure rate for QUIC now?

in Mar. 2022

• IPv6: 0.96%

• IPv4: 0.25%

https://blog.apnic.net/2015/11/24/examining-ipv6-performance/

APNIC 

TCP Connection Failure Rates for IPv6 & IPv4, in 2015
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Consequence: Many Operator IPv6 Deployments are in Overlay.  

Are We Satisfied with (IPv6 Overlay + IPv4 Underlay) Forever?  

• IPv6 overlay (i.e. at service layer) sufficient to address IPv4 shortage

• Many operators choose IPv6 Overlay (i.e. IPv6 at UEs & service gateways) + IPv4 Underlay (i.e. packet 

transport with 6PE, 6vPE over MPLS)

• Dual-Stack mostly in overlay, not underlay.  Many operators reluctant to maintain 2 

data/control/management planes for both IPv6 & IPv4.  They use tunneling instead. 

• OK for now but is it OK forever? 

• Caution: the IPv6 performance stats here are Internet stats. In enterprise environment, there are reports 

that IPv6 perform better than IPv4 [Apple][Facebook]
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Possible Solutions to IPv6 Performance Challenges

• Avoid IPv6-in-IPv4 tunneling

• Keep IPv4 and IPv6 paths congruent, e.g. use transit and peer arrangements that are dual stack

• Move content cache closer to users

• Increase link MTU, choose TCP MSS carefully

• Be careful in announcing IPv6 routes; apply IPv6 route filtering best practice [Goering]

• Improve IPv6 packet filtering / ACLs [Gont]

• Use EHs carefully, e.g. only in limited domain with capable devices

• Any other solutions?  How to prioritize these solutions?

• Our perception: the industry has some answers, but not completely clear
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IPv6 Adoption Summary: Is the Glass Half Full, or Half Empty?

• IPv6 performance can be considered as a proxy indicator for IPv6 adoption

• When IPv6 performs better than IPv4, companies are more likely to adopt IPv6, or vice versa.

• Half empty: IPv6 performance still not as good as IPv4 

• Half full: IPv6 performance almost as good as IPv4

• Can we make IPv6 perform better than IPv4?  If yes, a powerful reason to move the world to IPv6 

• Yes at UE side, with IPv4aaS  solutions like 464XLAT, DS-Lite, MAP-T/E 

• Yes at cloud side: Apple, Facebook reported better IPv6 performance [Apple][Facebook]

• Making networks perform better in IPv6 is the next step 
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100+ Operators/Enterprises already Have 50%+ IPv6 Users.  Time 

to Consider IPv6-only Networks (with IPv4 as a Service over IPv6 )

Source: https://www.worldipv6launch.org/measurements/ as of Feb. 9, 2022. “Rank” indicates IPv6 traffic volume

57.32
%

100%

https://www.worldipv6launch.org/measurements/
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IPv6-only Network Means both IPv6 Overlay & IPv6 Underlay.

IPv4 will be a Service over IPv6

• IPv6 overlay = UEs & service gateways only have IPv6 address 

• IPv6 underlay = IPv6-based packet transport (IPv4 traffic tunneled inside IPv6)
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IPv6-only Provides an Exit Strategy to a Single-Protocol World

• (IPv6 overlay + IPv4 underlay) provides no exit strategy

• IPv6-only requires solving the IPv6 challenges

• IETF and leading operators should take the lead
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Summary

• IPv6’s “UEs – networks – applications” value chain is ready. It has reached the inflexion point

• IPv6 still has performance challenges. IETF can lead to make IPv6 perform better than IPv4 

• Better IPv6 performance can lead to IPv6-only networks   

• We are documenting the IPv6 challenges & solutions.  Please contribute by sending your input to 

Xipengxiao@huawei.com. Thank you! 

• Measurement or analysis on IPv6 & IPv4 PLR 

• IPv6 vs IPv4 performance for QUIC

• Analysis of top-5 contributing factors to IPv6’s performance improvement 

• Problems encountered, or insights learned from your IPv6 deployment & operations

• Practice & suggestion on IPv6 route advertisement & filtering, peering 

• Practice & suggestion on IPv6 packet filtering

• Innovations on top of IPv6 

• IPv6 & IPv4 performance comparison for enterprises

mailto:Xipengxiao@huawei.com
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• The following org’s and people contributed stats / reviews to this talk: APNIC, AFRINIC, Google, Geoff 

Huston, Brian Carpenter, Eric Vyncke, Bob Hinden, Fred Baker, Benoit Claise, Fernando Gont, Jen Linkova, 

Warren Kumari, Latif Ladid, Jordi Palet, Ralph Wallace, Fuliang Li, Paolo Volpato, Eduard Vasilenko.  Their 

contributions are acknowledged.

• [AFRINIC] AFRINIC IPv6 Deployment Challenges Survey, https://www.youtube.com/watch?v=9W9YS9QVrOM

• [APNIC] https://stats.labs.apnic.net/v6perf

• [Apple] https://developer.apple.com/videos/play/wwdc2020/10111/

• [AWS] https://aws.amazon.com/blogs/containers/amazon-eks-launches-ipv6-support/

• [Azure] https://docs.microsoft.com/en-us/azure/virtual-network/ip-services/ipv6-overview

• [BGP] https://blog.apnic.net/2022/01/06/bgp-in-2021-the-bgp-table/

• [Comcast] Gaurav Dawra et al, “Segment Routing IPv6 – The Network as A Computer and deployment use cases with Comcast”, NANOG，Oct 2017

• [Facebook] https://www.youtube.com/watch?v=YcEVcf5RK4g&t=3s

• [Goering] https://www.space.net/~gert/RIPE/ipv6-filters.html

• [Google] https://www.google.com/intl/en/ipv6/statistics.html

• [G3PLC]: https://g3-plc.com/enabling-the-smartest-grid-together-g3-plc-alliance-celebrates-its-10th-anniversary/

• [Gont] draft-ietf-opsec-ipv6-eh-filtering-08 

• [Hindawi] Fuliang Li, Xingwei Wang, Tian Pan, and Jiahai Yang, “A Case Study of IPv6 Network Performance: Packet Delay, Loss, and Reordering”, Hindawi, 2017

• [Huston 2018] Geoff Huston, “Is IPv6 only for the Rich?”, https://www.potaroo.net/presentations/index.html

• [IPv4 price] https://auctions.ipv4.global/prior-sales

• [RFC 7872] F. Gont, J. Linkova, T.Chow, W.Liu, “Observations on the Dropping of Packets with IPv6 Extension Headers in the Real World”

• [RFC 9098] Fernando Gont, Nick Hilliard, Gert Döring, Warren Kumari, Geoff Huston, Will Liu, “Operational Implications of IPv6 Packets with Extension Headers”, 2021

• [SRv6 cases] Clarence Filsfils, SRv6 deployed use cases, SRv6 cases: https://blog.apnic.net/2020/05/08/srv6-deployed-use-cases/

• [Wi-SUN]: https://www.ceo-review.com/2019-wi-sun-alliance-marks-a-year-of-strong-growth-in-membership-and-91-million-devices-awarded-globally-2bd7, Apr. 2019

• [Vyncke]: https://vyncke.org/ipv6status
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Internet Routing Table Comparison: IPv4 vs IPv6 

IPv4 IPv6 Comment

BGP prefix count 906000 147000 16%

Average AS PATH 

length

5.3 4.8 Surprising: (1) IPv6 < IPv4; (2) IPv4’s 

going down, while IPv6’s going up. 

Average AS 

connectivity degree 

3.3 3.1 No surprise. Both going up

Total AS 72800 28140 39%

Transit AS 45800 10800 42%

Source

https://blog.apnic.net/2022/01/06/bgp-in-2021-the-bgp-table/

https://blog.apnic.net/2022/01/06/bgp-in-2021-the-bgp-table/


Many Operators already Have 50%+ IPv6 Users.  Time 

to Consider IPv6-only Networks (with IPv4 as a Service 

over IPv6 )

Compiled from APNIC data 


