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Solution Recap:
• Negotiation of Support for OPTIMIZED REKEY 

Initiator                         Responder

--------------------------------------------------------------------

HDR, SK {IDi, [CERT,] [CERTREQ,]

[IDr,] AUTH, SAi2, TSi, TSr,

N(OPTIMIZED_REKEY_SUPPORTED)} -->

<-- HDR, SK {IDr, [CERT,] AUTH,

SAr2, TSi, TSr,

N(OPTIMIZED_REKEY_SUPPORTED)}

• Optimized Rekey of the IKE SA
Initiator                         Responder

--------------------------------------------------------------------

HDR, SK {N(OPTIMIZED_REKEY,newSPIi),

Ni, KEi} -->

<-- HDR, SK {N(OPTIMIZED_REKEY,newSPIr),

Nr, KEr}

Note: The current SPI is from the IKE header.

• Optimized Rekey of Child SAs
Initiator                         Responder

--------------------------------------------------------------------

HDR, SK {N(REKEY_SA,currentSPI), N(OPTIMIZED_REKEY,newSPIi),

Ni, [KEi,]} -->

<-- HDR, SK {N(OPTIMIZED_REKEY,newSPIr),

Nr, [KEr,]}
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Updates from -07 to -08

• Most are editorial changes

• Clearly show how new and old SPIs are included in the Child 
Exchange
• At rekeying IKE SA:

• The current SPI is included in the IKE header.

• The newSPIs are respectively included in the initiator and responder's 
OPTIMIZED_REKEY payloads.

• At Rekeying Child SA:
• The current SPI is included in the initiator’s REKEY_SA payload.

• The newSPIs are respectively included in the initiator and responder's 
OPTIMIZED_REKEY payloads.
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Next Step

• Ask for WG adoption
• The authors believe current version is clear and mature.
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