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I’m Marek
IoT / Mobile / Solution Architect & Developer

@ ASSA ABLOY
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ASSA ABLOY
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Challenge
•Modular IoT stack to run on Embedded, Mobile, and Cloud

• Enable Device-to-Cloud, Device-to-Mobile and Device-to-
Device E2E secure communication within Application Layer

•Work with identity formats like X.509 certificates, CWT, JWT
• Backed by standards so we can maintain security more 

efficiently with the help of Open Source

4



Areas
• Provisioning (Identity, etc.)
• Communication
• Operations (Firmware Update, etc.)
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Solution
• CoAP
• OSCORE
• EDHOC
• X.509 certificates (p-256 keys)
• and more …
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Architecture
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Platforms
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EDHOC library
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EDHOC use-case
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• NRF52840 FreeRTOS
• Lobaro CoAP
• uOSCORE
• uEDHOC
• HW Crypto (mbedTLS)

Embedded
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EDHOC Performance
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EDHOC Performance

<1 sec for
1. BLE Scan, 
2. Connect, 
3. Discover GATT
4. EDHOC with X.509 Certificates
5. Setup RPC Session
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Future
• Cloud HTTP to CoAP proxy with EDHOC and OSCORE
• Open Source contributions (Already uOSCORE-uEDHOC)
• Develop modern Test Vector Generator
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Thank you!

marek.serafin@assaabloy.com
https://github.com/stoprocent
https://www.linkedin.com/in/marekserafin
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