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Key Representation Definitions for Barreto-Lynn-Scott Cryptographic Curves



Overview

● This draft registers the required parameters for both the JWK and COSE_Key cryptographic key 

representations for the Barreto-Lynn-Scott (BLS) family of curves (both the 12-381 and 48-581)

● The Barreto Lynn Scott curves (BLS)  are said to be “pairing friendly” which enables usage of some 

novel  algorithms. From the pairing friendly family the BLS curves are the most popular in use 

today.

● Formal definition of the BLS curves is a work item of the CFRG 

draft-irtf-cfrg-pairing-friendly-curves
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BLS Signatures

● An aggregate signature scheme

● It enables aggregating signatures over the same payload together where the aggregated result can 

still be checked against the individual signers public keys.

● Useful in blockchain applications where nodes in the network need to sign and confirm blocks

● Used by many blockchain networks, most notably Ethereum and Filecoin

● Work item of the CFRG draft-irtf-cfrg-bls-signature
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BBS Signatures

● A digital signature scheme supporting
○ Selective disclosure (multi message signing)

○ Proof of possession

○ Unlinkable proofs (via a ZKP protocol)

● Defined in draft-looker-cfrg-bbs-signatures, calling for adoption at the CFRG
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BBS Signatures
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Privacy Preserving Anonymous Credentials
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Proof of possession enabled security/access tokens
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Non-correlating security token proofs
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