
Challenges and Opportunities 
in Post-Quantum Cryptography 

for networks and protocols
Sofía Celi

Brave Software, Inc



The state
● NIST ran a process for selection of algorithms to standardise that are safe 

from quantum computers attacks
○ A first phase of the process ended this month. Announcement of  “selected” algorithms 

for:
■ Key Exchange (KEMs)
■ Authentication (digital signatures)

See NISTs report: https://csrc.nist.gov/publications/detail/nistir/8413/final 
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https://csrc.nist.gov/publications/detail/nistir/8413/final


The tradeoffs
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The tradeoffs
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● Bigger sizes, bigger computational times
● They don’t fit perfectly with all ‘DH-like’ actions
● Some schemes don’t have a perfect post-quantum counterpart:

○ OPRFs
○ Zero-Knowledge proofs
○ Threshold Signatures



Some focus
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● Continue with experimentation
● Build designs that are generic for post-quantum but also for other ideas

● Workshop on the challenges/opportunities of putting post-quantum into 
networks and protocols: PQNet (https://sofiaceli.com/PQNet-Workshop/)
○ Next iteration in November (to coordinate with NIST)
○  Important notes:

■ https://sofiaceli.com/PQNet-Workshop/tls.html
■ https://sofiaceli.com/PQNet-Workshop/dnssec.html 

● Let’s start discussing over: pqc@ietf.org

https://sofiaceli.com/PQNet-Workshop/
https://sofiaceli.com/PQNet-Workshop/tls.html
https://sofiaceli.com/PQNet-Workshop/dnssec.html
mailto:pqc@ietf.org


Thank you!
@claucece


