
Internet Engineering Task Force 114 Meeting
Measurement and Analysis for Protocols Research Group

Measuring the Accessibility of Domain Name Encryption 
and its Impact on Internet Filtering

Nguyen Phong Hoang, Michalis Polychronakis, Phillipa Gill 



Plaintext domains in network traffic
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DNS query/response packets

TLS handshake’s Client Hello
Server Name Indication (SNI)

à Security and privacy problems
à Susceptible to domain-based network filtering



Domain name encryption: DoT/DoH & ESNI

• DoT: DNS queries and responses are sent over a TLS tunnel using 

port 853 (RFC7858)

• DoH: DNS resolution is performed over HTTPS, inheriting all 

security benefits of the HTTPS protocol (RFC8484)

• Encrypted SNI: Starting from TLS1.3, the Server Name Indication 

extension in the Client Hello message during the TLS handshake 

can be optionally encrypted (RFC8744)

à being reworked to Encrypted Client Hello (Internet draft)
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https://tools.ietf.org/html/rfc7858
https://tools.ietf.org/html/rfc8484
https://tools.ietf.org/html/rfc8744
https://tools.ietf.org/html/draft-ietf-tls-esni-10
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Domain encryption: DoT/DoH and ESNI
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Motivation

Domain name encryption à better security and privacy

How about its impact on Internet filtering?

• Investigate whether domain name encryption technologies are

being blocked by Internet filtering systems around the globe

• If not, can domain name encryption help with circumventing

Internet censorship based on domain name information
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DNEye
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Raw Network Captures

20.7K VPN Gate vantage points

2) DoTH/ESNI Measurements

DoTH resolvers

1) DNS Measurements

ICLabOONI Censored Planet

Asia Africa America Europe Oceania

Countries 32 4 15 32 2

# of ASes 367 9 215 271 16



DNS-based Internet filtering is widespread

No major evidence of DNS-based filtering of DoTH at the AS level

• ordns.he.net blocked by China’s Great Firewall via DNS poisoning

• cloudflare-dns.com and mozilla.cloudflare.com in Thailand ‘s AS23969 
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Country Number of confirmed domains 
censored by DNS tampering

China 300

Russia 205

Iran 147

Indonesia 134

India 98



DoTH accessibility

China started blocking both DoT and DoH resolutions destined for 
popular DoTH resolvers from March 2021
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Blocking of DoT resolutions in China

• DNS over TLS is standardized in RFC7858 with 853 being used as 
the default port

• Port 853 is not used by other popular applications

à Blocking the IP:853 pair is trivial and sufficient to hinder the use 
of DNS over TLS
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Blocking of DoH resolutions in China
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• DNS over HTTPS uses the popular 443 port

• IPs of popular DoH-supported DNS resolvers are widely known

à Blocking the resolver_IP:443 pair is trivial and sufficient to hinder 
DNS over HTTPS services deployed by popular public resolvers



Blocking of Cloudflare DoH resolvers in Saudi Arabia
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Centralized blocking of *.cloudflare-dns.com DoH resolvers in Saudi 
Arabia detected at different network locations



Decentralized blocking of ESNI Blocking in Russia
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Decentralized blocking of ESNI connections in Russia based on the 
2-byte signature ff ce of Encrypted SNI protocol



Filtering circumvention with domain name encryption
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Country Circumvented/
Total crawled

Other filtering techniques

TCP HTTP TLS SS

China 130/230 11 2 84 3

Russia 53/56 1 1 1 0

Iran 0/49 1 1 47 0

Indonesia 93/98 2 2 0 1

India 20/20 0 0 0 0

• Encrypting DNS can help bypassing DNS-based censorship

• Not all domains support encrypted SNI 

à still susceptible to SNI-based blocking



Key takeaway
• Domain name encryption can help to partially circumvent Internet 

censorship based on DNS

• Notorious censors have already taken a step ahead to hinder the 
deployment of domain name encryption by
ü blocking DoTH servers
ü blocking ESNI connections
=> Domain name encryption protocols should be designed and 
deployed in a way such that blocking their traffic is not an option 
without causing large collateral damage

• SNI-based blocking is still possible as encrypted SNI has not been 
widely adopted

=> Encrypted Client Hello should be adopted universally 
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