
draft-ietf-add-split-horizon-authority-03  
IETF 115
Nov 2022

Tiru Reddy (Nokia)
Dan Wing (Citrix)

Kevin Smith (Vodafone)
Ben Schwartz (Google)

 

1

                 Establishing Local DNS Authority 
                   in Split-Horizon Environments

                    

draft-ietf-add-split-horizon-authority-03

https://datatracker.ietf.org/doc/html/draft-ietf-add-split-horizon-authority-03


Update Summary

• Use DDR for Local DNS Authority
• Updated Scope Section
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1-2. SVCB Query _dns.resolver.arpa. 

3. Verified Discovery, SAN = 2001:db8::1, ns1.example.com

4-5. AAAA? pvd.uk.example.com 

6-7. https://pvd.uk.example.com/.well-known/pvd

dnsZones=example.com

TLS
8. NS? example.com
9. ns1.example.com, ns2.example.com

10. Use for example.com

DDR[ns1.example.com, alpn=dot, [2001:db8::1] PvD[pvd.uk.example.com] 
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DDR: Verified Discovery
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1-2. SVCB Query _dns.resolver.arpa. 

3. Opportunistic Discovery (PKI validated), SAN = ns1.example.com

4-5. AAAA? pvd.uk.example.com 

6-7. https://pvd.uk.example.com/.well-known/pvd

dnsZones=example.com

TLS
8. NS? example.com
9. ns1.example.com, ns2.example.com

10. Use for example.com

DDR[ns1.example.com, alpn=dot, [192.168.1.1] PvD[pvd.uk.example.com] 

Lo
ca

l D
om

ai
n 

H
in

ts
D

H
C

P
/P

vD
 

(R
F

C
75

56
) 

&
 D

D
R

ie
tf-

ad
d-

sp
lit

-
ho

riz
on

-
au

th
or

ity

draft-ietf-add-split-horizon-authority-03

DDR: Opportunistic Discovery



Update to Scope Section

• SUDNs are outside the scope of this draft.
 .home.arpa, resolver.arpa., ipv4only.arpa., .local
 Not unique to a specific DNS server's authority

• SUDNs MUST NOT be validated using the mechanism 
defined in this document.
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• Ready for WGLC
• Comments and suggestions are welcome
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