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95% of Seattleites have
access to the Internet



Online Activity Levels: By Impacted Groups
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Seattle Community Network

The Seattle Community Network is working to build free/low-cost access
networks throughout the city.

Trying to connect people who...

e can't afford to pay for their own access networks (e.g. pay
Comcast bill)

e can't afford to purchase user devices (e.g. laptop, phone)

e don’'t know how to connect to access networks

e Currently free for Seniors, Unemployed, Housing-unstable, majority
non-English-speaking, low-income families of students

o for others, suggested-donation cost based on income
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Current Site Locations

e Filipino Community Center
e Garfield HS in Central District

e Franklin HS in Mt. Baker area

e Oromo Cultural Center
e Skyway Library
e SURGETacoma (Tacoma)

e Tacoma Public Library Main Branch

Map on our website

“=1st Avenue South
\‘~§-¢—q'



http://coverage.seattlecommunitynetwork.org
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Technical Vision

We want to empower community-facing organizations to connect their
communities they care about but...

These community organizations generally do not want to be ISPs. They want
to connect their community and that's all. This makes scaling hard.

As a solution, we aim to scale horizontally (adding more network partners)
rather than vertically (making networks bigger).

We do this by developing a stock UE-compatible federated core network that
allows multiple small community cellular sites to partner together to
provide wide-area coverage.
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Traditional MNO
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Traditional MNO
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dAuth Roaming

Our roaming solution must allow for users to move between various community
nodes while also meeting the following needs of allowing more CN partners:

1.

Tolerating temporary failure of a subset of nodes (partner organization
networks) without losing liveness or safety of the overall system.
“Community Infrastructure can be less stable”

Tolerating the presence of malicious nodes outside the user's home
network without compromising the user's security.
“We can’t share critical network state (e.g., IMSIs/Kis)”

Operating with existing off-the-shelf hardware built for standardized 4G
and 5G networks and without requiring a system-specific upgrade from the
manufacturer.

“Communities must use inexpensive commodity devices”




Traditional Roaming

Traditional cellular roaming

e Large centralized “core”
- o 100ks of subscribers
H 5 o Enormous hardware
= () (@) e Keys stored in home network
((A») A ((A))) o Auth requires network traversal

Key point: This doesn’t work for small
community networks

Serving Packet Core o Home Packet Core |




dAuth Roaming
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Architecture Comparison
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Attach Request (M)

dAuth Evaluation Handwaving
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Opportunities for Social Impact

Internet Service and... Ereesifttle Community Network

*  service learning for studars ane e | A D S e A
workers ™
o Community educational workshops: [SEEs Sunday, July 10
“Hack Nights” and (“DiscoTechs") iy 1-3pm
o Community IT/Tech Support v’ repeated on
e “Digital Stewards” Youth and Adult T Tuesday, July 12

vocational training program 4-6pm
Skyway Library




Digital Stewards

Youth Digital Stewards-

e Youth and Adult versions Fall 21 - Wi °22

e Hands-on computing education and Digital Stewards- Wi ,
job training towards collaboratively spmane S T RENE AR - -
building and maintaining a community \ =L \ "' L1 C 14
network

o Internet infrastructure

o Intro to coding/command line

o  Principles of networking

o  Configuring radios, building
Ethernet cables

o Community organizing;
designing with community
stakeholders




SCN as a “Teaching Network"”

Provides free and low-cost Internet service Connect WA
Broadband

Connects UW students and tech workers with broader Technician class

Puget Sound community, opening up the “bubble” perform SCN site
e Aresource for building regional capacity in ISP-level survey in South
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e Community of practice
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Concluding Thoughts

e dAuth not yet in prod; expected in near future
e SCN network for evaluations and lab trials

e However, the teaching material is well-tested and available
e But always under active development

e Everything we do is produced in open source
e https://github.com/uw-ictd/

Always taking donations at:
https://seattlecommunitynetwork.org !



https://github.com/uw-ictd/
https://seattlecommunitynetwork.org

Thanks!

kheimerl@cs.washington.edu

https://kurti.sh
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dAuth Roaming Architecture

Traditional cellular roaming
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