
IETF-115 
I2NSF Consumer-Facing Interface 

and Registration Interface

November 8, 2022

Patrick Lingga [Presenter] and Jaehoon (Paul) Jeong [Editor]
Sungkyunkwan University

draft-ietf-i2nsf-consumer-facing-interface-dm-24
draft-ietf-i2nsf-registration-interface-dm-22

1



Update of Consumer-Facing Interface (CFI) & Registration Interface (RI)

• Update
• CFI YANG Data Model and RI YANG Data Model are 

revised from the reviews of AD Roman Danyliw.

• Revision of CFI YANG Data Model
• draft-ietf-i2nsf-consumer-facing-interface-dm-24

• Revision of RI YANG Data Model
• draft-ietf-i2nsf-registration-interface-dm-22
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I2NSF Consumer-Facing Interface
draft-ietf-i2nsf-consumer-facing-interface-dm-24
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Major Updates of Consumer-Facing Interface (1/6)
OLD: NEW:

The “endpoint-groups” and “threat-prevention” are excluded from the policy 
configuration
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Major Updates of Consumer-Facing Interface (2/6)

<?xml version="1.0" encoding="UTF-8" ?>
<endpoint-groups
xmlns="urn:ietf:params:xml:ns:yang:ietf-i2nsf-cons

-facing-interface">
<voice-group>

<name>malicious-id</name>
<sip-id>sip:alice@atlanta.com</sip-id>
<sip-id>sip:bob@203.0.113.15</sip-id>
<sip-id>sip:carol@chicago.com</sip-id>

</voice-group>
</endpoint-groups>

Condition model for matching voice:

XML example of voice-group registration:

Addition of Voice-Group for labeling SIP identities.
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Major Updates of Consumer-Facing Interface (3/6)

Updates of Location-Group:

IPv4/IPv6 addresses can be labeled with 
country, region, and city based on RFC 8805 
(A Format for Self-Published IP Geolocation 
Feeds).

Condition model for matching geographic location:
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Major Updates of Consumer-Facing Interface (4/6)
Updates of Threat Feed NEW:

OLD:
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Major Updates of Consumer-Facing Interface (5/6)
Updates of Payload Content
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Major Updates of Consumer-Facing Interface (6/6)
This section is removed as it is not really involved to I2NSF guidance, but 
just general guidance of NACM.
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Minor Updates of Consumer-Facing Interface
Addition of a way to configure rate-limit value in
bytes per second if the action is “rate-limit”.

Clarification of the definition of User-Group,
Device-Group, URL-Group, and Location-Group.
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I2NSF Registration Interface
draft-ietf-i2nsf-registration-interface-dm-22
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Major Updates of Registration Interface (1/4)
OLD:

NEW:

Clarification of the specification 
information and addition of memory and 
disk specification for NSFs
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Major Updates of Registration Interface (2/4)
The CPU information includes model, clock-
speed, cores, and threads.

The memory information includes capacity and speed. 
The disk information includes the capacity.
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Major Updates of Registration Interface (3/4)
The bandwidth information shows the 
available network bandwidth for the 
inbound and outbound traffics.

The access information allows a Domain Name 
along with an IP address. Username and 
password information are included as well.
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Major Updates of Registration Interface (4/4)
7. Security Considerations

The architecture of I2NSF Framework presents a risk to the implementation of 
security detection and mitigation activities. It is important to have an 
authentication and authorization method between the communication of the 
Security Controller and the DMS. The following are threats that need to be 
considered and mitigated:

• Compromised DMS with valid credentials: It can send falsified information to 
the Security Controller to mislead existing detection or mitigation devices. 
Currently, there is no in-framework mechanism to mitigate this, and it is an 
issue for such infrastructures. It is important to keep confidential 
information from unauthorized persons to mitigate the possibility of 
compromising the DMS with this information.

• Impersonating DMS: This involves a system trying to send false information 
while imitating as a DMS; client authentication would help the Security 
Controller to identify this invalid DMS. 15



Next Step
We authors have addressed all the comments from AD 
Roman Danyliw for YANG Data Models of CFI and RI:

– draft-ietf-i2nsf-consumer-facing-interface-dm-24
– draft-ietf-i2nsf-registration-interface-dm-22

We authors request the evaluation by IESG for those 
two drafts.

I2NSF WG believes that it can discuss I2NSF WG Re-
chartering.

– All the five I2NSF YANG drafts (i.e., Capability, NFI, 
MI, CFI, and RI) are finished.
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