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I2NSF (Interface to Network Security Functions) Framework Project
Champion: Jaehoon (Paul) Jeong

I2NSF Framework Where to get Code and Demo Video Clip

I E T F sy T TT——=1 * Github - Source Code

v" https://github.com/jaehoonpaul/i2nsf-framework

1
1
NOVEMBER g R i ¥ https://github.com/patrick8link/i2nsf-ipsec

e v https://www.youtube.com/watch?v=I-bSMxOs7zw

What to pull down to set up an environment
oI Dsrmangmeae |_Z "7 https://github.com/patrick8link/docker-i2nsf-ipsec
*  0S: Ubuntu 14.04
*  DockerHub: sysrepo/sysrepo-netopeer2:legacy
*  Libyangv1.0.184
Server e Strongswan v5.5.0

:se(umymemwk

I2NSF Hackathon Project
Manual for Operation Process

professors: *  README.md contains detailed description about operation
i i rocess. It can be found in the GitHub.
» Jaehoon (Paul) Jeong (SKKU) Multiple 12ZNSF Domains P
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Hackathon Plan (1/2)
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Client | (e.g., Firewall, Web Filter, Deep Packet Inspection, Antivirus, etc.) | erver
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Hackathon Plan (2/2)

*** Implementation of IPsec Flow Protection based on SDN for
I2NSF Framework:

e RFC 9061: A YANG Data Model for IPsec Flow Protection
Based on Software-Defined Networking (SDN)

e https://datatracker.ietf.org/doc/rfc9061/

** Implementation of West/Eastbound Interface (Security
Controller-Facing Interface) for I2NSF Framework:
« draft-kim—-i2nsf—security—controller—interface—dm-00
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https://datatracker.ietf.org/doc/rfc9061/
https://datatracker.ietf.org/doc/draft-kim-i2nsf-security-controller-interface-dm/

What got done (1/4)
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The Security Controller is in charge of provisioning the NSF with the required information in the SPD and PAD (e.g., IKE credentials) and the
IKE protocol itself (e.g., parameters for the IKE_SA_INIT negotiation). 5
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What got done (2/4)

gatewayl
start

gatewayl

192.168.123.100 ikev2 64

ikev2 false
192.168.201.0/24

false 192.168.202.0/24
pre-shared 6

73:65:63:72:65:74:6F:5F:63:6F:6D:70:61:72:74:69:64:6F
protect

false
true
false

192.168.123.200 false

ikev2
esp

pre-shared

73:65:63:72:65:74:6F:5F:63:6F:6D:70:61:72:74:69:64:6F

192.168.123.100
192.168.123.200
clear
true

PAD, IKE, and SPD parameters according to
RFC 9061 .
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What got done (3/4)

DEBUG: [PAD][IMPORTANT] CURRENT PAD NAME:

DEBUG: [SPD][TRAFFIC-SELECTOR] local-prefix: 192.168.2081.8/24

DEBUG: [SPD][TRAFFIC-SELECTOR] remote-prefix: 192.168.202.8/24

DEBUG: [SPD][TRAFFIC-SELECTOR] inner-protocol: 6

DEBUG: [SPD][PROCESSING-INFO] action: protect

DEBUG: [SPD][PROCESSING-INFO] mode: tunnel

DEBUG: [SPD][PROCESSING-INFO] satype: esp

DEBUG: [SPD][PROCE NG-INFO] mode tunnel src_tunnel: 192.168.123.100

DEBUG: [SPD][PROCESSING-INFO] mode tunnel dst_tunnel: 192.168.123.200

DEBUG: [PAD][IMPORTANT] CURRENT PAD NAME: Hostil

DEBUG: [PAD] ipv4-address: 192.168.123.100

DEBUG: [PAD] auth protocol: ikev2

DEBUG: [PAD] Auth Method: pre-shared

DEBUG: [PAD] ssecret: 73:65:63:72:65:74:67:57:63:67:6d:70:61:72:74:69:64:6f
DEBUG: [PAD][IMPORTANT] CURRENT PAD NAME: Host2

DEBUG: [PAD2] ipv4-address: 192.168.123.200

DEBUG: [PAD2] auth_protocol: ikev2

DEBUG: [PAD2] Auth Method: pre-shared

DEBUG: [PAD2] ssecret: 73:65:63:72:65:74:67:57:63:6f:6d:70:61:72:74:69:64:6T
DEBUG: Exiting addIPSEC_conn_entry

INFO: ipsec-conn-entry added

DEBUG: END OF CHANGES

HEFHHAHA A AR AR SENDING RPC TO 10.0.1. 204 : 830##HEHHHHAHHHHIHHHHRHRTHR
<nc:rpc-reply xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.08" message-id="urn:uuid:f
ee7bd5c-d671-422e-8558-b8c61cBel2ed4"><nc:0k/></nc:rpc-reply>

Security Controller A receiving IPsec configuration RPC reply from Gateway 1
for NSF-2 from Security Controller B. to Controller 1
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What got done (4/4)

root@gw2: /home/netconf/i2nsf-ipsec# tcpdump -1 eth® esp

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode

listening on eth®, link-type EN1OMB (Ethernet), capture size 262144 bytes
04:10:13.123432 IP c2c gwl 1.c2c gwl gw2 data > gw2: ESP(spi=0xc28048be,seq=0x1), length
04:10:13.123712 IP gw2 > c2c_gwl 1.c2c gwl gw2 data: ESP(spi=0xc5acaf?45,seq=0x1), length
04:10:14.147374 IP c2c gwl 1.c2c gwl gw2 data > gw2: ESP(spi=0xc28848be,seq=0x2), length
64:10:14.147405 IP gw2 > c2c_gwl 1.c2c_gwl gw2 data: ESP(spi=6xc5aca%945,seq=0x2), length
64:10:15.171403 IP c2c_gwl 1.c2c _gwl gw2 data > gw2: ESP(spi=0xc28648be,seq=0x3), length
04:10:15.171438 IP gw2 = c2c_gwl 1.c2c gwl gw2 data: ESP(spi=0xc5aca245,s5eq=0x3), length
04:10:16.195378 IP c2c gwl 1.c2c gwl gw2 data = gw2: ESP(spi=0xc28048be,seq=0x4), length
04:10:16.195411 IP gw2 > c2c_gwl 1.c2c gwl gw2 data: ESP(spi=0xc5aca?45,seq=0x4), length
04:10:17.219383 IP c2c gwl 1.c2c gwl gw2 data > gw2: ESP(spi=0xc28048be,seq=0x5), length
04:10:17.219415 IP gw2 > c2c_gwl 1.c2c _gwl gw2 data: ESP(spi=0xc5aca®45,seq=0x5), length
64:10:18.243378 IP c2c_gwl 1.c2c_gwl gw? data = gw2: ESP(spi=0xc28648be,seq=0x6), length
64:10:18.243410 IP gw2 > c2c_gwl 1.c2c _gwl gw2 data: ESP(spi=0xc5aca%45,seq=0x6), length
04:10:19.267519 IP c2c gwl 1.c2c gwl gw2 data = gw2: ESP(spi=0xc28048be,seq=0x7), length
04:10:19.267569 IP gw2 > c2c gwl 1.c2c gwl gw2 data: ESP(spi=0xc5aca%945,s5eq=0x7), length
04:10:20.291375 IP c2c gwl 1.c2c gwl gw2 data > gw2: ESP(spi=0xc6c70587,seq=0x1), length
04:10:20.291408 IP gw2 > c2c_gwl 1.c2c gwl gw2 data: ESP(spi=0xc6b8bB84e,seq=0x1), length
04:10:21.315642 IP c2c gwl 1.c2c gwl gw2 data > gw2: ESP(spi=0xc6c70587,seq=0x2), length
64:10:21.315783 IP gw2 = c2c_gwl 1.c?2c_gwl gw2 data: ESP(spi=0xct6b8bB4e,seq=0x2), length
04:10:22.339776 IP c2c_gwl 1.c2c _gwl gw2 data > gw2: ESP(spi=0xc6c70587,seq=0x3), length
04:10:22.339810 IP gw2 = c2c _gwl 1.c2c gwl gw2 data: ESP(spi=0xc6b8b84e,seq=0x3), length

TCP dump of ESP packets from IPSEC configuration between NSF-2 and NSF-3.
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What we learn

e [Psec SA establishment between NSFs is possible through the
Security Controller. Establishing IPsec tunnel is possible with
minimal intervention from the network administrator.

e In a case of multiple domains, it is possible to create IPsec
tunnel by exchanging the SPD and PAD parameters between
the Security Controllers.
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Next Step

e For NSFs where IKEvV2 is not available, IKE-less case is possible.
As discussed in RFC 9061, this moves the task of managing SAD
from IKEv2 to Security Controllers.

e Implementation of IKE-less case for the West/Eastbound
Interface (Security Controller Facing Interface) will be done.
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Open-Source Project at GitHub

URL;: URL:
https://github.com/patrick8link/i2nsf- https://github.com/patrick8link/docker-

ipsec i2nsf-ipsec

o Search or jump to... Pull requests Issues Marketplace Explore o Search or jump to... /| Pullrequests lssues Marketplace Explore
B patrick8link / i2nsf-ipsec ' Public & patrick8link / docker-i2nsf-ipsec ' public
<» Code (@ Issues 1% Pullrequests (® Actions [ Projects [0 wiki @ Security I~ Insights <> Code (@ Issues 1 Pullrequests ( Actions [ Projects [ Wiki @ Security |2 Insights

¥ main ~ ¥ 4branches © 0tags Go to file Add file ~ m ¥ main - P 4branches ©0tags Go to file Add file ~ m

widyd423 small fix @6392¢5 1 hourago {9 136 commits ‘widyd423 update README c5c8bs8 14 minutes ago  §D) 37 commits
base memset xpath, the length difference between prev xpath and new xpath 16 days ago ¢ small fix I lmmesD
client-xmls add ports, pfkeyv2 function seem to use ports 16 days ago 929 update 14 minutes ago
control_base small fix 1 hour ago hh 14 minutes ago
controller additional changes 5 hours ago [ READMEmd Update READMEmd 19 days ago
ieless additional changes 5 hours ago
README.md
python/test tpc send 10 days ago m z
yang rfc 9061 yang ikeless 22 days ago Ack led t
O coPvING first commit 24 days ago 9
[ INSTALL first commit 24 days ago This repository updates the work of https:/gitlab.atica.um.es/gabilm.um.es/cfgipsec2/tree/master to follow current
release of RFC3061
[ INSTALL_Ubuntu18.04LTS first commit 24 days ago
Original work by:
[ Makefile generalize for all three modes 5 hours ago
[ Makefilein makefile 23 days ago Professors:
0O Makefile_ike ready for controller with ike 12 days ago & Rafael Marin Lépez (rafa at um dot es, University of Murcia)
(3 READMEmd Update READMEmd 19 days ago e Fernando Perefiiguez Garcfa (fernando dot pereniguez at cud dot upct dot es, University Defense Center, CUD)

o Gabriel Lopez Millén (gabilm at um dot es, University of Murcia)
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https://github.com/patrick8link/i2nsf-ipsec
https://github.com/patrick8link/docker-i2nsf-ipsec

Demonstration Video Clip at YouTube

www.youtube.com/watch?v=I-bSMxOs7zw

Actities ) Terminal ~ |! 13:08 -
“9 Controller 1~ b % e % SCONAMIQ wévienis viutuisex -/oeskionisjtoderanst psecia

<0 Gateway 1. = e i & Gateway e
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https://www.youtube.com/watch?v=l-bSMxOs7zw

Wrap Up

Hackathon Team

Champions:

= Jaehoon Paul Jeong (SKKU)

= Patrick Lingga (SKKU)
Professor:

*= Younghan Kim (SSU)
Researchers:

= Jung-Soo Park (ETRI)

*  Yunchul Choi (ETRI)
Students:

= Jiyong Uhm (SKKU)

= Jeonghyeon Kim (SKKU)

= Mose Gu (SKKU)

Hackathon Team Photo
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