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Hackathon Plan (1/2)
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Hackathon Plan (2/2)
 Implementation of IPsec Flow Protection based on SDN for 

I2NSF Framework:
• RFC 9061: A YANG Data Model for IPsec Flow Protection

Based on Software-Defined Networking (SDN)
• https://datatracker.ietf.org/doc/rfc9061/

 Implementation of West/Eastbound Interface (Security 
Controller-Facing Interface) for I2NSF Framework:
• draft-kim-i2nsf-security-controller-interface-dm-00

4

https://datatracker.ietf.org/doc/rfc9061/
https://datatracker.ietf.org/doc/draft-kim-i2nsf-security-controller-interface-dm/
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What got done (1/4)
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The Security Controller is in charge of provisioning the NSF with the required information in the SPD and PAD (e.g., IKE credentials) and the 
IKE protocol itself (e.g., parameters for the IKE_SA_INIT negotiation). 
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What got done (2/4)
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PAD, IKE, and SPD parameters according to
RFC 9061 .
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What got done (3/4)
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Security Controller A receiving IPsec configuration 
for NSF-2 from Security Controller B.

RPC reply from Gateway 1 
to Controller 1
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What got done (4/4)
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TCP dump of ESP packets from IPSEC configuration between NSF-2 and NSF-3.
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What we learn
• IPsec SA establishment between NSFs is possible through the

Security Controller. Establishing IPsec tunnel is possible with
minimal intervention from the network administrator.

• In a case of multiple domains, it is possible to create IPsec
tunnel by exchanging the SPD and PAD parameters between
the Security Controllers.
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Next Step
• For NSFs where IKEv2 is not available, IKE-less case is possible.

As discussed in RFC 9061, this moves the task of managing SAD
from IKEv2 to Security Controllers.

• Implementation of IKE-less case for the West/Eastbound
Interface (Security Controller Facing Interface) will be done.
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Open-Source Project at GitHub
URL: 

https://github.com/patrick8link/i2nsf-
ipsec
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URL: 
https://github.com/patrick8link/docker-

i2nsf-ipsec

https://github.com/patrick8link/i2nsf-ipsec
https://github.com/patrick8link/docker-i2nsf-ipsec
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Demonstration Video Clip at YouTube
URL: https://www.youtube.com/watch?v=l-bSMxOs7zw
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https://www.youtube.com/watch?v=l-bSMxOs7zw
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Wrap Up
Hackathon Team

Champions: 
 Jaehoon Paul Jeong (SKKU) 
 Patrick Lingga (SKKU)

Professor:
 Younghan Kim (SSU)

Researchers:
 Jung-Soo Park (ETRI)
 Yunchul Choi (ETRI)

Students:
 Jiyong Uhm (SKKU)
 Jeonghyeon Kim (SKKU)
 Mose Gu (SKKU)
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